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What Is Disinformation?


In March 2017, the U.S. Senate Select Committee on Intelligence invited me to testify in the first open expert hearing on Russian interference in the 2016 presidential election. Committee staffers from both parties wanted me to help present to the American public the available forensic evidence that implicated Russia, evidence that at the time was still hotly contested among the wider public, and that, of course, the Russian government denied—as did the president of the United States. The situation was unprecedented.

The other two witnesses were Keith Alexander, former head of the National Security Agency, and Kevin Mandia, CEO of FireEye, a leading information security firm. Just before the hearing began, a staffer brought us from the greenroom to the witness table. Everybody else was seated already. As we walked in, I looked at the row of senators in front of us. Most of the committee members were present. Their faces looked familiar. The room was crowded; press photographers, lying on the floor with cameras slung around their necks, were soon ushered out. I envied them for a moment.

The senators sat behind a giant semicircular, heavy wooden table that seemed to encroach on the witnesses. Early on in the hearing, soon after our opening statements, Senator Mark Warner, D-VA, asked if we had “any doubt” that Russian agents had perpetrated the hack of the Democratic National Committee and the disinformation operation that took place during the campaign. He wanted a short answer. I considered my response as Mandia and Alexander spoke. The digital forensic evidence that I had seen was strong: a range of artifacts—not unlike fingerprints, bullet casings, and license plates of getaway cars at a crime scene—clearly pointed to Russian military intelligence. But despite the evidence, the offense seemed abstract, hypothetical, unreal. Then I thought of a conversation I’d had just two days earlier with an old Soviet bloc intelligence officer and disinformation engineer.

On the way to the Senate hearing in Washington, I had stopped in Boston. It was biting cold. I drove out to Rockport, a small town at the tip of Cape Ann, surrounded on three sides by the Atlantic Ocean. Ladislav Bittman had agreed to meet me at his studio there. Bittman, who died a year and a half later, was perhaps the single most important Soviet bloc defector to ever testify and write about the intelligence discipline of disinformation. A former head of the KGB’s mighty disinformation unit once praised Bittman’s 1972 book, The Deception Game, as one of the two best books on the subject.1 Bittman had defected in 1968, before an experimental prototype of the internet was even invented, and seven years before I was born.

We spoke the entire afternoon in a calm, wood-paneled room. Bittman was bald, his face wizened, with youthful eyes. He listened carefully, paused to think, and spoke with deliberation. Indeed, Bittman’s memory and his attention to detail were intimidating, and he would not answer my questions if he didn’t know how. I was impressed. Bittman explained how entire bureaucracies were created in the Eastern bloc in the 1960s for the purpose of bending the facts, and how these projects were proposed, authorized, and evaluated. He outlined how he learned to mix accurate details with forged ones; that for disinformation to be successful, it must “at least partially respond to reality, or at least accepted views.” He explained how leaking stolen documents had been “a standard procedure in disinformation activities” for more than half a century. He estimated that individual disinformation operations during the Cold War numbered more than ten thousand. And he brought the examples to life with stories: of a make-believe German neo-Fascist group with an oak-leaf logo, of forged Nazi documents hidden in a forest lake in Bohemia, of U.S. nuclear war plans leaked again and again all over Europe, of a Soviet master-forger flustered in a strip club in Prague. This careful and thoughtful old man taught me more about the subject of my forthcoming testimony than any technical intelligence report I had read or any digital forensic connections I could make. He made it real.2



In early 2016, I was in the middle of an extensive two-year technical investigation into MOONLIGHT MAZE, the first known state-on-state digital espionage campaign in history, a prolific, high-end Russian spying spree that began in the mid-1990s and never stopped. With luck and persistence, I was able to track down one of the actual servers used by Russian operators in 1998 to engineer a sprawling breach of hundreds of U.S. military and government networks. A retired systems administrator had kept the server, an old, clunky machine, under his desk at his home outside London, complete with original log files and Russian hacking tools. It was like finding a time machine. The digital artifacts from London told the story of a vast hacking campaign that could even be forensically linked to recent espionage activity. Our investigation showed the persistence and skill that large spy agencies bring to the table when they hack computer networks. Those big spy agencies that had invested in expensive technical signals intelligence collection during the Cold War seemed to be especially good at hacking—and good at watching others hack.

Then, on June 14, news of the Democratic National Committee computer network break-in hit. Among the small community of people who research high-end computer network breaches, there was little doubt, from that day forward, that we were looking at another Russian intelligence operation. The digital artifacts supported no other conclusion.

The following day, the leaking started, and the lying. A hastily created online account suddenly popped up, claiming that a “lone hacker” had stolen files from Democrats in Washington. The account published a few pilfered files as proof—indeed offering evidence that the leak was real, but not that the leaker was who they claimed. It was clear then, on June 16, that some of the world’s most experienced and aggressive intelligence operators were escalating a covert attack on the United States.3

Over the next days and weeks, I watched the election interference as it unfolded, carefully collecting some of the digital breadcrumbs that Russian operators were leaving behind. In early July, I decided to write up a first draft of this remarkable story. I published two investigative pieces on the ongoing disinformation campaign, the first in late July 2016, on the day of the Democratic Convention, and the second three weeks before the general election. But I noticed that I was not adequately prepared for the task. I had a good grasp of digital espionage and its history, but not of disinformation—what intelligence professionals used to call “active measures.”



We live in an age of disinformation. Private correspondence gets stolen and leaked to the press for malicious effect; political passions are inflamed online in order to drive wedges into existing cracks in liberal democracies; perpetrators sow doubt and deny malicious activity in public, while covertly ramping it up behind the scenes.

This modern era of disinformation began in the early 1920s, and the art and science of what the CIA once called “political warfare” grew and changed in four big waves, each a generation apart. As the theory and practice of disinformation evolved, so did the terms that described what was going on. The first wave of disinformation started forming in the interwar years, during the Great Depression, in an era of journalism transformed by the radio, newly cutthroat and fast-paced. Influence operations in the 1920s and early 1930s were innovative, conspiratorial, twisted—and nameless for now. The forgeries of this period were often a weapon of the weak, and some targeted both the Soviet Union and the United States at the same time.

In the second wave, after World War II, disinformation became professionalized, with American intelligence agencies leading the way in aggressive and unscrupulous operations, compounded by the lingering violence of global war. The CIA now called its blend of covert truthful revelations, forgeries, and outright subversion of the adversary “political warfare,” a sprawling and ambitious term. Political warfare was deadliest in 1950s Berlin, just before the Wall went up. The Eastern bloc, by contrast, then preferred the more honest and precise name “disinformation.” Whatever the phrase, the goals were the same: to exacerbate existing tensions and contradictions within the adversary’s body politic, by leveraging facts, fakes, and ideally a disorienting mix of both.

The third wave arrived in the late 1970s, when disinformation became well-resourced and fine-tuned, honed and managed, lifted to an operational science of global proportions, administered by a vast, well-oiled bureaucratic machine. By then the term “active measures” was widely used in the Soviet intelligence establishment and among its Eastern bloc satellite agencies. The name stuck, and indeed was quite elegant, because it helped capture a larger conceptual and historical trend at play: after 1960, the measures were becoming progressively more active, with the East gaining an upper hand. Then the Soviet Union collapsed, and any remaining sense of ideological superiority retreated.

The fourth wave of disinformation slowly built and crested in the mid-2010s, with disinformation reborn and reshaped by new technologies and internet culture. The old art of slow-moving, highly skilled, close-range, labor-intensive psychological influence had turned high-tempo, low-skilled, remote, and disjointed. Active measures were now not only more active than ever before but less measured—so much so that the term itself became contested and unsettled.

Surviving our age of organized, professional deception requires a return to history. The stakes are enormous—for disinformation corrodes the foundation of liberal democracy, our ability to assess facts on their merits and to self-correct accordingly. That risk is old. Yet the crush of a relentless news cycle means that everything feels new, breaking, headlong; established orders appear fleeting, with views veering to the fringes, and new fissures cracking open. The crisis of our Western democracies has too often been referred to as unprecedented. This sense of novelty is a fallacy, a trap. The election interference of 2016 and the renewed crisis of the factual has a century-long prelude, and yet, unprepared and unaware, most Democrats before the 2016 election and most Republicans after the election underestimated and played down the risks of disinformation. Conversely, many close observers of the highly contested Special Counsel investigation of 2017 to 2019, still not fully risk-aware after the 2016 election, ended up overestimating and playing up the effects of an adversarial campaign that was, although poorly executed, designed to be overestimated. The best, and indeed the only, potent antidote against such pitfalls is studying the rich history of political warfare. Only by taking careful and accurate measure of the fantastic past of disinformation can we comprehend the present, and fix the future. A historical inquiry into the rise of active measures reveals a quintessentially modern story, one closely tied to the major cultural and technical trends of the past hundred years.

The twentieth century was a vast test lab of disinformation and professional, organized lying, especially during the interwar years and the Cold War, and yet Western scholars and the wider public have largely chosen to ignore the history of organized deception. Historians usually prefer telling true stories to retelling fakes. There are exceptions; several episodes have recently been well documented, for example, the tale of the Zinoviev letter,4 a 1924 forgery that turned into a major British political scandal, or the persistent 1980s hoax that AIDS was a weapon developed by the United States Army.5 The CIA’s less aggressive cultural covert action campaign in the early Cold War is well explored, most famously the Congress of Cultural Freedom.6 Military deception at war is also well researched.7 But most twentieth-century disinformation operations have simply been forgotten, including some of the most extensive and successful. Twenty-first-century liberal democracies can no longer afford to neglect this past. Ignoring the rich and disturbing lessons of industrial-scale Cold War disinformation campaigns risks repeating mid-century errors that are already weakening liberal democracy in the digital age.

Recognizing an active measure can be difficult. Disinformation, when done well, is hard to spot, especially when it first becomes public. It will therefore be helpful to clarify what an active measure is, and what it is not.

First, and most important, active measures are not spontaneous lies by politicians, but the methodical output of large bureaucracies. Disinformation was, and in many ways continues to be, the domain of intelligence agencies—professionally run, continually improved, and usually employed against foreign adversaries. Second, all active measures contain an element of disinformation: content may be forged, sourcing doctored, the method of acquisition covert; influence agents and cutouts may pretend to be something they are not, and online accounts involved in the surfacing or amplification of an operation may be inauthentic. Third, an active measure is always directed toward an end, usually to weaken the targeted adversary. The means may vary: creating divisions between allied nations, driving wedges between ethnic groups, creating friction between individuals in a group or party, undermining the trust specific groups in a society have in its institutions. Active measures may also be directed toward a single, narrow objective—to erode the legitimacy of a government, for example, or the reputation of an individual, or the deployment of a weapon system. Sometimes projects are designed to facilitate a specific political decision.

These features, easily misunderstood, give rise to three widespread misconceptions about the nature of disinformation, which is generally seen as sophisticated, based on propagating false news, and occurring in the public sphere.

Almost all disinformation operations are, in fact, imperfect by design, run not by perfectionists but pragmatists. Active measures are contradictory: they are covert operations designed to achieve overt influence, secret devices deployed in public debates, carefully hidden yet visible in plain sight. This inherent tension has operational consequences. Over the decades, dirty tricksters in various intelligence agencies, Western and Eastern, have discovered that tight operational security is neither cost-effective nor desirable, for both partial and delayed exposure may actually serve the interests of the attacker. It is not an accident that disinformation played out in shifting shadows, not in pitch-black darkness. Often, at least since the 1950s, the covert aspect of a given disinformation campaign was only a veneer, imperfect and temporary by design.

Also, disinformation is not simply fake information—at least, not necessarily. Some of the most vicious and effective active measures in the history of covert action were designed to deliver entirely accurate information. In 1960, for example, Soviet intelligence produced a pamphlet that recounted actual lynchings and other gruesome acts of racial violence against African Americans from Tennessee to Texas; the KGB then distributed English and French versions of the pamphlet in more than a dozen African countries, under the cover of a fake African American activist group. In more recent memory, intelligence agencies have passed on genuine, hacked-and-leaked data to WikiLeaks. Even if no forgery was produced and no content altered, larger truths were often flanked by little lies, whether about the provenance of the data or the identity of the publisher.

Finally, disinformation operations do not always take place in public. Some highly successful active measures reached their target audience without ever being publicized in a newspaper, radio broadcast, or pamphlet, and sometimes they were more effective for that very reason. The KGB called such operations “silent” measures.8 One of the most spectacular operations of all time was a silent measure—the Stasi-engineered outcome of West Germany’s first parliamentary vote of no confidence in April 1972, which kept the chancellor in power against the odds. Private victims will find it harder to dismiss a rumor or a forgery that is never subjected to public scrutiny and criticism.

This book will extract three main arguments from the history of disinformation over the past century. The first argument is conceptual. At-scale disinformation campaigns are attacks against a liberal epistemic order, or a political system that places its trust in essential custodians of factual authority. These institutions—law enforcement and the criminal justice system, public administration, empirical science, investigative journalism, democratically controlled intelligence agencies—prize facts over feelings, evidence over emotion, observations over opinion. They embody an open epistemic order, which enables an open and liberal political order; one cannot exist without the other. A peaceful transition of power after a contested vote, for example, requires trusting an election’s setup, infrastructure, counting procedures, and press coverage, all in a moment of high uncertainty and political fragility. Active measures erode that order. But they do so slowly, subtly, like ice melting. This slowness makes disinformation that much more insidious, because when the authority of evidence is eroded, emotions fill the gap. As distinguishing between facts and non-facts becomes harder, distinguishing between friend and foe becomes easier. The line between fact and lie is a continuation of the line between peace and war, domestically as well as internationally.

Disinformation operations, in essence, erode the very foundation of open societies—not only for the victim but also for the perpetrator. When vast, secretive bureaucracies engage in systematic deception, at large scale and over a long time, they will optimize their own organizational culture for this purpose, and undermine the legitimacy of public administration at home. A society’s approach to active measures is a litmus test for its republican institutions. For liberal democracies in particular, disinformation represents a double threat: being at the receiving end of active measures will undermine democratic institutions—and giving in to the temptation to design and deploy them will have the same result. It is impossible to excel at disinformation and at democracy at the same time. The stronger and the more robust a democratic body politic, the more resistant to disinformation it will be—and the more reluctant to deploy and optimize disinformation. Weakened democracies, in turn, succumb more easily to the temptations of active measures.

The second argument is historical. When it comes to covert active measures, moral and operational equivalence between West and East, between democracies and non-democracies, only existed for a single decade after World War II. The CIA’s skill at political warfare was significant in the 1950s, especially in Berlin, and was, in practice, on par with, or even more effective than, Soviet dezinformatsiya. Western intelligence agencies shunned few risks, using cutouts, front organizations, leaks, and forgeries, as well as a shrewd balance of denials and semi-denials. But just when the CIA had honed its political warfare skills in Berlin, U.S. intelligence retreated from the disinformation battlefield almost completely. When the Berlin Wall went up in 1961, it did more than block physical movement between the West and the East; it also came to symbolize an ever-sharper division: the West deescalated as the East escalated.

The third argument of this book is that the digital revolution fundamentally altered the disinformation game. The internet didn’t just make active measures cheaper, quicker, more reactive, and less risky; it also, to put it simply, made active measures more active and less measured. The development of new forms of activism, and new forms of covert action, have made operations more scalable, harder to control, and harder to assess once they have been launched.

The rise of networked computers gave rise to a wider culture of hacking and leaking. A diffuse group of pro-technology, anti-intelligence activists emerged in the late 1970s, gathered momentum in the late 1990s, and would unleash torrents of raw political energy another decade after that. Early hippie activists tapped into the power of First Amendment activism in the United States, later incorporating strains of techno-utopianism, hacker subculture, cyberpunk, anarchism with a libertarian bent, anti-authoritarianism, and an obsession with encryption and anonymity. Many early crypto and anonymity activists became known as the “cypherpunks,” after a famous email list by that name. The second issue of Wired magazine, issued in May 1993, featured three of these “crypto rebels,” faces covered by white plastic masks with keys printed on their foreheads, bodies wrapped in the American flag. Ten years later, the Anonymous movement, which embodied many of the same rebellious values, would embrace nearly identical Guy Fawkes masks as its trademark. Another decade after that, Edward Snowden, the iconic intelligence leaker who likewise combined a belief in the power of encryption with far-out libertarian ideas, also appeared wrapped in the American flag on the cover of Wired. The movement’s breathless optimism expressed itself in slogans and themes: that information wanted to be free, sources open, anonymity protected, and personal secrets encrypted by default, yet government secrets could be exposed by whistle-blowers, preferably anonymously, on peer-to-peer networks. Much of this idealism was and is positive, and in many ways, activist projects have helped strengthen information security and internet freedom.

And yet, at the fringes, this emerging subculture embraced a combination of radical transparency and radical anonymity, along with hacking-and-leaking, stealing-and-publishing—and thus created what had existed only temporarily before: the perfect cover for active measures, and not only thanks to the white noise of anonymous publication activity, from torrents to Twitter. What made the cover perfect was the veritable celebrity culture that surrounded first Julian Assange, then Chelsea Manning, and finally Edward Snowden. These self-described whistle-blowers were widely idolized as heroes, seen by their supporters as unflinching and principled in the face of oppression.

The situation was a dream come true for old-school disinformation professionals. The internet first disempowered journalism and then empowered activism. By the early 2010s, it was easier than ever to test, amplify, sustain, and deny active measures, and harder than ever to counter or suppress rumors, lies, and conspiracy theories. The internet has made open societies more open to disinformation, and foreign spies started to disguise themselves in Guy Fawkes masks. Activist internet culture shrouded what used to be a shadowy intelligence tactic in a new, star-spangled cloak of crypto-libertarianism.

The other feature that made active measures more active was a major operational innovation: by the 2010s, active measures seamlessly overlapped with covert action. Networked computers, their vulnerabilities baked in, meant that information no longer targeted only minds; it could also now target machines. It had long been possible to convince, deceive, or even buy publishers, but now their platforms could also be hacked, altered, or defaced. Machines, moreover, put up less resistance than human minds did. Active measures could even be technically amplified, by using semi-automated accounts and fully automated bots, for example. The machines created the online equivalent of the laugh track in a studio-taped TV show. Moreover, computer networks could now be breached in order to achieve effects that once required a human hand, such as manipulating or incapacitating infrastructure, logistics, or supply chains. Automation and hacking, in short, became natural extensions of the active measures playbook: exercised remotely, denied at little cost, and falling short of physical violence. The line between subversion and sabotage became blurrier, operations more easily scalable, and harder to deter. The internet, with its very own culture, created a vast new human-machine interface that appeared to be optimized for mass disinformation.

Yet it wasn’t all sunshine and rainbows for aggressive intelligence agencies. Yes, manipulating malcontents and malware made measures more active. But the internet exacerbated an old problem for spies. Like all bureaucracies, secret organizations crave metrics and data, to demonstrate how well they perform in the never-ending governmental competition for resources. Naturally this show-me-the-data dynamic has long applied to disinformation as well. “The desire for speedy, easily visible, and audible success sometimes makes the intelligence service the victim of its own propaganda and disinformation,” observed Bittman, the Czech defector, in the early 1970s.9 Forty years later, by the 2010s, data had become big, engagement numbers soared, and the hunger for metrics was more ferocious than ever. Yet disinformation, by design, still resisted metrics. If more data generally meant more reliable metrics, then the internet had the reverse effect on the old art of political warfare: the metrics produced by digital disinformation were, to a significant degree, themselves disinformation. The internet didn’t bring more precision to the art and science of disinformation—it made active measures less measured: harder to control, harder to steer, and harder to isolate engineered effects. Disinformation, as a result, became even more dangerous.
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1.

The Trust


In March 1988, Robert Gates, the deputy director of the Central Intelligence Agency, was scheduled to have breakfast with a writer from the Hoover Institution, Stanford University’s conservative research center. The writer, a friend of Gates’s, had recently spotted a curious footnote deep in the thick book he was reading. The footnote mentioned an obscure, never-published CIA study on “The Trust,” a mysterious Soviet organization that existed, or was believed to exist, for a period of five years in the 1920s. Walter Pforzheimer, the curator and pioneer of the Agency’s Historical Intelligence Collection, had assigned the study to two seasoned CIA operatives specialized in Russian intelligence; it was completed in March 1967. The CIA’s history staff prepared a careful letter in response. The Trust, Gates told his friend from Stanford, had served “a mildly useful role in educating a number of Agency employees on certain Soviet intelligence techniques.” This was a wily understatement.

[image: ]
Feliks Dzherzinski, legendary Soviet spymaster, founder and head of the Cheka, then of the GPU and OGPU; pictured here in September 1918

(Ria Novosti)


Operation Trust is one of the most dramatic and daring conspiracies in intelligence history. The story involves revolutionary Communist spies, exiled royal insurgents, love, extortion, kidnappings, mock and real executions, a fake book, and most of Europe’s intelligence agencies extant in the interwar period. Most significantly, the campaign, which ran over half a dozen years, triggered the creation of the first dedicated disinformation unit. It was so successful that even its beginning and end remain hotly contested.

The most authoritative and detailed source on the Trust is the superb analysis released in 1988 by the CIA, which did not exist in the 1920s and therefore had no axe to grind. In 1997, Russia’s foreign intelligence agency—the direct descendant of the Cheka masterminds of Operatsiya Trest—published its own, somewhat less detailed, less balanced account of the campaign, reportedly derived from thirty-eight volumes of files in the Russian state security archives.1 The stories told by the two adversarial spy agencies overlap in many important details.

By 1921, the civil war had triggered a mass emigration of conservative and anti-Communist Russians. More than one million people left the motherland behind and took with them a romanticized view of life in Imperial Russia. The “Whites,” as they were often called, retained many of their leaders, their military and intelligence organizations, and even some of their weapons, along with, most important, a counterrevolutionary vision for Russia’s future. Many of the most aggressive émigré groups wanted to reinstate the monarchy. The new Soviet government estimated that the Russian émigrés scattered across Europe and Asia numbered one and a half to two million. The émigrés published their own periodicals, of which there were more than a dozen worldwide by 1921 (and more than forty over the course of the 1920s, in Paris alone).2

In July 1921, Lenin warned the Third Congress of the Communist International that the émigrés were publishing their own newspapers, were well organized and plotting, and that “the enemy [had] learned.” Lenin warned his fellow Communists that they would “make every possible attempt and skilfully take advantage of every opportunity to attack Soviet Russia in one way or another, and to destroy it.”3 In reality, life in exile was harsh. The monarchist émigrés were in a dire position, living in constant fear of betrayal, arrest, execution, and poverty. Even the grand duke of Russia, heir to the throne, was able to pay the rent on a small castle outside Paris only by removing and selling individual stones from his wife’s diamond necklace.4

Heading the legendary Bolshevik secret police under Lenin was an iconic personality, “Iron” Feliks Edmundovich Dzerzhinsky. Dzerzhinsky’s organization became known as the Cheka. Later, throughout the Cold War, intelligence officers across the entire Eastern bloc would proudly refer to their “Chekist” heritage. Dzerzhinsky, tall and rail thin, was a pugnacious revolutionary. He had spent years in tsarist prisons, where guards had beaten him so brutally that he later hid his permanently disfigured jaw under a bushy goatee. From his office in the red-brick Lubyanka, the iconic Cheka headquarters, the irritable Dzerzhinsky ruthlessly crushed counterrevolutionary activities within Russia and abroad.

Dzerzhinsky committed his best officers to subverting the White political leaders. Artur Artuzov, head of the counterintelligence department, was in charge of the offensive. A trained metal engineer and the son of an Italian-Swiss cheesemaker, Artuzov was a hardened, burly Bolshevik with an acute ability to sense the weaknesses of his enemies.5

Finding an opening wasn’t easy, but in November 1921, Bolshevik spies intercepted a fateful letter in Estonia (not yet under Soviet control). The letter, sent from a would-be insurgent officer in Tallinn to the Supreme Monarchist Council in Berlin, contained a report of a conspiratorial meeting held in the Estonian capital, where local Russian monarchists had met with a Moscow-based activist. Alexander Yakushev, forty-five years old, was the son of a professor and looked like one himself, with a monocle over his nose, a receding hairline, and a small goatee.6 He was an aristocrat, a famously efficient administrator, charming, and a ladies’ man—indeed, the CIA noted that his trip from Moscow to Tallinn was related to a love affair. Yakushev had worked as a civil servant for the tsar, and carried on under the Bolsheviks as a senior official responsible for waterways in the Ministry of Railroads. Now Artuzov held a letter in which the White insurgents praised Yakushev. “He thinks just as we do,” the insurgents wrote. “He is what we need. He asserts that his opinion is the opinion of the best people in Russia.”7

The missive went on to recount Yakushev’s view about the coming counterrevolution: “The government will be created not from émigrés but from those who are in Russia,” it said, with emphasis. Yakushev had also told the Whites in Estonia that active counterrevolutionary organizations already existed in Russia, and that they had even infiltrated the Bolshevik administration. The aristocratic Yakushev then dismissed the significance of the émigrés in Europe, saying, as the letter quotes him: “In the future they are welcome in Russia, but to import a government from abroad is out of the question. The émigrés do not know Russia. They need to come and stay and adapt to the new conditions.”8

He went on: “The monarchical organization in Moscow will give directives to organizations in the West, not vice versa.” He even threw in the thought of a “Soviet” monarchy.

The intercepted letter inspired Artuzov. The remarkable letter exposed “contradictions,” to use the language later favored by active measures specialists, within the monarchist cause. He explained to Dzerzhinsky that the White Russian activists themselves had practically provided a game plan to the Cheka of how to subvert the White Russian movement, and it was signaled by the underscored line: “The government will be created not from émigrés but from those who are in Russia.” Artuzov then drew Dzerzhinsky’s attention to the second part of the letter, in which the Estonia-based writer praised Yakushev’s intellect, connections, and supreme insight. With all his credibility and charm, Yakushev would be the perfect asset.

“Yakushev is a very interesting person,” said Dzerzhinsky, “we need to learn as much as possible about him, how deep his monarchical convictions are.” Dzerzhinsky had a personal connection to Yakushev; they had worked together on a transportation issue in 1920, the previous year, and Dzerzhinsky thought it might be possible to convince him to switch sides. He suggested setting up a faux-monarchist organization to engage in “operational play”9 with the Supreme Monarchist Council in Berlin and other émigré organizations. But first, the Cheka needed to arrest Yakushev, turn him, and use his credibility to lure the White Russian insurgents either into complacency abroad or into returning to Russia, where they could be apprehended.

Artuzov quickly came up with a cunning plan for interrogating Yakushev. (In their report, CIA analysts appeared to be very impressed with this plan, and discussed it at length.) Soon, the unsuspecting Yakushev returned to Moscow, where the Cheka had arranged for a temporary duty assignment in Irkutsk, Siberia. The train ride alone, one way, would take nearly a week. But the trip was only a cover.10 As Yakushev made his way to the train station to depart for Irkutsk, secret police seized him and took him to the Lubyanka. He was told to get ready for extensive questioning and not to worry about his family, who would be told by telegram that he had contracted typhoid in Siberia and would have to wait it out there.

Artuzov personally led the interrogation. For the first three weeks, Artuzov questioned Yakushev about his career under the tsar. Artuzov cleverly increased the pressure through this line of questioning, all the while keeping Yakushev from learning what it all was about. The interrogation soon turned to Yakushev’s extramarital affairs and his questionable morals. Artuzov then interrupted the questioning for a week, to let Yakushev simmer in doubt and regret. In the next session, Artuzov wanted to startle Yakushev. The Cheka knew, he told his victim, that Yakushev had met with an infamous British spy, Sydney Reilly, back in 1917. The Cheka knew that he had discussed the future of Russia with Reilly, and that Yakushev had signaled his willingness to sell Russia to the British. Artuzov even revealed that the conspiratorial meeting took place in the dressing room of a female dancer. What kind of patriotism was this?, Artuzov asked. How could such betrayal of the motherland be defended?

Artuzov left Yakushev alone for another week, to simmer this time in mortal fear. When he returned, Yakushev was led into a more pleasant, well-furnished office. Artuzov asked a few easy, casual questions to set the worn-out Yakushev a little more at ease. Then came the coup de grâce: What did Yakushev discuss with the White émigré in Tallinn? Yakushev denied having visited anyone in Tallinn. The moment was tense. Artuzov then opened the door and into the room came one of Yakushev’s lovers, the cousin of the monarchist he had met in Estonia, who confirmed that he had made the trip. After she was led out of the room, Artuzov handed him the original intercepted letter describing, in detail, the conspiratorial conversations he had held in Tallinn. At this point, Yakushev fainted.

Pulling himself together, Yakushev realized that execution could come at any minute. He began to write down everything he knew about the monarchist resistance. After a few days, he was again called to see Artuzov, his interrogator. Artuzov told him that the Cheka had carefully considered his case, and had come to the conclusion that he was not a complete traitor; after all, he had counseled the émigrés against using terrorism. He was sent home and told to resume his work—but first, in his final meeting with Artuzov and Dzerzhinsky, the spy chief made him an offer. The secret police would support the creation of a false Moscow-based monarchist organization, and Yakushev would be its leader. “You will have deputies for military and political units, you will be headquartered in St. Petersburg and Moscow, and you will travel to Europe to meet ‘like-minded people,’” said Dzerzhinsky.11 He assumed that Yakushev knew what was going on, but nevertheless spelled it out for him, for the idea was so daring: “All this will be a game, our game with your participation, under the code-name ‘Trust.’”12

Dzerzhinsky now began to treat Yakushev with respect. “I don’t expect from you, Alexander Alexandrovich, an immediate answer,” he said, using an endearing yet formal way of address common in Russia. “Go home and consider this carefully.”

Soon, with Yakushev’s cooperation, the Cheka set up its faux-monarchist organization, with 400 nonexistent members. It was officially called the Monarchist Organization of Central Russia, or MOTsR, in its Russian acronym. The historical record is inconclusive on the question of whether the core of MOTsR already existed in Moscow (as the CIA study assumed),13 or if Dzerzhinsky created the fake organization from scratch (as the SVR, Russia’s post–Cold War foreign intelligence agency, claimed in an official history).14 Either way, the Cheka now worked to build the mirage of a monarchist insurgency in the USSR. Dzerzhinsky’s operational play was on.

On November 14, 1922, Yakushev departed for his first trip to Berlin in his new role, aiming to make contact with the Supreme Monarchist Council. Per his instructions, Yakushev was to make clear to the Russian monarchists in Berlin that he considered the Paris-based grand duke, Nikolai Nikolayevich, grandson of Tsar Nikolai I, the only acceptable leader of post-Soviet Russia. The new monarchy was supposed to restore the old monarchy without a single change. One of Yakushev’s main tasks was to make contact with the grand duke himself, in order to gain prestige and credibility among the wider émigré community.

Yakushev’s meeting with representatives of the Supreme Council was a remarkable success. Charming, eloquent, and poised, Yakushev spoke with authority. His Cheka handlers had told him that the émigré Supreme Council did not have good intelligence on actual conditions in Russia, so Yakushev told the émigrés that Russia was beginning to awaken from the horrific nightmare that was the Bolshevik revolution. He told them that anti-Communist forces were reasserting themselves even inside the administration, that the Trust was best positioned to collect intelligence and to report to the émigrés about the future of the monarchist restoration from Moscow, and that it would be prudent not to jeopardize their efforts by interfering from abroad. His sangfroid was uncanny. The Supreme Council appeared convinced.

The Berlin trip boosted Yakushev’s self-confidence. He was not very impressed with the émigré leaders he had met, and considered himself more than a match for them. None of them, he thought, had the charisma to foment counterrevolution and lead a new government in the USSR. Yakushev’s Berlin visit, as the CIA historians concluded in a shrewd psychological analysis, “left him with the heartfelt conviction that Russia’s future was in the hands of the Bolsheviks for better or worse.” The former tsarist official was now ready to devote himself to the Chekist “operational play,” and would no longer even feel guilty for playing along.

In the summer of 1923, Yakushev returned to Berlin, which was one of the hotbeds of émigré activity. He had scheduled a meeting with a more hawkish and hardened group of émigrés, centered around the charismatic and visionary General Pyotr Wrangel, a Baltic German nobleman and one of the last commanders of the White Army in the final stages of the civil war.15 Wrangel, combat-experienced, surrounded himself with professional military officers. When Yakushev sat down with Wrangel’s men, he made an impeccable impression on the monarchists: a decent gentleman was sitting on the sofa in front of them, not the Bolshevik brute some of them had expected. Yakushev was calm, he spoke neither quietly nor loudly, perhaps even with a hint of indifference, and he did not use gestures. He exuded a calm self-confidence.16

Yakushev told the monarchists in Berlin that they should move slowly, that they should conserve their strength for the day of restoration and wait until the Bolsheviks were ready to collapse from within, rather than risking everything with premature attacks or acts of terror. The future Russian government, he added, would be made up of those who fought for it from within. But Wrangel’s chief of intelligence was skeptical, and began needling Yakushev with sharp questions: How could all this monarchist activity take place among Cheka agents? Yakushev said that the émigrés had been away for too long, and were no longer well informed about conditions in the USSR. The meeting was over quickly, and not everybody was convinced. But one person in particular was taken in by Yakushev, and seeds were planted that would come to fruition two and a half years later.

The Trust had another main goal, besides deceiving the monarchists: deceiving Western intelligence agencies, specifically about the military strength of the still young and fragile USSR. This military active measure was of particular urgency, as the reorganized Cheka—by now called the GPU, which stood for State Political Directorate—reportedly had learned from its foreign spies that preparations were under way for a new intervention against the Soviet Union.17 After Yakushev returned from Berlin, he was tasked with establishing contacts in a number of foreign intelligence services.18

One of the first on the target list was Estonia’s small but well-connected service. Yakushev would send letters from MOTsR to the Supreme Monarchist Council through the Estonian mission in Moscow. The GPU suspected that Estonian spies were intercepting and reading these letters, which were sent in their own diplomatic pouches. Dzerzhinsky’s men thought that once the Estonians had steamed open and perused the planted missives, they would try to make contact with MOTsR, provided of course that the letters contained details of intelligence interest. So Yakushev, with a little help from the GPU, included in his letters carefully doctored material on the Red Army. The Estonians took the bait. “From that moment the transfer of disinformation material to the Estonian intelligence service began,” recalled the official history of Russian foreign intelligence.19

On January 11, 1923, a remarkable institutional innovation saw the light of day:20 Artuzov created an office for dezinformatsiya, or disinformation.21 The sheer volume of deceptive material that passed through these intelligence channels was large enough to trigger bureaucratic innovation in Russian foreign intelligence. The GPU reportedly coordinated with the Revolutionary Military Council, Russia’s highest military authority, to set up a special bureau to “prepare disinformation for Western military intelligence services.”22 The goal, according to a GPU participant, was “to deter military intervention by the Western powers.”23 The GPU deza office would produce fake Politburo minutes, memoranda, and misleading military reports to exaggerate Soviet strength. The new office was authorized by the party’s Central Committee, and initially placed forged stories in the official Soviet press.24 One of Artuzov’s assistants later boasted in a report about the effectiveness of military disinformation, which gave the Red Army an awesome phantom capability: he claimed to have “provided the staff of every state in Central Europe” with forged statistics about military strength.25

Trust business would take Yakushev to Tallinn, Riga, Helsingfors, Warsaw, Berlin, and Paris. In August 1923, Yakushev made his most significant trip: to meet Nikolai Nikolayevich Romanov, the grand duke of Russia, in Paris. Nikolai was an ascetic and devout man of imperial bearing, toweringly tall at six feet six and the embodiment of military virtues. He lived in near isolation at Choigny, the castle he rented twenty miles outside Paris. Traveling with Yakushev was a former monarchist general, Nikolai Potapov (who was now a loyal Bolshevik general and, in fact, one of the founders of the Red Army). The meeting lasted three hours. By that time, Yakushev had his spiel down: communism, even socialism, had lost face in Russia; the eternal Russia was resurrecting itself; and MOTsR, back home, was the agent of change. The émigrés faced a dangerous situation now: if they helped foreign powers to intervene in Russia and prey on her, then Russian patriots—who hated intervention—would rally and unite around the Bolshevik government. It was best to sit and wait and support the monarchists on the ground in Moscow. Yakushev reported that the grand duke was fully convinced, saying, “Not only do I agree, but will not stop consulting you, or will make a step without you, not only now, but in the future will always seek your advice.”26

By mid-1924, the Trust had established relations with Finnish intelligence. To make the transfer of documents and people more credible, the Trust operated a “window” on the Soviet-Finnish border. These “windows” were remote border crossings manned by ostensibly loyal border guards who would let Trust agents and messengers (in reality, Soviet intelligence officers) in and out of the Soviet Union. By this time, the faux monarchists in Moscow had also established working relationships with Estonian, Polish, and British intelligence services.27 The Russian masterminds understood that these smaller intelligence agencies, self-interested and eager to establish good working relationships, were keen to pass on what they considered valuable intelligence to their much more formidable Western counterparts. One Polish intelligence officer who analyzed the Trust later spelled out the logic at work in the spy agencies that cooperated so willingly with MOTsR: “Why run new chains, why engage in dangerous clandestine activities, why use up large sums of money,” the Polish officer asked, “when almost weekly there arrived from Moscow diplomatic pouches with prettily sealed envelopes containing the answers to almost all their questions?”28

One of Dzerzhinsky’s special projects, in particular, made the Trust famous in popular culture: the killing of Sydney Reilly, an eccentric former British intelligence officer and a particularly ardent anti-Bolshevik. By the spring of 1925, Dzerzhinsky had a plan to use the Trust to lure Reilly to Russia to be executed.

In May, Reilly received a cryptic letter from a trusted MOTsR contact, relayed to him through an MI6 officer in Tallinn. The message alluded to “big business possibilities in Russia which, in all probability, would have a big influence on European markets.” The whimsically coded note was designed to convince Reilly that the counterrevolution was imminent, and he took the bait. Reilly arranged with White émigrés in Paris to go to Russia via Helsinki in September 1925. Yakushev himself came to Helsinki to meet Reilly there, via one of the faux-illegal “windows” on the Finnish-Russian border. Reilly, after some initial hesitation, agreed to travel to Russia for a three-day trip, to Leningrad and then by train to Moscow, to meet the Trust leadership. Soviet state security arrested Reilly in Moscow on his way back to the station.

Dzerzhinsky’s men knew that news of Reilly’s arrest would damage the credibility of the Trust among the émigrés, perhaps irrevocably so. Therefore, in order to protect MOTsR’s reputation abroad, Artuzov came up with another cover story. Instead of Reilly, one of Artuzov’s most trusted assistants traveled back to the “window” at the Finnish-Soviet border. There, late in the night of September 28 or early the next morning, Soviet intelligence staged a sham shooting incident at the border. The following morning a truck arrived and removed the three “corpses.” All this was carefully staged to convey the impression to the Finnish guards that Reilly and two MOTsR operators had been killed in an attempt to cross the border. A Leningrad party paper, Krasnaya Gazeta, announced Reilly’s death. But Soviet newspapers lacked credibility. Rumors flamed up that MOTsR was, indeed, a Communist front.

Almost immediately, the Trust implemented another plan to repair this damage to its reputation. An opportunity presented itself in the person of Vasily Shulgin. Shulgin was a former conservative member of the Duma and a prominent political figure under the tsar, a staunch monarchist, wealthy landowner, and now a respected and popular émigré writer. Shulgin had curious, youthful eyes and a bushy mustache that seemed to smile, its tips pointed upward. His son, a young soldier, had disappeared in the chaos of the civil war in the Crimea in the summer of 1920; Yakushev knew that the writer was consumed by the desire to find his lost son.29 The two had met in Berlin in 1923. Now Yakushev invited the journalist to come to the USSR, promising that the Trust would make every effort to find his lost son. Shulgin, against better advice, accepted.

In the fall of 1925, he left Paris for Warsaw. Just before Christmas Eve, on the night of December 22, Shulgin “illegally” entered the USSR.30 The journalist moved through one of the false windows near Stolbtsy on the Soviet-Polish border. He toured first Minsk, then Kiev, Moscow, and the new Leningrad (the city had been renamed the previous year). The entire time, Shulgin was accompanied by ostensible monarchists who were carefully curating his travel experience.

In Moscow, Yakushev greeted him, and introduced him to MOTsR’s leadership. The OGPU front—the GPU had been reorganized again in the meantime—enacted a conspiratorial atmosphere for their visitor. Shulgin was so well known in Russia, they told him, that he had to disguise himself.31 All this “made a big impression on him,” as Russia’s official intelligence history recalled. The OGPU’s rationale for the charade was elaborate: Dzerzhinsky wanted to impress on Shulgin that real life in Russia was vibrant again, that the émigrés were out of touch with what was really going on in the USSR, and that Bolshevism was being hollowed out from within. The attempts to locate his son, genuine or not, were unsuccessful. Shulgin now had closure. When the curators of his trip noticed that their ruse was working, and that Shulgin was positively impressed by what he saw in Soviet Russia, they decided to escalate. Shulgin’s literary talent was well known. Would he want to write a book-length travelogue about his trip, Yakushev suggested?
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Dzerzhinsky’s fake counterrevolutionary council, the Trust, lured one of the most articulate White Russian authors back to the new Soviet Union, staged a trip for him, and encouraged him to write a travelogue—in order to quell anti-Soviet resistance abroad. Shulgin sent his manuscript back to his hosts for review, to make sure he did not imperil the nonexistent rebels; instead, Dzerzhinsky approved the draft.


Initially Shulgin had no plans to write a book on his journey to Russia, a trip that he thought had been “illegal,” arranged by insurgent monarchists at great risk to their personal safety and to the wider cause. “Initially I categorically refused to describe my illegal journey,” Shulgin later recalled. “I feared that I would let my ‘friends’ in the Trust down.”32 But Yakushev argued that it was important to spread the truth about Russia. The Russia-based monarchists suggested that he could freely write a first draft of the book manuscript abroad, and then have the draft censored by MOTsR in Moscow for security reasons, so he would not have to be concerned about damaging the insurgency. Shulgin agreed again. In February 1926, Shulgin left Russia for Paris, got down to work, and soon relayed a manuscript to Moscow. “Dzerzhinsky and Artuzov,” notes the official SVR history, “were the first readers of Shulgin’s book manuscript.”

His book, Three Capitals: Journey to Red Russia, was published in early 1927, first in Russian with a Berlin-based émigré press,33 then in French in Paris.34 The publication “created a sensation,” the head of the Russia desk in Polish intelligence at the time recalled.35 Shulgin remained critical of Lenin, but portrayed Russia as rejuvenating and energetic. Forty years later, as a very old man, Shulgin reflected on the episode. Next to his own signature, he said, there was “an invisible, but indelible remark: ‘I authorize printing, F. Dzerzhinsky.’”36 Shulgin’s secret journey illustrated the levels of deception at play. The OGPU did not just lure its opponents to Russia under false pretenses to have them removed from the scene; Soviet spymasters, with derring-do and ingenuity, had devised an artful and elaborate active measures campaign.

MOTsR had grown so large that the OGPU had compartmentalized it into separate projects, known as “legends.” By 1927, the sham monarchist insurgency reportedly comprised fifty “legends.”37 The Trust was at the peak of its success. But around the time Shulgin’s book came out that year, the organization began to unravel. In April its finance officer, Edward Opperput, defected and fled to Finland. Opperput broke cover and revealed the various layers of deception that MOTsR had been running for more than half a decade. The Opperput revelations themselves, however, were devastating for White Russian emigration. Nothing and nobody, it suddenly appeared, was trustworthy—not even Opperput’s defection. It was impossible to say whether he genuinely defected and broke cover, or if OGPU dispatched him to terminate the project with maximum effect. Opperput reportedly continued to work as a Soviet agent until he was shot by the Germans in 1943.

The actions of the Trust, more than any other event in the 1920s, would shape the future of disinformation. It was spectacularly successful. Polish intelligence later declared that—“without exaggeration”—Operation Trust had inflicted “incalculable damage” on the Russian émigrés, undercutting their political and military capabilities to the point of rendering the counterrevolutionaries insignificant.38 This success gave the Chekists great self-confidence. Their project had illustrated that their tradecraft was sufficiently daring yet fine-tuned to be more than a match for the world’s finest intelligence agencies. “From this point on,” the CIA concluded in its study, “Russian intelligence became a force to be reckoned with.”39

The project also served as an inspiration for future active measures. In 1953, the main historical display in the study room at Soviet intelligence headquarters showed Feliks Dzerzhinsky, and the inscription under his portrait was devoted to the Trust.40 Operatsiya Trest, as one prominent Soviet defector reported, figured prominently in the active measures training at the Andropov Red Banner Institute, the First Chief Directorate’s academy of foreign intelligence.41 As late as 1997, the official Russian foreign intelligence history celebrated the disinformation operation as a towering success story. “The disinformation work carried out by MOTsR played a distinctly positive role,” the SVR’s official history recounted, and added that Soviet spies were able to confirm the effectiveness of the two-step ruse that fed disinformation to Polish, Estonian, and Finnish services, who in turn passed on the deceptive material to their partner agencies in France, Britain, Japan, Italy, and “in some measure” the United States. The adversaries of the USSR, taking the disinformation at face value, arrived at an “exaggerated notion of the Red Army’s military power,” the SVR concluded, which in turn led them to reject intervention against the USSR.

But the Trust foreshadowed the future in a third, unexpected way. Over time, the project became more and more like a Russian matryoshka doll, with several layers of disinformation nested and stacked into one another. Even the most cautious and best-informed analysts had great difficulty determining when they had reached the innermost shell of the nesting deception game, and the end of the deception. The Polish General Staff, especially one of its longtime staff officers, is one of the best sources on the Trust. These analysts, when evaluating the Trust at the time, seriously considered the possibility that Dzerzhinsky was not fooling Russians abroad but Russians at home. Himself Polish by origin, Dzerzhinsky had managed to convince other once fiercely anti-Bolshevik Polish intelligence officers to join the Cheka. One of the arguments that he reportedly used to turn these Poles was that by joining and serving in the Cheka, they would be in an ideal position to “wreak a bloody vengeance on the Russians” for all that Russia had done to Poland. “The idea occurred to us,” recalled the influential Polish military intelligence officer Jerzy Niezbrzycki (better known as Wraga), “that he himself remained an enemy of Russia.”42

Dzerzhinsky was not an enemy of Russia. Yet the influence of the innovative Trust did not stop abroad: a prime example is Shulgin’s book, Three Capitals. It was available in the Soviet Union only with permission from the censor, called Glavlit. Nevertheless, the available copies were highly sought after and oversubscribed in libraries popular with Bolshevik intellectuals.43 Shulgin’s travelogue was a popular read among the Soviet elite—yet very few knew that it was disinformation.44

The fake White Russian counterrevolutionary organization would serve, throughout the entire Cold War, as a towering example of an intelligence tactic with a bright future: a way to subvert, support, and exploit political activists, “like a sticky fly strip attracting insects,” as the official SVR history put it.45






 



2.

Japan’s Mein Kampf


In 1926, the Chinese, Japanese, and Russian spheres of influence collided in Manchuria, a large region of China that lies north of Korea, which was then a Japanese colony. The period was chaotic in the Far East. China was descending into a cataclysmic civil war that pitched the Communist Party against the Nationalist Party. With China weakened, both Japan and Russia were eyeing up the fertile territory sandwiched between them, over which the two countries had clashed in 1905. This Northeast Asian great game was the context in which the most mysterious and momentous forgery of the twentieth century emerged: the so-called Tanaka Memorial, better known in the United States, after Pearl Harbor, as Japan’s Mein Kampf.

Imperial Japan was a high-profile target of Russian spying efforts in the early twentieth century; “Iron” Feliks Dzerzhinsky boasted in the mid-1920s of his excellent sources there. The OGPU had particularly productive residencies in Seoul and Harbin, a Manchurian city with a sizable Russian minority. At one point, reportedly in late 1925, Dzerzhinsky spoke to Politburo members about the impending arrival of an extremely important document from Japan. He “ecstatically” told Leon Trotsky, a fellow early revolutionary, that the document could provoke international crises, possibly even war between Japan and the United States.
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Tanaka Giichi, prime minister of Imperial Japan from 1927 until his resignation on July 2, 1929. Tanaka’s fake grand strategic plan, which first surfaced in Nanking, China, predicted Japan’s invasion of Manchuria and attack on Pearl Harbor.

(National Diet Library)


“Wars are not provoked by documents,” Trotsky objected.

“You have no conception of the importance of this document,” responded Dzerzhinsky. “It embraces the seizure of China, the destruction of the United States, world domination.”

Trotsky was not convinced. “Mightn’t your agent be duped?” he asked, indicating his disbelief that anybody would put such a plan on paper.

Trotsky sensed that Dzerzhinsky wasn’t completely sure himself that the document was genuine, and that, “as if to dispel the doubts in his own mind,” Iron Feliks began to outline more details. He claimed that the OGPU had paid around $3,000 for the photographic copies of the original Japanese document. But problems with the camera gear made it difficult to capture the war plan in one go, so the delivery of the full document was significantly delayed as it traveled from Japan in several separate shipments of undeveloped film.

“The document has arrived,” announced Dzerzhinsky one day. The memo was hastily translated and analyzed. As the draft and intelligence reports were passed on by the OGPU to the Kremlin, Politburo members were “all staggered” by the contents of even the first pages. But other prominent Bolsheviks shared Trotsky’s skepticism of Dzerzhinsky’s bold claims.

“Isn’t this perhaps a poem, a forgery?” asked in flowery language Nikolai Bukharin, another famous Marxist writer, Politburo member, and editor of Pravda. Dzerzhinsky exploded.

“I have already explained to you,” said Dzerzhinsky, his Polish accent growing stronger with his agitation, “that this document is supplied by our agent, who has proved his complete trustworthiness.” Dzerzhinsky reiterated that the original text was first photographed in Tokyo, in the archives of the Japanese Naval Ministry. “Our agent introduced our photographer into the premises. He himself didn’t know how to operate a camera,” said the OGPU spymaster, adding defensively: “Is it perhaps your opinion that the Japanese admirals themselves placed a forged document in their secret archives?”

Still, Dzerzhinsky and his advisors agreed on one thing: that the sensational contents should be published, and that the best place for publication was the United States. But it was hard to come up with a credible cover story of how the document had been obtained from Tokyo. Trotsky recalled, “Any reference to the real source, i.e., the GPU, would arouse additional mistrust.” It was 1926, and the odds of blowback were considerable: “In America the suspicion would naturally arise that the GPU itself had simply manufactured the document in order to poison relations between Japan and the United States.” It turned out to be even more difficult to covertly surface the document in the United States than the OGPU expected. Dzerzhinsky died in July 1926; Trotsky was expelled from the Communist Party in the fall of 1927, and left Russia in 1929—all before the Tanaka Memorial was published for the first time.

There is only one account of these remarkable dialogues between Trotsky and Dzerzhinsky: a most extraordinary memoir written by Trotsky a dozen years after these conversations allegedly took place. Trotsky then lived in Mexican exile, where he wrote prolifically while living among artists. A Soviet secret agent famously killed Trotsky at his home in Mexico City by striking his head with a mountaineering ice axe. One of the last articles he worked on—but was unable to finish before his killer struck—was titled “The Tanaka Memorial.” It remains unclear why Trotsky was so invested in attempting to claim that this forgery was, in fact, not a forgery.

Tanaka Giichi was born into a samurai family, and was himself a highly decorated general. He had a thin gray mustache, a short-trimmed crew cut even as a civilian, and piercing, unsmiling eyes, and was usually formally dressed in uniform or a suit. From 1927 to mid-1929, Tanaka was the prime minister of Japan. He had served in Moscow as a military attaché of the Imperial Japanese Army for three years, and later had a planning role in the Russo-Japanese War of 1905; he was known for his expansionist policies toward Manchuria, and for arresting Communists at home. This hawkish martial leader made for a convincing author of the document that would soon be known as Japan’s Mein Kampf.

The first (non-Soviet) account of the text that later became known as the Tanaka Memorial dates back to September 9, 1929. That day, a Manchurian Railway Company employee reportedly sent a note to Japanese consular authorities in Mukden, later Shenyang, the capital of Manchuria. Railway lines were a strategic asset in military and economic terms, especially in the vast plains of northeast Asia. The note said that Chinese delegates, en route to a conference in Kyoto, had purchased an inflammatory Japanese policy document “from a friend in Tokyo,” and that they paid 50,000 yen for it, a steep price (approximately $23,000 in 1929).1 In a separate report, the governor of Manchuria told an American delegation, which was also in Mukden on its way to the same conference, that the document had been purchased from an anonymous Japanese source.2 Tanaka, who had just retired as Japanese prime minister, died later that month. So far, the mysterious memo was only a rumor.

The first known printed copy surfaced in an obscure Chinese weekly in Nanking, the relocated capital and seat of China’s nationalist government, two months after Tanaka’s death. The magazine, Current Affairs Monthly, had links to the Kuomintang, the nationalist ruling party.3 “Recently we found this secret document in Tokyo,” the editor noted. The magazine printed the nearly 20,000-character document in Traditional Chinese in December. The Japanese government swiftly intervened and requested only weeks later that Chinese authorities suppress further dissemination of the document, “on the ground that it was a fabrication,” as a senior Japanese diplomat recalled. The Chinese authorities reportedly agreed. Later in 1930, a Japanese retranslation (of what was, after all, a purported “translation” from an original Japanese document) appeared in Tokyo.4 This initial publication in Nanking, and the Sino-Japanese hiccup it caused, was entirely ignored in the English-speaking world.

Then, the following year, Japan began to posture more aggressively toward China. On September 17, 1931, The China Critic, an English-language newspaper from Shanghai with offices in New York and London, again quoted from the mysterious Tanaka memo that articulated Japan’s imperial ambitions in such seductive simplicity: “In order to conquer China, we must first of all conquer Manchuria and Mongolia; and in order to conquer the world, we must first of all conquer China.”5 The quote was striking, and would be repeated many times; its timing was even more striking. The following day, the Japanese invasion of Manchuria began.

Suddenly, the mysterious document appeared prescient, if not prophetic. Six days later, The China Critic, amid a barrage of articles criticizing the ongoing Japanese invasion of Manchuria, published the full 17,000 words of the soon-to-be-infamous Tanaka Memorial. The text was a verbatim translation of the original Chinese version that surfaced in Nanking, with only minor edits.6

Once it had been published, OGPU officers in China sent the document back to Moscow. Just two months later, in December 1931, the official journal of the Moscow-based Communist International, known as the Comintern, reprinted the Tanaka memo in its entirety and in five languages.
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The Comintern pushed the Tanaka forgery out in five languages in the December 1931 issue of Communist International, only months after it first surfaced in English, editing out—revealingly—two key paragraphs in the process.


In March 1932, the Comintern in Moscow—unaware that the Tanaka Memorial had already been published in Japan—ordered the San Francisco bureau of a Soviet front organization, the Pan-Pacific Trade Union Secretariat, to smuggle the Memorial from the United States into Japan, and to try to publish it there in the third antiwar issue of Pan-Pacific Worker, a Communist magazine. The Comintern archives show that the Tanaka Memorial had to be translated: “In view of the time required,” the protocol says, it was decided “to at once begin translating the Tanaka Memorandum (from the English to Japanese).”7 Nowhere did the Comintern archives refer to the document as a forgery.

The Comintern and KGB’s predecessor organizations had learned how to construct a disinformation operation in such a way that the victim’s denials, even when credible, would strengthen rather than weaken the effect of an operation. The goal of the publicity in Japan may have been to provoke Tokyo into proclaiming more and louder denials.

Over the next months, the memo “stirred unusual interest in the capitals of the world,” as The New York Times reported in May 1932. A long investigative piece in the Times carefully traced the emergence of the document, and weighed the evidence for and against its authenticity. The main argument in favor of the Memorial’s authenticity was that it had accurately predicted Japan’s aggression against Manchuria, including the construction of two strategic railway lines connecting Manchuria to Mongolia that Japan was actually building.

Nevertheless, despite its merits, the evidence that revealed the document to be a forgery was overwhelming at closer inspection. First, no Japanese original could be found. The memo further claimed that the emperor had called a conference seven years earlier, when in fact he was an invalid at the time and could not have done so, and that a Japanese prince had been instructed to oppose said conference when in fact that prince was seriously ill and had died before the supposed meeting took place. The memo also got a number of simple facts wildly wrong, such as Japanese investments in Manchuria or the geographical area of Mongolia. A well-staffed Imperial Japanese prime minister simply would not pass a draft so riddled with errors to the emperor. The Times also reported that other forged strategy documents with similar names had been circulating in China at the time. The Times, in short, thoroughly debunked the hoax that was the Tanaka Memorial.

But to little avail. The Tanaka war plan was too simple, too convincing, too seductive for details and evidence to get in the way. The more aggressive Japan became, the more emotionally charged became the debate, and the more credible the forged war plan. Japan occupied Manchuria throughout the 1930s, as the Chinese civil war continued. Many Communist publishing houses—along with independent ones—republished the document in pocket-book form around the world, in around four dozen editions, including in English, French, German, Spanish, Portuguese, Russian, and even Esperanto.8 One version, published in 1936 in San Francisco’s Chinatown, bore a yellow cover with an ominous subtitle: A Prediction of a Japanese-American War.9 Pearl Harbor was still five years in the future.

In April 1940, Joseph Taussig, a rear admiral in the U.S. Navy and commander of the Fifth Naval District in Norfolk, Virginia, was called to testify in front of Congress on the continued crisis in East Asia, and on Japanese foreign policy more specifically. Taussig started out by quoting from the Tanaka war plan, and told the Senate that the Navy had a copy of the Memorial in its archives. Some senators were already familiar with the document, and queried the admiral on its merits.

“I am convinced it is a paper that was written with the idea of being carried out,” Taussig responded, brimming with confidence, even doubling down while under questioning on his assessment that the text was real.10

Meanwhile, in Mexico City, Leon Trotsky read about the admiral’s testimony. He decided to wade into a controversy that would help shape how many Americans saw World War II. Trotsky began his paper on Tanaka by quoting Taussig’s congressional testimony, and then came to the support of the U.S. Navy admiral by claiming to be able to verify the authenticity of the controversial Japanese document, “completely and incontrovertibly.”11 The mysterious pamphlet, claimed Trotsky, was first photographed in Tokyo in the Ministry of Naval Affairs, and brought to Moscow as undeveloped film. “I was perhaps the very first person to become acquainted with the document in English and Russian translations of the Japanese text,” Trotsky wrote.12

Just a few months after Trotsky’s piece on Tanaka was published, Click magazine released its November 1941 issue. Click, published in Philadelphia, was a glossy gossip magazine, its covers usually adorned with women in bathing suits. That November, the cover featured Jane Russell in a red romper, seemingly looking at a front-page announcement of what Click called “Japan’s Mein Kampf.”13

The story cut right to the chase: “America is next on Japan’s list of victims!” It was November. On December 7, a Sunday morning, more than 350 Japanese bombers raided Pearl Harbor, killing more than 2,400 Americans and inflicting punishing military losses on the U.S. naval base in Hawaii. The day would be seared forever into America’s collective memory.
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In November 1941, Click magazine covered the Tanaka plan, dubbed “Japan’s Mein Kampf,” and announced a forthcoming attack on the United States. The attack on Pearl Harbor came on December 7.


The following Sunday night, NBC reported that “the famous Tanaka Plan” was “widely quoted in Washington today” as an explanation for Tokyo’s military aggression.14 Another week later, the author of the Click article appeared on New York Public Radio. “That story,” said the announcer, “was an amazing prophecy.”15 A month after Pearl Harbor, one prominent16 China correspondent reflected in The Washington Post on “those amazingly ambitious plans of Japan’s military clique” that had been laid out so accurately in the Tanaka Memorial twelve years prior.17 “The fury with which the Japanese denounced this memorial as a forgery appeared at the time to be considerable confirmation of its authenticity,” the Post concluded, effectively interpreting a denial as a confirmation. The treacherous attack on Hawaii had now removed any lingering doubt; “the baron’s words have been acted upon,” said the Post. America’s elected representatives took note. Three days later, on January 13, the U.S. House of Representatives passed a five-line resolution in order to make sure that the secret plans for Japanese military expansion—a document that had already been credibly debunked as a forgery—would be made available to a wider American public. The resolution demanded that the pamphlet entitled “The Memorial of Premier Tanaka,” a Japanese secret design for the conquest of China as well as the United States and the world, published by World Peace Movement, 108 Park Row, New York, New York, in 1932, be printed as a public document.18

Out of dozens of available editions, Congress named in its resolution the one slim bound booklet by the World Peace Movement in New York. About a decade later, the CIA would identify this group as an early Soviet international front organization.19

Soon, in 1942, Harper and Brothers published the edition of the document that would become the best known, titled “Japan’s Dream of World Empire” and dubbed Japan’s Mein Kampf on the jacket. Hitler was in power, the Third Reich an ally of Imperial Japan, and now at war against America. Anti-Japanese sentiment was at its apex in the United States, with more than one hundred thousand Japanese Americans incarcerated in concentration camps. In 1944, Frank Capra, a highly influential Hollywood director, used the Tanaka document to explain Japan’s aggressive actions against Manchuria and Pearl Harbor in a widely watched, U.S. War Department–supported, six-part movie called Why We Fight.20

The war ended with two era-defining nuclear blasts, in Hiroshima and Nagasaki. Japan’s imperial army was crushed, along with Tokyo’s imperial ambitions. At the same time, in an odd historic twist, a badly burned copy of the Tanaka Memorial was found in a folder of military documents in the smoldering, bombed-out Japanese Embassy in Berlin’s Tiergarten. That document, mysteriously, was in the German language.21 World War II itself had established the Tanaka plan as perhaps the single most iconic forgery of the twentieth century.

The trajectory of the Tanaka Memorial had reached a peak, but over the decades that followed, the text had an obscure afterlife in Cold War disinformation operations. In February 1960, Nikita Khrushchev visited Indonesia. The KGB had just established its own organizational unit for disinformation the previous year. At a press conference in Jakarta, Khrushchev condemned U.S.-Japanese security cooperation and warned that the Japanese ruling classes were again reviving the Tanaka blueprint for subjugating the rest of Asia, with American aid.22 The last operational use of the Tanaka Memorial came in a two-page spread on “ethnic weapons” that ran in the Kuwaiti daily Al-Qabas in 1987. The piece accused the United States of developing a “germ bomb” that would target only brown-skinned humans. The Arabic-language story was spread over two pages and illustrated with pictures of military units in gas masks and schematic petri dishes.23 The United States, the story in Al-Qabas claimed, had taken over biological weapons research from the Japanese, who were simply carrying out Tanaka’s sinister plans for imperial world domination.

By then, however, an increasing number of historians had thoroughly debunked the perennial hoax.24 Forty years of searching in Japanese archives had uncovered no Japanese original.25 But many historians who focused their scholarly attention on the Tanaka memo limited their investigations to assessing the document’s authenticity, and ignored the question of its authorship.

Then, in 1989, Stanislav Levchenko—a KGB defector who had served as an active measures officer in Tokyo—co-authored with an eminent U.S. Information Agency disinformation specialist an ambitious history of Russian covert action against the United States. Levchenko claimed that the Tanaka Memorial was in fact a Soviet forgery, although he and his co-author provided no fresh documentary evidence.26

However, a curious set of new details emerged in Moscow after the turn of the new millennium. In 2003, Sergei Kondrashev, the former head of the KGB’s disinformation shop, Service “A,” sat with an official newspaper in Moscow27 for an interview about his father-in-law, a legendary KGB officer who had served in Harbin, China. Kondrashev explained that the single main goal of Russian intelligence in China in the late 1920s was to reveal Japan’s militaristic plans. “And here our spies have achieved tremendous success,” said Kondrashev. “And now”—he smiled at his interviewer—“get ready to hear a sensation.” Kondrashev began recapitulating known elements of the story.28 But the old man didn’t get to the point quickly enough, so his eager and impatient interviewer interrupted him with another question. Whatever sensation Kondrashev had in mind remained unclear. He died in 2007.

Eventually, in 2006, something remarkable happened: the SVR, the successor organization to the KGB’s First Chief Directorate, finished the first official history of Russian foreign intelligence, published in six volumes. Its nine authors were a team of intelligence veterans and current SVR officers who described a range of operations on the basis of archival material.29 The team of nine had worked on the official, “truthful” history for fourteen years. The director of the SVR not only awarded them a prize in recognition of their work for Russia but also published the tome under his name, Yevgeny Primakov.30

Volume Two features an entire chapter on the Tanaka Memorial.31 In 1927, the official history recounts, Soviet operatives in two residencies, one in Seoul and one in Harbin, China, succeeded in obtaining the Tanaka Memorial. A young Soviet illegal in Seoul managed to recruit an agent in the Japanese political police, and “The result of one of the operations, brilliantly conducted by the spy, was the receipt of a secret document entitled ‘Tanaka Memorandum.’”32 The capture of the document—still treated, in the official history, as genuine and accurate—was praised as one of the “biggest achievements” in the work of Soviet foreign intelligence in the Far East. Never in its six volumes does the history engage with the authoritative archival research that had been done in the meantime, especially in Japan; its authors even ignored that, for decades, the Tanaka Memorial had played a starring role in active measures.

The fantastic saga of the Tanaka Memorial illustrates the power of events and emotion. The credibility of the debunked Japanese war plan was boosted, again and again, by the raw emotions unleashed by Japanese military action, first the invasion of Manchuria, then the raid on Pearl Harbor. As late as 2015, a governmental Sino-Japanese research commission, with ten historians from each country, was unable to agree that the Tanaka Memorial was indeed a forgery,33 for the Chinese researchers feared admitting that a key document about the Japanese invasion was inauthentic. This potent psychological resonance made the Tanaka Memorial one of the most spectacular of all active measures of the past century.

Debunking a forgery in sober, fact-based analysis has limited effect if its emotive appeal is high. The Tanaka episode therefore offered a valuable case study to disinformation specialists in the Cold War: the forgery showed how to craft an organized lie so that neither denials nor details could dent its momentum. The recipe so successfully tested in Nanking was to shield a forgery under the armor of a larger truth—that of Japan’s militarism and Tokyo’s aggressive foreign policy.

Finally, and most important, the episode shows how the KGB and its successor organizations thoroughly disinformed themselves, their own archives, their own officers, their own leaders, their own history, and their own public—and indeed forever blurred the line between historical fact and fiction. It will likely remain impossible to identify, with high confidence, the forgers of the Tanaka Memorial. The best available accounts, from Japanese historians, conclude that the initial forgery was crafted by local Nationalist Chinese groups.34 A curious Comintern slipup appears to confirm that the forgery was indeed Chinese, and not Russian. When the Memorial first surfaced in English in 1931 in Shanghai, Moscow was very quick to have the document translated and republished in five languages—Russian, French, German, Chinese, and English—all in the Comintern’s international journal, Communist International.35 But during this first push, the editors in Moscow removed two key paragraphs.

“Although the power of Soviet Russia is declining,” read the cut text, “her ambition in Manchuria and Mongolia has not diminished for a minute.” The faux Tanaka, in short, accused Soviet Russia of imperialism and then suggested that Japan ought to “secretly befriend Russia in order to hamper the growth of Chinese influence.” It is highly unlikely that Chekist forgers would have included such a statement, only to remove it later—it is, however, highly likely that local Chinese forgers would have put into Tanaka’s mouth the plan for a Russian-Japanese conspiracy against Manchuria. Just weeks before the initial Chinese forgery surfaced in Nanking, protesters in Mukden accused Japan and the Soviet Union of plotting to detach Manchuria from China (although there was no substance to this concern).36

The question, thus, is when the OGPU appropriated the document for its own purposes. Trotsky’s account provides a glimpse into what these discussions could have looked like. Yet Dzerzhinsky, shrewd and cunning to an extreme, may simply have started building his deceptive nesting game by deceiving the Politburo first. Trotsky as well as the SVR historians probably worked with the best available inevidence they had. The intelligence archives of the Eastern bloc, however, are tainted by a century-long history of disinformation. The more an intelligence agency engages in organized and persistent disinformation operations, the more disinformation is likely to have been deposited in official archives and the memories of former officers. The only way to attempt to distinguish between the two is by studying the whole history of disinformation.






 



3.

The Whalen Forgeries


Grover A. Whalen, New York’s commissioner of police from 1928 to 1930, was tough yet pompous. He was a burly man, usually fashionably dressed, who wore a neatly trimmed mustache and his dark hair styled back. Known as a ruthless enforcer of the law, he modernized and grew the NYPD, adding men and arms, and deployed squads to stamp out organized crime, to thrash speakeasies instead of just closing them, and to break up Communist demonstrations by force. “There is plenty of law at the end of a nightstick,”1 runs one of Whalen’s infamous lines.

Whalen’s term spanned a moment in history when peace was already fragile. In October 1929, the New York Stock Exchange crashed, and industrialized nations spiraled into the Great Depression. In the United States, 3.7 million people and counting were out of work by the early spring.2 On March 6, 1930, a worldwide “Unemployment Day” saw workers clash with authorities across the Western world.3 The police used tear gas in front of the White House, but nowhere was the police reaction as brutal as in Manhattan—where a crowd of 75,000 had gathered in Union Square—and Whalen led the charge. At one point the police commissioner “saw a roughly dressed fellow give a woman a push and grabbed the man by his coat collar, shook him, and handed him over to a plainclothes man,” one eyewitness reported, adding that the plainclothes detective then proceeded to “make a casualty out of Mr. Whalen’s capture.”4 The use of force, as Whalen understood, was always a show of force. But the NYPD took things too far that day, with mounted police driving their horses to trample over demonstrators who had fallen to the ground, and Whalen came under pressure. Rumors started circulating in the city that the commissioner was going to step down.5 He denied the rumors, and on April 26, he led a police parade of 6,000 men down Fifth Avenue, to strains of martial music and the clattering hooves of mounted units. Whalen, wearing his trademark top hat, saluted the onlookers.6 Four days later, Whalen again marshaled an immense police force to counter the May Day demonstration of some 25,000 Communists.7
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Members of the Fish Committee, which investigated Communist activities in the United States, meeting to discuss communism on May 9, 1930. Grover Whalen, the NYPD commissioner, is in the middle. Whalen became the victim of the first major disinformation operation targeting the United States. The active measure was anti-Soviet in nature.

(Library of Congress / Corbis / VCG via Getty Images)


Then, on May 2, the police commissioner revealed a bombshell to the papers. The NYPD’s “radical squad,” led by Inspector John Lyons, had investigated the hidden hand behind the Communist riots. Lyons and his men were hard-liners who believed that communism simply represented organized violence and should be outlawed as an insurgent force.8 “After strenuous and painstaking investigation,” Whalen told reporters on May 2, the NYPD had come to the conclusion “that the Communist International of Moscow was directly operating in the United States through certain agencies having headquarters in the city of New York, fomenting strikes and riots.”9 Whalen also charged that the official Soviet trading organization, known as Amtorg, was a den of spies that cultivated revolution in the United States on Moscow’s behalf.

The finding was bold, if not unprecedented. Three years earlier, London’s Scotland Yard had uncovered similar subversive activity by raiding Arcos Ltd., a Soviet commercial entity similar to Amtorg.10 And just seven weeks before Whalen made his allegation, authorities in Berlin had confronted the Soviet envoy over subversive activity whipped up by the Comintern. After all, the Comintern advocated world revolution.

Still, Whalen had to provide solid evidence for such an explosive allegation. The NYPD’s undercover radical squad had seized six letters, but it remained unclear how they found the documents. Five of the documents were from A. Fedorov, a Comintern leader; the sixth, also in Russian, was a response from Amtorg, printed on company letterhead and signed by T. G. Grapfen, Amtorg’s secretary and treasurer. The thrust of the documents was that Moscow was exploiting “the approaching economic crisis”—the Great Depression—by kindling strikes and riots in the United States. Grapfen’s letter listed thirty agents, men and women, allegedly dispatched from Moscow to New York. The documents, presented in triumph by the NYPD commissioner, were a picture-perfect smoking gun. “It will be noted that these documents reach this country by courier from the Soviet embassies of Berlin or Paris,” Whalen told the press.11 Under political pressure as he was, the commissioner failed to see that it was too good to be true.

That same day, Amtorg countered that the documents were forgeries. The chairman of the board, Peter Bogdanov, at once wrote a letter to Whalen demanding a “thorough investigation” and shrewdly pointing out that the Soviet trade group facilitated $150 million in trade. The New York Times, in its first story on the affair, cited a list of inconsistencies in the six revealed documents, for instance, the misuse of a Russian official title, a misspelling of the unofficial Soviet ambassador’s name, and an inaccurate address. The Times quoted several critics who called out Whalen’s “fantastic fraud.”12

Whalen stood firm. “I am afraid the documents will have to speak for themselves,” he responded when confronted with the denials. “They are very definite and complete.”13

Three days later, Izvestia, the official outlet of the Central Committee in Moscow, commented on the affair. An editorial accused Whalen of being an “adventurer” and his activities a “public scandal.” The paper implied that Whalen and the NYPD had manufactured the fraudulent documents. “This tactical step of Whalen’s is extremely awkward and is thus destined to fail.”14

Eventually, what would later be called metadata gave away the backstory of how the forgeries were made.

That story began four months earlier, in a cluttered, narrow printshop in a five-story brick building in Manhattan’s East Village. Max Wagner, a Russian-born immigrant, ran the shop. He had been in the typesetting business for twenty-five years, eighteen of them in New York, where he served the small market for Russian work. Nobody in the city had a better selection of Cyrillic type. That January day in 1930, a man entered Wagner’s printshop. He also was Russian, light-complexioned, forty years old, about five feet tall, and balding. The stranger wanted to order three different types of stationery in two stages: first, he wanted to see three different proofs, and then, after inspecting them, he would order one thousand copies of each. He gave Wagner a handwritten text and showed the printer his plans for the layout and form of the stationery. One of the samples the man ordered was an improvised letterhead for the Comintern. In the top-left corner it was supposed to say “Workers of the world, unite!”15 On the bottom, the words EXECUTIVE COMMITTEE were to be set in large, bold print. The man also wanted Wagner to include the dateline “Moscow, ______ 19__” so that the letter writer could fill in the blanks with the day and the year, and to list the Comintern’s street address in Moscow and a local Moscow phone number, 3 20 29. The mysterious man told Wagner he could use whatever type he considered appropriate. The whole interaction took a couple of minutes.

[image: ]
The front page of The Forward, May 3, 1930. Max Wagner, an East Village Russian-language printshop owner, saw his own work, a forgery, reproduced in The Forward that day. (The Forward)


Wagner got to work. The next day the man came back and looked at the proofs with satisfaction. He did not notice, or did not care, that some of Wagner’s type had been slightly damaged, and that the small print that said “Secretariat of the American Department” on the Comintern letterhead had smeared and was barely legible.16 He gave Wagner a small deposit, took back his own improvised layout sample as well as six of the proofs—two each of three different letterheads—and left the shop, promising to return. Wagner kept one sample of each proof, but he never saw the man again.

But he would see the documents again. Four months after the stranger’s visit, The Forward, a Yiddish New York daily, ran a front-page story on Whalen’s showy announcement. When Wagner saw images of the incriminating letters on the front page, he immediately recognized his own proofs.17

A few days after Wagner spotted the reprints, an enterprising investigative journalist from the Evening Graphic named John Spivak turned up in his shop, and Wagner relayed the story of how he made the unique Comintern stationery. The Graphic ran the story on the twelfth, giving advance notice to Fiorello La Guardia, future mayor of New York, then a member of the House of Representatives for New York’s 20th District. La Guardia, standing in Congress, held up a copy of Wagner’s letterhead. “There is no question,” La Guardia said, that the letters “were printed in New York City and not in Moscow.”18

The Whalen forgeries soon helped trigger a congressional investigation. In early June, the House opened the Special Committee to Investigate Communist Activities in the United States, better known as the Fish Committee—named after Congressman Hamilton Fish, Jr., an unflinching anti-Communist. The Fish Committee, which advertised its bias in its very name, inadvertently helped to illuminate the story of the Whalen forgeries.

The committee held some of its hearings in New York. One day, when questioning the Evening Graphic’s Spivak, the committee learned of the existence of the printer’s East Village shop. Before lunch, Fish dashed off a handwritten subpoena for the printer. Without any time to prepare, Wagner rushed to the hearing in time to be the first witness of the afternoon session. In garbled, Russian-Yiddish-accented English, he told Congress his story.

One congressman asked the printer how he was able to spot his own work. “I can recognize work I do,” responded Wagner with confidence, and pointed to the form of the type.

“Is that the only way you can tell?” said the congressman.

“That is the only way to tell,” Wagner said.

“Are there no particular marks on the copies?”

“I got certain types, and nobody got those types. I got lots of types.” In disarming detail, Wagner described the mechanics of his work: the Moscow dateline to be left blank, the Moscow street address and phone number, the workers-of-the-world banner. Then Wagner added that some cases of his small type were broken, and pointed the committee to the third line of the forgery: “The small type on the third and fourth line is not distributed yet,” Wagner said, referring to the smeared ink that had escaped his mysterious client’s attention. He even returned to his shop—during his testimony—in order to get the receipt from the German vendor of this particular type.

“I guarantee this is my work,” he said.

Amtorg’s legal defense had prepared an extensive list of errors that also revealed the documents to be forgeries. The corporation’s counsel listed twenty-three errors over eleven typewritten pages, including a mention of a nonexistent institution, the erroneous use of official titles, incorrectly named senior officials, consistent misspellings, and wrong addresses.19 The evidence was overwhelming. There could be no doubt: the documents were forgeries, and the forgeries were made in New York.

Yet ninety years later, despite all the evidence, the question of who made the Whalen forgeries remains unanswered. No historian has ever uncovered what happened in America’s first great disinformation scandal.20 Just before the Soviet Union collapsed, Stanislav Levchenko, the KGB defector, and his American co-author speculated that Grover Whalen became the first U.S. victim of a shrewd Soviet intelligence operation designed to remove a particularly fierce anti-Communist voice. But they were wrong, led astray by their own professional biases. In fact, the Soviets were the victim, and Whalen merely an unexpected pawn in a bigger game.

By early 1930, most European countries had recognized the Soviet Union, which was founded in 1922, and yet the United States had still not reestablished diplomatic relations with Russia since the Bolshevik seizure of power in 1917. The United States’ anti-Communist leanings were stronger than Europe’s. Even much of organized labor was sharply anti-Communist. The American Federation of Labor (AFL) purged “Reds” from its ranks21 and regularly warned of Soviets stirring trouble. One of the AFL’s most aggressive voices was its vice president Matthew Woll, who had, in 1928, alleged that Amtorg was an intelligence front. “The charge is made that it is through Amtorg that all the money for communist activity in this country is handled,” he declared in October 1928, more than a year before the Whalen affair.22 He drew parallels with “the case of Arcos, the ‘Amtorg’ of London and Peking.”23 America had no Scotland Yard, Woll complained, so no one was getting to the bottom of Russian activities in the United States.

Yet Woll had no compelling evidence for Amtorg’s supposed subversive activities. Woll was part of an influential and well-connected group of anti-Communist industrial leaders in the United States who were lobbying hard against recognizing the Soviet Union. America’s highly visible, ideologically motivated opposition to Marxism was practically an open invitation for disinformation and forgery. With his statements against Amtorg, Woll was broadcasting the establishment’s readiness to be tricked.

Then, on March 4, about six weeks after Max Wagner produced the forged stationery, Woll predicted a congressional investigation into Amtorg. He had written a letter to five hundred U.S. firms and members of Congress, alerting them to the “subversive activities” of the Third International in the United States. Woll charged that these activities were directed through Amtorg by Moscow, adding that there would be “no difficulty in presenting documentary evidence as to what is going on, including the financing and promotion of communist propaganda and the staging of so-called ‘unemployment’ demonstration.”24 The AFL, apparently, knew of documents then circulating in New York. The Whalen affair had started to take its course.

Eventually the Fish Committee heard from dozens of witnesses under oath. Among them was a former White Russian army officer who, two American journalists alleged, had offered to sell them documents that proved that the Comintern had staged riots in America. One Hearst reporter recalled that he was offered the documents for $15,000.25

Perhaps the most credible witness was Wagner himself. A young father who had seen the workhouse a few years ago, he was easily intimidated by police investigators, and clearly terrified while testifying. The man who commissioned the forged letterheads, Wagner said under oath, called himself “Yasova.” This man, a fellow Russian, worked for Novoe Russkoe Slovo, a pro-monarchist, New York–based daily.26 But that wasn’t all. During Wagner’s testimony, in another dramatic turn, it was revealed that another anti-Communist Russian émigré in New York had visited Wagner’s shop, this time pretending to be one of two police officers investigating the forgeries. Wagner mentioned the name of the man who ordered the forgeries—Yasova—to the purported police officers, one of whom was Gregory Bernadsky, a well-known anti-Red activist who also happened to be the interpreter for the Fish Committee at the very moment of Wagner’s testimony. Bernadsky ran ads for his gambling nightclub in Novoe Russkoe Slovo. Now that police officer, to Wagner’s confusion, appeared to be sitting right behind the two congressmen who were interrogating him.

Wagner went on to tell the Fish Committee that the two purported policemen soon returned to tell him that the mysterious Russian who ordered the stationery had left. “They came back and told me he went to Europe,” Wagner said, “and I think one of them was that man there.” He pointed at Bernadsky.27

Bernadsky jumped from his chair, screaming: “It’s a lie! It’s a lie!”28

The reporters in the room perked up at the unexpected drama. “Shut up and sit down!” ordered a representative from West Virginia, around the cigar in his teeth. Yet Bernadsky, white-faced and shaking, continued to cry out “It’s a lie” from the translator’s bench.

Wagner had revealed too much information about his client, Yasova, who ordered the forged letterheads. “There are some people who know him very well, right in this room right now,” added Wagner, under oath. “There are in this room now people who know him.”29 But the Fish Committee ultimately was not interested in getting to the bottom of the Whalen forgeries. The committee, after all, was set up to investigate malicious Communist activities, not malicious anti-Communist activities.

Finally, a month after the affair had died down, Bernadsky, the gambling monarchist translator and police impostor, came forward with new details. Bernadsky stressed that the six Whalen documents were forgeries—but Soviet forgeries. Amtorg had been too quick and too detailed in its rebuttal, implying that the same-day denial was planned well ahead of time. Amtorg, he claimed, had forged its own documents. “Their idea in this clever scheme is to make the public believe that all documents are forged,” he told The New York Times, so that when genuine Soviet documents were discovered, the public would no longer care or trust them. This maneuver would become a classic method of denial and distraction: the conspirator accusing the victim of conspiracy.

In the Whalen episode, the available forensic evidence was remarkably strong, with witnesses testifying under oath and providing a wealth of detail. After the hearing, there could no longer be any doubt that the Whalen documents were forged in New York. The Fish Committee was able to subpoena and interview nearly all of the protagonists; even some of the masterminds of the operation were in the room, likely Russian monarchist émigrés trying to keep the United States from recognizing the Soviet Union. Yet even excellent evidence was not good enough, for the investigation was too ideologically biased, politicized, and ego-driven. Whalen himself tried to smear the witness, Wagner, by citing his criminal record. Six years earlier the printer had been arrested for possessing “indecent pictures,” Whalen charged.

The Whalen episode has another timeless lesson in store. The forgeries show that delayed exposure may be in the interest of the attacker. At first, Whalen’s pompous press announcement made sure the affair became front-page, international news. But soon it was the cloak-and-dagger story of covert investigations and intrigue that inspired reporters’ and readers’ imaginations—still more after the politicized congressional investigation. The initial forgeries were badly done, and it is unlikely that the small group of Russian monarchist émigrés designed their ruse to be discovered so quickly. Yet the exposure itself would offer a second opportunity to exploit the division the first had created. The disinformation operation did not stop on May 3, and continued to escalate as the investigation got under way, probably to the surprise of the perpetrators.

The doctored documents showed how successful forgeries would work for the next century. They articulated a story that the targets of the ruse already believed—in this case, that Amtorg was a den of spies. They stated a basic fact, albeit with embellishments; Amtorg actually did have links with Soviet intelligence, and indeed served the interests of the Soviet revolutionary government. The line between true and false was far easier to blur when true and false were as close together as the fingers of a clenched fist.
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4.

American Disinformation


Berlin lay in ruins. Three years after the end of the war, houses were bombed out and rubble lined the streets. The smell of dust was ubiquitous in the summer, burned wood and coal in the winter, and dead bodies in recent memory. Among the ruins, people searched for a new life. Yet violence lingered. Political rallies looked like military parades, posters evoked an epic ideological struggle, even radio voices sounded like sharp-edged tin, especially in East Germany, in the “Soviet occupied zone,” which the Germans called the Sowjetzone.

The Russian occupying forces continued to operate prison camps called “special camps,” filled with German political prisoners, in the Sowjetzone. Rumors of abuse made the rounds in the violated city. Just-released political prisoners spoke of harrowing experiences under the inhumane camp conditions. A number of youthful, idealistic German activists could not simply look on.
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Richard Helms speaks with the actor Robert Redford on Rikers Island, New York City, in 1975. As chief of operations in the Directorate for Plans, Helms signed off on the CIA’s most aggressive political warfare operations in the 1950s, many of them designed to blur the line between fact and fiction. (Photograph by Terry O’Neill / Iconic Images / Getty Images)


“Inaction Is Murder!” screamed the announcement for one rally, on October 17, 1948, in the Titania-Palast, Berlin-Steglitz. “Berliners! Come hear and see the truth.” The placard also announced Rainer Hildebrandt as a speaker and representative of political youth organizations in Berlin. “I have to make a declaration,” Hildebrandt said that Sunday afternoon. Berlin youth groups, he said, had decided to found a “Fighting Group against Inhumanity,” the Kampfgruppe gegen Unmenschlichkeit. Such a martial name was not uncommon in the political vocabulary of the immediate postwar period in Europe. The goal of the new organization was the systematic investigation of crimes against humanity. “Those who are suffering and dying must have at least one certainty,” Hildebrandt proclaimed: “that the world will learn about their plight.” But telling truth from lies, facts from fiction, and news from propaganda was hard—and Hildebrandt himself was about to make it even harder.

Hildebrandt looked the resistance fighter that he was. Thirty-four years old, tall and handsome, he had dark piercing eyes and wore his curly brown hair combed back, and claimed that he had been a prisoner of the Nazis himself. When Hildebrandt founded what he called, in English, the “Fighters Against Inhumanity,” he ran it out of his Grunewald apartment at Höhmannstraße 4. He lived just ten minutes from Gleis 17, a logistics hub for the deportation of Berlin’s Jews just six years earlier. Now some of the very same concentration camps in the East were occupied again, with Germans, and Hildebrandt found it hard to take.

Events moved at reckless speed in the first years after the war. On September 2, 1945, weeks after the United States devastated two Japanese cities, World War II formally ended with Japan’s surrender. A month later, on October 1, the Truman administration abolished the Office of Strategic Services, America’s battlefield-tested proto–intelligence organization. About three weeks after that, the United Nations was formed in a bout of optimism and hope. Yet with every passing month, it became clearer and clearer that the war had marked not only the end of a deadly global ideological clash but the escalation of a different one. On September 18, 1947, the U.S. government formally created the Central Intelligence Agency, a new spy bureaucracy with quickly expanding authority. Two months later, on December 17, 1947, Truman’s National Security Council authorized the CIA to perform covert action.

Meanwhile, political tensions in Europe mounted. On April 3, 1948, the Truman administration initiated the Marshall Plan to rebuild the war-ravaged continent. Later that month, George Kennan, a charismatic and strong-willed U.S. diplomat, drafted an influential memo titled “The Inauguration of Organized Political Warfare,” in which he suggested the creation of a central office to employ all the means at the nation’s disposal, “short of war.” Kennan was alarmed by the Soviet Union’s aggressive outlook. “Lenin,” he wrote, “so synthesized the teachings of Marx and Clausewitz that the Kremlin’s conduct of political warfare has become the most refined and effective of any in history.”1 Washington needed to up its game. On June 18, the National Security Council created an office of “special projects” to coordinate secret offensive operations against the expanding Communist powers.2 Six days later, the Soviet Union accelerated a creeping crisis and put Berlin under siege by blockading rail, road, and water access to Allied-controlled areas of the city. The Allied response was the Berlin Airlift, a gargantuan logistical operation to keep symbolic Berlin free and supplied. It was then, under the steady hum of Allied transport aircraft, that Hildebrandt formed the Kampfgruppe. With Berlin under blockade, the CIA formally established the Office of Policy Coordination to run the aggressive anti-Communist political warfare campaigns called for by Kennan. Frank Wisner, formerly with the OSS and staunchly anti-Soviet, was tasked with running a shadow war against the enemies of Western liberal democracy.

Berlin Operations Base was right at the front in this war. On July 4, 1945, a team of OSS intelligence officers flew to the vast, subdued German capital. As the Americans approached Tempelhof Airport, the entire ravaged city underneath was still under Soviet control. Allen Dulles, who had been appointed the OSS Berlin station chief, chose for its headquarters a curious building in the posh suburb of Dahlem, a part of Zehlendorf that had suffered little bomb damage, on a small, nondescript, and leafy residential street. At first glance, the new base at Föhrenweg 19/21 could have passed for a large family home, one with too few windows—the building had been designed and built in 1936 by Albert Speer, the Nazi master architect. Field Marshal Wilhelm von Keitel, commander of the Oberkommando der Wehrmacht, had used it as a bombproof secret headquarters during the war; it had thirty-three rooms, two underground stories, 18-inch-thick, steel-reinforced concrete floors and walls, and its own escape tunnel.3

The entire western part of bombed-out Berlin soon became an outpost in what was, effectively, increasingly hostile enemy territory. The city immediately turned into the battleground of an intelligence war with protagonists from five major countries. BOB, as the CIA abbreviated its Berlin Operations Base, attracted a particularly aggressive breed of operators.

On March 18, 1949, BOB’s chief sent a bold memo to CIA headquarters, then still housed in the old OSS building at 2420 E Street in DC’s Foggy Bottom. The two-page missive was classified “secret,” and the subject line read “Operation GRAVEYARD.”4

“The group GRAVEYARD,” announced the memo, was founded in Berlin about a year earlier by “a small group of young German intellectuals.” Their goal was getting ex-inmates of prisons and concentration camps in the Soviet zone to tell their stories in public meetings and in writing—“an extremely difficult undertaking,” the CIA case officers in Berlin acknowledged, given the intimidation tactics at play in East Germany. “Nevertheless, several such meetings have already been held, the first of which was already broadcast via RIAS,” the U.S. radio station in Berlin. On February 14, 1949, The New York Times even picked up one of Hildebrandt’s stories. The Times reported that Russians had thrown 250,000 Germans into prison camps, and, quoting Hildebrandt, that “more than 100,000” of the prisoners had died.5 “Considerable publicity ensued,” the CIA’s Berlin memo concluded. It was unusual for a secretive agency to approve of publicity, but Wisner was on the lookout for aggressive covert action programs. The U.S. operators in their bombproof former Nazi bunker had noticed, with admiration, how fearlessly the young Kampfgruppe tackled the Soviet occupiers. Hildebrandt’s outfit then consisted of just fifteen idealistic individuals, yet, despite its idealism and improvised setup, the Kampfgruppe was already handling about sixty visitors daily, all the while interrogating “approx. 8 ex-prisoners or other political refugees from the Soviet Zone.” The CIA saw a prime opportunity to achieve two goals at the same time: gathering valuable intelligence and exposing Soviet atrocities. “Operations by this group have already been protested by Soviet authorities,” the CIA wrote in its initial project approval memo in March 1949.

On August 3, 1949, Wisner’s Office of Policy Coordination authorized an increase of funds for the new covert political warfare front. Less than two months later, on September 23, the United States announced that the Soviet Union had detonated an atomic bomb; a week after that, Mao Tse Tung proclaimed the People’s Republic of China. Communism appeared to be innovating and expanding fast. The war in the shadows was escalating just as quickly.

The CIA’s Berlin Operations Base gave handsome Hildebrandt the code name Paul V. Boudreau. U.S. officers considered him “a highly motivated intellectual young German who can be fully relied upon to carry out with complete sincerity and zeal the particular activities contemplated under this project.”6 He guarded the organization’s first trove of documents under his own bed.7 But the charismatic Hildebrandt was not a gifted organizer (although much later he would found the famous Checkpoint Charlie Museum on Berlin’s Friedrichstraße).8

The CIA’s Berlin station suggested that, “for the time being,” the new front organization should be run without direct contact, but “entirely through a well-qualified American cut-out in Berlin.” This shadowy middleman had already been subsidizing GRAVEYARD with U.S. taxpayer money, the CIA memo noted, and could easily explain an increase in funding. The memo suggested a monthly subsidy of DM 1,000 for the front organization, plus $100 for supplies, “mainly cigarettes, coffee and lard.” GRAVEYARD was the first of a series of code names, which became increasingly drab as the proposal was passed up the chain of command. The CIA’s Berlin station forwarded to the Heidelberg office, where the code name became EARTHENWARE; a few days later, CIA headquarters christened the project DTLINEN, which remained the cryptonym for the Kampfgruppe for an entire decade. The declassified files specifically on DTLINEN are extensive: nearly 800 pages, spanning more than ten years, make them one of the two best-documented political warfare fronts in intelligence history.
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A CIA Eastern European Division Project Clearance Sheet, dated October 27, 1954, seeking approval of another round of funding for the Kampfgruppe. The stated objective was to “harass and weaken the Soviet administration of East Germany.”


But DTLINEN was not the only front outfit that the young CIA pioneered in Berlin—in fact, it was one of three. Each had a different goal: to collect incriminating and compromising details on its target; to publish information based on those details, aimed at specific target audiences; and to forge and to deceive the adversary. Such covert operations were inherently risky, and it soon became clear that those in the greatest danger were the CIA’s indigenous German activists and assets.

One of the Kampfgruppe’s sister outfits became known as the Investigation Committee of Free Jurists, or the Untersuchungsausschuss freiheitlicher Juristen, often shortened to UfJ. The organization became operational in December 1949, and was soon code-named CADROIT. The project, as one memo to CIA headquarters explained, had been “subsidized and guided by CIA since inception in 1949.”9 The American spy agency judged the committee, as it had Hildebrandt’s Kampfgruppe, a tool of “psychological and political warfare.” The specific objective of CADROIT was to “promote and sustain popular anti-Communist resistance in East Germany (including East Berlin).”10 It was in the U.S. national interest, according to this argument, to prevent the “complete Sovietization” of East Germany, and to minimize the economic, political, and military help that the GDR would be able to contribute to the Soviet Union. By 1956, the CIA was spending $250,000 per year on the project, which was considered highly effective. “The UfJ has achieved an international reputation as an efficient anti-Communist organization,” the CIA case officer boasted in a memo intended to justify an increase in funding for “psychological and political warfare” in Berlin, adding that articles praising the legal society and its activities had appeared in Time, The New Yorker, New Statesman, Reader’s Digest, and The Nation, as well as in leading publications in Switzerland, the Netherlands, Italy, and France.11

In the last week of July 1952, the UfJ organized a major, contentious event, the International Congress of Free Jurists, the goal of which was to expose crimes and injustices of all kinds committed in the name of communism.12 “Congress sponsored by Committee of Jurists, a most reputable anti-Commie organization,” U.S. diplomats in Berlin cabled to Washington.13 They expected that 107 jurists from 43 countries would attend. But East German state security would not simply tolerate such an event.

The Soviets instructed the Ministry of State Security to make an example of Walter Linse, a West Berlin–based UfJ lawyer with a PhD and deep dueling scars on his upper left cheek. As the head of UfJ’s economic section, he had been particularly active in exposing Soviet trade links. Three weeks before the Congress, the Stasi hired a group of notorious petty criminals.

At 5:00 a.m. on July 8, 1952, the criminals took a taxi from West to East Berlin. The men paid their fare in advance to make the cabbie less suspicious of the unusual trip at such an early hour. Then, just before they crossed the sector border, one passenger handed a pack of cigarettes to the driver. He took it. The border guards stopped the cab, asked the driver to step out, and arrested him for smuggling cigarettes. Next, the taxi’s license plates were removed and installed on a prepared Stasi passenger car, a four-door Opel sedan. The criminals then drove back to West Berlin, rendezvoused with their co-conspirators at a prearranged meeting place, and proceeded to Linse’s home.14 The unsuspecting lawyer left his house at 7:30 a.m. Two of the criminals approached Linse and asked him for a light. Linse looked down, reached into his pocket for a lighter—and a small hard bag filled with sand smashed into his face. The attackers dragged their victim into a car and raced off. A delivery truck driver happened to witness the scene and gave chase, but could not catch up.

The Stasi interrogated Linse in East Berlin, all the while issuing a semi-denial that the kidnapping had even taken place, saying Linse had simply gotten “lost.” Yet Neues Deutschland, the official East German newspaper, mocked protesters and Linse’s supporters: “Not a single agent of war-mongering imperialism will be safe, wherever he hangs out—be it in West Berlin, Bonn, Paris or even Washington.”15 Only two days after Linse’s capture, the Stasi arrested twenty-seven active UfJ informers.16 On instructions from the Ministry of State Security in Moscow (the MGB), the GDR’s supreme court staged the first trial of the informers to coincide with the meeting of the Free Jurists.17 In the MGB’s view, the kidnapping and ensuing trial “disorganized the work of the congress to a significant degree and undermined the anti-Soviet propaganda associated with it.”18 Linse was executed in a Moscow prison in 1953.

Meanwhile, a legendary CIA officer named William King Harvey had taken over as chief of Berlin Operations Base. Harvey was gun-toting and foulmouthed, gruff and bitingly sarcastic; Indiana-born, he was profiled—and caricatured—in Playboy as “the American James Bond.”19 His preference was for double martinis, and stories of his drinking excesses were legion. Harvey barely spoke a word of German, but he inspired lifelong loyalty in his core staff, dubbed the “Berlin Brotherhood.” His deputy was the equally self-confident Henry Hecksher, a German-born ex–U.S. Army intelligence officer who had studied in Berlin.20 Under Harvey, BOB’s staff grew to 250, making Berlin the CIA’s largest base worldwide, larger even than most country stations.

Stanley Gaines,21 a senior intelligence officer and veteran of the Normandy landings, scrutinized almost all of BOB’s plans in Frankfurt. “Nobody was Bill’s equal,” he said later. “Bill Harvey was the best operations executive I’ve ever seen. Everything that BOB did cleared through Bill, which was a feat in itself.”22 Harvey’s office walls were lined with guns, with thermite bombs on top of the safes, ready to destroy documents in the event of a Soviet invasion.

Harvey was, famously, the driving force behind digging the Berlin Tunnel to tap into Soviet landlines under the Soviet sector—perhaps the single most daring intelligence operation of the entire Cold War. The tunnel was exposed in April 1956. At the same time, Harvey also oversaw what is likely the CIA’s most aggressive disinformation operation ever, an operation that has not been explored publicly to date.23 More even than the CIA’s efforts with the Kampfgruppe and the UfJ, this third front was covert, prolific, innovative, aggressive, and deceptive.

Harvey’s front was initially known as Aktionsgruppe B. Around two years in, the group acquired a public-facing cover identity, Cramer Werbung, or Cramer Advertising Office. Years later, when its publications became more open, the cover became known as Äquator publishing. The internal CIA code name, LCCASSOCK, was so obscure and cryptic that analysts occasionally misspelled their own code name as “LCCOSSACK.”24

The nascent CIA front was born forging. From August 5 to 19, 1951, the Socialist Party in East Berlin organized the World Youth Festival. Communist parties from around the world sent their delegations to Berlin. The event was a major demonstration of the power of Communist ideology—and therefore a major target for anti-Communist covert operations. The CIA was on high alert and reported on the global preparations in exquisite detail (Saxony, for example, had 518 serviceable buses in 1951, 170 of which were used to ferry attendants to Berlin for the festival).25 Field reports indicated that the FDJ, the Socialist Party’s youth group, was preparing to assemble “one and one half to two million youths” from eighty countries in the Soviet sector.26

KI, then the foreign intelligence agency of the Soviet Union, was also watching preparations closely. Russian intelligence reports highlighted the risk presented by the fact that West Berlin was opening its border crossings to participants in the East Berlin festival (and that a leader of the Kampfgruppe was part of the Berlin mayor’s coordinating committee). But it appears that KI was not aware of the major disinformation operation that would be launched at the festival.27

Meanwhile, some of West Berlin’s most hardened liberal political activists were keenly anticipating the Communist youth rally. One of them was thirty-three-year-old Karl-Heinz Marbach. Marbach, lean and blond with an engaging smile, was a remarkable individual. During World War II he commanded a submarine in combat off the Norwegian, North African, and French coasts. Marbach’s U-boat, a type-VIIC attack boat, sank one British steam merchant, the Glendinning, on July 5, 1944.28 One of his ships was tasked with testing submarine-borne anti-aircraft artillery as a “first line of defense” against allied bombers. He briefed Admiral Karl Dönitz, head of the German Navy in the war and Hitler’s brief successor at its end, advising him against the tactic.

Marbach later surrendered his U-boat to a British commander in Oslo, and spent two and a half years as a prisoner of war in French custody. While he was interned, his young wife, a journalist, was raped by Russian soldiers.29 His experience during the war, especially his time as a POW, would later turn him into “a seasoned ‘Cold Warrior,’ strongly independent, freedom-loving, anti-Soviet,” as the CIA would assess.30 Back in Germany after the war, Marbach worked as a freelance journalist for several newspapers; he also worked for the Kampfgruppe for three months in early 1948, but was unaware of U.S. interest in the group.31 In 1950, when Marbach was producing forgeries for the Ministry of All German Affairs in Bonn, the CIA finally made contact with him.32

The CIA’s Office of Policy Coordination gave Marbach full operational clearance in July 1951, initially to work on a satirical newspaper, the Tarantel, which the CIA was funding.33 (Marbach’s first contracted forgery had been a small, onetime production of a falsified newspaper commemorating Stalin’s birthday in December 1950.)34 Then, as the 1951 youth rally approached, Marbach and a few friends calling themselves Aktionsgruppe B prepared their resistance. Marbach produced three forged editions of the GDR’s flagship youth newspaper, Junge Welt, in order to subvert the socialist spirit of the mass rally. Aktionsgruppe B printed and distributed a total of 180,000 copies of their forgery, supported by a onetime grant from BOB.35

One year later, when the larger project known as LCCASSOCK got under way, Marbach’s clearance was expanded.36 Berlin Operations Base authorized LCCASSOCK objectives in August 1952: to “produce and distribute one phony edition of a E. Ger. Magazine in 20,000 copies.”37 In the beginning, the operation alternated phony editions of their magazine with party bulletins and issues of the magazine Die Volkspolizei. The forging operation would drastically expand from there over the course of nearly a decade.

The CIA had discovered that disinformation worked best when factual content was carried by phony outlets—when the source was fake, but the content accurate. “The effectiveness of the LCCASSOCK effort depends in great part on the authenticity and the factualness of its materials,” one secret memo reported.38 Consequently, when the CIA tasked its front with falsifying specific issues of official East German magazines, the BOB case officers facilitated contacts and knowledge transfer from other covert front organizations, such as the Kampfgruppe or the UfJ, with specific expertise. In exchange, many of LCCASSOCK’s falsified editions printed the return addresses of the less-covert sister organizations, in order to facilitate the backflow of intelligence and defections.39

To this day, the only reliable source for LCCASSOCK’s work is the CIA’s own archive. No participant has spoken or written about the outfit in any meaningful detail, yet I was able to locate some of the front’s output in German bookshops and libraries. After World War II, the United States took the lead in influence operations—by harnessing the raw energy of the youthful German organizations that emerged from the rubble of West Berlin. Today, these front organizations are among the most revealing disinformation case studies from that time. Recently declassified CIA documents provide a unique perspective on how a large bureaucracy ran a well-resourced, covert, deniable, and persistent campaign of political warfare against a confident adversary.

By the early 1950s, the Kampfgruppe’s reporting was so productive that it effectively became West Berlin’s own proto–intelligence organization, nearly on a par with the then still unofficial predecessor organization of West German foreign intelligence, then known as “Organization Gehlen.”40 But in contrast to other Western intelligence agencies, the CIA-funded front had its priorities reversed: information operations were the goal, and intelligence collection a means to this end.






 



5.

The Kampfgruppe


In June 1949, enabled by generous and ever-increasing CIA funding, the Kampfgruppe, or KgU, moved into a large villa in Berlin-Nikolassee, at Ernst-Ring-Straße 2–4. The organization grew to ninety employees over a range of subdivisions, complete with unemployment insurance, health benefits, and Christmas bonuses.

The Kampfgruppe’s original purpose was servicing its up-to-date registry of arrested individuals. Its documentation claimed that the group had registered 108,058 political prisoners in the East, including 8,966 women and 14,772 adolescents. More than thirty thousand of them were found to be dead. The search service drew a vast number of visitors from the Soviet zone and East Berlin to the KgU’s headquarters in West Berlin. These visitors didn’t just come seeking information; they were also sources themselves, about recent arrests or even on informants working for the East German Ministry of State Security (MfS). In 1949, the KgU received 5,000 visitors at its headquarters; in 1950 the number jumped to 26,000, and reached almost 80,000 in 1953.

[image: ]
Rainer Hildebrandt, founder and leader of the Kampfgruppe gegen Unmenschlichkeit, an anti-Communist activist outfit and CIA front in Berlin

(Gerhard Gronefeld, Deutsches Historisches Museum)


The KgU logged reports and registered the visitors, among whom were a few individuals of interest for the CIA. In a representative month in the mid-1950s, the KgU debriefed approximately twenty members of the East German People’s Police and another twenty-five individuals in relation to the MfS; the organization submitted around two hundred raw intelligence reports to the CIA per month,1 and even had a covert office. And every month, as now-declassified CIA sources show, the KgU interviewed around thirty-five secret visitors, and screened them for operations potential.

The CIA’s relationship with its Berlin front was complex. Secretive, aggressive, ideologically driven groups with outsize ambitions tend to attract leaders with the same qualities, and outsize egos to match. In late 1951, the CIA was pulled into an internal KgU power struggle that culminated in a seven-and-a-half-hour meeting that included Hildebrandt; his deputy, Ernst Tillich; a core staffer, Walter Dethloff; and the American case officer as an arbiter. The result was a successful mutiny against the mercurial Hildebrandt. Five different KgU staff members presented evidence of Hildebrandt’s flawed leadership to their CIA case officer. They alleged that their leader had used his contacts to avert police action against him for “several cases of seduction of minors”; that he embezzled funds; that he maintained associations with one man and one woman who were proven MfS agents; and that Hildebrandt’s claim of being a concentration camp victim was false. Five members of the KgU’s core staff then refused to cooperate with Hildebrandt and tendered their resignations to their CIA handler, who refused them.2 The meeting ended with a resolution to force Hildebrandt out of the organization that he had founded. “In all fairness to Boudreau,” the case officer wrote to the CIA’s mission chief in Frankfurt, referring to Hildebrandt by his CIA alias, “never before have I had an opportunity by personal observation to convince myself of the fact that Boudreau is not only a psychopath, but also a very sick person.”3

After Hildebrandt’s removal, Ernst Tillich took over. Tillich, forty-two, dubbed Charles Newham by the CIA, was a religious socialist who had been arrested by the Gestapo for subversive activity and interned in the Sachsenhausen concentration camp for more than two years.4 At least initially, Tillich seemed to be a more capable administrator and savvy political operator; he corresponded with Ernst Reuter, mayor of Berlin, and even Konrad Adenauer, the chancellor of the Federal Republic.

“KgU” didn’t just sound like a Russian three-letter agency; it pioneered a unique blend of skills and capabilities that the KGB would begin to optimize only a decade later. The Kampfgruppe had established itself with a clear mission, to expose the inhuman conditions in Soviet zone concentration camps,5 but soon expanded its operations to compiling lists of Germans working as Soviet informers and broadcasting their names on RIAS, the three-year-old U.S. radio station in Berlin. The group also researched and publicized data on abuse inflicted by the People’s Police in East Berlin.

Before the KgU, political warfare and information operations had long been a by-product, a side activity, a risk. Disinformation required publicity, and publicity ran counter to the organizational culture of self-respecting intelligence agencies. The KgU—conceived to reveal, to publicize, and to influence—reversed this logic.

At first, the CIA was unprepared to take advantage of the opportunities offered by this new kind of front organization. To old-school intelligence officers, collection and influence didn’t pair; intelligence work was to be kept separate from political warfare. In one memo from late 1952, just before Bill Harvey arrived, officers at Berlin Operations Base articulated their recommendations accordingly: “In our opposition to the interlocking of intelligence and psychological warfare interests, we should be unyielding,” wrote the outgoing head of BOB. “As far as KGruppe activities outside the strict purview of psychological warfare are concerned, we shall strive if possible to eliminate them altogether.” Yet Harvey’s predecessor acknowledged the tension, and admitted that the KgU’s intelligence work might be “indispensable,” and that stopping it could “seriously harm U.S. coverage of the Eastern Zone of Germany.”6 The aggressive and risk-taking Harvey, it appears, saw not a problem but an opportunity. Project DTLINEN, under his leadership, was set to become a lean and aggressive political warfare outfit.

Among the KgU’s first operations was a graffiti campaign. On July 20, 1949, in commemoration of a failed assassination attempt against Hitler five years earlier, youth groups swarmed out to paint large Fs—for freedom (Freiheit) as well as adversity (Feindschaft)—on streets, shop windows, and walls throughout Berlin, and distributed flyers to propagate the message. The GDR regime reacted by hiring contractors to turn the F into FDJ, the acronym of the regime’s own youth organization. But the Stasi also punished KgU sympathizers with long prison terms and, in a few cases, even with the death penalty.

Another core activity was organizing lectures and presentations, in order to reach their target audience face to face. The group was officially recognized in Germany as a public entity, one whose stated goal was to offer the “support of science for the systematic discovery of crimes against humanity and the scientific exposure of their underlying ideologies.”7 The KgU, with U.S. support, grew from 147 lectures in 1952 to 780 in 1955; in 1956, the KgU claimed that it hosted 1,339 talks and workshops that reached an audience of 146,000 attendants.8 The KgU would even establish a West German office with four more staff members dedicated to organizing events and lectures.

The Kampfgruppe had already demonstrated a manipulative, deceptive, and risk-taking approach. Hildebrandt, for example, knew that spreading blatant and open anti-Russian sentiments was counterproductive. His tactical goal was to recruit informants and attract defectors. In one 1951 text about the Red Army, Hildebrandt went out of his way to highlight the humanity of occupation, employing disinformation tactics in the process. Many East Germans, he recalled, “have stories to tell of Russian friendliness.” One such story was that of an old, sick German woman in a cottage in the countryside. One day a Russian woman stopped by the cottage and asked the old German lady for a glass of water. The Russian woman explained that she worked in a Russian Army canteen and her long way to work made her thirsty. The next day she came again, asked for water, and left. The German woman then saw a portion of butter the Russian woman had left behind. Day after day, the Russian woman took a glass of water, and left some food item, neither woman commenting on the exchange. “I have to go back to Russia,” said the Russian woman one day. When the German woman thanked her, she said, “Don’t thank me, thank Him,” adding: “You live so close to freedom. Maybe the East Zone will be free soon. But when will we be free…?”9 Countless such stories could be told, Hildebrandt noted, and the spirit of resistance and even revolution was ripe within the Red Army. He even co-chaired an association to promote Russian-German friendship.

At the height of its activities, the KgU would produce six monthly brochures. Die Wahrheit, or “The Truth,” was a general interest mini-magazine with a subheading that indicated that it was published by the Kampfgruppe in 100,000 copies per month, with the CIA footing the bill of DM 4,500.10 Der Kämpfer was a monthly newsletter for the GDR armed forces, providing news from the ground forces, naval, and air force “with a western twist.” Der Parteiarbeiter, “The Party Worker,” targeted Communist functionaries; Geist und Leben was a cultural news outlet with a focus on suppression of the church and spiritual life in East Germany; Elternhaus und Schule targeted parents and students; and the KgU-Archiv was intended for an exclusively Western audience. Subtitled Reports from the Soviet Occupied Zone, the monthly 12-page publication ran articles such as “Students in the Soviet Zone” or “Suffocating Small Companies.”

Distributing the brochures across the border was a challenge. By late 1951, the KgU was dispatching 15,000 neoprene balloons of material per month. The KgU even had its own chemical laboratory, run by the twenty-six-year-old activist and chemistry student Wolfgang Kaiser. His most important achievement was manufacturing a drop mechanism that was used to tie leaflets to balloons and then jettison the propaganda material slowly over its target area as the fuse burned down. The government in East Berlin falsely claimed the balloons were rigged with explosive charges to release their payload of papers.11 The KgU budget request for 1957, for example, contained an order for 16,000 uncolored meteorological DAREX balloons from Dewey & Almy Co. of Cambridge, Massachusetts. The KgU maintained three ballooning bases until 1960.12

Meanwhile the fighters did fight, through sabotage and acts of what the CIA referred to as “administrative harassment.” In early 1955, the KgU forged a letter purportedly from the mining division of DIA, a large state-owned trade enterprise in the GDR, and sent it to an East German mining company, Fabian & Co., in Senftenberg. The letter instructed the mining company to “immediately cease” its exports of siliceous quartz sand to its present export partners. The notice was professionally produced, with the proper letterhead, logo, serial numbers, a stamp, signature, footer, and stiff bureaucratic greetings—and it worked. In another operation, KgU sent a batch of forged letters to state retail stores in a town in Saxony, allegedly from the government in East Berlin. The fake letters instructed the stores to drastically reduce all prices for subsidized goods. The shops had sold out before the forgery was discovered.13

Throughout the year 1954, the KgU carried out 157 such administrative harassment operations, mostly forgeries. The CIA counted 70 false instructions and invitations; 41 items of “false information”; 16 instances of sending “true anti-Communist information under false letterheads”; plus a dozen false orders and forged postage stamps and documents.
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Balloons were one delivery platform used by the Kampfgruppe to post messages and leaflets into East Germany. (BStU, via Enrico Heitzer)


Some had an international dimension, and affected U.S. allies and neutral countries along with enemies. One of the “most successful” operations, according to the CIA, involved “a falsified letter, purportedly originating” with the East German trade ministry. The fake note, sent to GDR recipients in Switzerland, Sweden, the Netherlands, Spain, Czechoslovakia, Hungary, Finland, and China, instructed international firms that the GDR could not accept orders for several years in light of its deteriorating economic and financial situation. The doctored letter also deliberately confused the West European companies by saying that the trade “had not resulted in the propaganda value which the GDR had expected.”14

The CIA, learning through its various Berlin fronts, was getting better at the art of forging. The Agency had laid a clever trap for the GDR government in Berlin-Pankow, for its reaction would make the problem worse. Three East German newspapers swiftly called out the “vicious falsifications.” The trade ministry, unsure which international customers had received the forgeries, mailed out a correction and explanation to all its international customers. The KgU, through well-placed collaborators, managed to intercept some of these genuine letters and replace them with another round of forgeries. The CIA’s assessment concluded that the GDR’s prestige abroad had taken a hit, and that, “as a by-product, the operation produced a list of firms engaged in West-East trade.”

The KgU also engaged in hardware sabotage, engineering stink bombs to obstruct demonstrations and experimenting with the use of acids to damage machinery. On February 26, 1952, the KgU allegedly used acid—dubbed “Schnapps”—to mess with a sixty-ton hydraulic press at a logistics company in Oberspree, which led to an interruption of work for the duration of three shifts.15 The KgU called sabotage S-Aktionen, which stood for disturbance actions, or Störaktionen. In March 1952, for example, an activist on a motorcycle scattered about one hundred so-called tire killers and incapacitated three Soviet vehicles.

The CIA even used the Kampfgruppe to interfere in East German elections. The KgU’s Section VII, the “Propaganda and Covert Section,” was responsible for ballooning and distribution logistics throughout East Germany. Section VII was also in charge of all of DTLINEN’s political leaflets, targeted forgeries, and “confusion operations.”16 The election interference was timed for the GDR’s communal vote in 1957, on June 23. Section VII planned to produce four separate leaflets, with a total distribution—by mail and balloon—of 9.5 million copies over a seven-week period, exposing the farcical nature of the East German elections. The election interference was “highly effective,” Bill Harvey told CIA headquarters immediately after the vote. “Depending upon election results and reactions, we may put out a follow-up leaflet in two to three million copies in July.”17 The Kampfgruppe’s productivity was “at peak of effectiveness,” as Berlin Operations Base assessed18—so much so that the CIA’s Berlin base needed to throttle leaflet production over the GDR vacation cycle in 1957.

An in-depth look at CIA political warfare from the 1950s is revealing in several ways. First, these early cases show the resourcing and planning that a large intelligence bureaucracy was pouring into designing, authorizing, shaping, funding, maintaining, securing, evaluating, and eventually liquidating what would soon become known as active measures. The CIA examples of the Kampfgruppe and LCCASSOCK also illuminate the difficulty of measuring effects. The CIA worked with Marbach’s LCCASSOCK, for example, to develop techniques to build “various contest, poll, and opinion gimmicks” into feature items of publications to test reader reactions.19 The CIA introduced censorship evaluations in April 1956, which meant that 3 percent of all LCCASSOCK items mailed into “denied areas” were control letters (the control letter return rate was 20 percent over the next twelve months).20

As the KgU’s success reached its height, the CIA discovered that its most aggressive political warfare operations were paradoxically shielded by publicity and humanitarian ethics. The CIA didn’t do a particularly thorough job of camouflaging the fact that the KgU was an American intelligence operation. Hildebrandt and his deputy knew that they were working for a U.S. intelligence agency, and CIA case officers, after some initial caution, stopped using a cutout when interacting with them. Nominally, the KgU received donations from individuals and organizations sympathetic to the group’s goals, yet the cover for CIA funding was wafer-thin—the case officer turned over bags of cash directly to Hildebrandt, and apart from “small gifts” from German individuals, the KgU received “its entire financial support” from the Americans. At the KgU, as the CIA noted in August 1956, “covert operations are conducted behind an overt façade.”21

Therein lay the paradox: a partially compromised operation was less, not more, at risk than a fully compromised one. “The KgU has frequently in the past been accused by East and West German news media of being an instrument of a United States intelligence service,” a CIA internal risk assessment reported in 1957; select individuals in the government in Bonn and West Berlin also knew of the CIA’s involvement. “Considering this,” one Agency memo concluded, “it is believed that repercussions in the event of a compromise would not be very great in West Germany or Europe.” Soviet authorities could gain “only little capital” in the case of a proper public compromise. Even more important, exposing the hand of the U.S. government would not backfire inside the United States, as the German front organization was engaged in a “basically humanitarian” program. The CIA had discovered the odd dynamic that publicity afforded a degree of protection to its secret disinformation operations.

The Agency discovered this sweet spot right in the middle between covert and overt operations just as its Kampfgruppe front was at peak effectiveness. On June 26, 1957, around eight years into the operation, Bill Harvey was more optimistic than ever. “Indications of effectiveness of DTLINEN material infiltrated into the Zone, always encouraging, are currently increasing at an impressive rate,” he reported to headquarters.

Amping up political warfare, however, would also amp up political tensions—not just for the victim but also for the attacker. Aggressive and unconventional operations, designed to cause friction for an adversary, also caused friction among allies. By August 1952, the largest source of funds for the Kampfgruppe was the Ford Foundation,22 and several other private individuals and nongovernmental organizations supported the resistance in West Berlin. A CIA audit shows that Ford provided a grant of DM 31,500 a month, just under half of the Kampfgruppe’s budget at the time.23 The Ford Foundation had asked the CIA “to look after its interests,” especially to make sure that the funds were used for their intended purpose: to “create and keep alive resistance in the Eastern Zone.”24 Initially, the Ministry for All-German Affairs in Bonn—informally known as the Kaiser ministry—provided some funding, but the CIA did not appreciate the Kaiser ministry’s more timid approach and wanted full control of its own disinformation front. “The Ford grant,” Berlin Operations Base observed once, “completely undermined whatever leverage Kaiser thought he had” with the Kampfgruppe.25 When the Ford Foundation and German authorities discontinued their funding, the CIA stepped into the breach with around $70,000 per month. In May 1953, the CIA recorded a total annual operating expenditure of DM 819,000, a remarkable sum for the early 1950s.26 The covert section of the budget contained a number of regular line items, such as secretaries and technicians: “Administrator (Harassing Section) 450.00 DM” and “Man who works as part-time balloon filler 100.00 DM.”27

The CIA exerted operational control in a number of ways that went beyond funding. One was editorial guidance. “The KgU, under CIA guidance, conducts administrative harassment operations in the Soviet Zone, based largely on information received from its East German covert informants and on mail intercepts,” one memo explained. Another form of control was selecting targets, or, in the CIA’s occasionally dry bureaucratic jargon: “the production and carefully targeted distribution of falsified administrative instructions.”28 The American intelligence apparatus also secretly kept tabs on the phone lines of its own front organization.29

However, the CIA’s management of the KgU would ultimately lead to its closure. The main reason for the KgU’s existence had already disappeared in 1950, when the last “special camps” for political prisoners in East Germany were closed. For nearly a decade, the CIA had “control of the entire organization through complete dependence upon CIA funds for activities.”30 The project’s termination document highlights that the Kampfgruppe was “totally dependent” on the CIA and “could not sustain itself.”31 However, the CIA did not staff the project for close oversight and control. Only two case officers were assigned to run the vast Kampfgruppe operation, one in the field and one in headquarters.32 The CIA liquidated the project in 1960, and the KgU ceased to exist.






 



6.

LC–Cassock, Inc.


The decline of American disinformation in Berlin is linked to its very success, and at the heart of this story is Project LCCASSOCK—the CIA’s and Bill Harvey’s most prolific, innovative, and aggressive forgery factory, probably of the entire Cold War. For more than ten years, LCCASSOCK produced and distributed a range of high-quality magazines, newspapers, and brochures across Germany, and even in Switzerland and Austria. Its main focus was East Germany. “The principal target area is the GDR,” the CIA specified in one of around 300 archived documents, with more than 1,200 pages in total, on LCCASSOCK and its staff. The CIA used its front as an “experimental workshop” for political warfare.

Some inside the CIA began to recognize a basic problem in its approach to the ideological confrontation that was the Cold War, barely a decade after fighting had stopped in Europe: focusing on the strengths of the Soviet Union meant neglecting one’s own strengths. “Concentration on the enemy’s techniques has tended to result in the overlooking of potential psychological weapons which originate in, and are peculiar to, the free world,” the CIA wrote in one project outline.1 The driving force behind the CIA’s psychological weaponry was Karl-Heinz Marbach, the former U-boat commander.
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Karl-Heinz Marbach, a decorated Wehrmacht U-boat commander, became the CIA’s principal agent for LCCASSOCK, code name for a West Berlin–based publishing organization first known as Cramer Advertisements, and later as Äquator Publishers.

(Herbert Forst)


A CIA staff officer spotted Marbach in 1950, and contacted him in the fall that year; the CIA-sponsored propaganda production under Marbach got under way in April 1952.2 By the mid-1950s, LCCASSOCK’s objective had become ambitious: to “weaken and/or destroy Communist manifestations in the GDR and the Federal Republic.”3 Large-scale forgeries were the means to this end. The physical cover for the operation was an advertisement and public relations firm, with offices at Kurfürstendamm 136, on West Berlin’s bustling main commercial avenue. The firm, Cramer Werbung, was registered with the West Berlin authorities.4

Measuring impact and making adjustments was important, so the CIA paid its front organization to “cultivate” mail correspondence with readers of its publications in Eastern Europe. LCCASSOCK included “political action efforts,” which included maintaining relationships with political activists, journalists, and academics. The CIA was also testing ongoing mail censorship procedures in East Germany and adjacent countries in the East. Cramer had a mail control office, a “customers office,” and a printing shop.

LCCASSOCK used different cover businesses over time, beginning with the ad hoc Aktionsgruppe B, then PR Cramer,5 and finally the printing house Äquator Verlag GmbH. Over the same period, Marbach’s operation evolved, in the words of one secret memo, from “a four-man ‘illegal’ show” operating from Marbach’s home to a “firm” with around thirty-five efficient employees with full tax benefits, end-of-year bonuses, security routines, and several offices.6

The falsification operations were highly specific, and required in-depth knowledge of East German affairs. To better falsify Die Volkspolizei, the in-house magazine of the GDR’s People’s Police, writers received help from the Kampfgruppe or the Free Jurists, who debriefed police defectors. The completely “black,” or unattributed, publications could be so convincingly Communist in tone that some resistance-minded distributors took issue with the “Marxist tenor” of the documents they were supposed to relay.7

The GDR did not take to disinformation lightly, and attempted to kidnap Marbach in the summer of 1952, a few months after LCCASSOCK ramped up operations. The kidnapping was foiled by Cramer’s security officer, but East Berlin authorities kept harassing Marbach. In December 1953, the same month Walter Linse was executed, the main GDR radio station “revealed” (incorrectly) that Marbach was an agent of the Gehlen organization, and even broadcast his home address.8 Meanwhile two distribution leaders were “lost” to East German security forces. Nevertheless, the CIA considered the risks of the operation low; LCCASSOCK was undeterred, and increased security along with production. LCCASSOCK even had a backup plan in the event of German tax authorities looking into the organization: the CIA disinformation front was using several wealthy former Wehrmacht colleagues of Marbach’s “as cover for the source of funds for the project,” one memo explained.9 The CIA also had plans to evacuate Marbach from Berlin in case of a Soviet invasion.

The distribution office was installed in a building separate from the editorial offices. No outsiders were permitted. “All meetings with distribution cut-outs are held outside LCCASSOCK installations,” a lengthy CIA review noted.10 The front firm hired delivery cars, and changed them frequently. Meanwhile, the pace of operations accelerated steadily. Each month the small outfit falsified an average of two different GDR publications. By early 1954, the covert PR agency had produced around thirty falsified issues of official East German publications, at least 20,000 copies in each case, adding up to approximately 600,000 items of what the CIA called “dummy issues.”11 The distribution logistics of such large amounts of paper were significant and visible, and therefore ran in a building separate from the Kurfürstendamm office. LCCASSOCK was even able to handle special debriefings: the security officer would take visitors of high value to a friend’s pub, which was equipped with a hidden tape recorder.

The list of forged publications was exhaustive. It included the main outlets with target groups across the whole society: Die Wochenpost, a popular GDR weekly; Neuer Weg, the official SED organ; Neue Zeit, the official Soviet magazine in German; Der Wegweiser, the information bulletin of East Germany’s nominal liberal party; Junge Generation, the FDJ’s official outlet; Die Tribüne, a trade union journal; Der Freie Bauer, a farmers’ publication; Die Frau von Heute, the GDR’s women’s magazine; and even Junge Welt, a well-known newspaper for a young audience.12

The CIA saw the falsified editions as particularly effective. Phony editions of existing publications could be targeted at highly specific audiences that were normally inaccessible to Western propaganda, such as the People’s Police or the FDJ, the Socialist Party’s youth organization. In addition, releasing forged magazines into the GDR presented only minimal risk to the distributors. The CIA also gleaned from field reports that forgeries, once recognized, had their own unique appeal: “duplicating exactly the format and make-up of legitimate East German publications is in itself an unusual psychological attraction to readers of LCCASSOCK publications even after their true character may have been recognized.”13

Sometimes minor details would go a long way. On June 29, 1953, just days after a major popular insurrection in East Berlin was suppressed with military force, the CIA took advantage of the general confusion. LCCASSOCK produced an official SED magazine that gave faux-official guidance: telling the workers that GDR residents wanted freedom and free elections, but also warning readers not to fight tanks with bare hands. Berlin Operations Base knew that there might be little interest in an SED booklet just after the riots—and therefore added Streng Vertraulich!, or highly confidential, to the cover. “We believe that this will enhance the appeal of the magazine to everyone and remove the stigma of party literature, since all people are interested in reading confidential material,” one CIA request for an increased forgery budget explained.14

But large-scale forgery came with unexpected repercussions. In March 1956, when distributing forged issues of Die Wochenpost, the glossy illustrated weekly, LCCASSOCK ran into problems related to legal liability for copyright and trademark infringements.15 Marbach simply changed the name to Das Illustrierte Wochenblatt.

In early 1954, BOB under Harvey was spending $60,000 per year on the forgery outfit. The organization would soon grow to thirty-two full-time German employees, several of them experienced journalists, not including freelancers who were brought in for specific projects.

By late 1956, CIA headquarters was ready to escalate its Berlin operations. In a memo that went from Germany to the head of the CIA’s Psychological and Paramilitary Staff in October of that year, LCCASSOCK’s tasks were reemphasized: the unit, just like the KgU, was to begin producing “falsifications of official East German correspondence for the purpose of administrative harassment.”16 LCCASSOCK’S tool kit kept expanding, and the front soon ventured into uncharted terrain.

Klatsch means “gossip” in German, and is also the sound of slapping somebody in the face. Klatsch is what Marbach and his team called a fake gossip magazine, planned and implemented “as a direct attack on the Nationale Volksarmee (National Peoples’ Army) and the GDR security services.” Executives in Washington wanted to ensure that Klatsch was “entertaining enough” to maintain a decent readership. The CIA was confident in its leaked and outright-invented gossip—so confident, in fact, that it even counted postal censors and “the mailman” among the publication’s target audience. Klatsch also was meant to showcase liberty itself as a “distinctly Western product,” one memo emphasized. In the Soviet bloc, BOB explained, trivia and gossip were alien to what was mainly a political and argumentative press landscape: “Klatsch is aimed at this contrast and at East German readers who, we think, particularly appreciate it.”17 Klatsch made “no claim to veracity,” but printed anecdotes in order “to inspire a chuckle, stick in the memory, and to be repeated.”18 Klatsch was mailed to 1,500 Communist Party members in East Germany.

The stories in Klatsch were wild. One, for example, claimed that Khrushchev had accused Stalin of murdering his second wife. Another claimed that scientists were on the verge of discovering a gas that would divert the continental winds—and that the Soviet Communist Party’s 20th Congress had embraced the invention, hoping to prevent balloons containing print material from being swept across the border that divided the two Germanys.19

The magazine was a success. Like the KGB and the Stasi and even MI6 before it, the CIA was quick to grasp the time-tested recipe of tabloid success: “many pictures, short texts, features, a touch of sex, and a tendency towards sensationalism.”

LCCASSOCK even ventured into prophecy. Astrology, though not particularly fashionable in the West, gained political significance when transplanted into the Soviet bloc. As Harvey’s Berlin outpost noted, astrology was much more popular in Germany than in the United States; most major German magazines regularly carried horoscopes, usually printed next to the crossword puzzle. Yet this high popular demand for astrology was subdued in the East, where seeking truth in the stars was incompatible with “the precision of dialectic materialism,” as Berlin Operations Base noted. This created an opening for covert operations. LCCASSOCK published an astrological magazine, called Horizont, and Berlin Operations Base explained to Washington that the publication was conceived as “a direct attack on advocates of Moscow Communism through the vehicle of astrological analysis and prophecy.”

Measuring performance was crucial for follow-on funding from the CIA, so the front produced an array of accounting figures to show how valuable it was. LCCASSOCK, like the KgU, reached peak performance in 1957. The disinformation front produced and published 855,969 media items that year, almost twice the number of items produced in 1956.20 The front’s average monthly output was an impressive 71,300 media items. The boost in operational capacity became possible because LCCASSOCK’s own, CIA-funded, low-cost printing plant became operational that year. At the same time, LCCASSOCK expanded its mailing lists. It mailed 651,917 media items to recipients in East Germany in 1957. By September 1958, the list included more than 42,000 addresses. One way to measure effect was by counting the number of correspondents. CIA’s disinformation mill had received responses from 2,074 recipients; “at present the ratio is 20:1,” BOB wrote in September 1958. About 13 percent of Äquator’s 1957 media output, 114,033 items, was distributed in Soviet bloc countries other than the GDR (and Russia)—“satellite countries,” in Cold War jargon. By fall 1958, the number of non-GDR correspondents was 721. The most favorable responses came from Polish recipients, followed by Czechs, Romanians, Russians, and Bulgarians.21

In early September 1957, just weeks before the USSR’s launch of Sputnik, LCCASSOCK prepared a series of letters with personalized horoscopes for officials in the Ministry of State Security. The letters were mailed to pro-regime Berlin residents in the expectation that the collaborators would pass on the odd horoscopes to the actual targets in the MfS. Hans Fruck, the new deputy head of the Stasi’s foreign intelligence arm, HVA, was targeted with eerie horoscopes predicting his doom. “These actions were designed to introduce a note of uncertainty within the MfS bureaucracy and, perhaps, to mislead MfS investigative energies,” BOB reported back to Washington. The CIA base knew that the phony horoscopes were getting through to their MfS targets, but the results were unclear.22

Nevertheless, the CIA stuck to the horoscope tactic, and even upped the ante. In June 1958, LCCASSOCK prepared “400 horoscope harassment letters” for selected Socialist Party (SED) and Stasi personalities. The letters, ostensibly prepared by a nonexistent astrological research institute in West Germany, were designed to exploit an opening rift among members of the SED’s central committee, notably between Fritz Selbmann and Walter Ulbricht, two influential Socialists: each letter contained “a carefully written horoscope analysis of the status and future of Fritz Selbmann, particularly in his relationship to Ulbricht.” The goal of the operation was to bolster Selbmann’s prestige at a time when his internal opposition was at a high point ahead of the SED’s fifth major convention, a major, highly choreographed political rally with the motto Socialism Is Winning. Even Nikita Khrushchev attended. Russia was leading the space race, and for a brief moment the GDR thought it could compete with—or even outdo—the West German economic miracle of the postwar years. Guided by two case officers, Marbach’s team produced 662 copies of a forged “black” letter to party members, printed on original letterhead from an SED-linked anti-Fascist association of political opponents of Nazi Germany.

The goal was to drive a wedge between the Communist old guard and the new and more opportunistic SED factions supporting Ulbricht. A collaborator of Marbach’s wrote the forgery “in an appropriate ‘anti-fa’ tone and with a view to creating a maximum divisive effect,” as BOB reported back to headquarters a few months later. The 662 fake letters were sent to Antifa activists, Socialist Party members, to the party’s Central Committee, and to editors at East German newspapers just prior to the opening of the GDR Party Congress.23

The political warfare planners at Berlin Operations Base were careful to manage expectations at CIA headquarters. The disinformation campaign that Marbach and his team were designing and implementing was counterintuitive, neither wide nor narrow, designed neither for mass influence nor targeting of individuals. Instead, the Berlin base saw LCCASSOCK’s operations as “specific influence,” which was in theory more concentrated than mass media operations but less concerned with direct individual reactions. This unusual format meant that evaluating operational effectiveness was equally unusual: “The criteria of LCCASSOCK effectiveness should accordingly be more exacting than those employed in mass influence operations and less demanding than those required by singleton actions.”
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A secret CIA memo from September 1958, from William Harvey at Berlin Operations Base to the Eastern European Division at CIA headquarters, discussing anti-Stasi disinformation operations (CIA)


As one officer reported in a secret memo, signed off by Harvey, “I feel that LCCASSOCK, because we have used it as a kind of psychological warfare workshop to test ideas and to experiment, has as a result developed a body of thinking which has already proved useful and will be increasingly so in the future.” The CIA’s Berlin-based “experimental workshop” attempted to identify and analyze population attitudes and mental responses, the officer went on, and its approach “approximated that of a psychologist with his patients.” The experiments had demonstrated that “an indirect approach,” exemplified by the front’s forays in astrology, gossip, rumor, and women’s magazines, worked best to get into the mind of the target. The approach was tailored to Communist society, where individuals would have a hard time reconciling their past experiences and expectations with the harsh realities of everyday life—hence the temptation to escape from this reality into “superstition and fantasy.”
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Schlagzeug, published by Äquator, was Germany’s most significant jazz magazine in the mid-1950s. The CIA first funded the magazine, then attempted to spin it out as a for-profit publication.


In late 1958, Harvey signed off on a memo to the chief of the Eastern European Division that would hasten the end of LCCASSOCK. Over 15 pages, classified as secret, the memo discussed the commercial viability of a jazz magazine. The first issue of Schlagzeug had been published in September 1956. “Along with astrology, we consider [jazz] one of the most potent psychological forces available to the West for an attack on Moscow Communism,” Harvey argued.24 The reader response to the publication of Schlagzeug’s first issue was unprecedented. The CIA front received one written reaction, “including a number from FDJ Chapters,”25 for every 88 copies. The jazz magazine was frequently shared hand-to-hand at FDJ meeting places and dance halls, U.S. intelligence officers believed. Harvey and his propaganda team considered Schlagzeug one of their most effective covert publications, and the one “most susceptible to further development and expansion.”

The music magazine soon absorbed more than 10 percent of the front firm’s time and resources. It was professionally produced, often featuring African American jazz icons like Ella Fitzgerald and Sidney Bechet on the cover, with black-and-white pictures and a new pop-art coloration each month. One or two articles per issue were subtly subversive. One July 1959 piece highlighted the visit of international jazz legends to Berlin despite Soviet resistance—pictures showed Louis Armstrong enjoying a sausage and beer as he chatted with Willy Brandt, then Berlin’s mayor, or Art Farmer and Gerry Mulligan, cool bebop stars, visiting the sunny Brandenburg Gate in sports jackets and shades, drab East Berlin at their backs. The magazine wasn’t blatantly pro-capitalist; it wanted to be edgy and bohemian. One editorial highlighted the rebellious character of jazz, comparing the music to subversive art like Dadaism.26 For the most part, however, the magazine was just about jazz, and was mainly distributed in West Germany; only minor quantities went to the GDR.

In May 1956, a “strong Schlagzeug delegation” attended a jazz festival in Frankfurt am Main, and the head of LCCASSOCK’s distribution operation continued on to Austria and Switzerland to set up outlets through magazine sales agencies and concert halls. The magazine, per BOB’s summary, had matured into “an attractive, informative, and technically responsible journal of jazz.” Schlagzeug represented an all-German approach to jazz, the memo argued, “thereby maintaining, incidentally, its usefulness as a KUCAGE medium for Soviet bloc consumption” (KUCAGE was a cover name for the CIA’s psychological and paramilitary operations staff). Never mind its paramilitary backers and its ex-Wehrmacht chief: the jazz magazine had “gradually come to be recognized by jazz experts and fans alike as the best journal of its kind presently appearing in Germany,” the BOB memo boasted, adding that Schlagzeug was now fully accredited by the West German Jazz Federation. The Berlin station pointed out to Langley that more than 20,000 fans had paid to hear Benny Goodman in Berlin during a recent show in May,27 and concluded that the jazz cover for its disinformation front had a bright future: “Our suspicion [is] that the jazz movement in Germany and in Europe generally is not only much more intense, more pervasive and popular, but is more profitable than in the United States.”
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Schlagzeug covers, featuring jazz legends from the September, July, and November 1959 issues


The problem was that the numbers did not check out. By 1958, LCCASSOCK had become a noteworthy cost item. Although financial details are mostly redacted from the files, the figures become clear through careful reading: the average monthly costs of the entire LCCASSOCK operation from March to June 1958 were DM 35,687, plus total monthly salaries of DM 19,516.28 The budget included a number of perks for the CIA’s unwitting German employees at Äquator: union scale increases; promotions; travel, rent, and utilities; a yearly round-trip flight to West Germany; and “operational entertainment for contacts for political action.”29 In 1958, the CIA’s covert action objective changed and the Agency significantly cut its support for LCCASSOCK, which then amounted to three-quarters of the front firm’s budget. By mid-1959, despite the jazz-generated income, the monthly salary costs covered by the CIA still averaged $5,000.30 BOB operatives may have dreamed of turning their beloved jazz magazine into a profitable start-up cover for even more aggressive operations, but in reality, their love of jazz helped bring down one of the most aggressive covert ops of the Cold War.

The publication of Die Frau, LCCASSOCK’s women’s magazine, backfired in a similar fashion. Throughout 1956, Marbach’s outfit produced three issues of the magazine, printing 20,000 copies each time. The first issue that year had a famous pro-Western Russian ballet dancer on the cover, Tatjana Gsovsky. One story presented modernist mid-century interior design as a form of protest against “attacks against privacy.”31 The spy base, under the gun-toting Harvey, even produced a “pony edition” of Die Frau, at a cost of DM 9,470, and mailed almost ten thousand copies with pictures of ponies into the Soviet zone. As of January 1957, the covert editors of Die Frau were in active mail correspondence with 185 women in the Soviet bloc.32

The covert action specialists in Washington did not appreciate Die Frau.33 One reviewer assessed that it was “an attractive publication which certainly entertained our secretaries here,” yet pointed out that it was “in no way different, better, or prettier” than other women’s magazines. The reviewer saw it as a “questionable” publication, with unclear tactical benefit. The reviewers were similarly skeptical about LCCASSOCK’s dating service, the Von Herz zu Herz newsletter, a monthly publication that also peaked in 1956. “We fail to understand the purpose behind the lonely hearts leaflet,” one reviewer wrote.34 Die Frau first led CIA reviewers to question the impact and rationale of LCCASSOCK’s “marginal” publications. Jazz, fashion, and love, it turned out, were too indirect an approach to winning the Cold War. By mid-1957, the overly experimental political warfare workshop in Berlin was slowly falling out of favor.

The CIA changed its covert action objectives in 1958, cutting back financial support for and reorganizing its Berlin front organizations.35 On November 29, a Saturday, the BOB case officer went over to Galvanistrasse to discuss two upcoming “black letter” operations, one directed against a Chinese commune, the other a local Party chapter. But that afternoon, Marbach objected. He argued that Äquator Verlag had matured into a well-reputed and respectable publishing business, and could no longer afford to indulge in “dirty” spy operations.
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Die Frau was a CIA-funded women’s fashion and home-decorating magazine published by Marbach.

(Clint Montgomery)


“There is some merit in this argument,” the CIA case officer conceded. But he pushed back against Marbach, arguing that surely an operation could be compartmentalized and run in a way that would not inflict reputational harm on the publisher. Marbach objected again, arguing that black ops were bad, per se, and “inappropriate to the present Cold War situation.” The case officer departed in a rage. “Who in the last analysis is running LCCASSOCK—we or L-1?” he asked in his report, referring to Marbach by his informal cover name. The former Wehrmacht officer, the CIA officer complained, “is the product of a long KUBARK handling policy which led him to believe that he is a completely free agent who happens of his own free will to be cooperating with us,” he wrote, using one of the CIA’s vintage cryptonyms for itself. The case officer found it hard to believe that Marbach would not yield, “despite the money we’ve poured into the project,” and despite “our quite obvious legal ownership” of 76 percent of the Äquator publishing house. “In my opinion this ‘alice-in-wonderland’ kind of relationship with L-1 cannot go on much longer,” he wrote. The case officer was so angry that he confessed a personal antipathy to Marbach, and called him an “intellectually shallow person.”36
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The CIA front LCCASSOCK pioneered a tactic later frequently adopted by Eastern bloc intelligence: exposing the Nazi past of German politicians in order to compromise or topple them.


One of Äquator Verlag’s most aggressive operations took place after Marbach had articulated his displeasure, and after the CIA had already decided to liquidate. In May 1959, LCCASSOCK published a 32-page booklet entitled “The Great Betrayal. Moscow and Anti-Fascism.”37 The collection of ten articles argued that once the veil of institutional anti-fascism was lifted, communism in fact had been aiding and abetting fascism again and again, in the Hitler-Stalin Pact, for instance. Most notably, the pamphlet leaked the names of 180 prominent politicians, business leaders, and scientists in the GDR who had been members of the National Socialist Party during the Third Reich. The list included titles, full names, NSDAP entry dates, and membership numbers. Fifty-two members of the new East Berlin Parliament had been former Nazis. Three East German MPs had been members of the SS, and one even part of Adolf Hitler’s elite personal guard unit. The booklet did not name its editor or authors, and it gave only one source for the list of names: the investigative committee of the Free Jurists, aka CADROIT.

The CIA phased out operations by January 1, 1960, and then legally terminated LCCASSOCK on May 31, 1961, after a lengthy eighteen-month liquidation process.38 Marbach went on to work for West Germany’s still young foreign intelligence service, the Bundesnachrichtendienst, or BND, but quickly fell out of favor for breaching security protocol. He continued his career at the German Ministry of Defense.






 



7.

Faking Back


Meanwhile, Soviet bloc political warfare operations were ramping up, especially those targeting the United States. CIA analysts noted “a noticeable increase” in the use of active measures between 1957 and the following year, which led to an “intensive investigation of the subject,” according to a 1960 classified study. Between January 1, 1957, and July 1, 1959, the study found, thirty-six Soviet forgeries of international significance emerged. What alerted the CIA and prompted the Agency to go public with a study was that they were not simply looking at stand-alone forgeries, but at advanced and persistent campaigns that endured for months and even years, and deployed carefully crafted messages, repeating and improving them over time.

The CIA was gravely concerned about the Soviets’ newly aggressive political warfare. The director, Allen Dulles, decided to brief Congress on the secret study, and appointed Richard Helms, perhaps the most experienced covert action executive and one of Dulles’s most trusted aides, to testify in front of the Senate Judiciary Committee on June 2, 1961.
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Ladislav Bittman, as he was known in Czechoslovakia, in about 1957. Bittman defected from Czech intelligence in 1968 and became one of the most important voices on disinformation. (Elizabeth Spaulding)


Helms was urbane, cool, sure-footed, and tight-lipped, in the telling of friends and colleagues. He was the quintessential career intelligence officer, who would make it all the way to director of Central Intelligence. Helms, a veteran of the OSS, the CIA’s predecessor, was transferred to Berlin in August 1945. He worked on special operations even before the CIA’s Directorate of Plans was created in 1952. For almost the entire decade, he oversaw the Agency’s most aggressive operations, including its Berlin fronts.1

“Would you rise and raise your right hand?” Senator Keating said to Helms that day. “Do you solemnly swear the evidence you give in this proceeding will be the truth and nothing but the truth, so help you God?”

“I do,” Helms responded.

Helms commenced his prepared remarks by pointing out the long history of the Russian art of forgery. “More than sixty years ago, the tsarist intelligence service concocted and peddled a confection called the Protocols of the Elders of Zion,” he told the Senate. The Protocols, the most notorious anti-Semitic tract of modern times, was fabricated around the turn of the century and first appeared in 1903, when the St. Petersburg newspaper Znamya serialized portions of the document.2 In 1921, The Times of London conclusively exposed the text as a forgery, but, as Helms pointed out, the Soviets were still spreading the bogus document as late as 1958. The Holocaust was still a fresh and painful memory, and framing his adversaries as anti-Semites was a powerful opening move.

Helms then compared the act of forging—with which he himself was so well versed—with performing a magic trick. The KGB forgers were the magicians; the CIA investigators, watchful bystanders; and the American public was the audience. The bystander’s task was to spot minor flaws in the execution of the trick. But the problem, of course, was that calling the forgers out would inadvertently help them. “When Soviet sleight of hand improved, one of our problems was demonstrating that the act was a fake without providing the magician with free tips on how to perfect his performance,” Helms told the Senate.3

Helms started out confidently, but he was on very thin ice, and he knew it. He had sworn to tell the truth about deception, and yet his own agency was probably even more prolific and brazen in the “art of forgery,” as he called it, than the KGB was at the time. But Congress didn’t know that, and the White House didn’t either.4 Not even his own CIA analysts studying Russian forgeries knew how deeply their own agency was embedded in the business of large-scale forgeries in Germany. But the Russians knew, and Helms knew that they knew what he was hiding from Congress and the American people—that he was himself playing a magic trick that day on Capitol Hill. At first the session was closed, but the transcript, a 127-page booklet, was cleared for publication two weeks later.5
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Neues Deutschland, an official East German news outlet, featuring the forged Rockefeller letter, February 1957


The full story of this hearing begins on February 15, 1957. Neues Deutschland, East Germany’s official daily newspaper, published by the central committee of the Socialist Unity Party of Germany, had extraordinary news.

It presented to the world the “authentic text” of a secret letter from the chief of America’s largest oil trust, the Standard Oil Corporation, to the president of the United States. “Rockefeller Gives Directive for Supercolonialism of the U.S.A.,” the headline blared, implying that the White House was simply a puppet of powerful capitalist interests. The story revealed a cynical American plan to achieve world domination: Nelson Rockefeller purportedly instructed President Dwight D. Eisenhower to use first economic aid to make countries dependent on the United States, and then political power and military alliances to force a repayment in blood. To make the long, personal letter an easier read, Neues Deutschland interspersed the text with pull quotes and subheadings, offering instant interpretations:

American Prestige Catastrophically Fallen

“What is Good for Standard Oil is Good for the U.S.A.”

“Iranian Foreign Policy under U.S. Control”

“Economic ‘Help’ Draws Military Pacts After It”

Controlling Political Moves of Neutral States

Bring Colonies of Others Under U.S. Control

The paper boasted that it possessed the English original, in full, and from a “categorically reliable” albeit unnamed source.6 Neues Deutschland printed a translation of the entire letter in German, around 3,500 words in total, as well as excerpts of the English original copy, to establish credibility. An editorial in Neues Deutschland referred to an important remark from Lenin: it would be the task of Communists to reveal to the masses the secret origins of wars. “We were guided by this remark when we published the text of the secret letter,” one editor wrote. “From the pen of the scion of the blood-stained Rockefeller dynasty the world learns the secret of how people are robbed of their national sovereignty and independence and brought under the sway of the U.S. monopolies in order to help in a U.S.-instigated war for world domination.”

The Rockefeller letter appeared at first glance to be shrewdly crafted. The letter mentioned talks at Camp David between President Eisenhower and Nelson Rockefeller, which had in fact taken place and been covered in the press. The letter also contained statements that the purported author, Rockefeller, had actually made: “Although, for instance, economic and technical aid to underdeveloped countries last year amounted to more than one billion dollars, more than half of this sum was actually devoted to three countries in which military and political rather than economic considerations were the determining factors.”

The real Rockefeller, then a special assistant to the president and a champion of development assistance, had made a similar argument to Eisenhower two years prior, according to a report in The New York Times.7 KGB forgers had lifted language from the Times in order to imitate Rockefeller more credibly. But the letter contained a number of sloppy errors: the typing was slipshod, with several strikethroughs, ragged margins, errors in punctuation, spelling, and grammar, and, as CIA analysts pointed out with horror, “a rather uneven typing touch.” Nelson Rockefeller’s actual correspondence, by contrast, was always clean, proper, and free of errors, and the oil magnate disliked the pronoun “I,” an important detail that the forgers had apparently missed.

Within twenty-four hours of the letter’s appearance in East Berlin, Radio Moscow picked up the story, with translated readings of the letter immediately aired in Greece, Vietnam, the Middle East, Iran, Turkey, Yugoslavia, Indonesia, and across Latin America. Portuguese, Japanese, Korean, and Mandarin translations and broadcasts followed three days later, with twenty-one additional broadcasts in the next three days after that. An Indonesian announcer reported that the letter showed that “the imperialist interests of Rockefeller and other U.S. billionaires decide the direction of the foreign policy of the U.S. government, which is the fascistic executor of their wishes.”8

Neues Deutschland, citing the broad global resonance of its Rockefeller “revelation,” including the most recent printing, in the Syrian daily Al-Qabas, upped the ante. Again quoting its “absolutely reliable source,” still without specifying any details, Neues Deutschland published another scandalous and secret American memorandum under the headline “The Enemy of Arab Freedom.”9 Dubbed the “Dulles Memorandum,” the document was a letter allegedly written by Secretary of State John Foster Dulles for President Eisenhower. The Dulles Memorandum spelled out the real, hidden objective of U.S. foreign policy in the Middle East: to suppress Arab national independence movements and establish the United States as the colonialist heir to France and Britain, in order to access oil and to open nuclear-capable military bases in the Middle East.

And the new memo circulated the globe just like the Rockefeller letter: first TASS, the Russian News Agency, played the Dulles memo, then Pravda and Radio Moscow, Turkey, Iran, and stations across the Middle East, then China’s Radio Peking, and later in India. The global campaign persisted for nine months after the two initial forgeries surfaced in Berlin. The CIA counted more than one hundred replays of the two letters, more than eighty of them through Radio Moscow.
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Members of a Strategic Air Command B-52 combat crew race for their always ready-and-waiting B-52 heavy bomber; 1960s. KGB disinformation targeted the SAC in innovative ways. (U.S. Air Force)


The military tensions between the two superpowers were about to increase. In the first week of October 1957 alone, the U.S. Strategic Air Command initiated a 24/7 nuclear alert in response to the perceived Soviet missile threat—and the USSR launched Sputnik, the first satellite. On November 7, the National Security Council sent a grim confidential report to Eisenhower on deterrence and survival in the nuclear age.10 To lessen the vulnerability of the Strategic Air Command to a surprise attack, the White House experts recommended that the time by which an adequate number, “possibly 500,” of nuclear-armed bombers should be under way ought to be reduced to between 7 and 22 minutes. Public fear of atomic war was ripe then, and the Soviets were alarmed.

On November 22, 1957, Khrushchev gave an interview to three prominent American journalists, including William Randolph Hearst, Jr., editor-in-chief of Hearst Corp. and heir to his father’s publishing empire. Hearst had won a Pulitzer Prize for an interview with Khrushchev two years prior, so the Soviet leader knew the exchange was a high-profile messaging opportunity.

The key message Khrushchev wanted to get across was on “military psychosis.” A significant part of America’s active strategic bomber force was airborne twenty-four hours a day, seven days a week, armed with hydrogen and atomic bombs, and, Khrushchev feared, ready to devastate his homeland. “This is very dangerous,” Khrushchev told the American journalists. He was particularly concerned about the number of aircraft in the air at all times, and that “many people” would be piloting the armed bombers. “There is always the possibility of a mental blackout when the pilot may take the slightest signal as a signal for action and fly to the target that he had been instructed to fly to,” Khrushchev said. Even an isolated nuclear bomb would trigger immediate retaliatory action, so one psychologically unstable pilot could effectively start a nuclear holocaust. “Does this not go to show that in such a case a war may start as a result of sheer misunderstanding, a derangement in the normal psychic state of a person, which may happen to anybody?”

Khrushchev’s “military psychosis” argument made intuitive sense, was hard to counter, and made deploying more nuclear weapons appear reckless—in short, it was perfect raw material for disinformation.

By April 1958, the Soviet Union introduced “urgent measures” to the UN Security Council, requesting “an end to flights by United States military aircraft armed with atomic and hydrogen bombs in the direction of the frontiers of the Soviet Union.”11 The Soviets warned that continuing the flights might lead to a “breach” of world peace. Two weeks after the resolution was tabled, and five months after the Khrushchev interview, on May 7, 1958, Neues Deutschland published a remarkable letter, allegedly from a U.S. defense official, Frank Berry, to the secretary of defense, Neil McElroy. Berry was America’s most senior official in charge of military health and medical issues. That Wednesday, the front page of Neues Deutschland read: “Sensational Admission of the American Ministry of War: Certifiably Insane Pilots in Control of U.S.A. Atomic Bombers.”12

In the letter, which Neues Deutschland ran in its entirety, in English, Berry claimed that 67.3 percent of flight personnel in the U.S. Air Force suffered from “psychoneurosis.” The document stressed that this was an “impressive” figure that could not fail to cause alarm. The Berry letter then referred to an unnamed expert report that singled out officers and airmen in the Strategic Air Command, claiming that members of these crews were “inadequately controlled by the subject’s will,” and pilots were prone to hysterical syndromes and “fits of unaccountable animosity.” The document named a number of U.S. nuclear bases, and alleged chronic overstrain of the pilots’ nervous systems—not just due to intercontinental flight schedules but also as a result of the ample consumption of alcohol, the use of opium and marijuana, sexual excesses and perversions, and “extreme fatigue due to constant card playing.”

First Khrushchev had articulated the theory of military psychosis. Then Neues Deutschland provided the scientific evidence. Now it was time for examples and case studies.

Five weeks after the Berry letter surfaced, the KGB got lucky. Vernon Morgan, a twenty-one-year-old native of Elizabeth, Indiana, was a mechanic second class at the U.S. Air Force’s 86th Bomb Squadron in Alconbury, England. Just after midnight on June 13, Morgan, who was not a trained pilot, climbed into a B-45 twin-jet Tornado, a light bomber. Morgan managed to get the Tornado off the ground in the middle of the night, but shortly after becoming airborne, it tilted to the right and, with a flaming explosion, crashed into the main railroad line between London King’s Cross and Edinburgh near the village of Abbots Ripton, just a few minutes before an express train was due. A political firestorm ensued in the UK. “Leftist British leaders have voiced fears that some airman might steal a plane with a hydrogen bomb in it and cause a catastrophe in just such a crash,” The Washington Post reported.13 Within three days, Soviet newspapers and Radio Moscow had reported the incident and cited the crash as an illustration of the risks indicated by the Berry letter.

The intense press coverage in Britain showed that the nocturnal Tornado crash, the military psychosis theme, and the fear of accidental nuclear war resonated in Europe. Three weeks later, the Soviets fired their next salvo.

On July 3, 1958, the Russian ambassador in London, Jacob Malik, gave a speech to book publishers and editors at the Paternoster Club on Great Queen Street.14 Malik spoke about the dangers of nuclear war, and mentioned that American officials had acknowledged that nuclear bombers could be airborne at any moment. The Soviet ambassador then told his audience that he had received a letter from a U.S. Air Force pilot stationed in England. The anonymous pilot allegedly told the Soviet embassy that he intended to drop an atomic bomb in the next few days.

One of the journalists in the room asked whether the letter could be made public. Malik at once said he would have to check with Moscow. Just a few hours later, in the early evening, the embassy handed over copies to an American and a British news agency. Written in awkward English, it was posted from Ipswich, addressed to Malik, and signed by “W.” Despite a lack of indications that the letter was authentic, memories of Morgan’s crash were still fresh and the letter’s contents so sensational that the story could not be ignored. “W,” the alleged American Air Force pilot, announced that he and his crew would go rogue and would drop a “deadly load” during a routine flight, in order to show “how horrible an atomic war could be.” They had chosen a target in the North Sea, so that “not too many people” would be killed. “D-day,” the letter said, would be sometime in the first week of July.15 The pilot then offered “all the secret information we know” to Soviet intelligence. The crew wished then to enter the USSR’s airspace near Leningrad. “W” even requested that the Soviets warn the Red Army’s anti-aircraft defenses “not to open fire on us and let us know where we can land.”

The letter was intended to lend credibility to the Soviets’ insinuation that NATO pilots were mentally unstable. But this time, luck was not on their side. One person who read the press coverage of the mysterious letter was an unemployed farmhand and ex–Royal Air Force pilot who had been discharged for mental instability. William Stanley Whales, of Ipswich, held a grudge against the RAF for discharging him after fifteen years of service. The frustrated Whales decided to claim the letter in order to raise the public profile of his complaints against the RAF. Whales got in touch with the local correspondent of the British Press Association and signed a phony seven-page confession, claiming he had simply looked up the name of the Russian ambassador in the Ipswich public library.

Whales’s timing was good, as a wave of anti-nuclear-arms protests was sweeping the UK. His claim generated much publicity itself, and was covered in the major newspapers in the United States and Britain. Without knowing it, the former Royal Air Force crew member was deflating the threat—and countering a Soviet disinformation operation by highly effective means. Suddenly the Soviet embassy found itself in the rather awkward position of having to defend a forged letter, written by a made-up mentally unstable airman, against the false claims of a real mentally unstable airman. When consulted by The New York Times, a Soviet embassy spokesperson in London dismissed Whales’s claim as “imaginary.”16

Early the following week, Russian disinformation specialists decided to double down on their operation, and Malik, the Soviet ambassador, released two more letters to British officials and journalists. One of them was allegedly from the same “W” who had written the first letter, reiterating his nuclear threat: “If there is no delay, I will drop the bomb within the next five days.” The other was from one of W’s crew members: “We have many persons of high rank on our side and will have no real trouble in flying off the bomb.”17

By July 1958, the Soviet barrage of forgeries directed against the United States was brazen and aggressive—perhaps as much so as the CIA’s own operations in Berlin. The CIA therefore decided to fight back against the Soviet forgeries from within the United States. Only weeks after the pilot letters appeared, Dulles, the CIA director, secretly reached out to one of The Washington Post’s most influential columnists, Roscoe Drummond. With the Berry campaign in full swing, Drummond wrote several columns about Soviet forgeries. In one column, “Spreading the Poison,” Drummond discussed in detail how fake documents could be revealed as such. The columnist highlighted, for example, English-language inconsistencies: the Rockefeller letter, for one, used the phrase “the hooked fish needs no bait,” which is British rather than American, as well as the adage “ramming home” (of an idea), which would be “driving home” in American parlance. Drummond revealed secret details, for instance that a clandestine radio transmitter, called “Our Radio,” which broadcast in Turkish and claimed to be located in Turkey, was in fact a Soviet device located in Leipzig, East Germany. Drummond also highlighted arcane technical evidence: the typeface of the Rockefeller letter forgery, surfaced in Neues Deutschland, could not have been written on an American typewriter, and was in fact typed out on a prewar machine made in East Germany.18 Drummond obliquely noted that the forged document had been “analyzed by technicians,” but he did not say whose, and indeed never mentioned that Dulles had provided him with a classified internal study.

Drummond received the material “enthusiastically,” Dulles reported at an internal CIA meeting two days before the first column appeared.19 Dulles was happy with the result, and thought Drummond’s column “succeeded admirably” in revealing the Soviet forgeries20—because he had simply reproduced the CIA’s secret list of forensic artifacts.21

The KGB was undeterred. On October 2, 1958, Neues Deutschland ran an article claiming that a U.S. Air Force officer stationed in Kaiserslautern had leaked a secret order from General Thomas Power, head of the Strategic Air Command, that prohibited U.S. crews from flying aircraft carrying atomic or hydrogen bombs over U.S. territory (no such order was issued). TASS reported on the Power order hoax on the same day; so did Radio Moscow, which broadcast the story into Britain, and tied it to the Berry letter. The next day, the clandestine radio station España Independiente—which claimed to be located in Spain, but was actually in Bucharest, Romania; it was the oldest Soviet clandestine radio operation, launched in 1941—spread the fake news story in Spanish without crediting any source.22 On November 20, Radio Moscow replayed the story, this time in Arabic, Turkish, and Japanese, again tying the Power order to the foresight of Frank Berry, whose purported warning had started the campaign. By then, the joke at the CIA was that in the Soviet mind, Frank Berry’s prophetic powers rivaled those of Marx and Lenin.23

But it was the KGB who had the last laugh on this matter. Less than a week after Malik surfaced the letter at the Paternoster Club, the CIA’s LCCASSOCK front, also at peak performance then, launched its disinformation attack against the Socialist Party’s 5th Congress in Berlin, which Khrushchev was attending. The KGB and CIA were watching each other’s disinformation operations in real time. And Russian intelligence soon decided to retaliate with an operation right out of a John le Carré novel, which would effectively turn CIA analysts into a disinformation tool to be used on the CIA’s leadership. The full effect of this covert, highly targeted effort took several months to filter through the CIA’s bureaucracy.

In March 1960, the CIA finished a 200-page report, “Sino-Soviet Bloc Propaganda Forgeries,” that had been in the works for years. The report was classified as secret and only released nearly forty years later. The study contained a detailed breakdown of the Berry campaign and several other Communist forgery and propaganda actions. The KGB knew, thanks to Drummond’s CIA-informed, detail-dripping columns in The Washington Post and other sources, that American intelligence was closely watching Russia’s globally expanding disinformation operations. The vast Russian spy station in Karlshorst, in East Berlin, also knew of LCCASSOCK; the KGB even knew of Schlagzeug, the CIA-funded jazz magazine that was published on both sides of the Iron Curtain.

So, in December 1958, Karlshorst retaliated. Russian disinformation operators forged the CIA’s own forgery: they reproduced an accurate Schlagzeug mailing envelope and used it to mail out their own booklet to 4,000 West German addresses. The Russian operators mailed it out “black,” and changed only one detail: the return address proved, on CIA investigation, to be an empty lot in West Berlin—a clever way of signaling to the Americans that they knew who was really behind the jazz magazine. The booklet was nominally printed by the real Publishing House for German Youth, the Kulturverlag der Deutschen Jugend, and devoted to a “culture program” that contained songs, skits, and plays to use for an amateur theatrical performance—in other words, the KGB was more or less openly ridiculing LCCASSOCK as an amateur performance. The Russian spymasters even asked a young Socialist author, Werner Bräunig, to compose a song on mentally unstable U.S. Air Force pilots, complete with a score for piano accompaniment:


THE FLYING PSYCHONEUROSIS

BY WERNER BRÄUNIG

There flies Jim from Alabama,

there flies Jack from Tennessee

high above the city

wearing heated pants,

with the bomb aboard

and the psychoneurosis,

and on the automatic pilot is printed: Liberty.

And what can happen—

how does that concern us?

That does not concern us at all!

There flies Jim from Alabama

high over the State of Wisconsin

and there is a city

and people walk in rows,

and there is a (psychoneurotic) crack

and he shoots them up—

there were a few people killed

And if such a thing can happen—

doesn’t this concern someone?

Doesn’t this concern us at all?

There flies Jim from Alabama

Over you, and over me.

With death in his head,

and then he sees red,

and he pushes the button

and it’s over for you and for me!

  And because that can happen tomorrow,

it does concern us!

Mankind! It even concerns you!



The Washington CIA analysts who reverse-engineered the campaign saw the song as a “direct tribute to the Berry Letter.” But these analysts were unaware of the covert operations run by Berlin Operations Base, and so considered Schlagzeug a “bona fide West German periodical” in the secret document that they passed up to the CIA leadership. But the KGB’s musical taunt was not lost on the Agency’s executives in charge of covert action.

Richard Helms understood. He was Frank Wisner’s chief of operations in the Directorate of Plans, which swallowed the Office of Policy Coordination in August 1952. Helms oversaw the CIA’s covert actions for the next six years, meaning that he had himself renewed LCCASSOCK’s funding and cover many times24 and was well aware of specific operational details of the various Berlin front organizations in the late 1950s, including Schlagzeug.25 Then, in early 1961, Dulles selected Helms to testify in front of the Senate Judiciary Committee on Soviet-made forgeries.

Helms, in full command of the details of the entire Berry forgery campaign, briefed the Senate on these details, down to the level of grammatical errors in specific forgeries and the fake claim by Whales, the real mentally deranged RAF officer in Ipswich. His entire congressional briefing was based on the same secret CIA study on Soviet forgeries, which relayed many details of the KGB’s Schlagzeug taunt, including the full text of Bräunig’s song. Those CIA officials who knew of LCCASSOCK also would have noticed an ominous absence: Radio Moscow did not report on the Schlagzeug jab; it was meant for the CIA’s ears only. Helms saw no need to communicate this humiliation to Congress; he dropped any mention of the CIA’s own forgery and influence campaigns from the Senate testimony. Helms pulled off his own shell game, and got away with it.






 



8.

Kampfverband


In the summer of 1956, ominous leaflets appeared in several Western countries, often mailed to officials and relatives of military service personnel in the United States and the United Kingdom, including diplomats stationed in Germany. One of the American recipients was Elim O’Shaughnessy, chief of the Political Division of the American embassy in West Germany. The leaflets seemed to come from an ominous neo-Nazi group. The group’s logo was an iron cross against two symmetric oak twigs, signed with the group’s name in old German gothic font: Kampfverband für Unabhängiges Deutschland, or “Fighting Group for Independent Germany.”

The group’s declared goal: to reinstate the great German Reich by pushing out the new occupiers. In August 1956, the German ambassador to France, Vollrath von Maltzan, received a leaflet, marking the start of a French campaign. That winter, more than 150 individuals in the Germany-bordering Bas-Rhin department received the strange, threatening letters.
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Henriette Trémeaud, wife of the prefect of Strasbourg, circa 1957. She died in a terrorist attack that was designed to be a disinformation operation.

(Photograph by Keystone-France / Gamma-Keystone via Getty Images)


“French Oppressors!” one such leaflet was titled. The pamphlet was addressed to the authorities and inhabitants of Alsace, a region between France and Germany that had been contested for centuries. “We have looked on long enough as you cheekily spread yourself out in Alsace-Lorraine, a country that you seized in unjust treaties,” the supposed neo-Nazi group wrote in awkward German.1 Indeed, the German was so oddly phrased, stilted and twisted, it was outright laughable. The self-proclaimed Kampfverband wrote, for instance, that Alsace-Lorraine would always sing “our” songs in German, not “your blasphemous chansons!” The leaflet continued in even more bizarre language, rendered into deliberately awkward English here: “Your dirty hands, which are strangulating our people in Alsace-Lorraine, attempting to bring them to their knees with blackmail and threats, we will beat them into two parts.”2 Even the group’s full German name was missing a definite article. “Clearly no German could have written this leaflet,” Die Zeit, a highbrow German weekly, commented: “the spelling and language errors in this fabrication are too numerous!”3 The Kampfverband mailed the leaflets in both German and French, issuing bilingual hate messages to pitch France against Germany: “Wir warnen Euch! Prenez garde!”—We’re warning you. The group targeted government officials. “Your spies, officials, and teachers,” the leaflets concluded, “will not escape their just punishment.”
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Kampfverband logo, designed by Czechoslovak intelligence. It reads as “Fighting Group for Independent Germany.”


On May 14, 1957, a small parcel arrived in Strasbourg, at the prefecture of the department of Bas-Rhin. The prefecture had its headquarters in a majestic nineteenth-century building on Place de la République. The parcel, nineteen by fourteen centimeters, was wrapped in white paper and addressed to the prefect, André Trémeaud. It had been mailed from a post office at 25 Boulevard Diderot in Paris, opposite the Gare de Lyon. Trémeaud’s secretary received the package. Noticing a card from Carlos Garcia Soldevillad, European representative for the cigar maker H. Upmann of Havana, she thought that the cigars were a personal gift for the prefect. Without opening the box, Trémeaud left it on his desk. Only days later would he find out that the box contained not fine Upmann cigars but approximately 250 grams of acetone peroxide—“enough explosive to kill a dozen persons,” as investigators later assessed—wired up with an electronic trigger that would set off an explosion when the box was opened.4 Without realizing it, the prefect had placed a deadly IED right in front of him.

The evening of the delivery, Trémeaud was hosting a reception at the prefecture to celebrate the opening of a session of the European Coal and Steel Community, the organization that ultimately led to the creation of the European Union. René Pleven and René Mayer, both former French prime ministers and key drivers of the still-fragile European integration project, were present at the reception that evening.5 Less than two months earlier, on March 25, 1957, the Treaty of Rome had been signed, establishing Europe’s ambitious attempt to bring peace to a violence-ridden continent. The box of fine cigars would have come in handy for a political after-dinner discussion over wine and spirits, but Trémeaud, preoccupied, forgot to bring the Upmanns downstairs.

Two days later, Trémeaud took the cigar box to his private residence. The next day, on May 17, the prefect met with Pierre Pflimlin, who had also briefly served as France’s prime minister. Meanwhile, the prefect’s elegant wife, Henriette Trémeaud, was sorting out some household items on the first floor. She noticed the cigar box, placed it on a small round table, and began to open it with a knife. The explosion was violent—it shook the walls, blew out the windows, devastated three rooms—and killed Henriette Trémeaud immediately, ripping open her entire upper body, severing one of her hands and part of her face, as the table deflected the force upward, leaving her high heels unscathed. The salon clock stopped at 12:54.

A police and counterintelligence investigation commenced, run by the Direction de la surveillance du territoire, or DST. The DST soon found that Carlos Garcia Soldevillad, the cigar salesman, didn’t exist. The first assumption was that Algerian militants were to blame; the Battle of Algiers, a bloody guerrilla campaign waged by Algeria’s National Liberation Front against the French authorities in the North African colonial territory as well as mainland France, was in its late stage by May 1957, and Trémeaud had been the prefect of French Algeria from 1952 to 1955. Trémeaud’s domestic staff, an Algerian woman among them, was initially under investigation. But in the following weeks, a more sinister explanation would emerge.

The second wave of the mail campaign hit in mid-May 1957, just two days before Trémeaud received his improvised explosive device. The timing was highly suspicious, and a combined German-French police investigation got to work. It soon discovered that the Kampfverband letters were mailed from the same Paris post office as the deadly cigar box,6 and there were additional pieces of evidence that seemed to confirm the link between the Kampfverband and the Strasbourg bombing. The German Federal Police in Wiesbaden would soon find that the address label and a note on the lethal cigar package of Strasbourg “were written on the same typewriter that was also used to type out the Kampfverband pamphlets as well as the address information on the corresponding envelopes.”7 The conclusion: the bomb and the pamphlets came from the same perpetrator. By June 1957, the French press reported the growing conviction of the investigating authorities that the Kampfverband für Unabhängiges Deutschland had attempted to kill a group of senior French politicians in Strasbourg.

But who was behind this strange ultranationalist group? The mysterious masterminds had made a few sloppy mistakes.

On July 5, 1957, six weeks after the misdirected operation in Strasbourg, the French ambassador in Bonn received an envelope sent from Munich. It appeared to contain a leaked document,8 a letter written by Elim O’Shaughnessy, the State Department official who had also received a Kampfverband leaflet. O’Shaughnessy’s signature was typewritten. The letter called the attention of “the State Department” to “West German ultranationalist groups.” The U.S. diplomat then advised his government to support and take advantage of the reactionary neo-Nazi extremists in Germany. O’Shaughnessy credibly identified the letter as a forgery, and this raised a worrying question: What else was fabricated? Was the Nazi group a ghost?

The O’Shaughnessy letter was also mailed to the British ambassador in Bonn—with the clear intention to drive a wedge not just between Germany and France but also between the United States and Britain and France, its most valuable wartime allies in Europe. The entire operation began to look more and more like a hostile intelligence campaign, and the CIA’s counterintelligence specialists started to pay close attention.

On the far side of the Iron Curtain, the Soviet bloc intelligence agencies observed the investigation from a distance. The BKA, the German Federal Police, arrested several West German citizens and interrogated them in connection with Kampfverband activity. This was most curious—the neo-Nazi group was an invention; it didn’t have members to be arrested. The still-hidden inventors of the Kampfverband came to the conclusion that some of the leaflets must have accidentally fallen into the hands of real Nazis, who then disseminated them under their own initiative. After all, the operation had received a lot of publicity, and segments of the public were taking the fighting group and its threats seriously, some real Nazi holdovers likely among them. The public discussion of right-wing terrorism in Strasbourg was so widespread that it even provided cover for follow-up active measures: “The U.S.S.R. could openly join the fray without fearing that the French public and investigatory agencies could deduce Soviet involvement in the matter,” one Soviet bloc defector later recalled.9 Indeed, in May 1958, Radio Moscow tried to revive the story with a long French broadcast aired in France, warning listeners about the nefarious Kampfverband—which the broadcast called a “West German neo-fascist organization,” implying that it was secretly supported by West Germany’s government in Bonn.10

The CIA carefully analyzed the 1958 Radio Moscow broadcast and the O’Shaughnessy forgery. In 1957, CIA officers had debriefed a Stasi defector who told his interrogators that the Hauptverwaltung Aufklärung (HVA), the foreign intelligence branch of the Ministry of State Security—the Stasi—had already conducted active measures before 1957. But disinformation and “psychological warfare,” the defector said, had been officially announced within the HVA as a “major operational responsibility,” just as the cigar box bomb shook Strasbourg and France that spring.

Shortly after debriefing this defector, the CIA tried to use the same individual to help determine the source of the anti-French leaflets. “When the defector […] was shown copies of the leaflets signed Kampfverband fuer Unabhaengiges Deutschland,” the CIA recorded in a debriefing report, “he promptly identified them as a product of one of the HVA operations.”

The conclusion seemed obvious: bomb, pamphlets, and forgery were all part of the same operation, and the Stasi’s HVA was behind it all. “It has been established that the Kampfverband is a phantom organization, existing only as a signature placed on letters and leaflets which are prepared by the East German foreign intelligence service HVA,” the CIA concluded.11 Shortly thereafter, in his testimony before the Senate, Richard Helms brought up this episode and accused the Ministry of State Security in East Berlin of having plotted the terrorist attack under a false flag: “Evidence discovered during police investigation pointed toward the nonexistent West German group as the murderer, precisely as the East German intelligence service had intended,” Helms told the Senate Committee of the Judiciary.12

But the CIA was wrong. The defector either lied or erred. The HVA didn’t do it.

The truth emerged only after ten years had passed.13 In 1972, Ladislav Bittman published his memoirs, The Deception Game. Bittman had defected four years prior from the Czechoslovak Státní bezpečnost, or StB, the state security agency. Bittman, a major, had been the deputy head of the Disinformation Department in Prague’s famously aggressive intelligence agency. Bittman confirmed that both the cigar bomb and the leaflets were StB operations, carefully planned from Prague (cooperation between Prague and East Berlin in special operations was only established later). A Czech police investigation after the end of the Cold War would even identify the specific operatives behind the attack that felled Henriette Trémeaud.14

The operation had to be approved by the highest members of the Communist Party in both Czechoslovakia and the USSR. “Trémeaud’s assassination went beyond the pale of usual intelligence practice,” wrote Bittman in 1972. “Every operation of that kind must be approved by the highest party echelons.”

The cigar box hit job and its accompanying campaign of hate and intimidation had a strategic objective that went beyond killing a group of public figures. As Bittman described the wider political aim of Operation Strasbourg: “The intent was to prove to the world public that the German Federal Republic was a fascist seedbed; the Kampfverband für Unabhängiges Deutschland was created, at least on paper, to produce fascist propaganda on a large scale.”15






 



9.

Red Swastikas


In the wee hours of Christmas Day 1959, a young student was walking home from mass in Cologne. Along his route was the synagogue on Roonstraße, a majestic brownstone structure with a large round window over its imposing entry arches. Chancellor Konrad Adenauer had opened the new Jewish house of worship only two months earlier; it stood on the sacred ground of an older synagogue that had been burned during Kristallnacht. But on this holy night, the student noticed fresh graffiti around the entrance, blaring in red and black paint: “Germans demand: Jews out.” Swastikas had been smeared on the walls, and Hebrew inscriptions painted over. The student immediately called the police.

Later that day, another member of the public noticed a defacement at the memorial for the victims of the Nazi regime, half an hour’s walk north of the synagogue. Somebody had poured black lacquer paint into the inscription, which read “Seven Gestapo victims rest here. This memorial remembers Germany’s most painful time, 1933–1945.” But this time the perpetrators made a mistake: they left behind a can of paint that had their fingerprints on it. One day later, a hastily created police task force was able to apprehend two twenty-five-year-old men, Arnold Strunk and Paul Josef Schönen. Strunk, a baker, confessed. Both were members of a small, right-leaning political party.1

[image: ]
The KGB had swastikas and anti-Semitic graffiti daubed in red and black paint on the walls of the newly reopened synagogue in Cologne. The incident opened an extensive, global anti-Semitic disinformation campaign designed to harm West Germany. (Hansherbert Wirtz, Kölnische Rundschau)


But the swift arrest of the two initial perpetrators did not stop the anti-Semitic incidents. In fact, Cologne was only the beginning. Over the following few days, a veritable wave of hate crimes started rolling across the Federal Republic: first the slogan “Juden raus” and swastikas and sometimes other epithets appeared on benches, memorials, and walls in Braunschweig and Offenbach, then across the Ruhr, the Rhineland, Lower Saxony, Bavaria, and Hesse.2 By mid-February, the federal government in Bonn had counted 833 anti-Semitic incidents across all West German states. The interior ministry had identified 321 perpetrators. The hate crimes even leaped across the Iron Curtain into East Germany: during the first six weeks of 1960, the authorities in East Berlin recorded 251 cases of swastika graffiti and 55 other cases of anti-Semitic crimes.3
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Timeline of Soviet-engineered anti-Semitic campaigns—telling fake from real anti-Semitism quickly became impossible (German Ministry of the Interior)


Even worse, the outbreak of anti-Jewish sentiment oddly appeared to be a global phenomenon. On the night of December 30, a synagogue in Notting Hill, London, was defaced with three large white swastikas and “Juden raus.”4 Over the next weeks, more incidents occurred in the United Kingdom, in London but also in towns from Axminster to York. Five Jewish members of Parliament received threats. Anti-Semitic graffiti and other incidents also occurred in Italy, in Rome, Turin, Venice, and Treviso. The Italian police had arrested forty-four members of two neo-Fascist groups by January 6. Incidents also occurred in Toulouse and Bordeaux; in Brussels, Amsterdam, Vienna, Oslo, Geneva, Tel Aviv, Cape Town, and Montreal, as well as in Mexico, Rhodesia, Chile, even Hong Kong5—and a few days later in Argentina, Ecuador, Spain, and Greece. On January 11, in Fontainebleau, close to Paris, even the private home of General Hans Speidel—the supreme commander of NATO ground forces and a former Wehrmacht general—was defaced with several swastikas in tar. At the same time, anti-Jewish slogans appeared across Israel: on mailboxes in Haifa, at a medical building in Zichron Yaacov, and in Petah Tikvah, in Central Israel, on forty slips of paper marked with red crayon swastikas.6

Particularly concerning were the events in New York, then still the city with the world’s largest Jewish population. At one Jewish cemetery in Staten Island, one hundred headstones were defaced with swastikas, smeared in yellow paint.7 On January 4, three synagogues were desecrated within twenty-four hours. Red swastikas, six feet high, were painted on the Free Synagogue in Flushing. The Corona Jewish Center and Temple Emanu-El, at Fifth Avenue and Sixty-fifth Street, were similarly defaced, as was a building used by Jewish war veterans.8 In the following days more acts of vandalism were reported, including at a yeshiva in Brooklyn.9 At least thirteen cities across the United States were affected, including Washington, Detroit, Cincinnati, and Chicago. At the University of Maryland, two hundred cars were pinned with pamphlets with titles like “Jews Are Thru in ’72.”10 Rabbi Max Meyer of the Free Synagogue suspected that the wave of anti-Semitism was inspired by the widely reported events in Cologne on Christmas Day.

The political reaction in Germany was intense. Chancellor Adenauer immediately called his cabinet to an emergency meeting. The government decided to pass a law against Volksverhetzung, loosely translated as hate crimes against an ethnic group. Bonn tried to reassure the world that the perpetrators did not represent an important political current in Germany, and would be rooted out. In West Berlin, forty thousand marched against anti-Semitism. Willy Brandt, the mayor, spoke of a “devil’s brigade given a holiday from Hell to plague us.”11 Israel’s justice minister spoke in the Knesset about the ugly new phenomenon, and sent an official note of concern to Bonn.12 The American Jewish Committee issued a sharp statement and warned that the events in West Germany threatened “not only Jews but all free people.”13 Even the White House intervened: “The virus of bigotry,” Eisenhower wrote in a telegram to the National Conference of Christians and Jews, should not be allowed to spread “one inch.”14

As the wave of hate crimes continued in Germany and spread globally, Germany faced more and more pressure. Adenauer soon raised the stakes. In a dramatic radio and TV broadcast, the chancellor called on the German public to react immediately when they spotted a troublemaker “and give him a good thrashing. That is the punishment he merits.”15 The following Sunday, fifty thousand Londoners, stretching for a mile and a half, marched on the German Embassy in protest against the outpouring of anti-Semitic hate. “The Blood of Millions Cries Out,” read one of the banners.16 Reports appeared that some British companies were firing German employees just for their nationality. One large convenience store in London removed German-made typewriters, coats, and shoes from its shop windows.17

Yet the swift global spread of events also raised questions. After the events of Christmas 1959, Adenauer was quick to publicly mention the possibility of a Communist conspiracy intended to discredit the Federal Republic in the eyes of its allies. Even the Israeli justice minister, Pinhas Rosen, told the Knesset that there was no other explanation than an international conspiracy, and noted that the German language had been used in many international incidents. Yet The New York Times noted that “no evidence of such a plot could be found.”18 Süddeutsche Zeitung, one of Germany’s main broadsheets, was equally skeptical and suspected the government of trying to use communism as a “scapegoat.”19 West Germany’s Social Democrats, the SPD, also did not find the evidence strong enough to implicate Moscow or the East German government.20 Authorities in East Berlin, predictably, denied the allegations as “new provocations.”21

A few weeks later, the German federal government published a white paper in response to the anti-Semitic incidents.22 The report revealed some remarkable intelligence findings: one year earlier, on January 23, 1959, the Central Committee of the Socialist Unity Party (SED) had held a special meeting, chaired by Walter Ulbricht, the East German head of state. The SED’s central committee had already recognized that publications about West German anti-Semitic tendencies were highly effective in damaging the reputation of the Federal Republic among allies and neutral countries. This meeting took place only a few months after Ulbricht’s own congress had been attacked by LCCASSOCK, an operation of which the MfS and the KGB were likely aware. Now Ulbricht had turned the tables. In the secret January meeting, Ulbricht and his comrades decided “to use action groups to organize Nazi incidents in several cities in the Federal Republic and to deface Jewish places of worship with Nazi symbols,” according to the BND, West Germany’s external intelligence service.23

One week prior to this meeting, on January 15, 1959, the “Caucus for German Unity,” a group linked to the East German Politburo, issued a pamphlet called “Witch-hunt on Jews.” Its argument: that West German anti-Semitism was rooted in the government itself. On March 9, East Berlin’s Ministry of Foreign Affairs reiterated the claim. Immediately after the Christmas attack in Cologne, Neues Deutschland was ready with the appropriate headline: “Perpetrators in High Office,” and, two days later, “The World Judges Bonn.”24 On January 7–8, the SED’s own newspaper claimed that the West German Ministry of Defense, specifically its “Office for Psychological Warfare,” had instigated and controlled the ongoing wave of anti-Semitism.

Meanwhile, West German authorities in Hanover arrested two neo-Nazi perpetrators who had taken part in the Communist world youth festival in East Berlin. The ministry also reported that Communist agents had tried to convince West German clerics to declare from their pulpits that the federal government was responsible for the anti-Semitic incidents. Strunk and Schönen, the pair responsible for defacing the synagogue in Cologne, also had traveled to East Germany twice in 1959, and even had repeated contact with Russian civilian personnel on a military base.25 On January 16, German police announced that they had arrested twenty-two-year-old Bernhard Schlottmann, leader of a banned neo-Nazi student league in Berlin, who had confessed that he had worked as an agent for East German state security for the past fourteen months, reporting to his handler every two weeks.26 He was later jailed for treason.

One of the strongest pieces of evidence implicating East Berlin, and Moscow to an even greater extent, appeared the following day. Prompted by the publicity and the aggressive targeting of the UK, it appears that, in a highly unusual move, British intelligence officials passed to the press two encrypted messages from Moscow to Berlin.

The first, sent from Moscow in December 1959, spelled out the purpose of the active measure. “In West Germany,” the order read, “our comrades have an extremely easy task for they will be able to use the Nazis for discrediting the class enemies.” The directive was circulated to Communist Party activists in West Germany, with the help of what Moscow called its “Pankow forgers,” a reference to East German authorities. The secret message went on to explain that the operation was deniable: “If any of these people are caught redhanded it can clearly be established that he or she is a Nazi,” the message allegedly27 read. “If necessary, Nazi leaflets can be supplied by the division of practical strategy,” it added, possibly referring to a specialized unit at the Ministry of State Security in East Berlin.

The second directive, likely intercepted by British intelligence in January 1960, is even more remarkable. It assessed the success of the global anti-Semitic active measure. The encrypted message highlighted that “undercover comrades have proved to the world that a potential Nazi threat exists not only in Germany but in the whole western world. The socialist [Russian] government’s argument that West Germany is a potential bastion of Nazism and that consequently West Germany must under no circumstances be fully rearmed has been considerably strengthened.”28

The Soviet agitators had “proved” to the world what their own ideologues considered an objective truth. Yet the semi-clandestine Russian masterminds knew they had made a pact with the devil, and that they were indeed risking strengthening an ideology that was hostile to their own. “Our comrades must, however, continue to work amongst Nazis with the greatest skill to prevent them from unwittingly helping to strengthen Nazi movements,” Moscow telegraphed to East Berlin. The directive closed by warning that effective countermeasures would have to be taken at the “slightest indication” that matters were beginning to get out of hand.

More evidence of a hidden Soviet hand accrued over time. In the ensuing three and a half decades, at least seven defector accounts surfaced confirming that the swastika activity was a joint Soviet bloc active measure executed on KGB orders.29 Based on these accounts, it is possible to reconstruct parts of the planning phase of this extraordinary active measure.

The bureaucratic setup of disinformation in Moscow moved slowly at first. In late December 1958, Nikita Khrushchev appointed Alexander Shelepin as the second chairman of the KGB. Shelepin, with authorization by the Central Committee, created a new unit in charge of disinformation just a few weeks into his tenure. Department D pulled together various officers from different parts of the KGB’s vast First Chief Directorate to coordinate and direct disinformation operations.

Shelepin’s most brilliant appointment was Ivan Ivanovich Agayants, a highly decorated career intelligence officer from Ganja (Gence) in Azerbaijan. Agayants was tall, slender, and balding, with lively eyes and a voice scarred by tuberculosis. A ferocious reader who knew the names of hundreds of his devoted subordinates, he spoke fluent French, Farsi, Turkish, and Spanish, as well as English and Italian.30 Agayants’s intelligence career started in 1930, at the knee of Artur Artuzov, the mastermind of Operation Trust. From 1937 to 1940, he served in France, and later, then in his late thirties, as the resident intelligence officer in Tehran from 1941 to 1943.31 With his short mustache, impeccable suits, and wry smile, he had the bearing of an aristocrat. Agayants was “charming, highly cultured, courteous, kind,” said Evdokia Petrova, a defector who knew him, “an intelligent and able officer.”32 This appealing façade belied a ruthless operator. Agayants had a gift for choosing talented individuals, and was widely respected in the party’s Central Committee. Agayants’s new department had a staff of around forty to fifty officers, with twenty additional operators serving in the KGB’s Karlshorst station in East Berlin.

Berlin and West Germany as a whole were his top targets. The Federal Republic, Agayants knew, was struggling with its dark recent past. As an Armenian, he also knew the power of national trauma. The memory of the Holocaust was so fresh that historians had not yet begun to use that term. And occasionally anti-Semitism still raised its ugly head. In late 1957, Ludwig Zind, a fifty-one-year-old high school teacher in Offenburg, had made vile anti-Jewish comments during a beer hall argument. (“I am proud that I and my men broke the necks of hundreds of Jews with shovels during the war,” he said to a Jewish businessman.)33 Zind, a former Nazi storm trooper, repeated his outburst of hate in court and was sentenced to one year in prison in April 1958.34 But he was popular in his community, and not much later, the World Jewish Congress office in Frankfurt started receiving abusive letters (“One day we shall break every bone in the body of the Jewish bastard who denounced Professor Zind,” read one). The affair was widely covered in the international press, and Agayants became aware of it.35

Germany’s recent Nazi past was an open wound that presented a prime opportunity: by portraying West Germany as riddled with neo-Nazis, the Soviets could weaken Bonn, alienate it from its French, British, and American allies and occupying authorities, delay or prevent German rearmament, paralyze the political debate, and drive a wedge into NATO. But before Agayants and his new Department D could execute such an ambitious operation, the KGB needed a test run.

Agayants dispatched a small group of intelligence officers to a Russian village about fifty miles from Moscow. Their instructions: instigate anti-Semitism and gauge the village’s reaction. One night the KGB team kicked over tombstones, daubed swastikas, and painted anti-Jewish slogans. Officers reported back to Agayants that most villagers were shocked and frightened by the incident. But among a small number of Russians, they reported, the Nazi symbols and slogans also triggered latent anti-Semitism and inspired them to become anti-Jewish activists on their own.36 The disinformation specialists in Department D then decided to move forward with the operation on a global scale. It is likely that a driving force behind the operation was Vassily Sitnikov, Agayants’s deputy and a KGB colonel with a specialization in German affairs. Sitnikov had served in Potsdam, Berlin, and Vienna, and also appreciated the depth of the trauma that was the Holocaust in Germany. One KGB defector, Peter Deriabin, later recalled Sitnikov as one of the masterminds behind the idea.37 Sergei Kondrashev, who later briefly headed the KGB’s active measures shop, recalled that Russian intelligence instigated right-wing “hate sessions against Jews” and arranged the desecration of Jewish grave sites.38 Another former senior KGB officer, Oleg Kalugin, who served in New York in the early 1960s, recalled in his memoirs how his agency executed the operation, and specifically referred to smearing swastikas on three synagogues: “My fellow officers paid American agents to paint swastikas on synagogues in New York and Washington. Our New York station even hired people to desecrate Jewish cemeteries,” he wrote, referring to the yellow swastikas on Staten Island. “Attempting to show that America was inhospitable to Jews, we wrote anti-Semitic letters to American Jewish leaders,” Kalugin added.39 In 2017, I met Kalugin for lunch at an upscale restaurant in Washington, D.C. As we got ready to order, with an empty table in front of us, I pushed a large image of the Cologne synagogue Swastika defacement across the starched tablecloth to him. Kalugin looked at it, unsurprised and almost disinterested, “Oh, we did it,” he said; “we did it in many places of the world,” describing the activity as “maintaining anti-Semitism.”40 Yet another KGB source, Rupert Sigl, who worked in East Berlin during the swastika campaign, told one interviewer that he was ordered to translate hate letters from Russian into German in order to mail them to Jewish families in West Germany.41

One of the most noteworthy aspects of this spectacular disinformation campaign is the absence of the Stasi’s foreign intelligence arm, the HVA. The HVA was then headed by Markus Wolf, who had a Jewish father, and it appears that he resisted Agayants’s request to participate in the campaign. Wolf wrote a short chapter on active measures for his 1997 memoirs, in which he mentions an anti-Semitic operation, expresses doubts about its ethics, and alludes to his resistance, specifically questioning “whether I as the son of a Jewish father would have been the right one to authorize or to initiate the desecration of Jewish cemeteries and other neo-Nazi hate crimes.”42

The operation helped lift Agayants to legendary status in the history of Soviet foreign intelligence. His name was enshrined in gold at the KGB’s modernist headquarters.43 By the time he retired, his disinformation shop had grown to more than one hundred officers. “It can be said without exaggeration,” summarized Russia’s 2006 official history of external intelligence, that “the new stage of intelligence activity in the field of ‘actions of influence’ and other active measures is inextricably linked to the name Igor Agayants.” The official history does not include any details of Agayants’s most notable successes, but there can be no doubt that the hate campaign that started on Christmas of 1959 was an important part of his legacy. “It was under him,” the official KGB history notes, “that the most effective form of active measures was born—integrated actions that took on a proactive, offensive, and long-term character.”44






 



10.

Racial Engineering


The KGB did not see itself as inherently racist. “Our active measures campaign did not discriminate on the basis of race, creed, or color: we went after everybody,” wrote Oleg Kalugin, who coordinated a number of race-baiting disinformation operations in the KGB’s New York City station in the early 1960s.1 The goal was to show that the Western world was plagued by tensions among a number of racial, religious, and ethnic communities. The KGB stations in New York and Washington, Kalugin later recalled in his memoirs, “engaged in numerous ‘active measures,’ in which we spread disinformation and stirred up trouble in the black and Jewish communities, among others.” Kalugin recalled his encounters with black activists in New York City: “I struck up a friendship with an editor from The Liberator and went with him on several trips to Harlem, where I was the only white man in many of the clubs we visited.”2 Some KGB officers saw engineering racism as a legitimate way to expose racism. “I knew our propaganda was exaggerating the extent of racism in America, yet I also saw firsthand the blatant discrimination against blacks,” Kalugin wrote.3
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Example of a forged letter, purportedly written by the KKK, to International Olympic Committee members in numerous African and Asian nations in advance of the Los Angeles Olympics (Image from Library of Congress)


The Ku Klux Klan leaflets came in the mail. Postmarked in New York at 8:00 p.m. on Sunday, November 27, 1960, the short text was titled “White America Rejects A Bastardized United Nations.” “A foul stench spreads out from the East River and hangs over New York like a pall—the greasy sweat of the Black Races of Africa and the Yellow Races of Asia which have invaded the United Nations. It is enough to make every White Protestant American vomit.” The one-page leaflet was mailed to the UN delegations of Chad, Liberia, Somalia, and Benin, as well as to Indian diplomats.4 The purported KKK leaflet contained a series of slurs against the “BLACK and YELLOW PERIL,” and also attacked Catholics, Jews, and France. The leaflet even called Nikita Khrushchev, then the first secretary of the Communist Party of the Soviet Union, the Antichrist. The forgery ended with a direct threat against the foreign diplomats residing in New York City: “The KU KLUX KLAN warns the Black and Yellow ‘delegates’ to stay close to the buildings of the United Nations and the brothels of Harlem, and not to defile the hotels and restaurants of the White City.” The authors signed off the message with an odd tagline, underlined three times: “THE FIERY CROSSES SHALL BURN!”5

The U.S. ambassador to the United Nations, James Wadsworth, asked the FBI to investigate the next morning. The anonymously mailed letter contained a few clues for the investigators—first, inexact usage of American phrases. “These monkeys should have been tanned and feathered,” the leaflet said, misusing the American expression “tarred and feathered.” Then there was something curious about how the leaflet surfaced. In some cases it was mailed, in envelopes with no return address, to the specific hotel room numbers of traveling African delegates. That information was specific, time-sensitive, and not publicly accessible, which made it less likely that the letter was simply racist hate mail from a deranged civilian, or indeed from the KKK.

The timing was also noteworthy. The letter was sent to the African and Asian delegations just as the UN General Assembly began to debate colonialism, in response to a suggestion from Khrushchev that all colonial people should be given independence—hence also the seemingly out-of-place swipe at France, which was still a colonial power.

The New York Times reported on the FBI’s ongoing investigation, but did not mention the possibility that the alleged Klan mail could be a hostile active measure, surely to the delight of its authors across the Iron Curtain. But although the Times didn’t report it, FBI investigators did immediately suspect that the leaflet could be the work of “a foreign delegation.”6 The FBI passed the investigation over to the CIA. The Eastern Europe specialists in Langley soon concluded that the purported KKK leaflet had been “manufactured in East Germany,” just like the O’Shaughnessy letters and a flood of other active measures at the time.7 It is more likely that the letters were conceived of in Moscow.

The KGB had developed a fascination with American racial tensions. Soviet disinformation operators understood one thing: although America’s unresolved trauma with regard to slavery cut deep, the potential to exploit that wound was small, at least at the time. The African American “distrust of whites was stronger than the ideological fissures dividing this world,” one 1960s Cold War defector wrote, reasoning that blacks in the United States would rather turn to Africa than to the USSR.8 Accordingly, Russian disinformation campaigns would exploit America’s race problem by pulling in Africa, as they had with the UN forgery. The KGB’s Department D and its subsidiaries could work the racial rift from both sides: they weren’t simply posing as the KKK—remarkably, the same Russian operators posed as an African American organization agitating against the KKK.

The 15-page pamphlet started with a one-line, all-caps cover page, inscribed “TO OUR DEAR FRIENDS.” “Dear Brethren,” the text began, introducing the purported authors as members of the “African Friends Association,” based in the United States. “We feel you must be on your guard against the new danger which threatens you,” the pamphlet continued in bold print. “The greedy hand of American imperialism is reaching out to grab the riches of your countries.” The U.S. government was only pretending to be a friend to the African people, especially to the Republic of Congo, which had just become independent and was not yet aligned with one of the Cold War superpowers. “We, Negroes living in the United States of America, are going to reveal the truth to you about the way the Americans really treat people with dark skin,” the pamphlet went on. Four hundred years before, it said, “our forefathers” were forcibly brought from Africa to America, and sold into slavery. Sixty million African Americans, the covert Russian authors told their African readers, were a larger group of people than the whole population of the Congo, and they had experienced “the most unspeakable suffering and torment.”9

Over several pages, the document reported accurate statistics and real cases of race crimes against African Americans, directly quoting the Civil Rights Congress, the National Council of Churches of Christ, and the National Association for the Advancement of Colored People, as well as respected news organizations such as the Associated Press and The Washington Post. The KGB reported, for example—truthfully—that Edward Aaron, thirty-four, had been abducted, beaten, and castrated by Klansmen in Birmingham, Alabama.10 Russian intelligence also reported, again accurately and actually leaving out some disturbing details, that a police officer, W. B. Cherry, shot three black Americans in Dawson, Georgia, in a period of two weeks, only to be acquitted by white judges in court.11 The pamphlet contained nine disturbing pictures of graphic lynching violence, such as a black infant bitten by a dog and a body with fingers severed hanging from a tree, and, on its final page, a cartoon of a black corpse dangling from the arm of the Statue of Liberty.

The pamphlet also outlined how African Americans were the targets of legal discrimination in several Southern states, explaining that interracial marriage was off-limits in twenty-nine states; that in fourteen states, “negroes” were forbidden by law to travel in trains together with whites; and that in eight states, the law limited riding buses as well, resulting in the arrest of more than sixty protesters at a bus terminal in Nashville, Tennessee.12

The pamphlet did contain several falsehoods, such as the claim that African Americans were forced to “pay for their shanties twice as much as the whites do for their apartments,” or the closing all-caps warning: REMEMBER THAT IN THE UNITED STATES OF AMERICA THE KU KLUX KLAN IS ORGANIZING SPECIAL UNITS OF RACIST KILLERS TO BE SENT TO THE CONGO. But by and large, the pamphlet was a disturbingly well-sourced and well-crafted document. “Do not allow the American noose to be tightened around the necks of the African peoples!” it concluded.

The leaflet took what was perhaps America’s most debilitating cultural flaw and turned it into a Russian foreign policy boon. The pamphlet first surfaced in Africa in November 1960, and was still being circulated by Russian rezidenturas throughout the continent seven months later. It was ultimately published in at least sixteen African countries. A French edition was distributed in French-speaking countries in Africa. “This poisonous little racist tract is a headache for our diplomatic missions in Africa,” Richard Helms told the Senate Judiciary Committee in June 1961—an especial headache because it contained many harsh truths, despite its provenance.
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Image of a lynched man from an inauthentic African American pamphlet titled “TO OUR DEAR FRIENDS,” distributed across Africa by the KGB

(Image from Library of Congress)


Soviet active measures did not just impersonate organizations and individuals at the fringes of American political culture; they also supported and funded existing groups.

One target was a man named Menachem Arnoni. Born in Poland in 1922, Arnoni was imprisoned in several concentration camps during World War II; he survived and made his way to the United States. In New Jersey he founded The Minority of One, a far-left political magazine. His magazine’s subheading whimsically stated that it was dedicated to the elimination of all thought restrictions, except for the truth. He called it “the publication for the thinking individual.”13
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Image of Klansmen from the same pamphlet

(Image from Library of Congress)


Arnoni was a radical pacifist and a radical individualist, ideologies that were, in Arnoni’s view, intricately linked. He rejected “nationalistic prejudice” that would only perpetuate antagonism between camps of nations, with each identifying the other as the villain. Peace, therefore, would hinge on honest self-criticism, and on the individual’s ability to resist and reject “the hypnotic influences of a totalitarian mass psychology.”14 In 1965, Arnoni addressed a student audience at Berkeley University in the striped uniform of a concentration camp inmate, telling the students that he ran The Minority of One with the fearlessness of a man who had “lived a thousand lives, and … died a thousand deaths.”15 The monthly magazine drew a dedicated following and regularly sponsored ads in The New York Times and The Washington Post.

The magazine, written for a liberal avant-garde audience, tended to publish fierce criticism of U.S. foreign and defense policy. On the last page of each issue, Arnoni penned an editorial printed in a blue box, titled Of What I Am Ashamed. Bullet points might include “the U.S. government,” or “the State Department,” or “the Department of Defense,” for not limiting nuclear armament, for example, or for producing biological weapons, or for barring an East German ice-hockey squad from competing in Colorado.16 Arnoni was among the first pundits to denounce the American military’s involvement and moral failure in Vietnam.17 The combination of independence, including from advertisers, and criticism of the government made Arnoni an attractive influence agent.

Oleg Kalugin was introduced to Arnoni in his capacity as a Radio Moscow correspondent, “and we hit it off immediately,” Kalugin recalled.18 Arnoni was a decade older than the undercover spy, and the Russian was impressed by the publisher’s experiences and by his eloquence and exuberance. They struck up a form of friendship. At some point, Arnoni began complaining about the financial difficulty of running his magazine, and Kalugin soon proposed that the still-new Department D fund and support Arnoni. “We decided to use Arnoni and his publication to further the Soviet cause in the United States,” he recalls, and soon The Minority of One “unwittingly did the bidding of the KGB.”19

The Soviet backers, however, were not too happy with the narrow and “effete” audience of The Minority of One. The KGB thus suggested reaching for a national platform by placing advertisements in The New York Times. Arnoni liked Kalugin’s idea. The two of them worked on the text of the ad, and agreed on a critique of America’s growing involvement in Vietnam. The New York rezidentura sent the draft ad to Moscow; the center made a few changes, and authorized a few thousand dollars of funding. Several more KGB-funded Times ads followed, some of them signed by American public personalities. In March and April 1963, for example, Arnoni was the signatory of an expensive ad in the Times (and in The Washington Post) titled “An Open Letter to President John F. Kennedy,” which strongly urged the president to end the war and make peace in Vietnam.20

The KGB also funded Arnoni directly, with cash, and even aided in the publication of texts ghostwritten by Agayants’s disinformation shop. “At some point, I offered to write an article for Minority of One and he agreed,” wrote Kalugin. “In fact, the article on American militarism was written by the KGB propaganda department in Moscow.” The magazine would publish several Soviet-produced articles under a pseudonym.

The information flow went both ways. Kalugin was impressed by the depth of Arnoni’s knowledge about Israel and the Middle East. The publisher personally knew David Ben-Gurion and Golda Meir, two of Israel’s most prominent prime ministers. “I often sent Moscow his assessment of events in the Middle East,” said Kalugin.

By the early 1960s, the United States was shutting down its two most aggressive disinformation fronts in Berlin, the Kampfgruppe and LCCASSOCK. The USSR, however, was only getting started.
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11.

Dezinformatsiya Rising


Disinformation came of age in the 1960s. Despite some remarkable successes in 1960 and 1961, Soviet active measures in general lacked direction and resources—and tilted to the extreme in the early years.

Department D, after its founding in early 1959, had been directly tied to the Presidium of the Communist Party. Agayants had a stellar internal reputation in the Soviet intelligence bureaucracy, and his appointment indicated the importance that Khrushchev assigned to the campaign to erode American supremacy. Department D was then staffed by forty to fifty specialists in Moscow alone, organized by region and function. In 1962, Department D was upgraded to a larger organizational unit, known as Service A,1 one of only two special sections within the KGB’s vast First Chief Directorate, some twenty thousand officers strong.2 Agayants’s unit was remarkably productive. Five years after its founding, the unit was running between 350 and 400 operations per year, according to the U.S. intelligence report that first revealed the existence of Department D (two years after the organization had been upgraded to service status, unbeknownst to U.S. intelligence then).3
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Igor Agayants, legendary pioneer of KGB disinformation tactics and head of Department D when it expanded to Service A in 1962


Agayants was especially adept at identifying the right kind of personnel for disinformation, which was no minor achievement: the best disinformation officers required a rare combination of creativity, cultural empathy, and outside-the-box thinking, but also rigor, discipline, and ideological firmness. Under Agayants’s deft leadership, active measures became a career-making field. The new unit’s responsibility was to identify and analyze enemy fissures and failures, and then to exploit the discovered vulnerabilities in a systematic, worldwide effort.

Moscow’s decision to instruct its satellite services to follow the lead of the KGB’s First Chief Directorate was a transformative step in the development of this holistic system. Between 1961 and 1964, Soviet bloc intelligence agencies in East Germany, Czechoslovakia, Bulgaria, Poland, and Hungary also founded active measures departments. The CIA’s alarm over the increase in activity triggered the 1961 Senate hearing on Soviet bloc forgeries where Richard Helms gave his testimony. But the CIA was catching only a fraction of the overall disinformation production at that time. A significant number of operations targeted developing countries, which made detection harder.4 The purpose of the KGB’s activities, in the view of the CIA, was to “defame and discredit” U.S. government departments and agencies in charge of national security and to “divide” Western allies.

It took many decades for the details of Soviet bloc activities in the 1960s to trickle out, thanks in large part to defectors such as the Czech intelligence officer Ladislav Bittman, who defected in 1968 and published his memoirs shortly thereafter. Bittman was an exceptional officer, sharp, methodical, yet with a strong appetite for risk. A member of the Communist Party since age fifteen, he entered the intelligence community after securing a doctorate in law from Charles University in Prague,5 where he also later enrolled part-time in the journalism school in order to develop the skills and contacts necessary for a career in disinformation. He worked as an analyst for four years, then for eight as an operative recruiting and running agents, and for two years as the deputy chief of Department 8, which was responsible for disinformation6—“an elegant expression for activities called in plain English ‘dirty tricks,’” he told Congress decades later, with a smile.7

By 1964, special operations were under one roof within the StB, the Czech state security agency, and their production took a sharp upward turn. Previously, different regional departments had handled their own special operations, which meant that resources from other departments could not be put to use for active measures in areas that were particularly important to leadership. Meanwhile, KGB advisors were supervising the development and execution of operations at multiple levels in the bureaucracy.

“This development marked the beginning of a new era of secret games and intrigues against the non-Communist world,” said Bittman of the disinformation upgrade in Moscow and its satellite states.8 A paradigm shift was under way. Eastern intelligence agencies, like their Western counterparts, used to treat disinformation as a task secondary to the primary mission of gathering information. But after 1961, active measures slowly began to rise in internal significance, attracting some of the most ambitious officers, and the quality of special operations further increased.

Bittman tells a story that captures one defining paradox of this bureaucratic innovation. A few weeks after Department 8 was established, a senior official from the Secretariat of the Central Committee of the Czech Communist Party spoke at the StB. Over the 1950s, Soviet ideologues had changed their interpretation of Western activities against communism. Key thinkers in Moscow believed that the United States and the Western alliance had shifted their priority away from using military force toward what they called “ideological subversion” of communism. The threat had widened in scope: now it wasn’t simply NATO troops, tanks, and missiles that led to a feeling of siege in Moscow. “Any unsanctioned attempt by Western scholars, students, artists, or journalists to establish close contact with their Eastern counterparts was immediately condemned by the Party,” Bittman recalled, and seen as proof of “a carefully planned and directed operation to undermine Socialism in Eastern Europe.”9 The Soviet bloc, true to the theory of ideological subversion, needed to respond in kind.

Bittman, a bright and diligent student, was confused as he heard the Central Committee official lay out this theory of subversion during the lecture at his new place of employment. He spoke up:

“I do not think the very term ‘ideological subversion’ is correct. It implies that our opponent’s ideology has a subversive, explosive power which we should stop with whatever means. But we as Marxists believe in the strength and the superiority of our own ideology, do we not? We consider it a scientific theory, so what are we afraid of? Why should we avoid direct confrontation with our opponents on a free democratic discussion basis? Could you comment on this, please?”

The young and idealistic Bittman had put his finger on a sore spot and a paradox. For a long moment there was complete silence in the lecture hall. Some of Bittman’s StB colleagues looked at him tersely, wondering whether their young colleague had just crossed a line by asking such a provocative question. The Party official emptied his glass of water, carefully considering his response, and then proceeded to accuse the imperialists of playing dirty tricks, ignoring Bittman’s question. When the event was over, Bittman got up to leave the room. But the StB Party secretary pulled him aside. “I would not recommend that you ask provocative questions next time,” he said.10

In one question, Bittman had captured two defining paradoxes of active measures: first, that justifying and running disinformation at scale against a foreign adversary required seeing your own ideology as both stronger than the enemy’s and more vulnerable; and second, that finding and training the most talented minds for disinformation meant that officers needed to be just like Bittman: creative, questioning nonconformists who would also conform to orders and not question the party line.

The CIA, meanwhile, had no illusions about one of the central goals of the disinformation apparatus. “The objective of the overall program is to achieve the destruction, break-up and neutralization of CIA,” one internal report observed in 1965.11 And indeed, the KGB’s new disinformation shop immediately focused its work on the CIA.

One of the most remarkable early episodes in Department D’s anti-CIA activity came early in 1961, when a 160-page book appeared under mysterious circumstances. The book was titled A Study of a Master Spy, and was a highly critical account of the CIA’s director, Allen Dulles. The named authors were Bob Edwards and Kenneth Dunne. Edwards was a maverick member of Parliament in London and a veteran of the International Brigades in the Spanish Civil War. The CIA knew “nothing” about Dunne at the time.12 The book appeared first in London and was soon translated into Spanish and Arabic, with publishers in Buenos Aires and Cairo.

In March 1964, Dulles, now retired from the CIA, participated in a TV roundtable with Peter Deriabin, then one of the most high-profile KGB defectors living in the United States. The moderator brought up active measures.

“What is disinformation, anyway?” he asked.

“Well, this is it,” Dulles said, and held up a copy of A Study of a Master Spy. “Here’s a booklet that was written about me.” Dulles then cryptically alluded to the purported author being a member of a legislature in a friendly country, then turned to the former KGB officer sitting next to him, adding, tongue-in-cheek, “I am the ‘master spy’—I have found out recently after certain research had been done, that the real author of the pamphlet is a Colonel Sitnikov, whom I believe you know, or know of. He is the real author.”

“Sitnikov?” responded Deriabin. “I used to work with Sitnikov in Vienna.” Deriabin explained that after several tours abroad, Sitnikov now was back in Moscow. As the deputy head of Department D, Sitnikov had played a role in the massive global wave of engineered anti-Semitism; one of his next big projects was the anti-Dulles booklet. The colonel had it researched and drafted, and then “served up for final polish and printing in the United Kingdom,” as the CIA later explained in an internal study.13

Now Dulles was joking with Deriabin about Sitnikov’s creative writing. “He has a whole dossier on me,” said Dulles. “I’ve read some things there about myself that even I didn’t know.”

In 1961, the CIA observed in an internal, classified study that West Germany had been “flooded” with forgeries “for years.”14 The years 1957 and 1958 in particular, one CIA analyst observed, “saw a noticeable increase in internationally distributed propaganda-by-forgery” that sought to promote “division in the West.” Langley analysts pointed out that they observed “rather elaborate progressions in prolonged campaigns.”15

These anti-Western disinformation campaigns were aggressive, fast-paced, and used innovative methods that evolved quickly and in unexpected, frightening ways.

One such measure exploited a military exercise known as FALLEX 62. In September 1962, NATO held the first exercise that acted out the assumption that World War III could start with a major Soviet attack on Western Europe. The Berlin Wall had just gone up the previous year. FALLEX 62 was equally highly classified and disconcerting: in the scenario, a medium-sized nuclear device is said to have exploded over a German army airfield, followed by several nuclear strikes against airfields and missile bases in the United Kingdom, Italy, and Turkey. Within days, 20 to 30 million people in the United Kingdom and Germany have died. Major American cities are incinerated by multiple H-bombs. NATO’s counterstrike fails to stop the Soviet advance into Germany. Hamburg falls, defenseless. Even Robert McNamara, the U.S. secretary of defense, came to Germany for the secret exercise—but that secrecy would not last.

“World War III started in the early evening hours on Friday, nearly three weeks ago,” reported Der Spiegel on October 8, 1962. The then fifteen-year-old magazine was known for its investigative chops, and its cheeky, confrontational tone had lifted its circulation to nearly half a million readers. Now a detailed, sixteen-page story spilled the beans on FALLEX 62. Germany’s most senior four-star general appeared on the cover of Der Spiegel, smiling uncomfortably, an iron cross around his neck. Bedingt abwehrbereit, read the title: “Defense readiness limited.” The story attacked Franz-Josef Strauss, Germany’s hawkish defense minister, and blamed the dismal state of Germany’s conventional defenses on his infatuation with nuclear missiles. Rudolf Augstein, the magazine’s publisher, saw himself as in a “fight” with Strauss.16

Eighteen days later, the authorities struck back. Germany’s Federal Criminal Police and military intelligence troops raided the Spiegel offices and the homes of the journalists, first in Hamburg and later in Bonn. The police seized the offices and sealed them off, evicting the magazine’s staff, and arrested Augstein along with three editors, charging them with treason. The crackdown on Der Spiegel was instantly interpreted as an attack against the freedom of the press. “Spiegel dead—liberty dead,” thousands of demonstrators chanted in Hamburg. After 103 days of crisis, Augstein was freed, all charges dropped—and Strauss was sacked. The affair became a landmark in Germany’s coming-of-age as a mature liberal democracy. And as with the remotely engineered wave of anti-Semitism a couple of years earlier, the KGB’s hidden hand in the Spiegel affair was fully revealed only decades later.17

The revelation started to emerge in 1977, thanks to the Pentagon’s own espionage organization, the Defense Intelligence Agency. Earlier that year, Walter Hahn, a hawkish Austrian-born former military intelligence officer who had interrogated German war criminals for the Nuremberg Trials, had named a Czech defector in the journal he edited, Strategic Review.18 A contact then invited Hahn to attend a classified briefing given by said defector, Jan Šejna, to a group of Pentagon officials.
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An icon of Bavarian conservatism, Franz-Josef Strauss (right), speaking with the Christian Democratic chairman Rainer Barzel at a party event in 1972. Hostile active measures upended the political careers of both men.

(Photograph by Köhler-Kaeß / ullstein bild via Getty Images)


Šejna had fled to the West in 1967. As one of the highest-ranking Communist defectors—he had been a general and senior administrator of the StB—he was in high demand with intelligence agencies. At the 1977 DIA briefing, Šejna mentioned Franz-Josef Strauss and Der Spiegel as targets successfully struck by Eastern bloc active measures. Hahn, a German-speaker, immediately recognized the explosive potential of this revelation. Later, in the early summer of 1978, Hahn sat down with Šejna. His private notes on the conversation are among the most detailed accounts to date on the planning of the Spiegel operation. Hahn wrote:


According to Sejna, the calculation was that the publication by Der Spiegel of NATO documents would have the effect, at the very least, of triggering a scandal which would put Strauss under fire for his failure to prevent leaks from the Defence Ministry. At best, given his volatile nature, Strauss might overreact and thus get himself into deeper difficulties. Sejna said that he was present when the Czech minister of the interior, Rudolf Barak, presented the plan for the Spiegel operation to the Czech Central Committee. Barak had to get approval at the highest level because it represented a “strategic operation” involving the transfer of documents.19



In October 1979, Hahn met Strauss, now the governor of Bavaria, in Munich, and told him about Šejna’s revelations. Strauss had been the target of several active measures over the years, and found the story plausible. Hahn then decided that Šejna’s revelations needed to be made public. His own Strategic Review was not significant enough, so he turned to William F. Buckley, Jr., an icon of American conservatism and the founder of National Review. Buckley did some more research and then, on January 15, 1980, published a widely syndicated column, “The Vindication of Strauss.”20 A cunning Soviet plan to discredit Strauss, Buckley explained, was executed through Czech and German agents who encouraged a mole in Strauss’s own ministry to leak classified (and accurate) material to Der Spiegel. From there, the history-making political scandal ran its course.

Now the story was out, but Buckley’s column did not provide enough detail to be fully authoritative on its own. About a year later, speaking at a Conservative Party event, an influential British conservative financier said that the campaign by Der Spiegel to discredit Franz-Josef Strauss “was orchestrated by the KGB.”21 Augstein did not take kindly to what he saw as a smear. In March 1981, attorneys acting on behalf of Augstein and Der Spiegel issued a writ for libel. The lawsuit that followed, and the defendant’s investigative work, brought to light the details that would allow reconstructing the larger operation.

The story began early in 1960, in a high-level meeting of the International Department. The head of the International Department was Boris Ponomarev, a soft-spoken, dangerously good listener, an art he perfected in proximity to Stalin, whose tranquil surface belied the fierce Party ideologue beneath.22 At the meeting, Ponomarev emphasized the significance of West Germany, the biggest and most important country in Western Europe. The International Department’s goal, he said, was to prevent politicians from rising to power. The only name he specifically mentioned was Franz-Josef Strauss. Ponomarev instructed his team, among them Ilya Dzhirkvelov, who later defected, to “improve the situation.”23

A delegation of around a dozen German editors with links to the Social Democrats was scheduled to visit Moscow in March 1961. A month before the delegation arrived, the KGB’s disinformation unit and the German section of the International Department laid the groundwork for their visit. Ponomarev called another meeting in the International Department, making clear West Germany’s strategic importance for the USSR and his government’s full support of the Social Democrats. The delegation of editors was an opportunity of the first order, Ponomarev explained. “Tell them frankly,” he instructed his staff, “that we regard Adenauer as a politician whose days are numbered, and Strauss as a follower of Hitler and as a revanchist who is harming the whole of Europe with his actions.”

With these high-level intentions articulated by the Central Committee, the KGB got down to business. Soon Agayants, the master of dirty tricks, and his deputy Sitnikov, the German specialist, sat down with Dzhirkvelov, who was the point man for the incoming German delegation of editors. Agayants wanted to bait them with information on Strauss. “When you talk to the Germans,” Agayants told Dzhirkvelov, “you can hint that we have information concerning Strauss’s connections with the American intelligence service.” The disinformation chief then told his subordinate that the CIA had recruited Strauss when he was a prisoner of war, that the German politician now received large sums of money for his collaboration with U.S. intelligence, and that Strauss was more interested in his personal fortune than in a peaceful future for Germany. The story appeared convincing on its face. “If you are asked what proof you have,” said Agayants, “you can say that we even have documentary proof, but that you can produce it only on the condition that it will be published in the West German press without the source being revealed.”24 It is unclear whether Agayants even told his own man, Dzhirkvelov, that the story was a lie. Either way, the Social Democrat editors did not take the bait that time.

Nevertheless, Eastern bloc intelligence agencies continued to target Strauss so aggressively that some of the mud they slung would stick. The KGB even installed a specialized station in Dresden in the late 1950s, the sole purpose of which was to conduct active measures against West Germany and Austria. The Dresden office specialized in planting deceptive stories in respectable German-language outlets. The material prepared in Dresden, with help from Moscow and Berlin, would then be taken to the West by visiting contacts. Colonel Arkady Boiko, then the head of the Dresden rezidentura, claimed numerous successes. But the biggest coup, Boiko said, was the successful use of Der Spiegel to compromise Franz-Josef Strauss.

Once the Spiegel affair had run its course and Adenauer had sacked Strauss, his potential successor, various Soviet officials bragged about the success of their operation. “We successfully used Der Spiegel to undermine Strauss,”25 Ponomarev crowed at another top-secret meeting in 1963. “One of the best jobs ever,” said Alexander Yefremov, the deputy secretary-general of the International Organization of Journalists, another Soviet front organization.26 Dzhirkvelov, the later defector, considered “forcing Strauss to resign after his exposure in Der Spiegel” a key success.27 “There can be no doubt at all,” he wrote, “that the anti-Strauss campaign in Der Spiegel was launched on the basis of KGB-planted material.”28 Other Soviet officials who mentioned the Spiegel affair of 1962 as a successful intelligence operation were Alexei Adzhubei, Khrushchev’s son-in-law and then the editor of the government daily Izvestia; Pavel Gevorkyan, deputy editor-in-chief of Novosti’s North American Department; and Leonid Zavgorodny, an assistant to Khrushchev.29 Vladimir Koucky, secretary of the Czech Central Committee with the foreign affairs portfolio, bragged at length about the success of the operation against Strauss at a 1965 meeting of Warsaw Pact officials in Prague.30 Yet another KGB defector, Oleg Gordievsky, later reported that “during my time with the KGB in the 1970s, officers of the German division were openly praised for their deft use of Der Spiegel in undermining Strauss.”31

In hindsight, the KGB’s internal assessment of the Strauss takedown is a pivotal moment in the history of active measures. But not for the reasons cited by Soviet operators. Editors at Der Spiegel countered their critics—and, without knowing it, the boastful Communists—by pointing out that Strauss’s downfall in 1962 was not caused by the initial FALLEX 62 leak but the reaction of the German authorities to the leak, the arrest of editors and journalists, the ensuing public outcry, and the fact that Strauss subsequently entangled himself in contradictions through inept crisis management. The editors were right. The episode illustrates the tendency of intelligence agencies to overstate the effects of active measures, or, to be more precise, it illustrates the difficulty of measuring their effects. The raw material of disinformation is made of existing conflicts and existing divisions, so causal effects are therefore extremely difficult to prove. As Service A scaled up bureaucratically and got better at disinformation, it also scaled up the risk of self-disinformation. This dynamic is, far from case-specific, a structural feature of professional active measures.

Meanwhile, Agayants was perfecting the tactical disinformation game, and one of the game’s key strategies is the art of deniability, the art of designing and structuring releases so that the victim’s denial will only strengthen an operation. Just three months after Strauss’s ouster, a rare Western attempt at driving wedges into the Communist bloc served as a helpful illustration of how not to structure an information operation.

On Saturday, March 9, 1963, the Paris newspaper Le Monde printed a notable letter, purportedly forwarded for publication from the Chinese embassy in Bern, Switzerland.32 The letter was written comrade-to-comrade, addressed to the official outlet of the French Communist Party, called France Nouvelle. The Chinese Communists were allegedly reprimanding the French for not publicizing a previous letter, related to a disagreement between Communist politicians in Paris and Beijing. The letter quickly was revealed to be a forgery, one printed on the letterhead of a regular newsletter distributed by the Chinese embassy’s press service.

A never-identified Western intelligence agency likely designed the letter to drive a wedge between China and the Soviet Union.33 But whoever produced the forgery, in Langley, London, or Paris, failed to apply a tactic perfected in Moscow: the art of designing a forgery so that it would continue to appear authentic even after the supposed author denied it. About ten days later, Le Monde printed the Chinese denial, “solemnly” declaring that “our service has never sent said letter.”34 The correction made the measure useless. The reason: the forged letter was embarrassing for the recipient, not for the sender, and it was easy for the sender to deny authorship. The Chinese had nothing to hide, and the contents of the letter were not supposed to be kept secret by the Chinese for other reasons. This meant that a Chinese denial of authenticity was immediately credible.



The Eastern bloc, by now, was less prone to such obvious mistakes in tradecraft, and began to take operations to a new level—even a cinematic level. Later in the winter of 1963, the world was mesmerized by the hunt for mythical Nazi gold, supposedly sunk deep in a cold and remote Alpine lake in Austria’s Styria Province.35 In the end no gold was found in the depths of Lake Toplitz, but a different treasure was lifted: twelve chests of Nazi-counterfeited British pounds, two chests of printing plates for counterfeiting, various fake stamps36—and the idea for a daring operation.

Deep in the mountainous Bohemian forest, halfway between Munich and Prague and almost directly on the border between East and West, were two adjacent lakes, Devil’s Lake and Black Lake, each ringed by pine trees, with rugged banks that dropped sharply into the dark depth. The lakes, their names a hint, were the subject of local legends, some old, some recent. Wehrmacht and SS units had once occupied a now burned-out cottage overlooking Black Lake during the war, and local lore had it that the bodies of water were hiding a dark secret. In April 1964, the producers of Czechoslovak TV’s Curious Camera, intrigued by the high-profile Nazi gold hunt in Lake Toplitz, decided to make an investigative documentary feature film to “reveal the secrets” of the two mysterious Bohemian lakes.37 The TV producers needed government approval, so the Ministry of the Interior was in on the adventure from the beginning, and by extension, Department 8. Bittman, a sports diver, took part in the initial survey of the thick, loose layer of mud on the lake floor—the film crew, of course, did not know that their friendly ministry official was in the business of dirty tricks. The initial survey had already attracted considerable public interest. Filming was swiftly scheduled for later in May. Bittman wrote a memo just two days after the survey, on May 3, 1964, and spelled out the idea for what would become the most cinematic disinformation operation of the entire Cold War: Operation NEPTUN.

Bittman, during that initial dive, turned up an “important finding,” he wrote, namely a soldered metal box stuck in the mud at 12 meters’ depth in the Black Lake. His disinformation unit, he suggested, could exploit the coming publicity and simply add a few boxes to what was sitting on the lake floor by dropping two to four chests of authentic Nazi documents—along with “two or three forgeries” to compromise several top officials in West Germany. Bittman reasoned that the dramatic staging in the mysterious Bohemian lake, as the full project proposal suggested two days later, would boost the operation’s effectiveness: “The romanticism associated with the Black Lake and Devil’s Lake, and the way these materials will be discovered, will be attractive to a wide range of readers,” said the proposal, “especially in the West.”38 Department 8 added that the government would always have full control, as state security would seize the sunken materials immediately after the TV crew had lifted them, just as the Austrians had seized the lifted material at Lake Toplitz before journalists could view them. The interior minister swiftly approved, and Department 8 hastily began its own diving survey of the Black Lake and its muddy ground—this one geared not to finding a treasure but to hiding one.

In the middle of the night of May 19–20, 1964, an olive green Soviet GAZ truck made its way from Prague to the Bohemian forest. The GAZ carried four Wehrmacht chests loaded with paper, each about 75 kilos in weight, as well as diving gear and an inflatable military rubber raft. The GAZ was followed by a civilian car with four passengers: the chief of StB’s First Directorate, Josef Houska; the head of Department 8, Jiří Stejskal; a KGB active measures advisor detailed to the StB named Shundenko; and Bittman, Stejskal’s deputy.39 At some point during the long nightly drive, Bittman glanced over to his boss’s boss, Houska, who looked worried; Bittman knew that if the operation failed, the careers of everybody in the car would end.

The operation had several objectives: first, to remind the world—West Germany in particular—of Nazi war crimes. May 8, 1965, marked the twenty-year anniversary of the Wehrmacht’s capitulation, and according to the West German criminal code, liability for murder committed during the war would expire with the statute of limitations on that day.40 Department 8 was concerned that both genuine and fake accusations of war crimes could lose some of their edge as a result.41 The second goal was to “support anti-German tendencies in the West.” And a third goal was deceiving the BND, West Germany’s spy agency: Czech TV would “discover” documents that contained a list of German wartime informants, many of whom, the StB assumed, were still informing the BND.42 If so, the leak would freeze BND assets.
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Ladislav Bittman in his neoprene suit during Department 8’s Black Lake survey on May 14, 1964. The fellow active measures officer holding the scuba tanks would lose one of his fins on the operational night dive five days later.

(Archiv bezpečnostních složek)


The StB had carefully planned most parts of the operation, down to taking a chemical probe of the lake water, sampling the rotten wood, purchasing new diving gear with depth meters and compression tables, outlining safety procedures for the lake dump, marking the right spot on the lake bed, pre-corroding antique soldered metal crates, and meticulously planning a timeline of the entire procedure.

Yet Bittman’s plan had run into an unexpected snag. The historical documents were surprisingly hard to find. The files needed to meet two criteria: they needed to be valuable to the press and ideally sensational, and their contents had to be unknown to historians and the wider public. A group of Department 8 officers had frantically searched the Czechoslovak archives, while taking care not to tip off actual archivists—but to little avail. Eventually Bittman consulted with KGB advisors at the StB, asking for help. Soon Moscow came back with an offer to send a sufficient amount of genuine Nazi documents to Prague, but the delivery would take some time.

Department 8 decided to forge ahead in the interim. The Czech officers filled four soldered metal boxes with blank sheets of paper, finished the boxes’ surface, coated the crates with asphalt, attached weights, and loaded the bundled crates into the GAZ. The group of three cars left Prague, rendezvoused at midnight with a local border guard, and arrived at Black Lake at two in the morning. The group slipped a black raft onto the quiet surface of the lake. Bittman and another diver checked their gear; put on their wet suits, masks, fins, and Aqua-Lungs; hauled the chests overboard; and glided into the cold, clear water just after three in the morning. Visibility was about 20 meters. On his way down, at about 5 meters of depth, Bittman’s partner lost one of his brand-new Bonito Super Fins. Nervous about the floating forensic evidence left behind, they carried on, pointing a lamp toward the lake bottom, quickly identifying the preselected spot where the mud was shallow. Bittman placed the cases there and covered them lightly with mud, so that it would look like the crates had been sitting there for nearly two decades. On the way up, Bittman even spotted the lost fin. He grabbed it. At five they had packed up and left.

Next came the mock discovery of the documents. The TV crew started its search at Devil’s Lake, two kilometers to the south. To the StB’s surprise, the search team actually found sunken explosives in Devil’s Lake. The explosives were detonated with a bang on a nearby meadow. After the large black plume of smoke cleared, a three-man-deep crater appeared. The unexpected drama, assumed Department 8, added credibility to their Black Lake ruse. Eventually, after nearly a week of searching Black Lake, divers found the sunken cases.43 Meanwhile, Department 8 was still waiting for the actual documents to arrive from Moscow.

The lake was closed off to the public. Photographers took pictures of the recovered crates. They were immediately transported by motorcade to Prague, and handed to a team of government engineers to examine the boxes for explosives and to open them safely. The engineers were not in on the deception, and concluded in their detailed memo that the way the bundles of documents were stored pointed to “quick, improvised work” done by somebody without serious technical means, which would be expected of “a retreating army in disarray.”44 The engineers passed on the documents without opening the innermost envelopes. On July 16, Department 8 published a press release through the Ministry of the Interior:


The explosive finds from Devil’s Lake were rendered harmless near Zelezna Ruda. The cases from Black Lake were carried away to Prague. After a detailed technical examination it was determined that the cases contained no explosives, whereupon they were opened. Within the cases were sealed metal boxes containing Nazi papers from the time of the Second World War. The papers were given over to a group of experts.45
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The soldered metal crates were placed at a depth of about 15 meters on the floor of the Black Lake in order to be discovered by a TV investigation a few days later. The boxes contained blank paper because the KGB had not yet delivered the Nazi documents to Prague.

(Archiv bezpečnostních složek)


The myth of Black Lake was born. The Associated Press and several large European newspapers reported the story the next day,46 some adding that a secret Luftwaffe unit had been stationed close to the remote lake. The famous Nazi-hunter Simon Wiesenthal, head of a Holocaust documentation center in Vienna, suspected (correctly, as it later turned out) that the nonexistent files in the lake could be from Heinrich Himmler’s Reichssicherheitshauptamt, the SS’s secret security service.47
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A team of Prague firefighters dive and lift the sunken crates of empty sheets of paper as Czechoslovakia’s Curious Camera is filming; early July, 1964.
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But even the StB did not know which secrets would be revealed—Moscow still hadn’t mailed the promised documents to Prague. Nearly two more months passed. The Interior Ministry needed to act, and eventually, in late August, announced that the eagerly anticipated international press conference would be held on September 15. The StB and its disinformation officers were getting nervous. Finally, five days before the press conference, a disinformation officer from Moscow arrived in Prague with several sacks full of Nazi documents—nearly 30,000 pages in total.48

Carefully selected intelligence analysts pored over the documents, attempting to find material that they could use. Prague’s Department 8 also suspected that Moscow’s Service A might have forged all or some of the documents, although the Soviets claimed that they were genuine. Some documents had handwritten Cyrillic annotations on the margins, which made them impossible to use in the Black Lake ruse, as no Nazi would make notes in Cyrillic; but that did help convince the Czech analysts that they were authentic, since no Russian forger would use Cyrillic notes either.

[image: ]
A government convoy transports the then-nonexistent Nazi secrets back to Prague, July 14, 1964. (Archiv bezpečnostních složek)


The most sensational documents revealed new details on wartime scandals. There was material about an SS historical commission on a failed putsch in Austria in 1934, and on German intelligence operations in then-allied Italy, with reports from SS agents spying on Italian Fascist leaders. The Czechs contributed a few Nazi documents on their own, most notably on the forced expulsion of 300,000 Jews in the Protectorate of Bohemia and Moravia.49

On September 15, the Interior Ministry in Prague held its long-awaited press conference. The minister spoke for one hour in numbing detail. Czechoslovak diplomats, trying to malign West Germany, confidentially shared documents related to the Nazi persecution of their citizens with the U.S., British, French, and Dutch embassies, as well as with Jewish community centers. The Czechs also shared some of the documents with Simon Wiesenthal’s documentation center, which helped generate international publicity. The French press focused mainly on the evidence of war crimes.50 The Italian press coverage focused on German spying on Mussolini. Austrian researchers published several Anschluss-related documents. The Los Angeles Times, publishing one of the few U.S. stories about the operation, only mentioned the lack of Nazi gold.

[image: ]
Cyrillic handwritten notes on a document of the Reichssicherheitshauptamt, the SS’s intelligence agency, originally seized by the KGB and delivered to Prague in mid-1964 for the NEPTUN operation

(Archiv bezpečnostních složek)


The StB soon concluded that the fake in the lake was a spectacular success. NEPTUN, by March 1965, had spawned more than twenty “sub-measures,” Houska reported in a self-congratulatory memo to the interior minister. The StB carefully kept track of the press coverage, counting twenty-five Italian stories, eighteen in West Germany, and seven in Austria, as well as coverage in the British, French, Belgian, Swiss, Latin American, African, and U.S. press. All three goals had been achieved, Houska claimed: the West German Parliament would extend the statute of limitations on war crimes as it buckled “under the general public pressure that we caused through the ‘NEPTUN’ action.”51 Second, the spy chief stressed that “we succeeded in provoking and supporting tendencies and moods against the Federal Republic of Germany, especially in Austria, Italy, Holland, Belgium, France and Great Britain.” And finally, “it can be assumed” that the StB “somewhat disrupted” West German intelligence.52 The KGB seemed to agree. A few months later, the head of the First Chief Directorate himself wrote a letter to Houska, praising the measure, “The implementation of the ‘Neptune’ action had, in our view, a significant political effect,” read the top-secret note from Aleksandr Sakharovsky.53

Actual evidence for such breathtaking claims of success, alas, was not available. The Bundestag did indeed extend the statute of limitations for war crimes in March 1965. Nevertheless, Houska’s bold claims of NEPTUN’s direct impact were a wild exaggeration.54 Germany’s coming-to-terms with its dark past was a gargantuan, decades-long, identity-defining process that was then well under way. Proving any causal effect on Germany’s image in the West remains equally difficult, even with the benefit of hindsight—it was easier to see the costs of NEPTUN, at least in retrospect. Very few in the Interior Ministry were in on the deception. Much of the government, the official press agency, and the public, as well as the wider Soviet bloc, were more thoroughly disinformed than was the adversary. Worse, the StB could not even exclude the notion that they themselves had been played. “The theoretical possibility exists,” admitted Bittman, “that some of the material had been falsified by Soviet experts.”55

Ivan Agayants happened to be visiting Prague as the fake hunt for the Nazi documents was under way. According to Bittman, the Czech officers, perhaps a little overconfident at first, misread their stern superior from Moscow.

“What are we going to do with Agayants tonight?” one major asked his colleagues on one of the first days.

“Maybe a few girls would change his mood,” the deputy head of the disinformation unit suggested.

Czech state security took the elegant KGB colonel to a Socialist strip show at the Alhambra bar. He did not appreciate the occasion. As the show progressed, the KGB colonel grew visibly uncomfortable. During the break he indicated that he didn’t feel well, and wanted to return to the hotel. Agayants apparently preferred to talk about Russian literature. The Czech officers even drove Agayants down to Black Lake for a short visit to witness the filming of the Nazi document dive.56

A few days later, sitting in a Department 8 office overlooking the majestic Vltava River, Agayants leafed through a large pile of newspaper clippings. As he finished, pushing the pile back on Bittman’s desk, he said, “Sometimes I am amazed how easy it is to play these games. If they did not have press freedom, we would have to invent it for them.”57

That same year, the KGB initiated and approved direct cooperation on disinformation campaigns between the humongous East German Stasi and the leaner but more agile StB. General Markus Wolf of the Stasi’s HVA and Colonel Josef Houska of the StB’s First Directorate signed a formal agreement that sought to establish “broad mutual cooperation in the sphere of disinformation” between their agencies.






 



12.

The Book War


Late one September afternoon in 1961, three English children were having fun in a playground sandbox off the leafy Tsvetnoy Boulevard in Central Moscow. Their mother, Janet Anne Chisholm, sat nearby. A Russian man, strolling by, stopped and then approached the children, smiling. He handed them a small box of candy, then disappeared. The children gave the box to their mother. Inside, below the sweets, were hidden cassettes of exposed film with pictures of secret documents, taken with a tiny Minox camera. The mother was married to the Moscow station chief of MI6; the passerby was a GRU officer; and the children in the sandbox, props for a carefully planned “brush-pass”—a sleek move to pass documents from agent to handler.

Oleg Penkovsky was one of the most effective spies of the entire Cold War. The GRU officer, who was promoted to colonel at the age of thirty-one, passed a wealth of information to his country’s enemies, including some 5,000 photographs of documents and sketches and valuable, extensive debriefs during several visits to London and Paris. The CIA logged ten thousand pages of English-language reports based on Penkovsky’s material. Most of the secret meetings between the CIA, MI6, and their GRU spy took place at the Mount Royal Hotel, off Oxford Street. Penkovsky’s personal requirements on these unusual business trips were dental treatment and “to meet some English ladies.” The British spy handlers obliged, as CIA archives revealed many years later: “MI6 (with MI5 help) met the requirements.”1 (They told her he was Alex from Belgrade, she was twenty-three, it took two hours, and £10 changed hands.)2

[image: ]
Colonel Oleg Penkovsky of the GRU awaiting the verdict at his trial for espionage in May 1963—as the CIA was busy planning the release of his engineered memoirs

(Photograph by Stuzhin & Cheredintzev / Keystone / Hulton Archive / Getty Images)


Not all meetings with Penkovsky went so smoothly. At one of the first meetings with his CIA handlers, Penkovsky suggested a plan for “taking Moscow hostage,” along with the entire Soviet leadership. “He proposed deploying 29 small nuclear weapons in random fashion throughout Moscow in suitcases or garbage cans,” one of the American officers present reported. “We were to provide him the weapons, instruct him in welding them into the bottoms of standard Moscow garbage cans, and provide him with a detonator to be activated at our direction.”3 Only with difficulty did his CIA handlers convince Penkovsky that this plan was impracticable. In the end, the GRU colonel was swayed not by strategic considerations but by the disappointing state of nuclear weapons miniaturization at the time.

Penkovsky, who spoke little English, was a daring spy. He worked for the CIA and MI6 for sixteen months, from April 12, 1961, to September 4, 1962.4 The Cold War was at its most freezing then; the Berlin Wall went up in June 1961 and the Cuban Missile Crisis escalated in the late summer of 1962, pushing the world to the brink of nuclear annihilation. The GRU spy, ambitious to the point of recklessness, passed detailed plans and descriptions of missile launch sites in Cuba to the CIA. Without Penkovsky’s help, the Americans would have struggled to identify Soviet missiles at their launch pads and to track their operational readiness.

The KGB, however, eventually started surveilling Penkovsky. Peeking through his window with a tiny camera in a flowerpot, the KGB found spy gear hidden in the desk of his apartment’s private study. He was arrested in September 1962. Eight months later, the Supreme Court of the USSR convicted the forty-four-year-old of high treason and sentenced him to death by shooting in Lubyanka Prison. When the judge read the verdict, the audience in the overcrowded courtroom clapped and cheered for thirty seconds. “The spy Oleg Penkovsky has been executed,” reported TASS on May 16, 1963.

Penkovsky’s trial triggered the CIA’s most aggressive active measure since Berlin’s LCCASSOCK was terminated three years earlier. On May 3, before the court proceedings began, the current CIA director had a detailed seven-page memo on his desk, laying out the risks and the CIA’s response options. “An article will be placed in Turkey which will cover Penkovskiy’s biography as extensively as the ostensible sources will permit,” the memo said. The CIA used the Istanbul newspaper Cumhuriyet to tell the world about this remarkable man. The U.S. government wanted it known that Penkovsky was a professional military officer, that he was decorated for valor in World War II, and that he served in military intelligence. To bolster this truthful story, the CIA noted that “a photograph of Penkovskiy in uniform with decorations will be printed”5 in Cumhuriyet. The memo went on to point out, in a similarly confident tone, that the initial Turkish article would “be replayed in major western media to the greatest extent possible.”6

One week later, the article was in fact printed in Cumhuriyet, with the picture, on the front page.7 And the text was “replayed,” as planned, when The Washington Post translated and repeated the core facts of the original story. The Post’s Stephen Rosenfeld reported that the text in the Istanbul newspaper “had the ring of knowledgeable sources,” and that Penkovsky had passed “secret documents pertaining to the Soviet Union’s missile strength” to the United States.8

This planted Turkish story was only the beginning. The early May CIA memo, written before Penkovsky’s trial, effectively planned to send a ghost to haunt the KGB: “As presently foreseen, the major effort will be the preparation of the ‘memoirs’ of Penkovskiy,” the SR division, as the CIA called its team of Soviet-Russia experts, informed the CIA director. The story was to track Penkovsky’s own views on the Soviet regime, its history and its prospects, “as carefully as possible.” The only forgery explicitly spelled out in that early memo was the planned cover story of how the memoirs and other documents would surface in the West: that the files “had been left in the West in the personal possession of a confidant” charged by Penkovsky with making them public should he be arrested in Russia. Already, by May 3, 1963, the CIA noted that preparatory work on the memoirs had begun.

Around two years after Penkovsky’s execution, in late 1965, twenty-nine different newspapers—including The Washington Post, the Los Angeles Times, and The Observer in London—serialized excerpts of a hot new book. It became known as The Penkovsky Papers.

The Papers starts off with a short personal biography that seeks to explain why Penkovsky became a spy. His father enrolled as an officer in the White Army and died fighting Communists during the Civil War; he never knew his son. Penkovsky eventually became an ambitious commander himself in the very army that had “chopped White officers to pieces,” as Penkovsky once claimed, adopting a Russian army saying.9 His personal and his professional history were forced to converge. “I feel contempt for myself, because I am part of this system and I live a lie,” Penkovsky recounted. “I know the Army and there are many of us in the officer corps who feel the same way.”10

As a scientific liaison officer, Penkovsky had a wide range of contacts with senior leaders in the Party and Army. The information that he passed on, and consequently also his memoirs, covered technical details of the intelligence trade, the political dynamics of the Communist Party, and even the sexual escapades of Moscow’s security establishments.

The book includes a training manual on handling and supervising American agents by the GRU’s Anglo-American Affairs Directorate. The section explains how to set up a secure dead drop, how to meet with sources under surveillance, what to wear to a weekend rendezvous with a local agent (“light colors predominate”), and even how an intelligence officer is supposed to order beer properly in an American bar without attracting “undue” attention: “It is not enough to ask, ‘Give me a glass of beer’; it is also necessary to name the brand of beer, ‘Schlitz,’ ‘Rheingold,’ etc.”11

Penkovsky airs dirty laundry. He alleges that Ivan Kupin, commander of the artillery and missile troops of the Moscow Military District, lived with his cypher clerk while serving in East Germany as an artillery commander of the 1st Tank Army, concealing the relationship from his wife. After first promising to marry his clerk, he left her pregnant, and she hanged herself. Investigators found photographs of Kupin among her belongings. In Penkovsky’s telling, moral decay and abuse of power were rampant.12

Penkovsky reserved particular ire for Nikita Khrushchev. He recalls first meeting Khrushchev in 1939, when the future Party chairman was a member of the Kiev District Military Council, wearing a uniform that “fitted him like a saddle fits a cow” (a Gogol reference).13 The memoirs accuse Khrushchev of heading “a government of adventurers,” calling the Politburo “demagogues and liars,” who would only pretend to have an interest in peace while in truth risking a nuclear holocaust. “I know that the leaders of our Soviet state are the willing provocateurs of an atomic war,” wrote Penkovsky. This allegation in particular roiled Moscow. All these details were published in U.S. newspapers in the first two weeks of November 1965, and the book became one of the Cold War’s bestselling spy stories. John le Carré didn’t just review it for Book Week; it even inspired one of his novels.14

On November 13, the Foreign Ministry in Moscow summoned Stephen Rosenfeld, The Washington Post’s Moscow correspondent, who had already covered Penkovsky’s trial. The Post had just published the twelfth installment of its series on Penkovsky. F. M. Simonov, a diplomat working in the ministry’s press department, confronted Rosenfeld, reading from a statement: “The Washington Post began on 31 October the publication of the so-called Penkovsky Papers,” he lectured. “The papers are a falsified story, a mixture of anti-Soviet inventions and slander which are put into the mouth of a demasked spy.” The publication of the forgery, the Moscow diplomat explained, would poison international relations and make rapprochement more difficult. “Responsibility,” Simonov declared, “is shared by anybody who has anything to do with the publication of The Penkovsky Papers.” Then the Russian diplomat issued a warning: “We expect that measures will be taken so that no articles and materials of such kind will be published in The Washington Post in the future.”15

The Post did not budge. The next day, publication of the memoirs went on as planned. The Post reported on the Soviets’ threatening words, and on Moscow’s view of the controversial spy memoir. “In fact,” the Post quoted a Soviet press release, “the so-called ‘Penkovskiy Papers’ is nothing but a crude forgery cooked up, two years after Penkovskiy’s conviction, by those whom the exposed spy had served.”16 The publication of the American forgery in newspapers across the United States, said the Soviets, was “to be regarded as nothing but a premeditated act in the worst traditions of the ‘Cold War.’”

The D.C. newspaper had become a battleground of U.S. versus Soviet disinformation operations. Russia directly accused the CIA of running a disinformation operation against Moscow—or was the KGB by now engaged in a disinformation campaign of its own? It was impossible to judge. The Post understood this dilemma, and did something unexpected: it ran two remarkable articles in the following two days, articles that would agree with the Soviets, and challenge the authenticity of The Penkovsky Papers.

Victor Zorza had devoured an advance copy of Penkovsky’s book. Zorza, a Polish-born Briton, was a prolific investigative journalist with a microscopic attention to detail, and one of the world’s foremost Kremlinologists. He quickly noticed that something was off.

A small Russian publishing house based in West Germany had noticed the announcements of the memoirs in the international press. The press reached out to Doubleday, the book’s U.S. publisher, offered DM 1,000 for the Russian-language rights, and requested the original manuscript in Russian. Doubleday accepted the deal, and Zorza concluded that Doubleday’s acceptance in good faith indicated that they actually did want to send the Russian manuscript. But the U.S. publisher could not track it down. Doubleday, Zorza reported, had twice asked the “State Department” about the Russian original, without success. This was suspicious enough. Zorza then embarked on a highly detailed linguistic analysis. The text was not a straightforward translation. There were too many passages and entire sections, Zorza concluded, that betrayed “the alien hand—or tongue.”17

Early on November 16, the CIA prepared a copy of Zorza’s meticulous analysis for the director’s daily press clippings. An analyst, Sharpie in hand, underlined the words “Work of CIA” in black for the Agency’s leadership. Zorza closed with a sharp critique addressed at his readers in Langley, thickly underlined for the director: “Some of my best friends are in the CIA, but if they want their psychological warfare efforts to remain undiscovered, they must do better than this.”18

Two days later, the USSR’s seasoned ambassador in Washington, Anatoly Dobrynin, met with Llewellyn Thompson, formerly the U.S. ambassador in Moscow, to discuss The Penkovsky Papers. The conversation was tense.19

“The United States Government was not responsible for their publication,” Thompson told Dobrynin. “As the Ambassador is aware, our newspapers and publishing houses are free to print what they please. The responsibility is theirs and theirs alone.”

Dobrynin was having none of it. He told his U.S. counterpart that he would inform Moscow, per diplomatic practice. But then he added, “Of course you understand, and I understand, somebody in an American agency was responsible for writing these papers.” The Russian ambassador then noted that he had not suggested that the decision for this Penkovsky plot was made by the White House, implying that the CIA may simply not have told the State Department.

Thompson stood his ground. He repeated what he told Dobrynin before: that the State Department had checked with the CIA, and that the Agency had denied any involvement.

Except the CIA was involved, and indeed had not told the State Department. Dobrynin and Zorza were right—the memoirs were fake. But they were also wrong in an important way. The real story had still more surprises in store.

The CIA believed that Penkovsky was arrested on or about September 4, 1962. In the sixteen months leading up to his arrest, the spy had held forty-five secret meetings with personnel of the CIA’s Soviet Russia Division in Britain, under the auspices of MI6. All of the conversations were taped. Already, four weeks after Penkovsky’s arrest in Moscow, even before he was shot at Lubyanka Prison, the CIA’s Russia experts had finished compiling his “memoirs” from the transcribed tapes—and the Soviet Russia Division had also already decided to surface the transcribed, still-secret memoirs as an anti-Communist active measure. “The ‘Memoirs’ will eventually be surfaced, in some form, in the open press,” an internal CIA memo noted on October 4, 1962.20

But the operation ran into an unexpected difficulty early on. The CIA had asked Deriabin, one of the Agency’s “star Soviet defectors,”21 to write a first draft of the Penkovsky memoirs in Russian, “assisted by the entire” Soviet Russia Division of the CIA. Deriabin was no stranger to active measures, and would later even publish a newsletter on Soviet dirty tricks, so, officially the translator, he became the ghostwriter. But Deriabin’s draft would not survive. It seems that Deriabin couldn’t suppress his old KGB forgery habits. He falsified parts of the story in his first Russian draft by simply inventing a twist: that Penkovsky had secretly worked for the KGB for an extended period of time. When the CIA’s Russia hands read Deriabin’s first draft, they weren’t happy with the ex-KGB operative’s creative approach. On May 1, 1963, the SR Division voiced concerns: “We believe that to base the story of Penkovskiy’s life on the fiction that he was a KGB Agent throughout most of his career is wrong.” The allegation, as those most familiar with the case at the CIA pointed out, “would not be accepted as true by those whom we want to impress with the documents—the officers of the Soviet intelligence services.” The Agency’s internal literary critics also pointed out that Western journalists already had difficulty understanding the Penkovsky narrative, and “to throw in this further twist might confuse them totally.”22 Instead, the CIA wanted to keep the story accurate and reliable. “We think that not only would the story be more valid, but also more dramatic if it sticks closer to the main facts and to Penkovskiy’s own words.” Deriabin was out as ghostwriter, although he would still be mentioned as the translator of the final book.

The CIA needed a proper ghost. The Soviet Russia Division went to look for a “competent writer who could revise the Memoirs into a form more suitable for publication.” They turned to Frank Gibney, an experienced journalist and editor, who agreed to edit and rewrite the entire manuscript.23 And there was the reason why the SR Division didn’t want to share the original Russian manuscript with Doubleday—it didn’t match Gibney’s final English version. The CIA finally sold the manuscript’s publication rights through a front organization created specifically for that purpose, called the Penkovsky Foundation.

It took many years for this backstory to come out. The Church Committee, a landmark investigation into intelligence activities, referred to The Penkovsky Papers as a “CIA book” in 1976. “The book was prepared and written by witting agency assets who drew on actual case materials,” the committee report stated.24 The moral of the story was clear for Rosenfeld, who was kicked out of Moscow in retaliation for serializing the book in The Washington Post. “The real victims of this operation were American citizens,” he wrote. Zorza had observed already in 1965 that intelligence agencies in open democracies “suffer from the grave disadvantage that in attempting to damage the adversary they must also deceive their own public.” Rosenfeld agreed: the operation undermined a core pillar of liberal democracy, the free press. Was the deception of the American public, he asked, “a by-product or part of the intent?”25

In one important aspect, the CIA’s critics erred. The covert operators in Langley did not falsify any content, only the cover story. The Directorate of Plans, which approved covert and clandestine operations, had significantly deescalated its political warfare game; the Penkovsky book was a far cry from the level of ruthless aggression and forgery displayed by its front organizations in Berlin.

On November 6, 1964, David Murphy, chief of the Soviet Russia Division, prepared a memorandum for Richard Helms, then the deputy director of plans. The memo’s title: “Request for Approval to Publish the Penkovskiy Memoirs.”26 The memo discusses the work the CIA put into writing the memoirs: SR case officers who had worked with the GRU spy, and knew his personality, made sure the draft preserved Penkovsky’s style, “often his exact words,” as well as his “Russian flavor.” The CIA even secured a copy of the transcript of Penkovsky’s trial, translated it, and used the trial material to fill in some blanks, including references to the CIA itself and MI6 (which were technically still classified). Murphy’s memo stressed that the CIA should not glorify their spy: “The picture of Penkovskiy-the-man which thus emerges is not only an accurate one, but also one which is interesting and believable.”27 The Agency expected “great” financial income from the book, and even an eventual movie or TV series, which it planned to donate to an unspecified anti-Communist organization. The memo closed by stressing that State Department clearance was not required. Helms approved.



Meanwhile, the East escalated the operational play with books.

The little volume felt like a Bible, but smaller than pocket-sized, with a sturdy hard cover in burgundy; the fine cloth spine spilled open to 592 pages of thin, high-quality paper. The book was available in German and English. Its title in both languages: Who’s Who in CIA.

The publisher was one Julius Mader, simply listed as a private individual at an address in “Berlin W 66, Mauerstr. 69.” Even this information was deceptive: “W” did not stand for “West,” as the address was in East Berlin, just one block past Checkpoint Charlie. Who’s Who in CIA claimed to be, according to its rather clunky subtitle, “a biographic encyclopedia of 3,000 members of staff of civilian and military intelligence agencies of the USA in 120 states.” The book did not limit itself to the CIA, but merely used the well-known three-letter agency as a placeholder for the entire American intelligence community. It contained six fold-out charts, including one that showed the Pentagon’s intelligence structure, one for the National Security Agency, one for various secret CIA front organizations, and an organigram of the FBI. Many of the listed individuals had actually worked for the CIA at some point.

Yet the book was mischievous, almost comical. Mader accused the CIA of engaging in “subversion […] psychological warfare and dirty methods,” while employing exactly those methods. The list of agents included numerous prominent individuals whose inclusion was far-fetched to say the least—there was President Lyndon Johnson, Senator Eugene McCarthy, and even George Meany, an iconic labor union leader and the founder of AFL-CIO. The book also included two perforated cards in the back for readers to submit “missing biographies” of U.S. intelligence officials, with the small type assuring potential submitters that their names could be withheld from publication.28 It was July 9, 1968, and Who’s Who cost 10.50 East German Marks, or about 25 U.S. cents.

The following day Neues Deutschland ran a rave review of Mader’s book on that “shadow government of the USA,” the largest imperialist secret organization, even more powerful than the rest of the American government combined.29 The Associated Press and The Washington Post had already announced the book uncritically, without noting the possibility that it was a disinformation operation.

“Suddenly the book war became white hot,” the Los Angeles Times reported, treating Mader’s book as the active measure that it was.30 Time magazine also ran a critical review. By November, reported The Washington Post, the spy book had sold out in one bookstore in D.C. “Some institutions,” the store reported, ordered large numbers of the book, so it ordered 150 extra copies by airmail.31 The Who’s Who was likely a must-have object in foreign embassies in the capital.

At second glance, however, the Mader measure was less sophisticated than it looked. The fold-out charts seemed impressive, but were lifted from open sources. The “leaked” names were mostly drawn from the State Department’s biographical register. The CIA knew Mader, a real individual, as an agent of influence in Soviet bloc disinformation activities, and even had an agent in place with a direct link to him.32 One CIA reviewer said of the thousands of listed individuals that “99 percent of them were entirely innocent of any intelligence connection”33—that also was an exaggeration. The real number of CIA officers in the book remains unknown. Nevertheless, many outside reviewers immediately recognized the book for what it was.34

Julius Mader was notorious, at least in intelligence circles. He had already published seven books in the 1960s, all of them attacking Western spy agencies—but he was not working alone. A dozen years later, Bittman was asked about Who’s Who before the House Select Committee on Intelligence.

“I am very familiar with the book,” responded Bittman, “because I am very sorry to admit that I am one of the co-authors of the book.” Bittman went on to explain the genesis and purpose of the operation:


The book Who’s Who in the CIA [sic] was prepared by the Czechoslovak intelligence service and the East German intelligence service in the midsixties. It took a few years to put it together. About half of the names listed in that book are real CIA operatives. The other half are people who were just American diplomats or various officials; and it was prepared with the expectation that naturally many, many Americans operating abroad, diplomats and so on, would be hurt because their names were exposed as CIA officials.35



Some reviewers and even the CIA had criticized the joint KGB-Stasi-StB publication for being inaccurate, and hence a botched operation—but including innocents was not an error; it was part of the action. The purpose of the operation, as Bittman explained, was to “paralyze” not just the CIA but also those innocent diplomats, journalists, and others falsely implicated in spying.36 In Western countries, the book was more likely to be seen as an obvious fake. In the developing world it would cause more harm, even deadly harm, as it turned out. The CIA’s damage assessment has not been declassified, but Mader’s little red book was damaging enough to cause the CIA to retaliate in kind. Langley’s response was years in the making.

The Stasi’s now-open archives have confirmed Bittman’s account: the Ministry of State Security in East Berlin listed Mader and his secretary as “officers in special service.”37 He was promoted to major in 1964, and received a salary from the Stasi. He had several code names, including FAINGOLD, HUNTER, and X54. “With our help, Mader has become currently one of the most important writers within our area of work,” noted one performance review in the early 1960s.38 Indeed, as happens with many a successful author, Mader eventually became a little too infatuated with his own prowess. One Ministry of State Security file noted: “He must be reminded now and then that his achievements have been based not only on hard work and much initiative but also on the results of the MfS’s work and the varied support which he has received from the Ministry.”39






 



13.

Operations Plan 10-1


One of the KGB’s most sensational disinformation operations came to light for the first time in December 1967, packed as a present under a Christmas tree in Norway. The operation was part of a campaign, code-named STORM by the KGB,1 that would rage for more than a dozen years, striking all across Europe and causing vast reputational damage to the United States. The main document in play was a war plan—outlining America’s strategy for a European guerrilla war.

By 1957, American military and intelligence planners anticipated and began to plan for a “hot war” with the Soviet Union. Europe’s forests and rivers and cities would be the battlefield. U.S. Air Force planners populated their target list with hundreds of cities and bridges and junctions and airfields, including many targets in West Germany and Austria, complete with appropriate nuclear yield requirements for each target. The army planned to blow up bridges on the Rhine to slow advancing Warsaw Pact troops. The CIA prepared for action behind enemy lines. The Agency’s Clandestine Services division staged a series of “politico-military war games” to understand what would happen in Europe in the case of an all-out Soviet invasion.2

[image: ]
The most impactful leak of the Cold War contained U.S. military war plans with a “cosmic” classification level, and began in a Socialist newspaper in Norway at Christmas 1967.

(Sosialistisk Venstreparti)


The CIA would contribute to European defense through a number of different projects. One early focus was recruiting and training potential resistance fighters and saboteurs in Eastern Europe, including Germany. These projects had various code names, such as LCPROWL, KMHITHER-C, or AEDEPOT, a U.S.-based clandestine paramilitary training program in irregular warfare techniques, so that assets could recruit and lead indigenous insurgent forces behind enemy lines. The projects were so secret that they had no liaison with allied or other friendly governments and their intelligence services; even U.S. special forces in Europe would be informed on the details only once war broke out.3

The Department of Defense, in May 1955, had created a new command for special forces in Paris, the Support Operations Task Force Europe, abbreviated SOTFE. SOTFE was in charge of unconventional warfare, and controlled all special operations forces in Europe, including the U.S. Army’s 10th Special Forces Group, a new and secretive Detachment “A,” and early Air Force special operations squadrons. Some of these elite U.S. units were effectively guerrilla sleeper cells, trained in urban warfare. The soldiers would usually not wear uniforms but rather fashionable civilian clothes, with shades and beards, even during heavily armed exercises in German cities. The U.S. Army’s guerrilla units would, in turn, depend on the CIA’s successful recruitment of insurgents. In the event of a hot war, the U.S. commandos, fluent in local languages, would stay behind or deploy forward behind enemy lines, and secretly rendezvous with the CIA-trained indigenous insurgents. The plan foresaw that they would fight in more than one hundred local theaters at once, in twenty-three European countries.4

The initial planning was optimistic. Thirty days after the outbreak of war, newly created U.S. special forces units could arm 14,000 European insurgents (2,000 in East Germany alone); after half a year, the number of anti-Communist guerrillas could be as high as 112,500.5 One American special operator later admitted that those plans were “ambitious and extremely dangerous,” even “suicidal.”6 The blueprint for unconventional war had different titles at different agencies. The CIA named it the “Global War Plan for Clandestine Operations.” SOTFE called it Operations Plan (OPLAN) 100, with later versions, sections, or annexes designated as 100-1, 100-2, or 10-1.

The American war planners had no illusions about what all-out war would look like: “General war will include tactical and strategic employment of nuclear weapons and can be expected to enhance conditions in which unconventional warfare (UW) will be pursued,” the U.S. planners wrote in the Global War Plan, an exceptionally aggressive document. The CIA was also prepared to use a range of “exceptional” measures, including the overthrow of hostile governments through political action and even eyebrow-raising methods such as “counterintelligence, psychological warfare, or political action against allies of the United States.” Even worse, once war had broken out and partisan forces were confronting the Soviets, the guerrilla fighters were supposed to be ready to escalate to the most drastic measures: “CIA will be prepared to use nuclear, chemical, and bacteriological weapons in clandestine operations in general war as feasible, subject to approval by the President before actual use is undertaken.”7

West German and Austrian cities, U.S. war planners foresaw, would be behind enemy lines in this scenario. The plan was a reaction to the United States’ worst nightmare at the time.

The top-secret SOTFE document first surfaced in a Norwegian newspaper in late December 1967. “This can happen here,” read the headline, over an illustration that depicted the top-secret war plan wrapped like a present, alongside a bomb disguised as a bauble, beneath a Christmas tree crowned with a NATO tree-topper.8 The leaked document had been sent anonymously to Oslo from a Rome address. About a month later, the war plan appeared in Paese Sera, an Italian newspaper with pro-Soviet sympathies.9 On March 3, 1968, the Hamburg-based far-left politics-and-sex magazine Konkret—edited by Ulrike Meinhof, who would soon achieve notoriety as a co-founder of the Red Army Faction terrorist group—published excerpts of a six-page document that, its editors claimed, they found “in Norway.”10 The document and the excerpts appeared to be genuine, apparently without forged content slipped into the file. Two weeks later, the UK periodical Peace News noted it also had received the “top-secret” document and quoted from it.11

The Department of Defense reacted at once. The U.S. commander-in-chief of Europe immediately proposed briefing allied delegations to NATO on “the authenticity of certain pages” of the operations plan. But on March 8, 1968, the State Department in Washington sent an urgent telegram to U.S. embassies in all NATO capitals, declining the commander’s request. The cable, classified as secret and signed by Secretary of State Dean Rusk, bore as its subject line “COMPROMISED USEUCOM OPLANS.” Most diplomats who received the telegram themselves did not know what kind of information these operational plans contained. But the message was clear: no U.S. diplomat was authorized to speak about the document’s authenticity. “In event of public or press queries, you should take line that USG neither confirms nor denies authenticity of documents,” the telegram concluded.12

The story, perhaps as a result of the U.S. government’s swift action, did not catch on that March. Ivan Agayants and his busy operators in the KGB had failed, for now. However, the U.S. government anticipated that their highly sensitive documents would surface in other NATO countries in the near future. And indeed they would, under the most dramatic circumstances.

On October 8, 1968, Major General Horst Wendland, the deputy director of West Germany’s foreign intelligence service, the BND, was found dead at his desk in Pullach, not far from Munich. The general had shot himself. The German police closed off the cemetery for Wendland’s funeral so that nobody could take pictures of Germany’s top intelligence officers, almost all of whom were in attendance. Munich’s criminal police accepted “incurable depression” as the cause and did not investigate further,13 yet the intelligence chief’s suicide came at a suspicious moment. On the very day of his death, a German Navy rear admiral, Hermann Lüdke, had also killed himself with a gun. Two weeks before that, a microfilm with nine photographs of top-secret NATO documents had been traced to him, and Lüdke was suspected of working for a foreign intelligence agency.14 Four additional suicides among German military officers and civil servants, in the space of just a few weeks, set alarm bells ringing in Bonn. Chancellor Kurt Georg Kiesinger ordered a high-profile investigation.

The highly publicized suicides sent shock waves through the NATO security establishment. By December, one former French intelligence officer, Philippe de Vosjoli, publicly articulated the fear that the KGB had deeply penetrated the German security establishment, and that recent suicides among military and intelligence officers were the acts of desperate men who feared they would be burned by recent Soviet bloc defectors.15 But neither the CIA nor MI6 had any reason to suppose that Wendland’s suicide was based on more than his known issues with depression.16 They were right.

Wendland was not, in fact, a mole. But when Service A heard of his suicide and the surrounding theories, they immediately spotted an opening for an actual conspiracy implicating the dead general in relation to the OPLAN. But to pull off such a maneuver, Service A needed some inside knowledge from the time when the OPLAN was stolen. Agayants needed some truth to flank his lie, and he was in luck.
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Forged page added to OPLAN 10-1. The forgery claimed that low-level military commanders were authorized to use nuclear weapons against European targets.


Heinz Felfe was an operative for the BND; a confidant of its legendary founder, Reinhard Gehlen; and one of the most damaging spies in postwar Germany. He passed thousands of documents to Moscow.17 Felfe, who had also been an SS-Obersturmführer in the Third Reich, was convicted of treason by federal judges in Karlsruhe in 1963 and sentenced to fourteen years in prison. Only six years later, with the BND still roiling from Wendland’s recent suicide, Felfe was released, and he immediately slipped through the Iron Curtain into what conservative West Germans called the Soviet Occupied Zone. Soviet intelligence immediately reactivated the former SS officer, probably with the intention to use him for ongoing active measures.18 “Every day in jail I will pay back,” said Felfe.19

In 1969, Felfe naturally no longer had access to current documents. But the former mole still knew the inner workings of the BND, and he had known Wendland years before, around the time when the OPLAN was stolen from the Americans. Felfe and the American war plan, in short, had two things in common: neither had much immediate intelligence value, yet both offered very high disinformation value. Agayants’s team in the KGB had a brilliant idea—they could use an obsolete German asset to relaunch an obsolete American war plan.

Still, Service A’s specialists knew from experience that enhancing the documents with some creative writing would make them even more controversial. Dark truths were even darker when flanked by a dark lie. Therefore the KGB included a confusing single page instructing specific edits to the existing SOTFE plan. The edits page was marked “TOP SECRET.” Most of the edits were banal (for example, “page 3, the words ‘Berlin Command’ are changed to read ‘US Army, Berlin’”). Then the forgers snuck in an edit to one longer paragraph, with each sentence underlined for emphasis. The paragraph in question read:


Paragraph 3j(3), page 4, is changed by deleting everything after “messages” and substituting the following:

Use of nuclear weapons with yields of 10 KT or less is authorized in friendly and neutral countries provided: R-hour has been declared, and military necessity dictates. The rise of nuclear weapons of larger yield than 10 KT requires the specific approval of CINCUSAREUR.20



The final abbreviation referred to “Commander in Chief of United States Army Europe.” To the trained eye, this paragraph stood out as forged for several reasons: the corrections page appears to be slotted into the collection of documents; the font and layout of the classification markings are different; line breaks are not uniformly indented, as was customary then; U.S. Army documents at the time were never underlined for emphasis (only for headlining); finally, and most important, the delegation of nuclear release authority becomes highly suspicious in a “leaked” document when accompanied by a fake cover letter written solely to stress the delegation of nuclear release authority.

It was Felfe, the German double agent who fled to Moscow, who had helped write that well-crafted and convincing cover letter. The thrust of the letter was that Wendland, already depressed, had shared top-secret files with a friend, confided in him, and instructed this anonymous friend to release the documents to the public should something happen to him.

Service A planned to release the letter and the accompanying leaked-and-forged documents in a number of European countries simultaneously, and therefore drafted the cover letter in English. Posing as Wendland’s friend, Felfe wrote: “Major General Wendland reached a prominent position in the German intelligence service (BND) and had access to top-secret documents and other information which severely depressed him. Shortly before his untimely death, he entrusted me with copies of several documents and asked me to publish them at an appropriate time.”21

The cover story implied that the documents contained a secret so dark that it helped push the depressed Wendland over the brink into suicide. The letter went on:


My friend was particularly disturbed by the fact that the Americans could use atomic, chemical, and radiological weapons without prior consent of the U.S. Congress or the President since permission to use them follows automatically when those weapons are supplied to special groups.22

The targets to be destroyed are determined by the commanders of these groups … In other words, the lives of millions of people depend on the decisions of a handful of American officers … It well may be that knowledge of this was one of the reasons that led to my friend’s tragic death.23 He wanted to make these facts known, but could not do anything because of his duty.24



The secret documents in the letter were titled O-Plan 10-1.

Next, the KGB softened the ground. In June, the Soviet news agency Newa reported that the Wendland affair was “very serious.” Newa implied that the BND general had killed himself not because he was suffering from depression but for a more sinister reason. “In Bonn the rumor is making the rounds that Wendland was involved in an espionage affair,” Newa reported, correctly;25 the Frankfurter Allgemeine Zeitung had even covered that rumor.26 Then came the lie: “Linked to his name is the leak of important secret information from the Bundesnachrichtendienst and NATO intelligence services.”27
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ABC, a far-left Italian sex-and-politics magazine, reported on actual U.S. war plans based on a forged KGB cover letter in July 1969.


ABC was an Italian far-left illustrated broadsheet not averse to mixing large pictures of nudes with risqué political news.28 On U.S. Independence Day 1969, the magazine’s cover featured a topless model accompanied by the headline “Here Are NATO’s Secret Plans.” The story, which included menacing pictures of tanks and nuclear missiles, followed the KGB’s script to the letter. Opening with Wendland’s suicide, ABC noted the general’s known severe depression, but then added that “a few days before his death, Horst Wendland confided in a friend.” ABC concluded, “the use of atomic weapons is entrusted to groups of officers engaged in local activities, as can be the American military leaders in Europe. In other words, it may be a temptation for an American to decree the destruction of Milan, Rome, Vienna or Frankfurt, in the hope of preventing the destruction of New York.”

The same package that ABC received in Milan was also mailed to two British peace journals, Sanity, the monthly magazine of the Campaign for Nuclear Disarmament, and again Peace News.29 Their copies also arrived anonymously, postmarked from Rome, with the forged cover letter from Wendland’s “friend.”30 Both peace magazines carefully considered the possibility that the aggressive U.S. Army war plan was an Eastern forgery, and both concluded that it wouldn’t really make a difference whether the top-secret document was forged or not; “in the end it hardly matters whether it is or not,” wrote Peace News, “since if COMSOTFE OPLAN NR 10-1 is a fabrication, we can guess there is a document almost exactly like it.”31 Sanity’s justification was more eloquent but equally twisted. “If they are forgeries they should not be regarded lightly,” wrote Sanity, “for the authors must consider them near enough to the truth to be accepted; close enough to be a convincing basis for deception.” And that close-enough-to-truth, the magazine’s lead article reasoned, was “a dreadful indictment” of where things stood in Europe.32 One day after the UK peace magazines and ABC in Italy revealed the American nuclear war plan, The Times of London picked up the story from the excerpts published by the peace magazines and ran it under the headline “U.S. to Hand Out H-bombs,” although the piece also acknowledged the possibility of a forgery. One British peace activist then forwarded the full document to Ramparts, a far-left Berkeley magazine. The “frightening document,” Ramparts’s editors wrote not long after, had triggered a “tremendous controversy” in the United States and Europe over the last few weeks.33

The revived operation was already a stellar success.

In Germany, the weeklies Der Spiegel and Stern received their copies. The latter magazine, the editor of which, Henri Nannen, had served in a Wehrmacht propaganda unit, was favored as an outlet by the Stasi and the KGB. Stern was the embodiment of sensationalism, drawing a circulation of 1.8 million with the combination of pinups and intrigue typical of Germany’s sexually and politically liberated 1960s, where voyeurism often masqueraded as liberation. When Stern’s reporters peeled open the voluptuous Italian envelopes that June, they could not believe their luck. An anonymous leaker had mailed a particularly indecent secret American war plan. The magazine headlined its sensational story “Treason by Mail,” and opened by calling Wendland’s suicide into question, immediately adopting the KGB’s framing and credulously quoting the fake cover letter, but stopping short of reproducing the leaked documents.

U.S. defense policy in Europe and, to an even greater extent, the BND were getting pummeled by this unusually successful active measure. The Wendland affair was an extremely unpleasant situation for German intelligence already, and now a hostile power was taking ruthless advantage of the tragedy, implying that West German intelligence had compromised highly classified U.S. war plans. After multiple news outlets in three countries had blamed the American leak on the BND, Der Spiegel revealed the true source of the leak: Robert Lee Johnson, a former U.S. Army sergeant already infamous for stealing documents for the KGB.

Johnson, disappointed by not getting a promotion, had offered his services to the Soviets in Berlin back in 1953. He met with officers from KGB’s Karlshorst rezidentura, was recruited, and worked as a spy, off and on, until he deserted in 1964 and his wife reported him to the FBI. The KGB trained the sergeant in basic espionage techniques during his honeymoon in the town of Brandenburg (he had told the army he was in Bavaria). Years later, Johnson would become one of the best-placed spies of the entire Cold War.

In 1961, Johnson received a top-secret security clearance, and soon applied to work at the Army Forces Courier Center at Orly Field, Paris, “a sort of post office for top-secret materials,” as one receptionist explained to Johnson when he inquired.34 There the KGB’s Paris station invested months in Johnson’s painstaking work to breach the high-security vault at Orly Field. The prep work included making imprints of a security key, X-raying a number lock with a miniature radioactive device, and Johnson volunteering to repaint the vault in order to examine the entire building inch by inch. From mid-December 1962 to April 21, 1962,35 Johnson breached the high-security vault several times, snapping pictures on his miniature camera of some documents with “cosmic” classification levels. The intelligence value of these documents would change when the FBI caught Johnson in late 1964. He pled guilty in the spring of 1965. By 1967, some of the documents were ready for recycling.

“Disinformation,” announced Der Spiegel’s headline. The magazine delved in remarkable detail into Service A and its use of Felfe to frame the dead Wendland. Der Spiegel’s source, most likely, was somebody with links to West German intelligence.36 A veritable spy-versus-spy game began to play out in the glossy pages of competing Hamburg weeklies.

The exposure of the active measures in Der Spiegel did not end them—it enhanced them. Der Spiegel, likely with help from the BND, solved a problem for the KGB: it proved the leak was real. Service A now also knew that it could count on Stern’s anti-American inclinations. Stern had reported that German generals would consider insubordination in the case of nuclear war, for the German generals knew that their own families and communities would be incinerated if they acted in support of the American plans.37 The KGB rewarded Henri Nannen’s magazine with another major story sourced from the American vault at Orly Field.

In early January, Stern received an envelope stuffed with undeveloped film negatives. Reporters took the negatives to the darkroom and discovered an even more extraordinary top-secret document that Johnson had passed on to Russian intelligence: an extensive handbook of European and Middle Eastern targets for American atomic weapons, titled “Nuclear Yield Requirements.”
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The cover page of a major leak of top-secret U.S. military documents


Stern claimed that “high U.S. officials” had confirmed the “absolute authenticity” of the yield requirements, and proceeded to list a remarkable number of targeting details. Among the numerous West German targets were Kiel (target number 0737E), Flensburg (0740E), Schleswig (0736E), Lübeck (0741E), and many more. The story laid out how large populations would be killed or “slowly and painfully languish and die” in the aftermath of an attack. There were Austrian targets, including Vienna, Linz, and Innsbruck, and targets in Iraq, Egypt, and Syria.38 Nannen knew well that he was doing the KGB’s work. Justifying his use of the leaked files, he wrote, “STERN is only fulfilling its duty to inform the public with facts,” adding that not even the German defense minister in Bonn was allowed to see these documents. In response, the German government called the plans “outdated,” implicitly confirming their authenticity. Both the State Department and the Pentagon refused to comment.39

For Nannen, the material was simply too valuable not to report. The magazine ran one more feature story on the leak,40 pointing out an angle of particular German interest: it was outrageous that the secret document had been passed to the Russians by an American spy, which meant that even Moscow knew about U.S. war plans that would set “Rhine and Main ablaze,” while West Germany, a NATO ally, and its Ministry of Defense in Bonn were kept in the dark.
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An excerpt from a thirty-page leak of top-secret U.S. Air Force nuclear yield requirements, here listing West German targets (“GW”). The listing is likely genuine.


In fact, Nannen had the better arguments on his side, and Western intelligence officials indirectly helped him make them. The revelation that the secret plans were actually sourced from an infamous U.S. spy (and not from Wendland) added credibility to the next, even more disturbing batch of documents, the Nuclear Yield Requirements, and both the KGB and Stern knew it. But the U.S. government, paralyzed by its own classification restrictions, never identified which sections of the document were authentic and which were not. The OPLAN would reemerge; it was only a matter of time. U.S. authorities would later count at least twenty different surfacings of Robert Lee Johnson’s stolen documents, according to the State Department’s Bureau of Intelligence and Research.41 The cache was a disinformation gold mine. In many ways, the leak, enhanced with a dash of forgery, foreshadowed the future of disinformation.






 



14.

The X


The Stasi’s master of disinformation was Rolf Wagenbreth. Born in 1929, thin, fit, quick, and disciplined, he carried at all times a leather-bound, carved-out Bible, a pistol and medication for a chronic kidney illness hidden inside.1 His unit, Abteilung X, was known as “the X” (pronounced as the number ten). Department X was part of HVA, the foreign intelligence arm of the GDR’s Ministry of State Security. The X was highly secretive, even within the HVA, for the HVA held to a dictum of active measures then considered self-evident: that an exposed measure was a dead measure.2 Only in 1986 did Wagenbreth receive permission to talk about his work with a group of senior Stasi officials from across the organization. He delivered this still-secret talk in a covert location in Belzig, a remote area in the serene Brandenburg countryside. The notes from this lecture are a rare surviving record of Wagenbreth’s dark art.
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Rolf Wagenbreth was head of the Stasi’s disinformation unit, Department X, for almost the entire Cold War. He often carried a hollowed-out Bible with medication and a pistol hidden inside.

(BStU)


“One profession is particularly close to my heart, a profession that can get away with nearly anything,” Wagenbreth told his colleagues, “and this group are our dear journalists.” Journalists with a good reputation, he said, had excellent access to officials with security clearances and business executives, and could even travel through the Iron Curtain without a cover. Intelligence and journalism, in Wagenbreth’s view, had “entered a kind of marriage,” he said. “They complement each other and can’t let go of each other.” The Stasi knew that the press was addicted to leaks, and that scoop-hungry reporters would even publish anonymous leaks; they also knew that it was extremely difficult for journalists to tell whether a source was genuine or fake, and even harder to tell if the content of a leak was accurate or forged. And it was another notch harder still to tell whether an anonymous leak contained some shrewd mix of both, handcrafted for maximum impact. This symbiotic relationship found its fullest expression in the active measures field. “What would active measures be without the journalist?”3 Wagenbreth asked the Stasi leaders. “Revelations are their métier.” The X, of course, had the same métier.

For Wagenbreth, more competitive and polarized media outlets presented a major opportunity. “For the man on the street it is getting harder to assess and to judge the written word,” Wagenbreth explained. “He is ever more helpless in the face of the monsters that are opinion factories. This is where we come in as an intelligence agency.”4

Wagenbreth had been a member of the German Communist Party since age sixteen, and became a major in the Ministry of State Security (MfS) by the time he was twenty-four. Shortly after the completion of the Berlin Wall, the MfS opened a new special department, VII/F, already headed by Wagenbreth, which five years later would be expanded into the X.5 Wagenbreth would thus run disinformation for almost the entire Cold War, until the end of 1989.6

The overall idea of disinformation wasn’t just recommended by the KGB. Communist parties across the bloc considered active measures an instrument of policy. Within the Stasi, especially its foreign intelligence arm, the HVA, Department X was seen as a particular favorite of Markus Wolf, the HVA’s charismatic and respected director.7 Wolf discussed progress with Wagenbreth in weekly meetings, often considering specific operational methods, potential improvements of ongoing operations, and foreign reactions to current and finished active measures.

Markus Wolf instilled as much awe as respect among his staff. Tall, handsome, vain, and emotionally cold, he was usually dressed in a tailored suit, smoked strong West German cigarettes, and preferred French cognac. The door to his office suite was cushioned on the inside with soundproof leather; the sound of a knock did not get through, but Wolf’s secretary reported on visitors who failed to try.

In the spring of 1966, Markus Wolf was called to a meeting in Moscow on short notice, to meet the first deputy chief of the KGB’s First Chief Directorate. After speaking about the wider context, the officer deferred to Igor Agayants, the head of Service A.

“Comrades,” Agayants intoned, “this strategic assessment requires a new quality of active measures, clear strategies leading into the 70s and effective measures that go beyond merely destructive methods.” Agayants rearticulated the strategic objective that had been set by the Central Committee: “The long-term goal is to remove the USA from the so-called Atlantic Alliance.”8

Wolf got the message. On the flight back, he began sketching out plans to upgrade the HVA’s own disinformation unit, and the X was born.9

West German intelligence was aware of HVA active measures from the beginning. In March 1959, Max Heim, an HVA officer with the rank of captain, fled to West Germany. He had been responsible for running espionage operations against the Christian Democrats in the Federal Republic. Heim, a Wehrmacht veteran, defected before the Stasi formed a specific unit for disinformation, but in his debriefings with West German security services, he was already able to detail what he called “intelligence work of corrosion,” or Zersetzungsarbeit.10 Zersetzung is a morbid German word for disintegration by malicious external forces—it applies to the disintegration of a body politic, of a community, of an individual’s mental stability, or even of human tissue. The nascent peace movement, as the X understood early on, represented an opportunity to corrode the soft tissue of the Western body politic.

The East Berlin Central Committee of the Socialist Party was by then already drafting concepts on “the continued development of peacewar in West Germany.” The phrase peacewar, Friedenskampf in German, was a particularly Orwellian bit of authoritarian jargon. The Stasi collected intelligence on peace activists, even the minutes from meetings of minor West German peace groups. The early campaigns against budding peace activism foreshadowed by far the largest, longest, and most expensive disinformation campaign in intelligence history: the subversion of the peace movement in the West.

Throughout the 1960s, annual Easter marches became a focal point of the West German peace movement. The events mushroomed along with the fear of nuclear war, growing from about 1,000 demonstrators in 1960 to 150,000 in 1967.11 Shortly after Easter 1967, the KGB and the Stasi held one of their annual meetings on active measures. The Vietnam War was escalating, and a range of operations was designed to “deepen the contradictions”12 between West Germany and the United States in intelligence and military matters.

Operation TRIBUNAL, for example, was meant to reveal the “dirty character” of America’s war in Vietnam, and would be supported by KGB documentation on chemical warfare in Indochina, as well as West German military participation in Vietnam.13 Operation SCIENCE was designed to accuse German scientists in the United States of spying by, for example, surfacing “disinforming documents” on the Nazi past of prominent German scientists now working in the fast-advancing U.S. space program.14 Operation STORM was set up to “sharpen contradictions in NATO” and to shore up opposition to West Germany’s military aggression.15

The most successful operation authorized by Moscow that April was DEVASTATION, a mission to accuse West Germany of building weapons of mass destruction, including missile technology. Wagenbreth’s and Agayants’s units planned to reveal “incriminating documents” on West German scientists who were working on the development of weapons of mass destruction.16 The German and Russian disinformation experts, remarkably, did not clearly delineate where invented “revelations” diverged from genuine ones—the KGB routinely disinformed its own partner agencies. “Both sides agreed that documents realized in international organization contain credible details,”17 reported the meeting protocol. The two agencies also agreed that the KGB would send an advisor to Berlin, in September 1967, to help plan and execute DEVASTATION.18

After about a year of low-level planning, an opportunity arose. Markus Wolf wrote a memo to his superior, Erich Mielke, in August 1968, suggesting that the HVA “deploy a system of coordinated active measures, from the area of the GDR as well as in the operational area, in order to uncover and reveal West Germany’s plans, intentions, and progress with A[tomic], B[iological], and C[hemical] weapons armaments. To achieve this goal we could use information from the MfS, and take advantage of recently withdrawn unofficial collaborators.”19

“Unofficial collaborators” was Stasi jargon for spies. Wolf suggested that two press conferences be held with fake West German defectors, one with a focus on nuclear weapons development, the other on chemical and biological weapons. Wolf then suggested scheduling a press conference with one specific HVA spy, an asset who had worked for “a prolonged period of time” as a scientist for “a West German research institute involved in research on toxic agents.”

Weeks later, West German scientists working on sensitive technologies—eight in all, among them nuclear physicists and microbiologists—began to disappear, some without a trace. On September 30, the Associated Press reported that Klaus Breuer, a thirty-three-year-old atomic scientist at the Frankfurt Institute of Nuclear Physics, had left West Germany to move east with his wife and five-year-old son.20

Then, on November 23, Ehrenfried Petras, a thirty-eight-year-old microbiologist working for the Institute for Microbiology in Grafschaft, announced his defection on prime-time East German TV.21 He said he had applied for asylum in East Germany, so that he could use his skills “in the service of peace.”22 Claiming that he had worked on bacteriological and chemical warfare projects funded by the West German government in Bonn, the scientist said that he felt that his work had been put to ill use, for military ends. The New York Times reported the story from Berlin, never calling Petras’s account into question. The Times quoted him as saying he decided to quit after the defense ministry in Bonn asserted “unlimited control” over research projects.23 Every major West German wire agency and newspaper covered the spectacular Petras “defection.”24

Two weeks later, on December 6, Petras held another televised press briefing, this time claiming that the West German Ministry of Defense had recently created a special WMD working group focused on offensive weapons. He said he had worked on VX, a highly lethal chemical warfare agent. Now The Washington Post treated him as a credible source.25 At the end of the month, Neues Deutschland printed a full-page interview with Petras.26 “It became clear to me that the institute was solely concerned with the preparation of WMD warfare,” The New York Times quoted him.27

Next, another scientist, Herbert Patzelt, who worked for the European Atomic Energy Community, told his superiors that he had to leave for West Germany on urgent family business. He soon reemerged in East Germany. “I began more and more to doubt whether my knowledge and work was being put to the right use,” Patzelt said on TV. “West German says Bonn works towards A-Weapon,” reported Reuters from East Berlin.28 On January 15, 1969, the GDR’s national council topped off the PR blitz with an international press conference in Berlin and the publication of at least two “realized”—HVA jargon for made-up—documents, one on Bonn’s “Atomic Cartel,”29 and later a brochure titled “Bonn Preparing Poison War.”30

In reality, the defense ministry in Bonn had indeed considered the use and production of chemical weapons (although not biological and nuclear weapons).31 In 1968, however, before DEVASTATION was executed, Bonn explicitly decided not to prepare an active use of chemical weapons.32 But the faux defections and revelations repeatedly tricked the finest newspapers in West Germany and the United States. After the campaign was completed, in March 1969, Wolf boasted that the public performance of several important unofficial collaborators had made a crucial contribution to active measures against WMD production in West Germany.33

Only years later would the truth begin to trickle out. In 1979, the BfV, West Germany’s internal intelligence agency, debriefed a recent defector from Wolf’s agency by the name of Werner Stiller. Stiller had worked on science and technology for the Stasi and was familiar with the HVA’s nuclear espionage activities.34 He told the BfV that Breuer, Petras, Patzelt, and the other apparent West German defectors were in fact HVA-trained agents who had been spying on their employers. Petras, and likely others, were called back in late 1968 because the HVA was concerned that their cover was at risk. The BfV explained that “one disinformation technique, repeatedly used until recently, is so-called ‘revelations’ by MfS agents after they have been called back from their assigned area of operations.”35 As with the OPLAN 10-1 and the Nuclear Yield Requirements, already obsolete documents were put to an effective final use.

In 1972, another opportunity arose for East Germany to sabotage the West: the Olympic Games, which would be held in the country for the first time since Nazi Germany had hosted them in 1936. West Germany’s official motto for the Olympics was Die heiteren Spiele, or “the cheerful games.” East Germany countered with a major propaganda campaign linking the Olympics to National Socialism: “Is two times 36 perhaps 72?”36

The games coincided with another infamous political event: the extreme right-wing 1st National-European Youth Congress was scheduled to be held in Planegg, close to Munich, one week after the Olympics concluded, on September 16–17.37

Far-right youth groups across the West widely anticipated the festival. A German right-wing youth magazine called Mut had published an appeal to meet in Planegg in December 1971, arguing that Western Europe was under attack from within, that it was time “for all young patriots” to prepare for a “counter-attack.”38 Extreme-right groups translated the article into a number of languages and spread it to fringe magazines across the West—The New American in the United States, Nation Europa in Germany, CEDADE in Spain, but also in Italy and France. More than a thousand far-right organizations were expected to attend the Planegg congress, including the Falange from Franco’s Spain. The FBI considered the U.S. group a militant white-supremacist organization, and surveilled its activities. Meanwhile, Soviet bloc intelligence was watching the right-wing extremists closely.

The confluence of the youth congress and the Olympics offered a prime opportunity for active measures operators. Wagenbreth and one of his colleagues traveled to Sofia, Bulgaria, in October 1971, and for the first time discussed the possibility of attacking the Olympic Games with a covert operation. The games themselves were not the actual target. The HVA designed what it called Operation ZEUS with three explicit goals: to distract and “occupy” West German intelligence and police agencies during the Olympics; to keep the adversary’s ideologues on the back foot; and to implicate German right-wing groups.39 The Olympics just supplied the platform for this performance.

Next, Wagenbreth’s unit forged a leaflet that purported to come from the organizers of the neo-Nazi youth congress. The faux leaflet called for a stronger far-right movement in order to “free Europe,” as it approvingly quoted the secretary of the 1936 Olympics Games, and highlighted that the games in 1972 also were not global but European, “reflecting the racist understanding of the superiority of European nations,” as the X explained in an internal memo.40 HVA operatives posed as far-right extremists, even threatening violent action41 to escalate the confrontation between West German police and the radical right, to “engage their forces in the fight against extremists.”42 The Stasi distributed the pamphlet to the press and various national Olympic committees.

A few months before the games began, the Stasi’s acting head of disinformation met with a delegation of the Bulgarian disinformation unit in East Berlin. The X leadership informed the Bulgarians that they were preparing a range of additional measures under the ZEUS code name, including threatening letters sent from supposed right-wing extremists to the federal and state interior ministries in Bonn and Munich. Department X also suggested sending another batch of letters to the same interior ministries, this time purportedly from “emigrant organizations” in Germany, in order to “create compromising materials on the basis of which arrests and liquidations of emigrant organizations could be carried out.” Major Hans Knaust of the HVA asked Bulgarian state security for help in distributing the racist leaflets to newspapers in Turkey, Italy, Greece, and Arab countries in order to harm West Germany’s image and “strengthen disagreements between NATO countries.”43 Another planned component of ZEUS was the publication of a brochure on “Neo-Nazism and the Olympic Games,” in a circulation of 5,000 to 10,000 copies, and under the auspices of “a democratic organization” in West Germany.44 Four of the planned measures were reportedly realized, according to an annual summary preserved in the archives of Bulgarian state security.45

That same spring, in April 1972, Chancellor Willy Brandt of Germany faced an unprecedented vote of no confidence in Parliament. The conservative opposition had hoped to bring this vote for more than a year.46 The end of his government appeared certain. The conservatives, the party of the opposition, aimed to stop Brandt’s Ostpolitik, or policy of détente vis-à-vis the Soviet bloc, and the impending signature of a treaty with Moscow. The republic held its breath on the morning of April 27. At 12:59, conservative MPs began dropping their voting cards. Twenty-three minutes later, the carefully hand-counted result was announced: only 247 votes of no confidence came up, two short of victory. Frantic jubilation broke out among the Social Democrats and the Liberals—and shock among the Christian Democrats. Two conservative MPs had defected. The parliamentary coup had failed. Brandt remained chancellor. The history of West Germany took a different course.

The extraordinary story of what happened in secret would only be revealed more than thirty years later, and some of its most important details have never been reported before.

In early 1972, the West German government slowly teetered toward crisis as more and more members of Parliament defected from Brandt’s social-liberal coalition. In early March, Der Spiegel, in a cover story, reported that “Bonn is preparing for new elections,” likely as a result of an impending vote of no confidence.47 The MfS in East Berlin had an interest in keeping Brandt in power, as the German chancellor’s Ostpolitik was economically and politically advantageous for the Soviet bloc. That spring, Wolf ordered Department X to prepare an emergency plan to deflect the predicted challenge to Brandt: the department would prepare to bribe and trick two conservative MPs into abstaining during a vote of no confidence. On April 24, the opposition finally voted to schedule the historic vote for three days in the future.

The first was Julius Steiner. One year after the vote, in June 1973, Steiner admitted that he received DM 50,000 to abstain. Steiner confessed in the same interview that a few months after the vote, he began working as a double agent for West German intelligence, in order to mislead the Stasi48—but Steiner claimed that he was bribed by the Social Democrats, not the Stasi. “Watergate in Bonn?” asked Der Spiegel (at the time, the American Watergate scandal was in full swing).

Steiner’s revelations immediately triggered a parliamentary investigation by the defeated conservatives, launched by another MP, Leo Wagner, the executive officer of the conservatives. Democracy in the Federal Republic of Germany was “under its darkest cloud yet,” said Wagner as he pressed for a parliamentary investigation, to applause from his fellow conservatives. Wagner alluded to foreign intelligence agencies secretly pulling strings in Parliament, and pointed out that the decision to keep Brandt in power had been subject to “massive influence.”49 It was important to restore public trust in the high chamber, he said.

Leo Wagner’s short speech must count as one of the most cold-blooded acts in parliamentary history. For Wagner himself was the second Stasi influence agent. But nobody suspected him, and indeed, the investigation was inconclusive. But Wagner didn’t know the full story. As he stood at the lectern that Friday afternoon in Bonn, deceiving the entire Bundestag, Wagner himself had been deceived by Department X.

The full history of the rigged vote did not emerge until after the Cold War had ended. In 1997, Markus Wolf, the former head of the HVA, confirmed that the MfS had indeed bribed Steiner with DM 50,000, then just under $17,000.50 Steiner, code-named SIMON, had even visited East Berlin around a dozen times in the early 1970s to meet with his handlers.51

The Leo Wagner story took much longer to trickle out, and it reveals the professionalism of Department X better than any other. In 2000, Germany’s federal prosecutor revealed that Wagner was a Stasi asset and influence agent; the East Germans had also paid Wagner, who was in financial trouble at the time. “Same tariff,” Wagenbreth later boasted internally, DM 50,000.52 Department X had code-named Leo Wagner LÖWE, or lion.53 The HVA officer in charge of swaying Wagner’s vote was Horst Kopp.

“Shit is hitting the fan again,” Wagenbreth had opened the meeting with Kopp in advance of the vote of no confidence. The X chief explained the likely vote distribution to Kopp and his supervisor. “Two hundred and forty-seven,” he had told Kopp, “that means we need two votes to hold the chancellor.”54

“Tell me.” Wagenbreth looked directly at Kopp. “Aren’t you working with that Georg Fleissmann?”

He was. Fleissmann was a Bavarian journalist from Nuremberg. For six years, since 1966, Fleissmann had been spying for the HVA, motivated partly by his own financial troubles. Fleissmann was a gifted spy. On Kopp’s instructions, he had, for example, recruited a hawkish, pro-American senior naval intelligence officer in the West German Ministry of Defense. The naval officer was a staunch anti-Communist and psychological warfare specialist, and Fleissmann had managed to recruit him “under foreign flag” to work for the Stasi. “Under foreign flag,” in HVA jargon, meant that the naval officer believed he was actually passing on secret material to an American agency—not to his own sworn enemy. Especially as socialism lost its pull as a recruiting tool, HVA more and more wore the mask of foreign entities when recruiting agents, and internally even distinguished three different types of “flags.” By the end of the decade, 4 percent of all HVA informants were run “under foreign flag.”55
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The Stasi foreign intelligence record card of Leo Wagner, a conservative member of Parliament. Wagner was a spy and influence agent run under “foreign flag,” meaning he believed he was acting in U.S. interests. (BStU)


“What do you think, could Fleissmann also buy Leo Wagner?” Wagenbreth asked Kopp.

Fleissmann knew Wagner well. The journalist, working for HVA, had recruited Wagner as another Stasi asset “under foreign flag” in 1970. The X, via Fleissmann, had successfully curated the belief in Wagner’s mind that by spying on his own party, and ultimately by defecting from his party’s vote, he would help, as the X put it, “American commercial circles with an interest in trading in the East,” and carefully avoided even mentioning the U.S. government.56 Fleissmann had even traveled to the United States, to call Wagner from there, in order to make the foreign flag more credible. In anticipation of the vote of no confidence against Brandt, Kopp had to prepare a fine-tuned explanation of these vague U.S. interests for Wagner. “I had to write four drafts,” Kopp recalled, “then Wolf and Wagenbreth eventually doped out what to say to him.”57

Kopp met with Fleissmann at a hotel in Budapest. Kopp and Fleissmann agreed on a deal over coffee, at a quiet table behind some potted plants. Coming up with the right, fine-tuned language took several drafts. Wagner, although he was in debt, was still a conservative Bavarian politician, and working for Communists would have been a bridge too far for him.58 Wagner took the money and voted for the Americans. Or so he thought. Brandt survived the vote, and Ostpolitik was saved.

Two years after the HVA’s remarkable election interference, the X launched another timeless disinformation campaign: it manufactured far-right, neo-Fascist sentiments in West Germany in response to the government’s guest worker program of the 1970s. The operation, known as RIGAS, was launched with a two-page flyer impersonating a far-right West German party, the Deutsche Volksunion (DVU).59 The goals were to “aggravate the relations between the Federal Republic, Turkey, and Greece”; to “internationally discredit the right-wingers in the Federal Republic”; and to “provoke action by foreign workers.”60 The pamphlet’s two paragraphs, printed under the headline “Deutsche, wehrt euch!” (Germans, defend yourselves!), tapped into the dark undercurrent of white supremacy still present in West Germany:


2.5 million “guest workers” enrich themselves and their degenerate people off of Germany. Yet about 600,000 German men and women are unemployed and temporary work is spreading like a pestilence.

It is a brazen lie to claim that foreign workers would raise the economic well-being of the German people. Inflation is rampant despite the 2.5 million Turks, Greeks, Yugoslavs, Italians, Moroccans, and Tunisians. Foreign workers are quickly becoming a serious danger for the purity and the survival of the German nation.61
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Stasi-designed anti-Muslim leaflet distributed in West Germany, and also covered in the Turkish national press

(BStU, via Christopher Nehring)


The X, writing as the DVU, added that twenty thousand Turks had applied for German citizenship, and that sixty thousand marriages between Turks and Germans had been recorded already. “This is the destruction of Germanic identity and the infestation of German blood,” Wagenbreth’s officers wrote. “Out with the Mohammeds!”

The HVA dispatched a small group of informal collaborators, code-named RACER, to a number of West German cities to distribute the leaflet. Wagenbreth had personally requested that the Stasi’s Department VIII assist with the distribution of the leaflet to “centers of guest workers in Düsseldorf, Cologne, Mainz, Mannheim, Ludwigshafen, Frankfurt, and Heidelberg.”62 This particular active measure had significant international potential, especially since it was immigration-related and naturally involved other countries—NATO countries, best of all.

Both the HVA and their Bulgarian counterparts considered RIGAS a measurable success. In early December 1975, officers in Sofia reported to East Berlin that the Turkish daily Sabah had published on its front page a full translation of the fake DVU leaflet, headlined “Leaflets Insulting Turkey Are Being Distributed in Germany.”63 The Bulgarian officers reported that this impressive placement in Sabah was the result of a group of Turkish guest workers returning from West Germany handing over a copy of the offensive flyer to the Turkish Telegraph Agency in Konya. “The content of this poster is a matter for all Turks and greatly offends our country and our compatriots working in the FDR,” said the Sabah report forwarded to the Stasi.64 A few months later, the HVA reported back to Sofia about another RIGAS success. The fake flyer also prompted the state prosecutor in Cologne, as well as the criminal police in Munich, to initiate investigations into Gerhard Frey, the head of the DVU (the investigations were dropped, as the DVU was able to prove that it was not the author of the leaflet).65 The measure went on for well over a year. As late as May 1976, the MfS was planning to release forgeries to provoke Turkish and Greek guest workers in Frankfurt, Cologne, Munich, and Stuttgart.66

On October 3, 1974, Helmut Kohl was on the phone with Kurt Biedenkopf. Kohl was the head of West Germany’s Christian Democratic Union, the CDU (and later chancellor). Biedenkopf was the CDU’s general secretary. The party head and his general secretary spoke about disagreements in the party about Kohl’s stamina, discipline, and leadership style.67

Listening in to the conversation was the Stasi’s Main Directorate III, which then passed on the transcript to the X for operational use. The subunit responsible for West German parties was X/2. X/2 was able to get its hands on a so-called agent-report form. The form was used by the U.S. intelligence community, specifically by the Military Intelligence Group, in order to record and archive intercepted phone conversation protocols. The active measures team at X/2 had the idea to transcribe the Kohl-Biedenkopf disagreement on an American intelligence form, and then launch the accurate transcript on the accurate U.S. intelligence form. The Stasi made four copies, packed them in a yellow-brown envelope, and, in early June 1975, had collaborators mail the four packages anonymously to Stern and Der Spiegel, as well as to two members of the intelligence oversight commission of the West German Parliament in Bonn—that commission would have authorized the surveillance, had it been lawful. The Stasi mailed the letter from Kaiserslautern, where the U.S. Army’s 527th Military Intelligence Group was based.

Two weeks later, on June 19, 1975, Stern ran the story on its cover, illustrated with a topless model on a beach.68 The magazine reprinted the full transcript, including the English-language agent-report form, with its official-looking black frames and frame explanations: “4. Report of findings,” then “5. Typed name and organization of special agent,” and “6. Signature of special agent.”69 The magazine considered various scenarios that could have led to the leak, but considered the most probable one that the Allies continued their long-standing postwar surveillance practices against West German politicians.

The affair went viral and became front-page news across the German-speaking countries. Stern was widely criticized for unscrupulously using illegally obtained source material. Der Spiegel, the following week, ran a cover story that tried to reframe the “surveillance affair” as a “press scandal.”

All the while the question of attribution loomed large. The West German police investigation found that the two anonymous letters had been written with an IBM Selectric typewriter with a German-language typeball. The stamps on the envelope were licked by an individual with blood group O.70 Der Spiegel’s investigative reporters also noted that only the first page of the four-page transcript was printed on the American agent-report form, and that it was the incorrect form in the first place (the correct form would have been the “telephone intercept” form). Der Spiegel discussed the possibility that either rogue West German intelligence officers with a pro-Bavaria bent leaked the intercepts, or that the Stasi wanted to “inflict more reputational damage on CIA.”71 Nevertheless, even Der Spiegel considered a U.S. intercept-and-leak the most plausible explanation. Perceptive reporters pointed to errors in punctuation in the leak’s cover letter, and a confusion of German party acronyms (CDU and CSU), an error that nobody with first-rate knowledge of Bonn’s political scene would have committed. The implication was that neither West German nor East German intelligence would be so sloppy. A caricature depicted Kohl on the phone under a poster of a spy with the caption: “Psst, friend listening in.”

Meanwhile, the MfS noticed, to its surprise, that the debate in West Germany was more interested in the surveillance than in the conflict between Kohl and Biedenkopf. As a result, HVA/X assessed that the operation was a partial failure: “we did not succeed in exacerbating the conflict between the Union parties.”72 Nevertheless, East German intelligence assessed that the surveillance affair of the summer of 1975 succeeded in confusing their West German adversary agencies, and pinning down resources for a considerable amount of time.

Department X forged and made up entire issues of internal newsletters, some public, others not. The practice was not unlike that of the CIA’s Kampfgruppe and LCCASSOCK a dozen years earlier, and quite possibly inspired by American political warfare tactics. Die Mitte, “The Center,” was a forged six-page periodical for Christian Democrats, allegedly edited by a CDU working group in Bonn, Düsseldorf, and Frankfurt, with an anti-Kohl and anti-Strauss slant. X played all sides, and published an equivalent newsletter for the West German Social Democrats, called SPD Intern, styled as the voice of the inner-party opposition.

Perhaps the most successful of these internal newsletters was made for the liberal FDP, then the third-largest party. Ironically, Wagenbreth, who personally took interest in this operation, called the fake liberal paper X-Informationen. X-Informationen appeared every two weeks between October 1964 and fall 1968, in 500 copies.73 The respected X-Informationen carried many genuine articles and often had an anti-American slant.74 The small magazine was edited and published by a journalist and HVA influence agent code-named KARSTÄDT,75 in reality Rudolf Schelkmann, a former Waffen SS major and member of Hitler’s elite bodyguard.76

East German intelligence also published an internal newsletter for the West German armed forces, called Der Bund—named after a colloquial nickname for the Bundeswehr, and pithily taglined STRATEGIC—ATLANTIC—EUROPEAN—SOLDIERLY. In order to keep its cover, the fake military paper would even invoke “the Soviet threat,” but only to call the reliance of the United States as an ally into question. The actual German army journal Wehrdienst quoted the MfS serial forgery several times, and the German military reportedly never uncovered the magazine in their midst as an adversarial disinformation operation.77

The HVA reserved its most brazen project for its nemesis, West German foreign intelligence, the BND. The X knew that a group of former members of the legendary Abwehr, the military intelligence department of the Wehrmacht, still kept in touch and met regularly. One of the chief organizers of this group had worked for both the famous Wilhelm Canaris, an admiral and head of the Abwehr until the SS executed him for resisting Hitler, and later for Reinhard Gehlen, the equally famous founder and head of the BND. The former intelligence officers organized and distributed an internal newsletter called Die Nachhut, “The Rearguard,” which petered out in the mid-1970s. When the HVA learned about the end of Die Nachhut, the X got excited: “For us this was worth gold,” two operators recalled later.78 The HVA in Berlin started publishing its own newsletter for current and former BND staff, called Die Neue Nachhut, or “The New Rearguard.” Die Neue Nachhut, like the original, called itself an internal “information organ,” appeared quarterly for at least three years, and was mailed anonymously from Munich to current and former members of the BND, including its former and current presidents, Reinhard Gehlen and Gerhard Wessel.79 The newsletter had a FOR OFFICIAL USE ONLY header, to make it appear more institutional, and identified its publishers as retired employees of the BND. The X forgers used actual internal BND information to bolster the credibility of their periodical, down to mundane details like parking space and office availability. The Stasi also reportedly included previously unpublished material from the Wehrmacht archives of the BND’s predecessor organization.

The newsletter was well done. In March 1980, for example, the West German defense minister, then a Social Democrat, spoke at a party conference and publicly mentioned BND reporting on Soviet troop movements in Central Asia ahead of the invasion of Afghanistan just a few weeks earlier. The press had reported that the minister called out the BND for failing to collect intelligence on Kremlin decision-making.80 The HVA’s disinformation then shrewdly put an insult into the minister’s mouth, one he never used: “our people in Pullach [the BND] are under orders to stop analyzing and to start delivering facts,” reported Die Neue Nachhut, elegantly mixing true and fake reporting.81 The HVA’s goal was to politicize the BND, and to drive a wedge between the famously conservative staff and its social democratic political masters. “We admit we had good fun,” two of the X officers recalled.82

Whether the fun was effective remains questionable. The BND reportedly was suspicious early on. In a response to a question from a conservative member of Parliament, West German authorities stated that they considered Die Neue Nachhut a sabotage attempt, but they could neither confirm nor exclude that they were dealing with “disinformation from an Eastern agency.”83

In 1976, the Christian Democrats of West Germany were defeated in the general election, prompting the Bavarian branch of the party to break off on its own and form a fourth party. An uproar ensued, and the Bavarians eventually reversed their decision; the conservative party was reunited. But the HVA’s West German specialists had been watching closely. By the general election of October 1980, West Germany had been governed by a social-liberal coalition for eleven years. For the occasion, the HVA planned to reawaken the “spirit of Kreuth”—Kreuth referred to the town in which the conservative crisis initially played out.

Wagenbreth turned to a decorated influence agent who was intimately familiar with the West German party landscape and its inherent conflicts. His brainchild, a thirteen-page paper titled “Return to Kreuth,” allegedly written by General Secretary Edmund Stoiber of the CSU,84 recommended that the conservative party be split in two. The CSU, the Bavarian conservatives, embodied a different brand of conservatism and had always had a very strong regional identity. The paper proposed, in case of a renewed electoral defeat, to spin out a Germany-wide CSU as a fourth political force in the Federal Republic.

Wagenbreth authorized the paper and had it sent to Der Spiegel as an anonymous leak. The weekly magazine contacted its alleged author, Stoiber, who denied everything. But the Spiegel reporters did not buy the denial, which was made in the heat of an election campaign, and eventually decided to publish the full “Return to Kreuth” paper. “It has been confirmed that the paper is neither a ‘forgery’ nor a ‘falsification,’” Der Spiegel wrote on September 29, 1980.

The goal of the Kreuth operation was “influencing the federal elections of October 5, 1980,” Germany’s federal state prosecutor pointed out in a later indictment.85 Just days before the election in October 1980, several of Germany’s biggest newspapers fell for the ruse. The conservatives finished even weaker than they had in the previous election.

Over the course of the Cold War, nobody bested Wagenbreth’s HVA in psychological warfare. The Stasi was aggressive, unafraid of risk, unscrupulous, and highly innovative. But its most significant advantage was that the organization was geographically, linguistically, and culturally so close to its greatest enemy. The HVA was staffed by Germans who shared the same history, culture, preferences for food and drink, experiences of the war, even traumas and fears and sometimes family ties. All of this enabled the Stasi to craft active measures that were far more sophisticated than almost anything that the KGB was able to deploy in the United States or other countries, during the Cold War and since.

“There were few private conversations and even fewer secrets in Bonn,” as an in-house CIA journal put it in 1993.86

The HVA, in one CIA historian’s assessment, “fought primarily a civil war on German territory, where it had the advantage of proximity, common language and culture, area knowledge, and multiple points of access to an open society.”87 It was “one of the best,” especially in its shrewd use of influence agents and active measures.

Only one picture of Wagenbreth was ever published, in 1991.88 Even after the Berlin Wall came down, Wagenbreth would resist publicity, slamming the door shut in front of journalists—that once-beloved tribe.89 Then, in 1993, the German federal state prosecutor indicted Wagenbreth, along with two other X officers, for deploying “‘active measures’ to attack the sovereignty and inner stability of the Federal Republic.”90






 



15.

The Fifth Estate


By the early 1970s, most Americans had forgotten about Who’s Who in CIA, that odd little book published a few years earlier. But in Langley, the brazen dump of staff identities was still a fresh and open wound. On August 10, 1970, the body of Daniel A. Mitrione, a USAID advisor to the Uruguayan police, was found in a stolen 1948 Buick convertible in Montevideo, gagged, bound, and shot twice in the head.1 Mitrione had been—incorrectly—identified as a CIA operative in Mader’s directory two years earlier, and the Tupamaro guerrillas who killed Mitrione reportedly cited his listing in the KGB’s half-forged CIA directory as a justification.2 Six days after his assassination, the East Berlin publication Berliner Zeitung claimed that Mitrione was “an experienced CIA agent,” and reproduced his entire Who’s Who in CIA entry “from page 361.”3 Langley,4 in turn, pointed out publicly that Mitrione was an actual diplomat, not an intelligence officer.
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Richard Welch, a CIA officer in Athens, was killed by far-left terrorists in December 1975 after his name was exposed by Counterspy, a Washington-based anti-intelligence-community activist project. Welch’s widow is shown with President Gerald Ford.

(Courtesy Gerald R. Ford Presidential Library)


Anger rose in Washington, leading to what may be described as the CIA’s last known aggressive active measure during the Cold War. The retaliation also came in the form of a tell-all book, titled KGB: The Secret Work of Soviet Secret Agents, by John Barron, an investigative journalist at Reader’s Digest. In contrast to Mader’s obscure volume, KGB would become an international bestseller.

Two months before Barron’s book release, the new CIA director, William Colby, received a confidential memo on his desk with the subject line “Publication of Reader’s Digest Book ‘KGB.’”5 The memo explained, “This book is not a CIA project but Barron has been in touch with Agency officers […] for consultation and advice ever since 1967 when the idea for the book originated.” Barron had worked on the book for six years, supported the entire time by the CIA, along with the FBI, MI6, and other European intelligence services. The CIA had provided Barron with material, “carefully proof-read” the final manuscript “for factual errors,” and made “corrections and additions of some substance” to passages in which Barron was discussing the organization of the KGB.
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The KGB and later, in retaliation, the CIA—each with the support of allied agencies—engineered the publication of the names of thousands of intelligence operatives working for the other side: Who’s Who in CIA versus KGB.


Yet the section of the released memo that described the CIA’s cooperation with Barron is heavily redacted, and the Agency denied a renewed FOIA request for declassification. David Blee, who signed the memo for the CIA’s Directorate of Operations, had himself been exposed by the KGB in Who’s Who in CIA. He pointed out to Colby that Barron carefully cited his “non-CIA” sources, but that the wealth of detail, accuracy, and currency of his information would mean that knowledgeable readers could “infer that the CIA and/or the FBI either wrote or were active collaborators in the book.”6 Barron’s remarkable book indeed contained a wealth of fresh detail, and I am treating KGB as a highly reliable source precisely because several declassified CIA memos make clear that the Agency proofread the book for factual errors, helped improve it, and later carefully studied its content. The Agency’s unusual active measure, which the CIA of course never described as such, was explicitly not a form of disinformation.

Yet Barron’s book contained a particularly heavy payload, one directed right at the heart of the Soviet Union’s intelligence community: a 35-page appendix that listed hundreds of names of KGB and GRU officers working under various covers worldwide. Thirty years after Barron’s book came out, the CIA declassified a document that shed more light on his sourcing: in 1975, the CIA prepared a secret analysis of “machine input” from Barron’s book (meaning the analysis was done with then-cutting-edge computer technology) that showed that of the 1,557 persons identified in the book, 942 “were identified by classified sources only,” from the CIA and other Western agencies.7 Barron told The New York Times two years later that he had received “quite a bit of help” from the CIA when writing the book, but added that he had compiled the list of Russian operatives from a variety of sources.8 The CIA’s secret 1975 machine analysis also noted that “some of the names were pre-selected as RIS [Russian Intelligence Services] when they were furnished to him [Barron] by the various intelligence services.”9

Anonymous sources also told The New York Times in 1977 that the CIA had helped Barron because the book would “serve an operational purpose” in the Agency’s delayed response to Who’s Who in CIA. The 1974 bestseller can therefore be seen as a rare Western joint active measure directed against Soviet intelligence. One year after its publication, the Church Committee commenced an investigation into intelligence abuses that drastically changed intelligence oversight and established the permanent Senate Select Committee on Intelligence. One particularly sore issue was the covert use of journalists and publishers, which led the CIA to change its policy and become even more cautious.



Barron’s book succeeded in roiling the KGB, as the CIA had hoped. By 1977, the KGB had produced an up-to-date, highly classified internal directory of U.S. intelligence personnel, one “as thick as a Manhattan phone directory,” as Oleg Kalugin later recounted. The KGB tome on American intelligence “contained biographical information on ten thousand current and former CIA agents,” according to Kalugin; it is unclear whether he exaggerated this number. He delivered the book as a present for the KGB chairman, Yuri Andropov, on the occasion of the sixtieth anniversary of the Russian Revolution, sometime in 1977. Kalugin was incensed by Barron’s book, and his instinct was to retaliate and escalate yet again:

“When John Barron’s book KGB was published listing the names of hundreds of KGB officers, I told Andropov, ‘Give me the appropriate order, and we’ll publish the book CIA all over the world. Every CIA officer around the world will become known.’”10

Andropov did not appreciate the suggestion.

“Don’t do that,” he said. “Just use it for our work. It will be more valuable to us that way.”11

The KGB leadership never informed its own officers that they had been exposed by an American operation—an omission that would frustrate Soviet foreign intelligence officers, as one prominent defector recalled decades later, when they discovered that the main enemy had revealed their names publicly.12 According to a defected archivist, the KGB would write as many as 370 internal reports on the damage caused by Barron’s book, and even engage in a range of elaborate disinformation operations to discredit Barron himself.13

Barron, a former naval intelligence officer, was an unusually hard-charging investigative journalist, and his interests neatly aligned with those of the CIA. Meanwhile, a similarly unusual and hard-charging group of political activists had formed in Washington, D.C. Their interests would align with the enemies of the West.

Anti–Vietnam War resistance in the United States peaked in the early 1970s. Daniel Ellsberg’s Pentagon Papers started to appear in June 1971. One year later, the Watergate affair began to run its course, further undermining public trust in the security establishment in Washington. In February 1973, three young former military intelligence officers gathered in Washington to channel their antiwar energy against a new target: America’s spy agencies. One of them was twenty-seven-year-old Perry Fellwock, who also used a pseudonym, Winslow Peck, which sounded slightly more real than his actual name. Fellwock had joined the Air Force in 1966 and then spent four years as an NSA analyst in Turkey and South Vietnam. Fellwock had traveled to Berkeley to sit with Ramparts magazine for about fifty hours of interviews on his work for the NSA. In August 1972, Ramparts published a 24,000-word feature on Fellwock, using his Peck pseudonym, titled “U.S. Electronic Espionage: A Memoir.”14 The article, mostly accurate in content, was the first detailed public exposé of NSA eavesdropping operations and the so-called Five Eyes technical intelligence alliance among the United States, Britain, Canada, Australia, and New Zealand. The former NSA analyst saw himself as a whistle-blower. “Daniel Ellsberg’s releasing the Pentagon Papers made me want to talk,” Fellwock told Ramparts.15 The CIA, NSA, and GCHQ—the UK’s technical intelligence agency—took note of the publication. So did the KGB.

Joining Fellwock were K. Barton Osborn, twenty-nine, who claimed to have worked as an “agent handler” in U.S. Army Intelligence and Security and that he had served as a consultant for the CIA’s infamously brutal Phoenix Program in Vietnam, and twenty-six-year-old Timothy Butz, who had served with Air Force reconnaissance in Vietnam and Germany. The three former intelligence officers vehemently opposed the Five Eyes, which they saw as a “white-Anglo-Saxon-protestant nation communications intelligence dictatorship.”16

The three activists formed the Committee for Action/Research on the Intelligence Community. Fellwock announced CARIC for the first time over Thanksgiving 1972 in Chicago, on a flyer that he distributed at a conference of the People’s Coalition for Peace and Justice, an outfit with links to the Communist Party. Four months later, in March 1973, CARIC published its first—soon to be notorious—bulletin, Counterspy. Around the same time, the novelist Norman Mailer had also founded a New York–based organization to investigate American intelligence agencies, and his had a better name: the Fifth Estate. In January 1974, CARIC and the Fifth Estate joined forces and formed the Organizing Committee for a Fifth Estate. The Fifth Estate was a volunteer organization, with new headquarters established at 2000 P Street NW, just off Dupont Circle in Washington, D.C.

The Fifth Estate grew out of late-1960s counterculture, and was especially inspired and modeled on the Whole Earth Catalog, then a cult publication. Produced in the San Francisco Bay Area by Stewart Brand, an iconic, technology-embracing hippie maven, the Whole Earth Catalog was an early techno-utopian vision of back-to-the-land living that embraced cybernetic feedback loops, community, wholeness, flattened hierarchies, and the motto “access to tools.” Brand’s catalog would become a prototypical social media platform (and later became the first actual social media platform when it was taken online, in 1984, as the Whole Earth ’Lectronic Link, or WELL).

Inspired by Brand’s work, Butz, Osborn, and Peck aimed to consolidate their Counterspy bulletins into what they planned to call The Whole Spy Catalog, an ever-evolving catalog of their own that would be equally focused on tools and community-building. “The Whole Spy Catalog will be an essential working tool for the developing Fifth Estate,” they wrote in their first annual report.17 Indeed, the idealistic pioneers envisioned the Fifth Estate not as an organization but as a movement, as an accountable counterpart to the intelligence community itself, this time with a renewed emphasis on both intelligence and community: “The Fifth Estate is a non-partisan, non-profit, alternative intelligence community serving the American public,” they wrote in an early issue of Counterspy. The young activists had no shortage of self-confidence and bravado. “The Fifth Estate spies on Big Brother,” they added, in a characteristic Orwell reference. They aimed to build their new movement around “campus and community based action/research groups.”18 Counterspy’s first issue, for example, included a questionnaire for readers to fill out, asking potential contributors to list the intelligence agencies they worked for. The CIA assumed this was an attempt to secure sources.19

The Fifth Estate, like the Whole Earth Catalog, advocated for greater citizen access to advanced technology. Technology, they argued, must enlighten humanity, not hasten a descent into what they dubbed technofascism. Their lofty goal, guided by science fiction, was to “restrain further development of technofascism—the societal form described by George Orwell in his prophetic novel 1984.” Computers, in early 1975, were large and prohibitively expensive machines that served powerful corporate, military, and intelligence interests—yet the beginnings of the age of personal computing were already anticipated by the counterculture avant-garde. “Technology,” the Fifth Estate activists wrote, must not be used “to fill dossiers on our friends, families, and neighbors. As long as advanced technology is controlled by an elite few, technofascism is being advanced and promoted.”20 The activists, with Norman Mailer’s support, decided to take some of the tools they acquired working for intelligence agencies and turn them against those very intelligence agencies. As they explained to their readers, “Information gathered by the Fifth Estate goes through a traditional intelligence cycle consisting of: collection, production, analysis, dissemination, and operations.”21 America’s alternative intelligence community had thus openly announced that it was planning to run operations against the CIA. Naturally, adversarial intelligence agencies took an interest. The KGB’s Service A would soon be in on the action.
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Former CIA officer Philip Agee at a press conference on November 29, 1976. The KGB’s code name for Agee was PONT.

(Getty Images)


Philip Agee was a former CIA officer with eleven years of service for the Agency under his belt.22 In 1968, Agee was stationed in Mexico City, where his drinking habits, poor financial management, and alleged sexual advances on American diplomats’ wives came to the attention of his CIA superiors, who reasoned that Agee’s behavior threatened public exposure and asked him to resign.23 Agee quit in November 1968, at the age of thirty-three.24

Ironically, Mader’s Who’s Who in CIA had already exposed Agee with biographical details earlier that year, correctly noting his overseas postings in Ecuador and Uruguay.25 But the red-bound intelligence directory did not receive wider public attention, partly as a result of the significant number of unreliable forged entries. One day Agee approached the KGB rezidentura in Mexico City and offered what one senior Soviet intelligence officer later called “reams of information about CIA operations.”26 The KGB Mexico station chief, however, suspected that Agee was a CIA plant, what spies then called a “dangle,” an undercover agent posing as a defector in order to inject disinformation into the KGB, and rejected Agee. Agee then went to Cuba’s foreign intelligence agency, the Dirección General de Inteligencia, or DGI, which welcomed its first high-profile CIA source with open arms and soon shared Agee’s file with the KGB.27 Oleg Kalugin recalled the disappointment of failing to recruit the American quasi-defector himself: “The Cubans shared Agee’s information with us. But as I sat in my office in Moscow, reading reports about the growing list of revelations coming from Agee, I cursed our officers for turning away such a prize.”28

In December 1971, Agee moved from Mexico to Paris, where he lived hand-to-mouth at different addresses in the Fifth Arrondissement. It was then that he began to entertain the idea of writing a tell-all book on the CIA. From late 1972 to mid-1977, he lived first in London, then in Truro, Cornwall, and finally in Cambridge, maintaining contact with the KGB through the Literaturnaya Gazeta correspondent in London. The KGB would later claim, in a self-congratulatory, likely exaggerated memo, that Agee’s tell-all on the CIA was “prepared by Service ‘A,’ together with the Cubans.”29 Agee himself admitted that he cooperated with the Cuban government: “In Havana, the Biblioteca Nacional José Martí and the Casa de las Américas provided special assistance for research and helped find data available only from government documentation,” he wrote in a foreword to his book. “Representatives of the Communist Party of Cuba also gave me important encouragement at a time when I doubted that I would be able to find the additional information I needed.”30 These Cuban party representatives, according to Russian intelligence archives, were agents of the DGI. Agee visited Cuba six times while writing the book.31 “Quite frankly, I don’t care whether they’re intelligence officers or not,” Agee later said about his Cuban interlocutors.32 KGB files list Agee as an agent of the DGI, and provide details of Agee’s collaboration with the KGB, but the available documents do not formally list the CIA defector as a Russian agent.33 Agee later insisted that he had never talked to the KGB.

Inside the Company, Agee’s first book, was published in January 1975. Agee exposed the true names of 170 CIA personnel, as well as numerous operations and agents in Latin America. The dump forced the removal of more than one hundred active foreign agents. Two years after publication, the CIA estimated the monetary damage caused by Agee’s operation at $2 million, but noted that the actual damage was greater and hard to measure: “There have been many instances in which our liaison contacts are less cooperative and frank than in the past because they feel we can no longer keep secrets.”34 The Agency, which relies on the cooperation of in-country sources, noted that it had encountered “numerous cases of current and prospective clandestine agents” who refused to spy for the United States because, citing Agee’s book as an example, they felt the CIA was no longer able to protect their identities.35

By the time his book was published, Agee was based in Truro, in the picturesque English countryside, and had recently begun writing for Counterspy. Agee also joined the newly assembled advisory board of the Fifth Estate. “Freedoms for future generations can only be insured by vigorous monitoring of our government,” wrote Agee and Mailer in Counterspy.36 In the same issue, Agee wrote: “The most effective and important systematic efforts to combat CIA that can be undertaken right now are, I think, the identification, exposure, and neutralization of its people working abroad.”37

Counterspy’s call to “neutralize” CIA staff working abroad was about to have consequences.

On December 23, 1975, Richard Welch was mingling at a Christmas party at the American ambassador’s residence in Athens, Greece, accompanied by his wife and daughter. The CIA station chief in Greece, Welch was an amiable man, with round glasses, an orderly mustache, and the manner of a tweedy professor.38 Just after 10:00 p.m., the Welches returned to Psychiko, an Athens suburb.39 As they got ready to park, a small black car drove up close, and then, as Welch stepped out of his car, three masked assassins opened fire, hitting him three times, then sped away into the night.40 Welch died in a local hospital shortly thereafter. The gunmen were members of a Marxist revolutionary organization known as 17 November. The editor of a local English-language daily, The Athens News, had exposed Welch as a CIA operative about a month earlier, and printed his home address.

Anonymous sources immediately blamed Counterspy for Welch’s murder. “This is about as close as you can come to fingering a man,” one intelligence source told the Chicago Tribune hours after the killing: “They set him up for murder.”41 A year earlier, in December 1974, Counterspy had published a detailed list of CIA personnel in a feature titled “Chiefs of Station: Who’s Who & What They Do.” The article identified Welch as the CIA’s man in Lima, Peru, with his date of birth and overseas postings.42 In an internal memo written after the Athens killing, the CIA determined that the list was “fingering Welch for assassination, wittingly or unwittingly.”43 In fact, however, it was again the KGB, not Agee, who first outed the victim: Who’s Who in CIA first publicly outed the officer as “Welch, Richard Skeffington,” and listed his correct date of birth, date of joining the CIA, and several postings.44 CIA analysts must have been aware of this detail, but chose to blame Counterspy and Agee instead.

In a long internal memo written less than a week after Welch’s assassination, the CIA argued that the five main activists then running the Fifth Estate were “probably under Marxist control or operation” and that they had close ties with radical groups, “some of them, at least, Communist controlled or infiltrated.”45 The CIA offered no specific evidence for such bold claims—indeed, it appears that some American intelligence analysts, roiled by the killing of one of their own, had trouble grasping that the goals and methods of newly radicalized activists could so smoothly align with, but not be controlled by, Soviet intelligence. No solid evidence of Communist “control” of Counterspy has ever surfaced. The best that the CIA memo could offer was calling into question whether the Fifth Estate was really as poorly funded as it claimed, and pointing not only to the extent of its operations but also its nicely furnished offices on P Street. Even the White House appeared to blame Counterspy for the escalation in Athens. In a twisted way, Soviet active measures had penetrated the minds of CIA officers, apparently impairing their ability to analyze in a sober, fact-based, and detached manner.

Welch’s assassination in Athens drastically raised the profile of anti-intelligence activism in the United States, especially that of the Fifth Estate and Philip Agee. A week later, Welch was buried at Arlington Cemetery. President Gerald Ford escorted Welch’s black-veiled widow at the funeral service, walking right behind the eight marines who carried Welch’s coffin through the freezing cold and bright sun. Several generations of diplomats and intelligence officers were present at the rare, somber ceremony, including Secretary of State Henry Kissinger and the current CIA director, William Colby, who had signed off a few years earlier on Barron’s book, KGB. Welch’s name was not mentioned once during the ceremony.46 What was also left unspoken was an assumption that many intelligence officials held at the time, although there was little evidence to support it: that they had come together in Arlington as the result of a successful Soviet active measure.

The confusion would only get worse. On November 17, 1977, the Home Office in the United Kingdom served Agee with a four-page deportation order, alleging that he had maintained contacts with foreign intelligence operatives and disseminated information deemed harmful to Britain’s security.47 British authorities accused Agee of being a Soviet bloc influence agent without offering concrete evidence and in a context that appeared motivated by domestic political divisions.48 The deportation order was highly publicized, and offered an opportunity for a major follow-up Russian active measure.

Agee had become a cause célèbre on the left. His supporters prepared a legal case, established a “defense committee,” and received the support of more than one hundred members of Parliament, several trade unions, and parts of the wider public. The Guardian and other newspapers also sided with Agee. On January 9, nearly five hundred demonstrators marched past the modernist U.S. Embassy in Grosvenor Square.49 Agee was nominated to be the rector of Dundee University in Scotland. “He is a serious candidate,” said the Students’ Union. “His actions in exposing the CIA have made him very popular with the student body.”50

Service A naturally tried to exploit the situation—first by attempting to initiate support campaigns for Agee, and then by taking credit for those campaigns. Anti-American feelings were already strong among the European left, and Agee had become a symbol of resistance. Therefore, paradoxically, it became harder for the KGB to prove success and easier to claim it.

Part of Agee’s KGB file was later smuggled out of Russia. The documents referred to Agee under his code name, PONT, and claimed that “campaigns of support for PONT were initiated in France, Spain, Portugal, Italy, Holland, Finland, Norway, Mexico and Venezuela,”51 which was probably an exaggeration. The KGB’s London residency, which among insiders had a reputation for inflated claims,52 announced that it had been able to “direct” prominent Labour politicians to support Agee.

There was, however, some curious evidence that Service A did attempt to exploit the Agee controversy in Britain that summer. In June 1976, Agee, still in the UK, received a purportedly leaked, confidential State Department document in the mail, dated December 1974 and signed by Henry Kissinger. The document listed “economic, financial, and commercial intelligence requirements” for the United States, and allegedly had been sent out to all embassies. The U.S. Embassy in London soon clarified that the document was a partial forgery, designed to intimate that the United States was engaged in economic subversion of its allies. Agee published the document in mid-1977 in a book in London. KGB files later identified the document as the work of Service A.53

In hindsight, the fake leak is noteworthy for an unexpected reason: the active measures officers in the First Chief Directorate mailed the file to Agee anonymously. “I hope I will be able to send you more before too long,” an unnamed writer said in a cover letter addressed to Agee. “The work that you and others like you are doing is very inspiring. I wish you success.” The missive vaguely implied that its author worked for the U.S. government, and was signed by “an admirer.”54 By mid-1976, it appears, Service A was keen to maintain Agee’s belief that he was occupying the moral high ground, acting not in the interest of an adversarial spy agency but in support of the higher principles of open, transparent, liberal democracy—so the KGB decided not to reveal its hand to a man who had knowingly approached and received support from Soviet intelligence just a few years earlier. Agee, the KGB shrewdly decided, was more effective and convincing if he could claim to be a genuine part of a movement, to others and, perhaps even more important, to himself.
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16.

Field Manual 30-31B


The romance between Agee and the Counterspy activists was brief. Before long, personalities clashed and an internal rift opened, as is common in organizations driven by energetic activists with big egos. In the summer of 1976, Agee’s faction split away from the Fifth Estate and started a new magazine, the Covert Action Information Bulletin. “We have felt, since the beginning, that there is an important and vital role to be played by the sort of exposés for which Counterspy had become world-famous,” the editors wrote. “We decided the dissemination of such information must resume.” First CAIB was also headquartered at Dupont Circle, but later relocated into a small office in the National Press Building in Washington, D.C. The activists were publishing, researching, and collecting compromising intelligence—in short, they were running their own form of active measures. The line between activism and active measures had begun to blur, and the KGB no longer needed Agee and his co-editors to be witting influence agents—unwitting, they were even more useful.
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In March 1978, the Red Brigades kidnapped and later killed Aldo Moro, the head of Italy’s conservative party. The KGB used a forged U.S. Army manual to blame the CIA for the killing.


Nothing illustrates this new dynamic better than Covert Action Information Bulletin. The first editorial, published in the summer of 1978, expressed confidence that there was enough subscriber demand “to make this publication a permanent weapon in the fight against the CIA, the FBI, military intelligence, and all the other instruments of U.S. imperialist oppression throughout the world.”1 The editors encouraged readers to submit leads, tips, suggestions, and guest articles. It was another attempt at a Whole Earth Catalog of counterintelligence activism, predating the internet yet already beginning to act like a community engagement platform and outlet for user-generated content and anonymous leaks. In its opening editorial, the new magazine vouched to go after the CIA especially: “we will never stop exposing CIA personnel and operations whenever and wherever we find them.” The editors then added a call for submissions, including a post office box address for anonymous mail, emphasizing a particular interest in “copies of US diplomatic lists and US embassy staff and/or telephone directories, from any countries.”2
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Covert Action Information Bulletin, a new anti-intelligence community journal, first published the full English version of the U.S. Army manual FM 30-31B after a self-described Army “whistle-blower” personally delivered the KGB forgery to the activists.


The second issue contained a how-to guide for uncovering CIA officers under diplomatic cover, and an “exclusive” column titled “Naming Names” revealed the identities of U.S. intelligence personnel serving under cover in France, Italy, India, Venezuela, and Jordan. In January 1979, in its third issue, the Bulletin opened with a bang: “Exclusive: Top Secret U.S. Army Memo on Infiltrating and Subverting Allies.” The lead article foreshadowed the future of disinformation. To understand the significance of this extraordinary publication, one must grasp the significance of one of the KGB’s most sophisticated and impactful forgeries, known as FM 30-31B.

U.S. Army field manuals are commonly abbreviated as “FM,” and usually designated with a number. The 30 series was focused on military intelligence. FM 30-31 was an actual publication on the theory and nature of insurgencies, and the use of military intelligence to crush them, as informed by the Vietnam War. The extensive manual was first issued in 1967, and was updated in 1970 and again in 1972. The document also contained a classified (SECRET NOFORN) supplement, mentioned on its first page, which was designated as FM 30-31A, Stability Operations—Intelligence Collection.3 Doctrinal publications constantly evolve, so in 1981, as the army reconsidered its battlefield approach after defeat in Vietnam, FM 30-31 became obsolete.4

The KGB became aware of FM 30-31, including its secret supplement, not long after it was finished in 1970. The disinformation specialists at Service A sensed a triple opening: aggressive U.S. bombing campaigns in Vietnam were fueling anti-Americanism abroad and fracturing the American body politic; Europe was facing a wave of extreme-left activism that veered into militancy and terrorism; and decolonization was sweeping across the developing world, often accompanied by subversion and insurgency. So the Soviet forgers got to work on a document that would exploit all three causes. It would become known as Field Manual 30-31, Supplement B, or FM 30-31B.

The forgery was of very high quality. The document was written in a nearly flawless rendition of the drab, bureaucratic English, sprinkled with abbreviations and jargon, commonly used in U.S. military manuals. FM 30-31B started off with an explanation of why it was a top-secret document with restricted circulation: because the army considered friendly “host nation agencies” a target for U.S. intelligence operations. “The fact that U.S. Army involvement goes deeper can in no circumstances be acknowledged,” the document said. It went on:


U.S. involvement in these less-developed nations threatened by insurgency is part of the world-wide U.S. involvement in the struggle against Communism. Insurgency may have other than Communist origins; in tribal, social, religious, or regional differences. But, whatever its source, the fact of insurgency offers opportunities for Communist infiltration which, in the absence of effective countermeasures, may culminate in successful Communist take-over.



The forgers included sentences designed to antagonize third countries, and bound to cause insult, for example: “Few of the less-developed nations provide fertile soil for democracy in any meaningful sense.”5

FM 30-31B wasn’t designed just to embarrass the United States. The forgery was a stroke of genius—and performed a veritable jujitsu move on the CIA. The disinformation artists of Service A effectively managed to redefine far-left, anti-American militants as American puppets, creating a self-radicalizing, positive feedback loop: violently resisting American power would only prove the strength of American power, and thus trigger more violent resistance. The conceptual trick came on page 11, under the heading “Agents in Special Operations”: “There may be times when [host country] governments show passivity or indecision in face of Communist or Communist-inspired subversion, and react with inadequate vigor to intelligence estimates transmitted by U.S. agencies.”

In short, the United States wanted its allies to crack down on radical leftists when told to do so. The document continued:


Such situations are particularly likely to arise when the insurgency seeks to achieve tactical advantage by temporarily refraining from violence, thus lulling [host country] authorities into a state of false security.



Moderate militants were even more dangerous than raging radicals, the faux manual implied. Next came the instruction for U.S. troops:


In such cases, the U.S. Army intelligence must have the means of launching special operations which will convince [host country] governments and public opinion of the reality of the insurgent danger and of the necessity of counteraction.



The United States needed to convince gullible allies that they were in danger of political violence by engaging in political violence:


To this end, U.S. Army intelligence should seek to penetrate the insurgency by means of agents on special assignment, with the task of forming special action groups among the core radical elements of the insurgency. When the kind of situation envisioned above arises, these groups, acting under U.S. Army intelligence control, should be used to launch violent or nonviolent actions according to the nature of the case.6



The fake document concluded “by order of the Secretary of the Army,” and was signed by the U.S. Army chief of staff, W. C. Westmoreland.

The KGB’s fantastic forgery provided a twisted but appealing rationale for why the CIA would secretly engage in far-left terrorist attacks. In one sweep the forged document would also render American denials incredible, at least among those who were becoming more and more critical of America’s global engagement and the spread of military bases overseas. The disinformation masterpiece laid the groundwork for one of the most pernicious and persistent conspiracy theories of the twentieth century.

Supplement B would soon be put to work.

In the summer of 1974, Turkey invaded Cyprus, its neighbor and fellow NATO member. The crisis called the close military cooperation and assistance between Turkey and the United States into question, all as Turkey began to experience a bout of domestic political violence. Then, in late March 1975,7 a Turkish magazine, Barış, carried a major news story about a mysterious U.S. Army manual, titled “Field Manual 30-31, Stability Operations—Intelligence,” dated January 1970. Barış implied that the U.S. government was secretly using its foreign military bases to orchestrate political violence in friendly countries, and began to serialize the secret “Supplement B” to the insurgency manual. The magazine treated the fake manual as a blueprint for American interference in Turkish affairs, and included a piecemeal translation of the full document in a detailed 46-part series that ran daily. Still, despite the publicity in Turkey, the story soon subsided.

Over the following year, American military assistance in the Philippines increased drastically. The United States had stationed nearly 13,700 military personnel on bases there. On September 14, 1976, the mysterious insurgency manual resurfaced. An anonymous, self-described “concerned citizen” in Thailand left a photocopy of the top-secret supplement to FM 30-31B at the Philippines Embassy in Bangkok, where a janitor found it early in the morning of September 16. The embassy, confused by the sudden appearance of a top-secret American document, passed the document complete with envelope and cover letter to the U.S. embassy in Bangkok. The letter was addressed to Ferdinand Marcos, president of the Philippines, and was supposedly written by an American whistle-blower in Thailand. The letter obliquely referred to “some secret American documents revealing the dangers of the countries concerned of having U.S. troops and advisers stationed on their territories.”8 The alleged source justified the leak of classified material in the last paragraph: “I am doing this as one of an American group opposed to excessive U.S. military involvement in matters beyond the scope of reasonable American interest.” The letter did not refer to the earlier surfacing in Barış.

Two years later, in the fall of 1978, the document appeared once again, this time in Spain. The country had just overcome the dictatorship of Francisco Franco, and a bitter debate on whether to join NATO was beginning to divide the country. The Soviet Union was gravely concerned that the incorporation of Spain into NATO could alter the balance of power in Europe. A Cuban intelligence officer shopped the full document, and an accompanying article, to news outlets in Madrid. El Triunfo, a far-left weekly magazine with links to the Spanish Communist Party, printed the translated FM 30-31B along with an article by Fernando Gonzalez, a member of the Spanish Communist Party in close contact with a KGB-linked officer at the Soviet embassy in Madrid. Gonzalez used the document as evidence that the United States was deeply involved with radical terrorist groups in Western Europe, and specifically named the Italian Red Brigades as an example, including the infamous “Moro affair”—a dramatic incident that began six months before El Triunfo printed the KGB forgery.

On March 16, 1978, a dozen members of Italy’s most notorious terrorist group, the Red Brigades, blocked the path of two cars, one carrying Aldo Moro, the head of Italy’s main conservative party, the Christian Democrats. The attackers mowed down Moro’s five bodyguards with machine guns and kidnapped the politician. The police found 710 bullet casings at the scene. Moro had been on his way to the prime minister in order to request a vote of confidence for Italy’s first Communist-supported government in more than thirty years. Italy was immediately seized by crisis.

Radio Moscow pounced. Hours after Moro’s kidnapping, the station’s English-language shortwave broadcast called the abduction a “crime of reaction,” and darkly hinted at many “attempts by a right-wing force to aggravate the situation in Italy.” Two days later, in an Italian-language broadcast, Radio Moscow alleged, in contradiction of the established facts, that the kidnapping was “prepared by internal and international reactionary forces.” In another broadcast two days later, Radio Moscow quoted L’Humanité, a French Communist Party newspaper, reporting—again without evidence—that the real culprits of the abduction were “secret services whose activity is connected with the NATO military base in Naples.” Then, on April 2, with Moro still abducted and alive: “Well, to call a spade a spade, that service behind the kidnapping is called the Central Intelligence Agency.”9

The prolonged crisis, exacerbated by pictures of Moro appearing in the press and one false claim that he had been killed, offered fertile ground for conspiracy theories. Over time, many Italians came to believe that the Red Brigades weren’t actually red, but black—that is, they weren’t Communist, but secretly Fascist. TASS, the Soviet Union’s official news agency, encouraged this line of thinking by claiming that the Red Brigades were only operating under a mask of leftism, that they had outside help, and that the operation’s real goal was to induce a rightward shift. On May 9, Moro’s bullet-riddled body was found under a blanket in the trunk of a red Renault R-4 parked halfway between the Christian Democrat and the Communist Party headquarters in Rome.10

So, when El Triunfo printed FM 30-31B, Italy held the most important audience.11 To many Italians, the field manual finally offered documentary evidence of a spy plot. The Milan-based weekly L’Europeo, left-leaning and often sharply critical of the United States, published detailed excerpts and pictures of the forged documents that the magazine’s editors considered “absolutely authentic.”12 “In the Moro case we are talking more and more about an international conspiracy,” L’Europeo reported,13 arguing that Italy was currently in phase two of an armed insurrection, marked by an expansion of criminal acts and selective terrorism, according to the sequencing of the U.S. manual.

As soon as the piece came out, L’Europeo’s publisher, Giovanni Valentini, received a letter from the U.S. embassy in Rome. An American diplomat told him that publishing the document would be “inopportune.”14 Valentini, convinced that the document was genuine, printed a second article, along with the embassy’s letter.15 Attempting to contain the spreading conspiracy theory, the State Department wrote in its letter that the document was fake: “The article published in Triunfo assumed the existence of a ‘supplement’ to U.S. Army Field Manual FM 30-31, an unclassified publication. Such a supplement has never existed,” a U.S. Foreign Service officer explained to Valentini, making a mistake that would soon backfire in the United States. Supplement B may not have been genuine, but Supplement A was real.

The conspiracy theory only spread from there. In December 1978, the World Marxist Review hinted that the CIA had secretly used the Red Brigades or instigated them to assassinate Moro. “There arises the suspicion that the ‘Red Brigades’ (or those who manipulate them in Italy) are pro-Fascist organizations skillfully camouflaged as ‘reds,’” the Marxists wrote. “A few months later this was confirmed by a secret document which appeared in an October issue of the journal L’Europeo.” The forgery and subsequent claims were so convincing that several foreign governments made inquiries to the U.S. government, and the Italian Senate launched an investigation. So far, the full forgery had not been published in English.

Then, one day in late 1978, the U.S.-based team of the new Covert Action Information Bulletin was approached by a potential source. Three editors, William Schaap, Ellen Ray, and Louis Wolf, met with an unnamed man just outside Washington. The anonymous “whistle-blower,” as Wolf termed him, said he worked for the U.S. Army and that he had experience in the area of “destabilization,” in counterinsurgency, and that he had seen enough. The man was wearing civilian clothes, but from the manner in which he spoke, Wolf recalled, the editors inferred that their source was “clearly a man of the military.” He mentioned Field Manual 30-31, and then offered the full Supplement B to the activists.

Ray, Schaap, and Wolf were intrigued. So far they had published only two issues of the Covert Action Information Bulletin, and they were keen to break news to make a name for their journal. The setup was too good to be true. “We were afraid to ask too many questions,” Wolf commented later, “because we were concerned not to get the document.”16

Eventually the mysterious source handed over the document, and the editors busied themselves with trying to confirm the top-secret material at hand. “We read that thing six ways to Sunday and back,” Wolf remembered. They decided to publish the full English version in their third issue, albeit transcribed and not in the original layout.

FM 30-31B represents a turning point in the history of disinformation, a moment when active measures became fully activated. Disinformation operations rely upon tactics that exploit technology, political divisions, and tensions between allies. Political fissures and friction are a function of the target. The design of the divisive material and the craftsmanship of disinformation are a function of the attacker. The technological substrate and the available media platforms are a function of the operational environment. The higher the quality of all three, the more active a measure will be—or, put another way, the lesser the political divisions within the target organization, and the more primitive the telecommunications environment, the more value the attacker will have to add at all stages of an operation in order to make and sustain an active measure.

FM 30-31B, therefore, can be seen as an important high-water mark in the history of active measures. The Vietnam War had introduced new and deep divisions into American society specifically and the West more generally. Ellsberg, Fellwock, and even Agee were radicalized by America’s conduct on the battlefield in Southeast Asia. The rise of improved printing technology and then the personal computer was starting to make community organization and new media creation easier than ever, as illustrated by the Fifth Estate, Counterspy, and the Covert Action Information Bulletin. The Bulletin’s publication of the forgery was accompanied by an equally masterful piece of investigative conspiracy theory.

“Is the document genuine?” William Schaap asked. He then offered the following explanation for why he and the other editors believed it to be so:


When the document was referred to in Turkey, there was no response from the U.S. When it was published in full in Spain, there was no response. When the [U.S.] Embassy heard that it was to be published in Italy, they informed the publisher of a major magazine [L’Europeo] that it would be “inopportune” to do so, and when it appeared that it would nevertheless be published, the Embassy announced that the document was a forgery—in a letter which said there was “no” supplement to FM 30-31, a statement which was itself untrue.17



All this was correct. Schaap concluded that it was “hard to imagine” that the document was not genuine, and added that “we believe, as do publishers in several other countries already, that the document is real.”18 The entrepreneurial activists had added real value to an existing active measure, and improved its performance.

Only months after the original FM 30-31B had finally been published in Washington, the KGB continued to put the manual to work abroad. But elsewhere, activism was not yet as helpful as it was in the United States. In the mid-1970s, Portugal had finally overcome dictatorship, and was turning toward the West. In the summer of 1979, Soviet officers prepared Portuguese-language translations of FM 30-31B, and started covertly circulating the manual among military officers in Lisbon.

The impact of the Covert Action Information Bulletin did not stop there. Louis Wolf, one of the editors, was a conscientious objector who said that the napalm bombings of the Laotian villages where he labored in the 1960s had pushed him over the edge into activism.19 A decade later, he focused on researching the names to expose. His work ethic bordered on the obsessive. Wolf’s apartment was a ten-minute walk from the National Archives, where, for the better part of five years, he spent eight to ten hours a day researching names in various diplomatic registers, retracing the careers of American diplomats, devoting a couple of hours to each name. Wolf owned a worn copy of Who’s Who in CIA, but, he said, “we didn’t put too much stock in the Mader book.”20 Instead, Wolf used a methodology laid out in an infamous article published in a Washington magazine, titled “How to Spot a Spook,” from 1974.21

On July 2, 1980, at a news conference in Kingston, Jamaica, Wolf mentioned some of the names he had researched in the National Archives.22 Jamaican television rebroadcast the details, including addresses, telephone numbers, license plates, and the names of fourteen alleged CIA officers at the Kingston station, shortly thereafter.

Two days later, three men attacked the home of Richard Kinsman, a U.S. embassy official. The would-be assassins fired twenty .45-caliber bullets from a submachine gun about one hundred feet away, hitting the concrete walls of Kinsman’s house. The attackers also detonated a grenade on the front lawn. Kinsman, who was at home, was unhurt.23 The attack came only forty-eight hours after Wolf’s televised press conference. The Covert Action Information Bulletin had named Kinsman—likely correctly24—as the CIA’s Jamaica station chief in its October 1979 issue.

Activism and active measures became harder and harder to tell apart.






 



17.

Service A


The KGB’s foreign intelligence arm, the First Chief Directorate, was still housed at KGB headquarters in the Lubyanka when Department D was upgraded to Service A in the early 1960s. But the old offices were becoming overcrowded and crammed. Finally, in June 1972, the First Chief Directorate moved1 to its new home in a vast, Y-shaped modernist building complex in the forest southwest of the capital, near Yasenevo—Moscow’s equivalent to Langley. A Finnish architect had created a sleek design with a winged tower, its access ways and parking lots elegantly integrated into the forest landscape, air-conditioned offices overlooking birches and meadows, and several well-appointed libraries. The futuristic amphitheater in white marble could seat an audience of eight hundred, and the headquarters further boasted a gym, pool, soccer pitch, tennis courts, and even a banya (sauna bath) for higher-ups.2 The road sign on the approach simply read “Scientific Research Center.” The internal KGB nickname for the remote intelligence center was Les, or “The Forest,” spoken with envy. By 1985, Service A occupied more than half of the space on the third floor.3
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The modernist building of the KGB’s First Chief Directorate, “The Forest,” outside Moscow (Marina Lystseva)


The head of Service A was Vladimir Petrovich Ivanov. Formerly undercover as a TASS correspondent in Vienna, in 1975 he took over as head of Service A, where he would stay until 1990. In 1979, Ivanov gave two secret briefings, “The Role and Place of Active Measures in Intelligence,”4 and the other on the use of “influence agents.”5 Among the audience was Colonel Dimo Stankov, head of the Bulgarian disinformation unit. Stankov brought back to Sofia almost thirty pages of notes from his weeklong stay in Moscow.

Stankov’s workshop notes, carefully typed up back in Sofia, are the most detailed and reliable glimpse at the doctrine of disinformation as it stood in the spring of 1979. Indeed, these briefing transcripts are the single best primary source on the organization of Soviet active measures. The KGB never opened its most secret archives; the Stasi’s HVA destroyed or hastily dispatched to Moscow its most sensitive operational documents and files just after the Berlin Wall came down. But a large number of extraordinary documents survived in the archives of Bulgarian state security, one of the KGB’s most aggressive and esteemed foreign partners, including in the business of disinformation.

Ivanov noted that Service A was established in 1959.6 The Communist Party then consolidated the new service within the KGB’s First Chief Directorate. The agency was already running active measures at an impressive tempo by 1960, when the CIA held its first congressional hearings on Soviet forgeries, and its pace only picked up as more resources flowed into Service A. Sergei Kondrashev, who briefly headed the unit in 1968, estimated that he reviewed “three or four new proposals a day,” which he recounted added up to “surely hundreds every year.”7 That figure counted only the USSR’s operations.

By 1979, active measures had hit a peak. Influence operations had steadily risen in importance within the KGB’s foreign intelligence organization, and active measures had become so widespread that different parts of the Soviet intelligence and military establishment wanted to be part of the disinformation game. “Active measures have become too common and too successful,” said Ivanov in 1979, just after FM 30-31B came to the end of its life cycle and just before OPLAN 10-1 was recycled yet again. “The divisions of the KGB have acquired a certain taste [for active measures], and many now insist they can prepare and conduct them on their own,” he complained, his frustration that Service A had to defend its turf internally thinly veiled.

Nonetheless, the KGB insisted on strict centralization when planning and executing active measures. Vladimir Kryuchkov, head of the First Chief Directorate since 1974, argued that active measures had taken “their rightful place in the overall enterprise of intelligence.”8 Kryuchkov issued a special order that governed the administrative setup of active measures in the KGB. Proposals that originated in the field would have to be authorized by the head of Service A or his deputies, and any active measures to be implemented in field residencies would have to be signed off by the head of the relevant regional unit at the KGB.

In fact, many disinformation operations originated in the field, or with a desk officer at headquarters with country-specific expertise. But Ivanov insisted on signing off on every operation. When particularly sensitive agents were involved, or when the KGB’s Operations Department did not want to have their identities disclosed to lower-ranking officers, only the head of Service A was looped in. Only the leadership had high visibility into the entire range of operations, some executed by partner agencies in the Soviet bloc. “Work in this area requires a great deal of precision,” Ivanov insisted. “There must be a center, to avoid unwanted failures and blunders.”

Ivanov chaired a monthly meeting to discuss overarching disinformation themes for different world regions. The day-to-day work, by contrast, was more in tune with current events, both at the center and to a greater extent in the field. Each December, Ivanov’s outfit prepared reports on the past year of active measures work performed by each KGB station; in January, a plan was set with specific actions for the new year. Specific active measures were assigned deadlines and responsibilities. Service A also set an overarching two-to-three-year master plan and prepared a daily bulletin, classified as top secret, on ongoing active measures worldwide.9

The “A” in Service A was usually in quotes in internal memos, and measures simply referred to as “AM.” Service A also worked with external experts and contractors. Ivanov oversaw a range of covert operators who kept in touch with fifty to sixty scientists, researchers, and specialists, usually not revealing their identity and purpose to these useful outsiders, although some were trusted agents. Not all were Russian. The disinformation division would commission these outside consultants, for a fee, to carry out research on issues of political, economic, historical, or cultural interest to the KGB. Some of these paid disinformation consultants, as the KGB’s internal documentation showed, were international journalists.

Ideally, an “AM” would start and end in the field rezidenturas. Service A would talent-spot among young, promising officers, who would then be pulled into Service A for one to two years, to familiarize them with the administrative disinformation process, before they were posted abroad. As Ivanov described the setup, “In the service they participate in the development of the actions from the beginning to the end.”
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The fake memoirs of a Chilean general, Carlos Prats, drafted by Service A and polished by a Chilean writer, Eduardo Labarca, who was recruited by the KGB as a consultant for this project


Ivanov named as an example of a successful operation the forged diaries of the assassinated Chilean defense minister Carlos Prats. The 137-page book, titled Una vida por la legalidad (A life within the law), appeared in paperback in 1977 in Mexico.10 Prats’s assassination was a pivotal event in Augusto Pinochet’s 1973 coup, and the unexpected appearance of his memoirs was “arousing more interest than just about anything else written about Chile’s socialist experiment and its bloody consequences,” according to an unsuspecting news article and review that was published in The Washington Post and The Guardian that March.11 Almost certainly, a Service A memo would have cited the high-profile press coverage as proof of success. “Two operatives had worked on this document for more than a year,” Ivanov said in his briefing. “The diaries have anti-American content, and were printed in Mexico.”12

In the case of Prats’s diary, the consultant was Eduardo Labarca, a writer and journalist exiled from Pinochet’s Chile who was then working for Radio Moscow. Ivanov’s officers approached the Chilean writer through an exiled intermediary in the Chilean Communist Party, not long after Prats’s assassination. The undercover officers suggested that he help them write an “improved” memoir.

Labarca, fiercely opposed to the brutal Pinochet dictatorship, did not see any ethical problem at the time and agreed. Labarca’s handler was a KGB operative, under TASS cover, who had been friendly with Labarca back in Chile. The handler never mentioned the KGB explicitly, but Labarca understood who his handler was referring to when he used the ominous “we” to refer to a powerful secret organization. “It was one hundred percent clear who they were,” Labarca told me, forty years later. “I knew that I was involved in an intelligence operation.”13

Labarca was already a paid employee of Radio Moscow, and did not receive additional money from his handler—although he was tasked to work exclusively on the fake book for several weeks. He soon received a first draft, which was, he recalled, “badly written.”14 Prats was a cultured man, and the language in the KGB draft of the general’s “memoirs” was too plain. The Service A authors also did not appreciate some local Chilean complexities: although Prats had loyally worked for the Allende government, he was not ideologically as committed to communism as the KGB ghostwriters made him out to be. About a month later, Labarca returned a more professional, more credible text, which won him praise from his handlers.

An “AM” such as the Prats forgery, Ivanov explained, would be first authorized by his own signature, as the head of Service A; then by the chief of the operative regional unit; the deputy chief of the responsible directorate in charge of Chile; and then—one level up—by the head of the First Chief Directorate; and finally, in the case of high-impact operations, by the KGB director.

Service A produced three types of plans for day-to-day disinformation activities, each approved by the head of the First Chief Directorate: the “prospective plan,” which covered a long-term outlook; a two-to-three-year plan, which articulated basic directions focused on a specific region or country or on an individual problem, such as NATO force modernization; and an annual, department-specific plan. Often the Russian disinformation unit coordinated such annual plans with partner disinformation units, and the East German Department X, for instance, would in turn agree on annual plans with Prague’s operatives. These plans contain a detailed list of individual active measures, complete with specific objectives, targets, and assigned responsibilities, and are therefore an invaluable source for the historian of disinformation.

Oral disinformation, as Ivanov outlined in his 1979 lecture, could be highly effective, even deadly, especially in developing countries. On November 20, 1979, a group of several hundred extremist insurgents seized Islam’s holiest site, the Grand Mosque in Mecca. It took Saudi special forces nearly two weeks to reclaim the holy compound, with assistance from Pakistani and French commandos. The KGB was not involved in this crisis—not yet.

One day later, though, Service A made its move. One goal of Soviet policy in Pakistan at the time was to weaken Muhammad Zia-ul-Haq, the unflinchingly pro-American president. The KGB instructed Soviet agents, likely through the Press and Information Department at the Soviet embassy in Islamabad, to spread the rumor—by word of mouth—that the U.S. government was behind the seizure of the Grand Mosque. Radio Pakistan first announced the attack in mid-morning on November 21, without specifying that fundamentalists were executing the attack. A high-level U.S. intelligence report later revealed, “Soviet diplomats spread the rumor in late 1979 that the United States was behind the seizure of the Grand Mosque in Mecca.”15

The false story spread through Pakistan like a fire in dry brush.16 By midday the effects were apparent. Protesters spontaneously gathered outside the American Embassy, and the armed and angry group of Pakistani youths quickly swelled to more than one thousand. Two marines guarding the embassy tried to disperse the crowd by firing shots in the air, but the situation escalated, and one marine was struck and killed by return rifle fire from the crowd. More than one hundred staff members retreated to a high-security, steel-lined room on the top floor in the red-brick embassy.17 Then the mob set the embassy on fire. The flames climbed up the building, roasting the floor in the crowded code vault. Hours later, when the floor coating started to bubble from the heat below, and when breathing in the vault became nearly impossible, the embassy staff made a dramatic escape through a roof hatch. Two Americans and two Pakistanis were killed in the frenzy. Similar attacks happened in American cultural centers in Rawalpindi and Lahore, along with demonstrations at consulates in Karachi and Peshawar.
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A Pakistan Army helicopter flies over the burning American Embassy after it was attacked by anti-American demonstrators in Islamabad on November 20, 1979. Soviet disinformation operators whipped up the deadly protest, and claimed it as their success. (AP Photo)


The near-catastrophic events in Islamabad were widely covered in the American and international press. That publicity, in turn, presented another opportunity for an active measure, this time one that could strike directly at President Zia. Amid the chaos of the Islamabad incident, with the Grand Mosque in Saudi Arabia still under siege, Soviet intelligence officers now turned to third countries and spread the rumor that the Pakistan Army was secretly responsible for burning the Islamabad Embassy: “KGB officers and Soviet diplomats in Islamabad tried to convince third-country officials and even U.S. personnel that the Pakistani Army was involved in the burning of the U.S. embassy,” a U.S. intelligence study based on clandestine sources noted a year later.18

According to Stankov’s notes, Ivanov concluded his presentation with a few observations on “the concept of disinformation.” Ivanov pointed out that Service A had first been marked by a “D.” The name change had a deeper meaning. “After many years of practice and theoretical generalizations, the comrades from Service ‘A’ have brought some clarity to the concept of disinformation,” Ivanov explained, specifically on the “working methods that are widely used are exposing, compromising, and influencing governments, organizations, and individuals.” He cautioned against getting “carried away” by the excessive development of forgeries. In the early 1970s, oral disinformation had been a backwater, but by 1979, the power of the spoken word accounted for around one-quarter of his unit’s active measures work. “That’s why we need people—agents of influence, with confidential ties, who will keep secret our involvement in these measures.”

Ivanov explained that it was very important to understand the specific target of a disinformation operation. Diplomats were softer targets than intelligence officers, he said. “An intelligence officer will by default report data to the relevant agency, where serious analysis will reveal the forgery.” Not so diplomats. “If the target is a career diplomat, he is required to inform his ambassador, who, without much analysis, will forward the information to his ministry.”19

Finally, by the time of Ivanov’s briefing, Service A was encountering new challenges: technology, computers, and even hacking. The KGB was running such a large number of active measures that merely keeping track of all the operations was a major undertaking, and Russia’s well-resourced spy agency had adopted cutting-edge computer technology for that purpose. Office staff readied a punch card for each proposed disinformation operation. The card was prepared for “mathematical processing and perforation, then transferred to the computerized machine,” Ivanov explained. The KGB’s disinformation machine was called Актив-1, or “Active-1.” Demand was so high that Active-2, a second large computer, was already in preparation. Without such “strict accounting,” no operations could be executed, or planning for after-action assessment.

Service A had its own cipher clerks and two cipher machines to handle secure, encrypted communications, both outgoing and incoming, on disinformation in the making. The disinformation planners were supported by the KGB’s encryption service, which handed key material directly to Ivanov’s personal staff.

Technology didn’t just improve the execution of active measures, however; it also worked against them. Ivanov noted that, for example, improved satellite reconnaissance and the West’s signals intelligence capabilities made active measures about any military movements much more difficult. New technologies created new forensic problems.

Technology also created new targets. Not long after Ivanov’s presentation, his unit reportedly engaged in the first disinformation hack of a telecommunication system.

In October 1981, a large Soviet nuclear-armed submarine ran aground near Sweden’s Karlskrona Naval Base, violating Swedish territorial waters. The incident was highly embarrassing for the Kremlin. To deflect some political heat, Russian intelligence launched a small active measures campaign that took advantage of a new semi-electronic messaging system called the Mailgram, a 1970s invention of Western Union. A sender could relay a message to Western Union, by phoning it in, for instance, and the firm would then transmit the message electronically to a post office close to the recipient, where the message would be printed out and physically delivered by mail. But the Mailgram setup was easy to exploit.

All of a sudden, on November 8, a dozen Mailgrams started appearing across Washington, offering dirt on Swedish-American relations. The U.S. ambassador to Sweden received one, as did the Swedish mission to the United Nations in New York, and several newspapers in the United States and Europe. Also, perhaps to trip up investigators, one message apiece was sent to a Polish journalist and to a TASS correspondent who had just left the United States.

While the Mailgrams were circulating in the Washington area, on November 10, 1981, TASS alleged that Sweden, a neutral country and not a NATO member, had carried out radio-signal reconnaissance against Russia and its allies on behalf of NATO.

One of the Mailgrams, sent to Albert Bobikov of TASS, was a forged offer of a leak from Fred Iklé, the U.S. undersecretary of defense for policy. The Iklé impersonator offered an “official copy of U.S. Swedish agreement on use of Karlskrona Naval Base Sweden for U.S. satellite reconnaissance monitoring of Poland from relay station which sends up coded signals to satellite giving it commands to photograph Poland from Karlskrona.” The message was phoned in and relayed in remarkably bad English: “Please reply if interested in copy of Swedish U.S. agreement of such I found myself completely disgusted with my government and its knowledge of Swedish neutrality.”20

An agent phoned the Mailgrams to a Western Union office in New Jersey between November 8 and 11, 1981. But the Western Union clerk did not obtain the number from the source, so the FBI was not able to use it as a first lead to identifying who might have prepared the Mailgrams. Instead, the attackers spoofed false senders, and had Western Union send the bill to the impersonated users.21 Service A had the bill sent to the Swedish ambassador to the United States, Wilhelm Wachtmeister, two senior U.S. State Department officials, and one Pentagon official. All told the FBI that they did not, in fact, send the messages falsely attributed to them.

The Soviets had hacked the system. They called the Western Union toll-free number and exploited an authentication flaw in the architecture of the mailing system. The toll-free calls were routed to a central Western Union facility in New Jersey, where one of many operators took the call. The operator then typed the text of the Mailgram into a computer, read the text back to the caller, and then electronically relayed the message to a Western Union facility closer to the Mailgram’s destination (in the case of Washington, that delivery station was Middletown, Virginia). Western Union did not independently confirm the recipient’s address or the telephone number to which the unauthenticated caller asked to bill the charges. “Obviously,” concluded the FBI, “the true senders of the Mailgrams were aware that they could have the charges billed to the addresses or telephone numbers of the alleged senders without verification.”22

Whoever wrote the documents, the FBI pointed out, had a solid knowledge of satellite photo reconnaissance operations. The forgers also had nonpublic knowledge of senior officers in the U.S. Department of State and in the Pentagon. “So it was not an amateurish job, to say the least,” one FBI investigator told Congress. The language used in the Mailgrams, however, was “substandard,” in the FBI’s assessment, which suggested to the feds that the messages were drafted by non-native English speakers.

The perpetrators of this operation were not positively identified, according to an FBI report submitted to Congress in 1982. But federal counterintelligence officials considered the evidence and in light of the historical and geopolitical context: “Circumstantial evidence thus suggests that this was a Soviet operation.”23






 



18.

The Neutron Bomb


Neutron weapons always exuded an eerie fascination. In 1960, when specialists in the U.S. military considered them only a theoretical concept, Senator Thomas Dodd of Connecticut alluded in a talk on the future of war to the possibility of adjusting the energy of an atomic explosion so that “instead of heat and blast its primary product is a burst of neutrons.” This burst of neutrons, the senator said, would do negligible physical damage, but it would immediately kill all life in the target area; as The New York Times put it, such a weapon “would, in short, operate as a kind of death ray.” The U.S. Army developed the new device to better deter Soviet armored divisions—it was less contaminating and caused less collateral damage than tactical nuclear weapons. The Soviet Union immediately opposed the neutron bomb.1

In early July 1977, news broke that the United States had successfully detonated the weapon. “Neutron Bomb Tested!” screamed the front page of the Los Angeles Times. Protesters immediately mobilized; a small group of determined activists even collected their own blood in vials, which they flung against the stone pillars framing the river entrance to the Department of Defense.2 With blood dripping from the Pentagon, the Soviet Union’s covert action infrastructure began to mobilize as well. Its operational objective was threefold: to prevent the NATO-wide deployment of what the U.S. military called “enhanced radiation weapons”; to divide NATO by pitching European allies against the United States; and to distract from the Soviets’ own simultaneous military expansion.
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A sign reading “Neutron Bomb NO” at the Cologne airport, awaiting Leonid Brezhnev’s 1978 visit. The anti-neutron-bomb campaign was one of the Cold War’s best-funded and most successful active measures. (Photograph by Steche / ullstein bild via Getty Images)


Over the next two weeks, in July 1977, the Soviet Union ramped up the number of press stories on the neutron bomb issue. The CIA monitored more than 3,000 broadcast items weekly. Ten days after the first test, 5 percent of all Soviet bloc news stories were covering the neutron bomb. A week later the level rose to 13 percent, more than any other topic. On August 1, 1977, the official Soviet news agency announced an International Week of Action Against the Neutron Bomb.3 One commentator in Izvestia called the new technology “inhuman.” The Patriarch of the Russian Orthodox Church called the weapon “satanic.” Indeed, viewed from a Communist perspective, the neutron bomb was the ultimate capitalist weapon: a destroyer of people, not property. The Soviets understood that such an anti-capitalist critique would be even more powerful when it came from blue-collar factory workers. “I will never forget the stern privations that fell to the lot of our people during World War II,” a worker from the Motor Repair Factory No. 1 was quoted in Vechernyaya Moskva, an evening paper: “Fascist Germany wanted then to wipe off the face of the earth Moscow, Leningrad, Kiev, and other Soviet cities and villages and to turn all of us into obedient slaves. The American imperialists have gone even further, blasphemously declaring that the neutron bomb will only kill people, leaving all material structures intact.”4

Two days earlier another paper attributed a nearly identical quote to a worker in Uzbekistan, 1,500 miles south of Moscow.

In mid-July, Der Spiegel ran a cover story titled “Neutronen-Bombe, America’s Wonder-Weapon for Europe.” The magazine argued that the new radiation weapon would lower the threshold for nuclear use, and thus render more probable an all-out nuclear war that would rage across Germany. Europeans were genuinely concerned about the weapon, and the Soviets worked hard to fan the flames. Various front groups were mobilized for the cause. Peace councils organized protest meetings in a number of Eastern bloc countries in Europe, and the official newspapers of various European Communist parties published anti-neutron-bomb commentaries.5

“What had begun as a manifestly Soviet effort now appeared to many as a general public reaction to the alleged horrors of the ‘neutron bomb,’” the CIA concluded a year later.6

The Carter administration announced in September 1977 that the president would not approve production of so-called enhanced radiation weapons unless America’s NATO allies in Europe agreed to deploy them as well. The announcement provided an opening for the Soviets: public opinion in Europe could now shape a U.S. military policy—and active measures, in turn, could shape public opinion in Europe. The anti-neutron-bomb campaign shifted from the United States to Europe. Leonid Brezhnev, Khrushchev’s successor and the fifth leader of the USSR, mailed a letter to every Western European head of state, warning them that a NATO deployment of the neutron bomb would threaten détente. These announcements, as the CIA observed, received heavy media coverage worldwide.7

The United Nations’ first Special Session on Disarmament was held in New York from May 23 to June 28, 1978. The Soviets softened the ground ahead of the summit with a barrage of apparently grassroots peace movement events. By early February, the World Peace Council, through a “sub-front,” as the CIA later determined, organized a symposium in Vienna in collaboration with the International Atomic Energy Agency, an official UN body, and put the neutron bomb on the agenda. Twenty-two different country delegations attended. The main event, however, was held in Amsterdam, beginning on March 18, and was organized mainly by the Dutch Communist Party. The Dutch minister of defense, a Christian Democrat named Roelof Kruisinga, had just resigned in protest against his government’s refusal to condemn the weapon, triggering a vote in Parliament against deploying the new weapon, ten days ahead of the rally.8 The condemnation passed with more than a two-thirds majority, making it politically impossible for The Hague to agree to NATO deployment.9 More than forty thousand peace activists from all over Europe took to the streets in the mass rally called the International Forum Against the Neutron Bomb. Among the many speakers at the rally were the American critic Daniel Ellsberg, of Pentagon Papers fame; the Patriarch of the Russian Orthodox Church; and the World Peace Council’s Romesh Chandra.10 Every tenth house in Amsterdam and other cities displayed a Dutch Communist Party–issued poster reading “Stop the Neutron Bomb.”

President Carter’s doubts grew as a result.11 He was aware of the events in the Netherlands, and on the day of the Amsterdam rally he told his closest advisors that he would oppose the neutron bomb. When NATO officials indicated that the KGB could be a force behind the international anti-neutron-bomb movement, many were skeptical. “There is no evidence” of KGB influence, commented The Guardian a few weeks after the Dutch vote, as uncertainty about the future of the enhanced radiation weapon lingered.12 In early April, the news broke that Carter had postponed production of the neutron bomb, alienating some European allies, Germany among them.
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M110 203mm self-propelled Howitzers are staged in a parking area at the port of Antwerp, September 1984. The M110 was capable of firing the W79 Mod 0 shell, a tactical nuclear artillery projectile with an enhanced radiation mode (a “neutron bomb”) that could be switched on or off.

(Bram de Jong / Dirk Van Laer / U.S. Department of Defense)


The active measures campaign, however, did not end. The covert campaign had been flanked by forgeries along the way. On June 8, 1978, for example, several Belgian newspapers received an anonymous piece of mail that contained a photocopy of a letter from Secretary General Joseph Luns of NATO, purportedly to the U.S. permanent representative to NATO, William Tapley Bennett, Jr. In the letter, Luns informed Bennett that “with the help of [his] friends” in Belgium’s defense ministry, “the listing of the journalists showing negative attitude to the neutron bomb” was well under way. Luns implied, ominously and without specifics, that some of his Belgian friends were “overzealous” about taking action against the listed journalists.13

When some of the named journalists reached out to NATO, the authorities immediately and publicly stated that the missive was a forgery. Almost two months later, though, the Belgian publications De Nieuwe and De Volkskrant published articles on the Luns letter, along with the fake documentation, both without any mention that the missive had been officially labeled a forgery.14

The CIA agreed with Soviet diplomats and spymasters that the neutron bomb active measures campaign had been an extraordinary success. Anatoly Dobrynin, the longtime Soviet ambassador in Washington, later recalled in his memoirs that “the Soviet campaign had undercut American plans to deploy in Europe a new kind of nuclear weapon.” The partly covert campaign, Dobrynin wrote, had successfully redefined a defensive weapon as an offensive one.15 “That the campaign was successful was confirmed when the Americans finally abandoned their idea,” concluded the KGB defector Ilya Dzhirkvelov, adding, “I can state with confidence that we received considerable help in achieving our aim from the foreign correspondents whom we supplied with disinformation.”16 In September 1979, the chief of the International Department of Hungary’s Communist Party, János Berecz, wrote, “The political campaign against the neutron bomb was one of the most significant and successful since World War II.”17 The Soviet Union awarded an official decoration to its ambassador to The Hague, recognizing his success in advancing the anti-neutron-bomb campaign through the Dutch Communist Party.

The U.S. intelligence community calculated in 1980 that an operation of the magnitude of the “neutron bomb” campaign “would cost over $100 million,” if the U.S. government were to undertake it.18 Levchenko, who defected from the KGB in 1979, as the neutron bomb campaign was ongoing, estimated the price tag at $200 million (equivalent to more than $600 million in 2018).19

U.S. intelligence was likely more reliable in its overall assessment of the effectiveness of a Russian campaign than were the Russian intelligence officers, because the CIA did not have to justify spending hundreds of millions on the active measure. CIA analysts pointed out that accurately measuring the impact of the campaign was difficult, if not impossible, for the Soviets as much as for the Americans, one reason for which was that most voters and activists in Europe genuinely did oppose the mysterious weapon. A significant amount of the opposition was entirely unrelated to Soviet active measures. Yet CIA analysts conceded that “the Soviets made ‘neutron bomb’ a household scareword in Europe, if not throughout the world.”20

Congress took note of all of these events. Prompted by new anti-American forgeries such as FM30-31B as well as the neutron bomb campaign, the U.S. House Intelligence Committee held several open hearings that would give an opportunity for the CIA to present details of Soviet active measures to the American public, and to refocus America’s attention on disinformation. The CIA’s point man for the hearing was John McMahon, the deputy director for operations. McMahon, a burly man with white hair and drooping glasses, brought with him five additional intelligence officers and a wealth of detail. During the hearing, McMahon engaged in a revealing argument about the nature of front organizations with John Ashbrook, a hawkish Republican from Ohio.

“You identified the World Peace Council as the largest of the major Soviet front groups used in propaganda campaigns,” said Ashbrook. “Is that correct?”

“Yes,” said McMahon.

The World Peace Council was founded in Paris as the World Committee of Partisans for Peace in 1949, the same year the CIA started working the Kampfgruppe in Berlin. In 1951, the French government expelled the organization for alleged fifth column activities. The council then moved to Vienna, but after three years, Austria also banned the group for “activities directed against the Austrian state.” The U.S. State Department later described the World Peace Council as an “archetypical front organization.”21 (Soviet diplomats agreed with this assessment. Arkady Shevchenko, the Soviet Union’s undersecretary general of the United Nations, witnessed the council’s work in New York during the neutron bomb campaign: “Particularly annoying were the ceaseless requests from Moscow to assist the Soviet-controlled World Peace Council,” Shevchenko recalled, adding that the nominal peace organization “swarmed with KGB officers.”)22

Ashbrook was aware of some of the World Peace Council activity, and continued his questioning of McMahon. “All right,” he said. “Does it or does it not have an American affiliate?”

“It has an American affiliate,” the CIA officer responded.

Ashbrook grew impatient: “The American affiliate is the U.S. Peace Council, is it not?”

“Right,” said one of McMahon’s staffers.

“The American affiliate of the World Peace Council, the U.S. Peace Council, had their founding convention just last fall. It was November 9 to 11 in Philadelphia,” Ashbrook said, turning to the CIA’s McMahon. “Do you target that?”23

McMahon was confused.

“We would not target it,” he said about the U.S. front organization, “nor would we follow it.” The CIA’s McMahon pointed out that the Peace Council would be the FBI’s responsibility, and then added, tersely, “I must point out that the Communist Party is a very legal institution in the United States.”

Ashbrook expressed his frustration with letting a known Soviet front group go on its merry way. “I guess that is just a part of the problem we have in the West,” he said.

“That is part of an open society, sir,” responded McMahon.

The CIA’s Directorate of Operations had understood perhaps one of the most insidious threats posed by successful disinformation campaigns: overreacting to active measures risked turning an open society into a more closed one. The more difficult question was how to draw the line between reactions that defended the former and those that encouraged the latter. Only the future would tell.






 



19.

Peacewar


One hot front of the Cold War ran right along the West German–East German border. Neither Soviet nor American tanks ever crossed the Fulda Gap, the lowlands between Hesse and Thuringia where a surprise attack would have been most likely. Chemicals were never drained into the Rhine to set the river ablaze as a flame barrier; nor did nuclear-tipped SS-20 missiles rain down on Hamburg and Frankfurt, as leaked U.S. planning documents foresaw. Yet it was the specter of war itself that opened another battlefield in the Cold War, one that stayed open for more than two decades.

Friedenskampf, or “peacewar,” was the Stasi name for the systematic and persistent subversion of the West European peace movement. The German composite word sounds just as absurd as the English version—except it didn’t, at least not within the Eastern bloc’s ideological universe in the decade before the Cold War came to its abrupt end. The secret Soviet code name for Friedenskampf was more honest: the larger campaign to influence the global peace movement bore the internal cryptonym MARS—the name of the ancient Roman god of war.

[image: ]
Generals for Peace was a Stasi-initiated and Stasi-funded group of around ten ex-NATO generals that advocated against nuclear force modernization in Europe.

(Rob Croes / Anefo / Nationaal Archief)


The KGB’s archives remain closed, but original, top-secret Russian files are not necessarily off-limits: the archives of intelligence agencies that acted as KGB proxies are now open, including the MfS in East Berlin and the DS in Sofia. With the help of this archival material, available in German and Bulgarian, a reconstruction of the overarching MARS campaign is possible, complete with plans, design, and assessment of specific measures. The campaign was so vast that it left a clear archival footprint even in secondary archives.

MARS was listed for the first time in late-1970s joint operating plans between the German and the Bulgarian foreign intelligence agencies, in the context of anti-neutron-bomb operations.1 In 1978, Albert Norden, a fierce ideologue and member of the East German Politburo in charge of agitation, wrote to one of his senior executive officials about the need to prop up the peace movement on the other side of the Iron Curtain, in the Federal Republic of Germany. “The FRG’s peace movement needs help,” Norden wrote. “It is one of the weakest in all of Western Europe.”2 He then told his staff to come up with a proposal to bolster the pacifists on the other side of the Berlin Wall. MARS persisted through the entire Cold War, until 19903—it was one of the longest recorded active measures in history.4 The campaign’s goal was to stitch scattered peace activism into a unified mass movement and a political force that the established powers in Western Europe and the United States would have to reckon with; the means to this end involved creative use of the now time-tested toolbox of dirty tricks.

By the late 1970s, the Soviet Union had brought a new missile system online. Dubbed by NATO the SS-20 Saber, it was a state-of-the-art, intermediate-range ballistic missile with a nuclear warhead and a range of more than three thousand miles. The Warsaw Pact nations could now wipe out all European NATO targets from bases in Ukraine and Belarus. To deter such an attack, in December 1979, in what became known as the “double-track decision,” the Atlantic Alliance opted to deploy 108 Pershing II missiles to West Germany, and more than 460 ground-launched cruise missiles, the majority of them to Britain.5 Thirteen days later, the Soviet Union invaded Afghanistan. Détente was over. The world was on edge.

In late April 1980, the Bertrand Russell Peace Foundation in London launched a wave of protests against nuclear weapons in Paris, London, Berlin, Lisbon, and Oslo. Fears fueled the protest, fears that the world was entering the most dangerous period in history. “We do not wish to apportion guilt between the political and military leaders of East and West,” the Russell Foundation wrote. “Guilt lies squarely upon both parties.” Peace activists from West and East then called on the United States as well as the Soviet Union to halt their dueling missile deployments.6

The KGB and the Stasi saw the Russell Foundation’s initiative as a major threat—not because its goal was realistic but because, in the Soviets’ view, the pan-European approach made it harder, if not impossible, to unilaterally weaponize the peace movement against NATO. The Warsaw Pact countries did not want a nonaligned peace movement, but the possibility of unilateral criticism that would align with the Soviet policy of opposing NATO’s double-track decision while ignoring the SS-20 missiles already deployed in Eastern Europe.

The UK peace campaign was particularly dangerous because of English-language publicity, which could be more easily picked up in the United States as well as across Europe. The KGB decided to interfere with the protests in London.

About a month after the pan-European push for peace, in mid-June 1980, a number of British members of Parliament and newspaper editors received a 125-page booklet in the mail. The packages were posted anonymously from Paddington and Croydon, were marked “top secret,” and appeared to contain leaked documents. Among the recipients were nine Labour MPs, including Stan Newens and Stan Orme, who forwarded a copy to the defense secretary, Francis Pym, who passed the booklet to the U.S. embassy and from there to the CIA. The targeted MPs had all had dealings with the World Peace Council.7 At least five UK news outlets also received the secret U.S. documents, including The Sunday Telegraph, The New Worker, the Tribune, and the New Statesman.

The leak was titled Top Secret Documents on U.S. Forces Headquarters in Europe. The cover showed the logo of the U.S. Department of Defense in green, and beneath it: “Holocaust Again for Europe.” The book’s second page, usually reserved for publisher and copyright information, was completely blank. The third page contained only one line, “Information Books No 1.” The preface was signed off with “London, October 1980,” and a curious “publisher’s note”: “This booklet is published as a public service and as part of the growing campaigns against nuclear war and for freedom of information on important issues. We hope to extend this service in the future.”8

The “we” referred to the officers of Ivanov’s Service A. Timing the leak had been made “horrifically simple,” according to the preface;9 presidents and prime ministers “of the NATO bloc” had effectively made the decision by increasing missile spending and by stationing “new terror weapons in Europe.” The arguments in favor of NATO force modernization were phony, the authors argued. There was no looming Warsaw Pact military superiority in Europe. The United States had already planned the destruction of Europe: “There is no ‘Soviet threat,’ there is a very real American threat to Europe.” The pamphlet then outlined the familiar argument that the American military-industrial complex, especially “electronics interests,” stood to make a lot of money from researching and producing modernized weapon systems, such as the new cruise missile.

What followed was a most extraordinary self-reflection. “That view probably looks very much like Soviet propaganda,” the KGB wrote in skillfully colloquial English, “and pretty cheap propaganda to boot.”10 It did indeed.

Yet the move was clever. The anonymous authors then countered the anticipated counterarguments: “Our collection of Top Secret paperwork dates from early in the 1960s and last got a major airing in the west European press a decade and more ago,” they wrote. “Newspaper legend has it,” they added, that an American serviceman photographed the top-secret documents in a NATO vault near Paris, and subsequently passed the documents “to the Russians.” These Russians indeed knew by now that hardened activists didn’t mind where the secrets came from, so they decided to be honest, or somewhat honest: “True or false, the legend has never been seriously challenged in the west, and neither has the authenticity of the documents.”

The authors then singled out OPLAN 10-1, that zombie of a leak which had already made repeated appearances in West European newspapers over the last dozen years. The leaked documents illustrated American plans for Europe, which could be summed up, wrote the KGB, as “better dead than red.”

This active measure was a masterful display of disinformation tradecraft, at least at first glance. To further bolster the credibility of the leaked documents and its own analysis, the preface quoted a catalog of authoritative Western voices: the NATO secretary general, the well-respected International Institute of Strategic Studies in London, Le Monde and Le Monde Diplomatique, the U.S. magazine Ramparts, the West German newspapers Die Welt and Stern, and the Italian weekly ABC. The leak contained the now old but still clever forgery about U.S. field commanders deciding to use nuclear weapons on their own. Two of the quoted newspapers, ABC and Stern, had already, helpfully enough, reported this myth as fact, back in 1969 and 1970. The KGB had kept careful tabs on the story, and a decade later quoted both ABC11 and Stern’s reporting on the forged nuclear release authority to lend their analysis and their leak more credibility, even though the German and Italian magazines were generally better known for revealing not secrets but the flesh of scantily clad women, a detail that a British audience would not be aware of.

Ivanov’s Service A forgers saw themselves as cultured and subtle. They used pop culture, driving home the time-tested fear of a military officer going rogue with a reference to The Deer Hunter, an acclaimed Vietnam War movie starring Robert De Niro that came out in 1978. The punch line was written in awkward English, butchering genitives and punctuation: “One ‘deer hunter’—one Hiroshima. That’s the ghastly equation wrapped up in the document’s jargon-laden prose. Now nip down the library and take a look at some Hiroshima or Nagasaki photographs—and think about them in the context of Glasgow, Marseille, Frankfurt or your own home town.”12

One of the journalists who covered the renewed leak was Duncan Campbell, a young investigative reporter who, four years earlier, had penned the first press story to reveal the existence of GCHQ, the UK’s technical intelligence agency and then a highly secretive organization. Writing in the New Statesman under the headline “How to Blow Up the World,” Campbell had correctly identified that the source of the leaked material was “the Soviet KGB.”13 Campbell did not take the “deer hunter” bait, but his story treated the mysterious top-secret documents as “virtually completely authentic.”

Campbell had asked Jim Dobbins, a U.S. embassy spokesperson in London, if the leaks were the authentic product of a 1960s Russian spy in Paris. “Nothing would indicate otherwise,” said Dobbins, and he merely hinted to Campbell that the documents could have been altered or tampered with. The U.S. government never publicly substantiated the fact that the document was partially a forgery, and thus helped keep a damaging leak alive.

Months later, in December 1980, the same documents surfaced in the Netherlands; several newspapers and politicians again received anonymous mailings with the same “Information Books No. 1” leak.14 Then, three years later, in January and May 1983, at least three newspapers in West Germany received a 74-page booklet sourced from the same U.S. war plans. This time the envelopes came from a nonexistent “Society for Reasonable Politics, Inc.,” mailed from Ulm and Düsseldorf in West Germany.15 Editors considered the documents genuine, and informed the authorities accordingly.16

In retrospect, the leak seems crude. It played into existing fears in Britain and Europe, but the booklet ultimately received limited attention in the press in the 1980s. Nevertheless, the stunt was only an opening salvo in the MARS campaign.

Only a few official Stasi documents on disinformation planning escaped destruction. One rare exception is a top-secret Stasi memo from the early 1980s on supporting the West German peace movement. The document is known as “Concept for Political Active Measures to Advance the Peace Movement in the Federal Republic of Germany,” and is dated August 17, 1981.17 Its author was Kurt Gailat, head of the HVA’s powerful Department II, “Parties and Organizations in the Federal Republic of Germany.”18 Gailat was famous among HVA and KGB insiders for his knowledge of the West German party system.19 During the 1970s, he handled one of the best-placed agents of all time, Günter Guillaume, personal secretary to Chancellor Willy Brandt. Gailat even wrote a secret PhD thesis on subverting the West German Social Democrats.20

Supporting the Western peace movement was of course not a goal in itself for Eastern intelligence agencies. Gailat was clear about the real objective: “thwarting NATO’s plans to deploy qualitatively new atomic medium-range ballistic missiles by the year 1983.”21 Strengthening the peace movement was only a tool to weaken NATO, and it wasn’t even directly applied. The stronger the West German peace initiative, reasoned Gailat, the stronger the chance that medium-range nuclear missiles would become a central theme in West Germany’s parliamentary elections, scheduled for 1984. The peace-supporting active measures, Gailat wrote, aimed “to increase the intelligence influence on the budding peace movement in the Federal Republic of Germany in order to stimulate and to strengthen [the movement].” Shaping grassroots political activists in an adversarial country required high-level insights and informal contacts, and the Stasi officers knew it. “This requires the targeted deployment of a network of IM [unofficial collaborators] and KP [contact persons] as well as the creation of new operative positions,” Gailat explained in his request for authorization. He knew that West Germany’s Social Democrats would try to integrate and absorb the peace activists, and that his secret service would need to counteract such cooperation. The message that the Stasi prepared for the peace activists and the left wing of the Social Democrats was simple: more missiles in Europe meant less public support for the SPD’s governing coalition.

At the time, West Germany was governed by a “social-liberal” coalition, a merger of the social-democratic SPD under Helmut Schmidt and the free-liberal FDP under Hans-Dietrich Genscher. If Bonn’s governing coalition was a knotty, unwieldy log of wood, Gailat was carefully studying the log’s surface structure and fibers, his axe and wood-splitting wedge at the ready. Gailat, in his programmatic “peacewar” memo, suggested one measure in particular that would prove highly effective: “Bundeswehr officers are to be recruited in order to have them question the justification of the planned rearmament from a military-strategic point-of-view,” he wrote.

This recruitment—soon to be known as “Generals for Peace”—was already under way at the HVA. Peter Bach, in the HVA’s Department IV, was closely observing Bundeswehr officers who expressed any political view, and the time was ripe to support some of them.

The story of a most unusual military disinformation operation begins in September 1980 at the World Parliament of the Peoples for Peace, in Sofia, Bulgaria, an event sponsored by the World Peace Council. Three former NATO generals, from Italy, France, and Portugal, were present in Sofia. All three had made connections with the World Peace Council after retirement. The Italian, Nino Pasti, had once worked on nuclear affairs in a senior position at NATO. Now Pasti, a left-leaning member of the Italian Parliament, was busily writing pamphlets attacking the neutron bomb and later the proposed Intermediate Nuclear Forces deployments. A book followed in short order.

On May 18, 1981, Generals for Peace issued a volume of interviews in Bonn.22 The book was titled Generale für den Frieden, the group’s name in German. “The unthinkable has become thinkable. Atomic war has moved into the realm of the possible,” read the solemn book jacket. “The threat of a nuclear holocaust looms over Europe. Humanity’s naked survival is at stake.” The book’s authors argued that the balance of nuclear power in Europe was a “fetish” and an engine for increased defense spending. The culprit was clear, according to the generals: “The key is, again and again, the NATO double-track decision of December 1979.”23 The generals vigorously opposed the deployment of cruise missiles to the UK and of Pershing II missiles to West Germany. They argued that a “missile gap” between the Atlantic Alliance and the Warsaw Pact did not exist, and that the American, British, and French arsenals were more than sufficient for tactical requirements in a potential European theater of war.

This kind of semi-covert publication activity was not rare, especially in 1981. That year alone, the KGB reportedly funded or sponsored 70 monographs, 4,865 news articles, 60 films, 1,500 radio and TV programs, 3,000 conferences or exhibitions, and many thousands of reports.24 But the work of the ex-NATO generals stands out. At one point, the group boasted more than a dozen officers, with at least one general or admiral each from Canada, France, Greece, Italy, the Netherlands, Norway, Portugal, the United Kingdom, and the United States, and two apiece from Germany and Greece. The two West German generals, Wolf Graf von Baudissin, one of the founding fathers of the new German army, and Gert Bastian, were particularly crucial for the small outfit. Bastian, like his partner Petra Kelly, was an iconic figure in the German peace movement.

The generals represented an extraordinary success for the Stasi in particular. “Several [active] measures against NATO’s double-track decision were bundled under the collective term ‘MARS.’ The founding of the ‘Generals for Peace’ outfit was one of them,” the Stasi Department X colonel Günter Bohnsack later explained.25 “Out of this rather loose gathering grew a real movement,” he said. “People telephoned each other, organized debates, talked to each other. This created a real force that was in line with Moscow’s ideas and we always controlled this through our intelligence services in Moscow and East Berlin.”26 One particularly important aspect, as usual, was money. “There was a whole range of expenses which were paid jointly by Moscow and the GDR,” Bohnsack recounted, adding that some of the generals did inquire about the origins of the funds.

The publisher and the editor were also secretly funded by the East.27 The Cologne publisher Pahl-Rugenstein released the book. In 1978, an internal MfS note explained that Pahl-Rugenstein was led by a Communist Party member and that it developed its book lists “in consultation with the leadership of the brother party,” which was Socialist jargon for the government of the GDR.28 One joke at the HVA was to call the subsidized outlet “Paul Rubelschein.”29

The book was collated and edited by Gerhard Kade, a former officer in the German Navy, a historian, and a vice president at the Vienna-based International Institute of Peace, another pro-Soviet outfit linked to the World Peace Council. Kade worked directly with the HVA and the KGB. The Stasi knew him under the cover name SUPER, a cryptonym that reflected his significance;30 the KGB had him on file as ROBUST.31 Kade was “the brains and engine” behind Generals for Peace, in the words of the HVA chief, Markus Wolf: “What Kade’s friends and colleagues in and out of Generals for Peace did not know and would have been horrified if they had found out, was that a good deal of Kade’s ideas came from Moscow and a substantial amount of money and other help came from East German foreign intelligence.”32

Wolf himself came to a nuanced conclusion on the status of the group. “The generals were acting out of conviction,” he said, noting that most of the officers were entirely unaware of Kade’s working relationship with foreign intelligence agencies. This dynamic made it easier for the HVA to run the operation. “The publications of the generals revealed the influence that we exerted over Kade,” Wolf wrote in his memoirs.33 As archival research later revealed, Kade had already published a book in 1979 for which he had received “significant” help from the East German regime.34

Despite this shrewd setup, the international press coverage did not immediately take off. In October 1981, the group of officers was profiled in English in Peace Courier, the journal of the World Peace Council, with brief statements from some of its members.35 The U.S. intelligence community was quick to label the generals as what they were, an “ad hoc front group.”36 But it took about a year for the group to receive mainstream press coverage in the United States.

President Ronald Reagan was inaugurated on January 20, 1981. For the first time in history, the inaugural ceremony was held at the West Front of the Capitol, instead of the East. The speech contained several oblique references to the Cold War, the Soviet Union, and the ideological superpower confrontation. “Above all,” Reagan told the crowd assembled on the National Mall, “we must realize that no arsenal or no weapon in the arsenals of the world is so formidable as the will and moral courage of free men and women.” Throughout the 1980 presidential campaign, the Republican nominee had promised that, if elected, he would rebuild America’s military might to better deter the USSR. “Freedom,” Reagan thundered in his inaugural speech, “is a weapon our adversaries in today’s world do not have. It is a weapon that we as Americans do have.” Just days after his speech, the Soviet Union’s top spies decided to turn the “weapon” of freedom against itself. Openness, they understood, was a weakness as much as it was a strength.

Meanwhile, the HVA had carefully analyzed attitudes among younger middle-class West Germans and found what Wolf called a “fundamental shift in values.”37 Career success and material wealth had declined in significance for the Baby Boomer generation, and solidarity, community, and individual fulfillment had become more important. Technology had come to stand for war, and capitalism for alienation. “These were important aspects for our work,” said Wolf. The Stasi was able to recruit collaborators from the ranks of the peace activists. The agency focused its recruitment effort on West German students whose studies offered a plausible cover for political activism.

A similar dynamic applied in other Western European countries. It is possible to get a sense of scale of the MARS influence campaign by simply listing some of the uncovered activities. In 1981, for example, the Danish government expelled a Soviet diplomat named Vladimir Merkulov, a second secretary of the Russian embassy, who could “with a high degree of certainty” be labeled a KGB major.38 Merkulov reportedly handled and ran a Danish influence agent, Arne Herløv Petersen, whom Danish authorities considered a particularly productive agent of influence for Moscow. In 1980, Petersen published True Blues, a pamphlet attacking the British government and especially Margaret Thatcher, the text of which, authorities maintained, had been supplied by Merkulov. Over the years, they reported, the journalist met Merkulov twenty-three times in clandestine meetings, and was photographed on several occasions. Petersen received considerable quantities of liquor, cigarettes, and other gifts, as well as travel to the Soviet Union. Merkulov, for example, advised his asset not to join Denmark’s Communist Party, as he would be more effective as an independent.39

Even neutral Switzerland was targeted. Aleksei Dumov was the local bureau chief of the Novosti press agency in Bern, and oversaw a branch in Geneva. On December 5, 1981, Dumov’s local staff played “a critical role” in organizing a very large peace demonstration in Bern. The Novosti office also had a leading role in designing and organizing the Swiss Appeal for Peace and Against Nuclear Death, and was even involved in spreading the false report that Swiss intelligence had murdered a Soviet diplomat in a Swiss hotel in 1980. On April 23, 1983, the government closed the Bern bureau of Novosti, and Swiss authorities expelled Dumov for “persistent and grave interference in Swiss internal affairs.”40 A few days later, the Swiss government identified Leonid Ovchinnikov as Dumov’s handler and the KGB officer responsible for Novosti.41 Neither in Denmark nor in Switzerland were the influence agents brought to trial.

A comparable drama played out in the Netherlands at the same time. Amsterdam and The Hague had already been hotly contested ground during the neutron bomb campaign three years earlier. In April 1981, in preparation for a NATO Council meeting in Rome, the Dutch internal security service, the BVD, prepared a confidential report on a “hidden feature” of the nuclear weapons debate.42 The report laid out, in detail, the interactions between the Dutch Communist Party, the Central Committee in Moscow, and various front organizations. “It is known that KGB officers in the Netherlands have received instructions from Moscow to promote protests against the neutron bomb,” read the report. De Telegraaf, the country’s largest daily, spoke of “clear proof” of Soviet involvement in the Dutch peace movement.43

One curious figure in the Dutch influence campaign was Vadim Leonov, a thirty-one-year-old KGB operative in The Hague, operating under the cover of a TASS correspondent. Leonov was young, handsome, and stylish, with an engaging smile. On April 15, 1981, shortly after the BVD report came out, Dutch authorities expelled him.44 Leonov later gave a remarkably boastful interview to Reformatorisch Dagblad, a conservative newspaper. The anti-neutron-bomb protests were “manipulated” by a small group of hard-core ideologues who followed a “blueprint from Moscow,” arranged through him, said Leonov. He added: “If Moscow decides that 50,000 demonstrators must take to the streets in the Netherlands, then they take to the streets. Do you know how you can get 50,000 demonstrators at a certain place within a week? A message through my channels is sufficient.”45

The self-confident undercover correspondent could not resist making a sardonic comment about the peace activists he had worked with. Once a demonstration would be scheduled, the stylish KGB man said, “then everything is arranged with military precision, under the leadership of principled conscientious objectors.”46 Editors at the Dagblad first thought the expelled Russian was pulling their leg, and decided to publish only after a congressional hearing in Washington appeared to confirm the wider story.

MARS was a truly global campaign. The attention to detail on display could be remarkable. One example is the slogan “No New Missiles in Europe,” a line pushed aggressively by front organizations in the nuclear freeze campaign. The cynical slogan worked in favor of the Soviet position, especially the little word “new,” as it tacitly accepted the recently established presence of Soviet SS-20 medium-range missiles in Europe while condemning U.S. weapons modernization. The slogan reportedly emerged in 1981 at demonstrations in West Germany, on placards distributed by Communist front organizations. The World Peace Council distributed large round pins that depicted two giant missiles pointing at Europe, with a “NO” printed across the button in red, under the banner “NO TO NEW US MISSILES IN EUROPE!”47
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The World Peace Council, a Soviet front, produced and distributed signs, posters, and pins to rally the Western European public against NATO’s deployment of more capable nuclear weapons.


In May 1983 at a peace rally in Williamsburg, Virginia, during a high-profile summit meeting of industrial nations, particularly shrewd and well-equipped protesters displayed a German-language banner in the background for replay by the German TV networks covering the summit.48 Of course, that banner could have been the work of genuine peace activists.

In early 1982, Markus Wolf spoke approvingly of the peace movement in front of his East Berlin staff. “We already achieved a lot,” he said, yet he saw a need to escalate. An increased effort was necessary “to strengthen through active measures the peace movement in West European states and to defend against attempts of division.”49 These comments were most remarkable. The MfS, and likely also the KGB, projected their own methods onto their adversaries. Stasi officers were so mired in conspiratorial thinking that their internal jargon even had a verb for uncovering a conspiracy: dekonspirieren, or “deconspire.” So the officers in the East assumed—wrongly—that Western intelligence agencies were themselves using the peace movement to infiltrate and divide the Eastern bloc.

The Stasi therefore both supported and subverted peace activists. When activists on the approved list traveled to East Germany, to visit the official peace council, for example, state security made sure that they received “especially preferred, polite treatment” at immigration checkpoints.50 Other activists, even in West Germany, would become the target of harassment. The Stasi targeted Jürgen Fuchs, a writer and peace activist in West Berlin, in an operation called OPPONENT; the goal of this “Zersetzung,” as the Stasi wrote in one particularly chilling memo, was to


coerce Fuchs to turn inward, to continuously occupy him with everyday annoyances in order to make him insecure, to discredit him in public, and eventually to incapacitate him with respect to his attacks against the GDR.51



The Stasi was particularly concerned about a small West Berlin–based group with an “anti-Communist orientation,” known as the Arbeitskreis, or Working Group for a Nuclear-Weapons-Free Europe. The group, founded in 1981, advocated for a united Europe with no nuclear weapons on either side of the border that divided the two Germanys. To Wolf’s men, this goal was tantamount to attempted “anti-Communist repurposing” of the peace movement. When the Arbeitskreis prepared a peace conference for May 1983, titled “Second European Conference for a Nuclear-Weapons-Free Europe,” East German state security saw the group as persistently attempting to “continue a process of division in the peace movement, to distract from the fight against NATO’s missile policy, and to penetrate Socialist countries.”52 The HVA therefore considered the group a threat, classified it as an “enemy object,” and ran operations against it.






 



20.

Nuclear Freeze


The MARS campaign would soon deploy its entire tool kit against the peace movement in the United States. And the United States, more religious than most European countries, offered an even larger target surface: the KGB began attempting to “develop contacts with religious figures in the United States,” as the FBI reported to Congress. The Soviet rationale was that the participation of American clergy would add moral legitimacy and political weight to the peace movement. In early 1982, six Russian officials, five of them affiliated with the KGB, regularly participated in the “Christian-Marxist” dialogue workshops held by a Southern Baptist Convention ministry working with the United Nations. The undercover agents stressed the Soviet desire for peace, and encouraged expanding church activity into the disarmament field.1

The FBI watched as KGB officers “personally contacted several, major American peace organizations, including the Nuclear Weapons Freeze Campaign.”2 These recruitment and influence methods became evident in the way the KGB approached Alan Wolfe, then a thirty-four-year-old budding public intellectual and a member of the editorial board of the left-leaning The Nation. One day in 1976, Wolfe was sitting in his office in Berkeley, working on a manuscript, when an “exceptionally well-dressed man” appeared at his office door. The man introduced himself, revealing a Russian accent, and offered his card, which said that he worked at the Soviet consulate in San Francisco. “Could we get together and chat at some future time?” the Russian officer said politely. “No doubt a man like yourself is very busy.”
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Protesters outside the 1983 World Economic Summit in Virginia. The central banner reads “No New Nuclear Missiles.” The FBI found that distinguishing between genuine and engineered protest became impossible. (AP Photo)


They met up two weeks later. The purported diplomat then introduced Wolfe to a Moscow-based academic, who invited him to visit and lecture. Wolfe agreed, and visited the Soviet Union in October 1977. The writer found the lack of fruit and the omnipresent minders “most unpleasant,” but the formal meetings “enlightening.”3

The FBI’s counterintelligence investigators were paying attention, and quickly determined that Wolfe had been targeted for recruitment by the Soviets. The KGB arranged the young writer’s trip to Moscow and Yerevan in order to “cultivate and influence him,” as the FBI noted in an internal report.4 Two federal agents soon visited Wolfe at his house. A terse conversation ensued. “You see, Alan,” said one of the FBI officers, “the spy business is a serious affair.” The two officers inquired whether Wolfe knew that the Soviet Union was attempting to influence the peace movement in the United States. Wolfe told them that he knew that the president thought so, but that he did not trust Reader’s Digest on the subject of communism.

“Do you believe Reader’s Digest?” Wolfe asked, referring to John Barron’s then-prominent reporting on the KGB’s subversion of the peace movement. The FBI agent responded that, if forced to respond either yes or no, his answer would be “most definitely” yes.5

The Communist Party of the Soviet Union provided guidance and money to its U.S. comrades, and, in November 1979, the American Communist Party founded the United States Peace Council as an affiliate of the World Peace Council. In 1981, the FBI learned that Soviet officials had informed the head of the World Peace Council, Romesh Chandra, that the USSR had “big plans” for joint WPC and USPC activities in 1982 and 1983. Moscow, the FBI reported, was “elated” by how easy it was to organize events in the United States, and made clear to Chandra that they would provide funds for WPC activities in the United States.6

The FBI’s counterintelligence division considered the Communist Party in the United States “one of the most loyal, pro-Soviet communist parties in the world.” Its leadership regularly accepted Soviet directives as well as funding. Between the late 1950s and the late 1970s, the American Communist Party received more than $30 million from the Soviet Union. By the early 1980s, the annual funding flowing across the Iron Curtain from east to west reached around $2.75 million per year, the FBI estimated.7 The G-men also carefully watched as the Soviets targeted perhaps America’s most charismatic peace activist.

Born into a family of former plantation owners in Huntsville, Alabama, Randall Forsberg turned to activism at the age of thirty-seven, in 1980. Charismatic, eloquent, with a fresh PhD from MIT under her belt, Forsberg became an anti-arms-race advocate. She played a key role in launching the idea of a “nuclear freeze,” a verifiable halt in the testing, production, and deployment of all nuclear weapons—by both the United States and the Soviet Union.8

The high point in Forsberg’s career was the June 12 rally in New York’s Central Park, which she helped organize. It was the largest demonstration in American political history to date, with around 700,000 participants, and it was meant to coincide with the Second Special Session on Disarmament at the United Nations. “We’ve done it!” Forsberg shouted, as she addressed the sprawling Manhattan rally that day. “The nuclear freeze campaign has mobilized the biggest peacetime peace movement in United States history,” she said. “The politicians don’t believe it yet. They will. They think it’s a fad. It’s not.”9

The giant rally was also a principal target of MARS. The USSR used “nearly every instrument” at hand against the June 12 Committee, the organization that coordinated the landmark political event. Even Forsberg herself was a target: “The KGB has targeted Randall Forsberg […] for active measures purposes,” the FBI reported after the event.

One of the first planning conferences for the nuclear freeze campaign in the United States was held in March 1980 at Georgetown University, in Washington, D.C. Two Soviet participants stood out to the FBI: Yuri Kapralov, an undercover KGB officer from the embassy, tasked with penetrating the peace movement, and Oleg Bogdanov, an active measures specialist from the International Department of the Central Committee, which was still headed by an aging Boris Ponomarev, who had targeted Franz-Josef Strauss and Der Spiegel so aggressively twenty years earlier. Kapralov was a panelist at the conference, and his performance was reportedly “very impressive.”10 As the American protest movement gained steam over the next month, Kapralov hit the conference circuit. On Veterans Day 1981, in November, 151 college campuses held a teach-in on disarmament that drew around 100,000 participants.

“It’s funny,” said Kapralov at Harvard, “when our leaders talk very clearly about their desire for peace, some of your people just discredit it as transparent propaganda. We would prefer that your leaders would talk as clearly and as forcefully for peace and arms control as ours.” The audience applauded. The Boston Globe reported that Kapralov was “one of the most effective speakers.”11

The KGB had two assets placed inside the June 12 Committee, according to a secret U.S. government report. The FBI had “reliable sources” indicating that Soviet intermediaries played “a major role” in the June 12 Committee; the influence agents “successfully campaigned” to focus the demonstration on U.S. arms control and disarmament policies, and not include criticism of the USSR’s force modernization and missile programs.12

In Europe, meanwhile, the HVA-supported Generals for Peace were gearing up for the same UN session. Kade, the cutout, had arranged for more than a dozen ex-NATO officers to meet in Vienna in February 1982, at his World Peace Council–supported institute. A group of thirteen agreed to sign a memorandum, to be launched in Bonn on June 4, 1982.13 Generals for Peace even registered as an NGO with the United Nations.14 It was only then that major newspapers in the United States fell for the peace-loving generals. The New York Times, in late June, profiled Brigadier Michael Harbottle, one of the group’s most prominent and active members. Harbottle, polished and eloquent, was a British World War II veteran and later the chief of staff of the UN Peacekeeping Force in Cyprus. Now the British officer made a politically charged, even subversive suggestion: active-duty NATO officers, he told the Times, must “reverse traditional military thinking,” in order to show “the same courage, willingness to take decisions and persistence that officers so far have only been asked to prove in hostilities.”15 The British brigadier openly dared his fellow military officers to disobey orders. Three days later, the Christian Science Monitor profiled Admiral Hyman Rickover, the U.S. member of the Generals, and praised the admiral’s drive and tenacity. “Kudos to a new group of retired NATO officers who are trying to get their active-duty colleagues not to wait until retirement before standing forth against the arms race,” the Monitor raved, effectively endorsing military insubordination in the United States.16

Wolf considered the work of the ex-NATO officers “paramount.” The group’s “influence over the disarmament debate was huge in comparison to its size,” the former HVA chief recalled in his memoirs.17 The peace movement writ large was fascinated by the supportive warriors. At one photo shoot staged in the run-up to a NATO meeting, the Italian, Pasti, flanked by fellow members of Generals for Peace, cradles a live white dove in both hands, his horn-rimmed eyes sternly pointing ahead into the future. In September 1982, the Stasi claimed credit for the group’s success, its typical dry, bureaucratic jargon telegraphing the eerie passive voice of a vast, clandestine bureaucracy: “The movement ‘Generals for Peace and Disarmament’ was further expanded,” said the top-secret two-page memo, and “now operates on an international level (including at the UN), and has become a firm component part of the peace movement.” Wolf was more direct. The generals achieved “cult status in the movement,” he recalled.18

By 1985, the activist generals had published a significant number of papers and articles on nuclear disarmament and arms limitation “that were drafted by the staff of HVA’s Department X, Unit 1, sometimes in close cooperation with KGB,”19 as Germany’s general prosecutor confirmed in a detailed hundred-page indictment when the Stasi archives opened after reunification. The Bulgarian archives confirm those details. Also in 1985, for example, the Bulgarian disinformation department sent a request to its Stasi counterpart that the generals incorporate the demand for a nuclear-weapons-free zone in the Balkans into a memorandum that they would present at a peace symposium in Stockholm in 1985.20 The generals, internally code-named UNION,21 became such a successful influence operation that Moscow and East Berlin started competing over their use.22

The question of whether the generals were witting or unwitting agents of political warfare remains. “Some of them did not want to know,” the HVA officer in charge of coordinating the group told me later.23 In 1986, a team of party-loyal East Berlin producers, Heynowski and Scheumann, finished a prominent documentary production titled Die Generale, and dedicated their film to “the political leadership and its peace offensive.” In March that year, the Ministry of State Security even facilitated bringing four of the ex-NATO generals, including Harbottle and Bastian, to East Berlin for a screening of a working draft of the two-part film. The Socialist Party authorized exceptional immigration procedures at the highest levels, and made sure that the four generals could all cross at Invalidenstraße without much delay or having to stamp their passports. Without a doubt, the four generals would have noticed the highly unusual arrangements of their semi-covert visit. They were no longer unwitting agents, if they ever were.24

All of this, though, was happening in secret. Peace activists across the Western Hemisphere did not know that several well-resourced, highly creative intelligence agencies were trying to subvert, manipulate, and divide the international peace movement—and that these agencies believed their conspiracy was a success.

In late 1982, President Reagan gave a speech about economic policy to a crowd of veterans at the Hyatt Regency Hotel in Columbus, Ohio. After finishing his prepared remarks, the president spontaneously decided to continue. “Coming in here, I passed a lot of your fellow Ohioans out there on the street,” the president said. Some were applauding and waving, while others were protesting, he noticed. But Reagan knew something that the demonstrators along his motorcade did not. So Reagan told the veterans what he thought the protesters were actually doing: “They were demonstrating in behalf of a movement that has swept across our country that I think is inspired by, not the sincere, honest people who want peace, but by some who want the weakening of America, and so are manipulating many honest and sincere people.”25

The next day, Reagan’s unscripted statement made the news in papers across the country. The Cold War was on, and the president did not even have to spell out the mysterious foe. Everybody in the audience that day knew which force he was referring to. “Well, I, too, want a nuclear freeze after we have been able to negotiate the Soviet Union into a reduction on both sides of all kinds of weapons,” the president said, adding that he would propose a freeze “when we’re equal,” not with the Russians “in a superiority that would bring closer the chance of nuclear war.”26 The peace movement, Reagan implied, was making nuclear war more likely.

Activists as well as political opponents were aghast. “It was McCarthyism,” The New York Times responded three days later, “all delivered in the familiar aw-shucks style.” After all, eight states were about to vote for nuclear freeze initiatives just a few weeks hence. Tom Wicker, an eminent columnist at the Times, wrote that their own president was trying to manipulate these sincere and honest Americans, not some mysterious foe. There was “not a shred of evidence” for such a dark conspiracy against the peace movement, he wrote.27

One enraged reader wrote to The Washington Post that Reagan’s assertion was “myopic and ludicrous,” and that his statement smeared “the integrity of the tens of millions of Americans who are legitimately concerned about the omnipresent threat of nuclear war.”28 Soon, peace activists pressed the White House for evidence. On November 12, the White House referred the press to Barron’s Reader’s Digest investigation as a reliable source. Barron told The Washington Post that “three intelligence and/or security services” had helped him, but he refused to identify them. “I have reason to believe that the president made very extensive inquiries, before he spoke, on the facts in that article,” Barron told the Post.29 In hindsight, however, it was Reagan who, by attempting to counter MARS with his unscripted comments, had given the influence campaign a shot in the arm, raised the public profile of Russian interference, and deepened existing divisions in the process.

“The proof is nonexistent,” blasted Counterspy. The magazine pointed out, correctly, that Barron had a “history of writing for undercover purposes.”30 Covert Action Information Bulletin called Barron a “fraudulent journalist” for working “hand in glove with the CIA.”31 The FBI agreed with Counterspy, at least on the evidence, in a secret internal counterintelligence report it had just prepared; FBI counterintelligence investigators found it “extremely difficult” to determine the extent to which the Soviet Union had “influenced or manipulated” the nuclear freeze or anti-neutron-bomb movement. “We do not believe that Soviets have achieved a dominant role in the U.S. peace and nuclear freeze movements or that they directly control or manipulate the movement,” the unclassified section of the report concluded.32 On December 10, 1982, Americans would read in some of the nation’s biggest newspapers that there was “no evidence” that any Soviet efforts had significantly influenced policy makers or the turnout to peace demonstrations.33

The other side was more confident in its assertions. One month before Reagan spoke out about the subversion of the peace movement, the KGB and the Stasi were internally assessing the MARS campaign and making plans for 1983 and beyond. Their joint operations had made “important contributions for the deepening and widening of the peace movement,” one memo assessed on September 3, 1982. Operators in Berlin and Moscow agreed that measures intended to “influence” the reactions to Soviet initiatives had been successfully “realized” in West European countries. The success of the Generals for Peace initiative was singled out: “The Generals for Peace have been further expanded, now operate on an international level (including in a UN framework), and have become a stable component of the peace movement.”34 Service A and Department X further stressed their fruitful joint work in “initiating activities with a mass character (demonstrations, conferences, etc.)” in order to condemn Reagan’s hawkish policies and to demand the cancellation of the NATO double-track decision from 1979.35 One final, specific area of success was the “further continued process of differentiation” within the three established West German parties—this was Eastern bloc jargon for exacerbating tensions, for driving wedges into conflicted political parties in Bonn. The West German coalition government eventually fell, just over three weeks later.

“I think 99.9 percent of the people active in the peace organizations are honest. But they want a leader or two,” said Major Stanislav Levchenko, the KGB officer who defected to the United States in 1979.36 Levchenko had been an active measures officer at the Tokyo rezidentura, and had worked on the MARS campaign. The secret of disinformation, he said, was that “the KGB distorts or inverts reality.” The trick was to make activists and others support Soviet policy unwittingly, by convincing them they were supporting something else.

“Almost everybody wants peace and fears war,” he told one American journalist shortly after he defected. “Therefore, by every conceivable means, the KGB plans and coordinates campaigns to persuade the public that whatever America does endangers peace, and that whatever the Soviet Union proposes furthers peace … To be for America is to be for war; to be for the Soviets is to be for peace. That’s the art of active measures, a sort of made-in-Moscow black magic. It is tragic to see how well it works.”37 The black magic even worked on Levchenko, and the KGB itself.






 



21.

Nuclear Winter


Nuclear winter was nothing short of a global nightmare, one that haunted the world in the final years of the Cold War. As simulations and data from volcanic eruptions showed, a major nuclear attack by one of the superpowers would kick up so much dust, and burning cities and forests would produce so much smoke, that Earth would be enveloped in cold darkness “within 1 to 2 weeks,” per Science magazine.1

The attack scenario was grim: with 25,000 square kilometers of built-up urban terrain in flames, 130 million tons of fine particles would be carried into the troposphere, lifted by the updraft created by nuclear fireballs and mushroom clouds.2 Nuclear detonations at or near the ground could eject soil particles, vaporize earth and rock. The blasts’ powerful emissions of light would start vast fires in cities and forests. Smoke would billow into the skies for weeks. Atomic war, from a planetary view, was like lighting a bonfire in a small room without any windows to let out the smoke.
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Images of nuclear tests were cruel reminders that global nuclear destruction was only minutes away at any given time. Active measures tapped into this genuine fear.

(U.S. Navy)


The nuclear winter scare had its public debut on Halloween 1983. Five hundred scientists, officials, and environmental activists gathered under the banner “The World after Nuclear War” in Washington, D.C.3 The group included ambassadors and representatives from more than twenty countries, and its star was Carl Sagan, who had just published the first article on nuclear winter the previous day. Halloween, said Sagan, was originally a Celtic festival named for the Lord of the Dead, marking the beginning of winter with vast bonfires. “The original Halloween,” Sagan said, “combines the three essential elements of the TTAPS scenario: fires, winter, and death.”4

The TTAPS project, an acronym derived from the last names of the five main researchers, had been in the works for months. Science published the paper a day before Christmas in 1983. Sagan, one of America’s most prominent scientists, was one of the lead authors. The TTAPS study suggested that there was a “threshold” of nuclear detonations, which could be between five hundred and two thousand nuclear warheads. Once a nuclear attack surpassed this threshold, it would trigger global mayhem, thus ensuing the attacker’s own self-destruction. The Science piece used data and technical language. Nuclear winter wasn’t political science; these were hard, cold facts. Sagan also placed a less technical article about nuclear winter in Foreign Affairs.

One month earlier, on November 23, the CIA sent a classified memo to the National Intelligence Council. The memo mentioned the nuclear winter theory with concern, referring to “a new analysis and conclusion which apparently throws all previous estimates on recovery out the window.”5 Recovering from a nuclear war might not be possible, the CIA concluded, and the climate effects would have strategically “profound implications.” An intelligence estimate of a few months later fretted over how the hypothesis would interfere with the doctrine of nuclear deterrence: “A concept of deterrence that depended on the credibility of launching a retaliatory strike with a large number of nuclear weapons would be meaningless.” Devastating climatic effects would change the strategic equation not just for deterrence and retaliation but also for a first strike. A massive preemptive nuclear strike, the CIA wrote, “would literally be suicidal for the Soviets even if U.S. territory bore the brunt of the nuclear detonations.”6

That wasn’t all. U.S. Air Force planners began to worry that flying fine particles could hide ground targets from overhead reconnaissance; that the soot could interfere with aircraft engines; that atmospheric dust and vapor could hamper high-frequency communications as well as satellite downlinks; and that the extreme cold and darkness could add even more stress to personnel working in ground command-and-control centers.

Yet something seemed odd. The nuclear winter idea was just too convenient for the Soviet cause. The TTAPS study appeared just when Moscow was doing everything it could to counter NATO’s nuclear modernization in Europe. Reagan wanted Pershing II missiles in West Germany, and arms control negotiations on Intermediate-range Nuclear Forces in Geneva had stalled. Could it be that the KGB had infiltrated the climate science community and tricked not just Science, Foreign Affairs, and the CIA, but many millions of Americans and Europeans?

Sergei Tretyakov was a career foreign intelligence officer and once one of the youngest colonels in the SVR, the successor organization to the KGB’s First Chief Directorate. From 1995 to 2000, Tretyakov was the deputy at Russia’s second-largest intelligence outpost, in New York, where he was responsible for all covert operations in the city and the UN. He defected in late 2000 and handed over more than five thousand cables to the CIA.7 In 2008, he published his memoirs, titled Comrade J. In the book, Tretyakov made an extraordinary claim: that the notion of nuclear winter was one of the KGB’s most successful disinformation operations.

“I am not a scientist, nor did I ever meet Mr. Sagan or his coauthors,” Tretyakov wrote, introducing his revelation. But the former colonel had been well connected in Russian intelligence: “I did have several conversations with the former KGB official responsible for scientific propaganda during this time period,” Tretyakov said. “She told me repeatedly the KGB was responsible for creating the entire nuclear winter story to stop the Pershing missiles.” Such an operation would certainly fit the KGB’s established pattern of disinformation operations. Treyakov continued: “I don’t know if Mr. Sagan ever knew the KGB was behind his effort, but inside the KGB, the nuclear winter propaganda was considered the ultimate example of how the KGB had completely alarmed the West with science that no one in Moscow ever believed was true.”8

Tretyakov appeared credible. He was an experienced and highly successful intelligence officer, with more than sixty case officers under his command in New York. After his defection, he wrote four hundred memos for the CIA, the FBI, the State Department, and even the White House. The U.S. government allegedly compensated him with the highest amount ever paid to a U.S. intelligence source. “This man literally held the keys to a Russian intelligence gold mine,” one unnamed FBI source said.9
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Vladimir Alexandrov, a Soviet climate researcher, studied nuclear winter models on American supercomputers.

(UCAR)


Nuclear winter, it appeared, was a Soviet hoax. The KGB itself saw it as one of the most successful disinformation operations of all time. Yet, on closer examination, the story brings into sharp relief a finding that is even more surprising—and even more dangerous.

At the heart of the tale of nuclear winter is the mysterious death of Vladimir Alexandrov.

In the early 1980s, Alexandrov was one of the USSR’s most prominent climate scientists. After 1978, Alexandrov, then in his early forties, had more contact with American colleagues than any other Russian scientist. Alexandrov was a jovial, gregarious man who was fond of barbecuing spareribs and hamburgers. One Christmas, when the Cold War was at its grimmest, he played a baritone Santa Claus at an Oregon nursery school. He also had more contact with American supercomputers than any other Soviet scientist, at two of the three main research centers on the effects of nuclear war: the National Center for Atmospheric Research in Boulder, Colorado, where he worked with a Cray-1A supercomputer, and at Lawrence Livermore National Laboratory, east of San Francisco, which he visited several times from Oregon State University.

By early 1983, the idea of nuclear winter was beginning to form among a growing number of U.S. climate scientists. In April 1983, Alexandrov was among the approximately one hundred scientists invited by the American Academy of Arts and Sciences to a meeting held in Cambridge, Massachusetts, in order to assess the climatic effects of thermonuclear war. It was around the time of that conference that some scientists started to use the term “nuclear winter.”

Just days earlier, the Reagan administration had escalated the arms race by proposing a fantastically ambitious missile-defense program in a speech to the nation. The president suggested that he would make nuclear missiles “impotent and obsolete” by way of a new strategic doctrine that became known as “Star Wars.”10 At the same time, the existing NATO schedule called for a deployment of modernized weapons to Europe by December 1983.11 Moscow was concerned that the new weapons had the range and precision to hit command-and-control centers in Russia. Meanwhile, the peace movement across Europe had gathered force, anti-Americanism was on the rise, and civil unrest was brewing.12 As the 1983 superpower standoff was intensifying, Moscow’s security establishment encouraged Alexandrov to speak out, and facilitated a global lecture tour in the hope that his exaggerated, more-extreme nuclear winter scenario would further strengthen the political resistance against NATO’s nuclear modernization.

By the end of August 1983, a small Soviet delegation, again including Alexandrov, joined an illustrious international security conference on nuclear war at the Centre of Scientific Culture in Erice, a small town and hilltop fort near Sicily’s western coast, where Alexandrov gave an “update of climatic impacts of nuclear exchange.” About 200 miles from one of Europe’s most active volcanoes, Alexandrov presented a grim computer simulation of smoke and dust in the atmosphere, supported by the USSR Academy of Sciences Computing Center in Moscow.

Alexandrov outperformed even Sagan’s doomsday prognostication. He presented a three-dimensional climate model that took as its point of departure one of the original TTAPS scenarios. The Soviet scientists predicted a biblical fall in temperatures forty days after nuclear war: a 30°C (54°F) drop in the western United States, a 40°C (72°F) cooling in the U.S. Northeast, and a 50°C (90°F) decrease in Europe.13 There would be no more rain to wash the sun-blocking dirt from the sky.

On December 8, 1983, the U.S. senators Edward Kennedy and Mark Hatfield invited eight nuclear-freeze-supporting scientists, four from the United States and four from the USSR, to speak in the Senate Caucus Room. “A group of Soviet and American scientists agreed today that a large-scale nuclear exchange could mean the extinction of the human race,” The New York Times reported the next day.14

One of the Russian scientists in the U.S. Senate that day was Sergei Kapitsa, of the Moscow Physico-Technical Institute. Until then, Kapitsa said, nuclear arsenals had worked as a deterrent to nuclear war by providing a “tacit mutual hostage arrangement between the opposing nuclear powers.” The new climate science changed this balance of terror. “Now,” Kapitsa told the senators, “the whole of the earth and human civilization itself are held hostage.” Any growth of nuclear arsenals could only erode security and stability, he said, not only for the nuclear powers but for every country on earth. Alexandrov handed Kennedy a balalaika as a gift.15

Two weeks later, Science published the TTAPS study. In the accompanying Foreign Affairs article, Sagan thanked first his Science co-authors, and then named Alexandrov and his “Soviet colleagues” for providing “independent confirmations” of the nuclear winter hypothesis.16 In January 1984, Alexandrov joined Sagan, Stephen Gold of Harvard, and fifteen other scientists for a three-day workshop at the Vatican, in order to draft a report for the pope. Alexandrov appeared on U.S. television with Sagan, and the two even testified together in Congress in the fall of 1985. “Vladimir Aleksandrov of the Computing Centre of the Soviet Academy of Sciences, who is here, did the first global circulation model on nuclear winter,” Sagan told the House Committee on Science and Technology.17

Under scrutiny, however, Alexandrov’s role was less significant than Sagan made it appear. Richard Turco, co-author of the original TTAPS study, told Science that Alexandrov’s paper was “a very weak piece of work, crude and seriously flawed … The Soviets have contributed little to the international ‘nuclear winter’ study effort thus far, and quite a few people are extremely disappointed,”18 he said. The CIA reiterated this skeptical assessment internally: “Soviet research on Nuclear Winter is not convincing.” Russian scholars made only modest conceptual advances when measured against the original TTAPS study. Instead, the scientific work on nuclear winter under way in Russia was not backed up by independent research and was derived “almost entirely from U.S. ideas, data, and models.”19 Soviet science had bad data, limited computer equipment, and a politically fueled appetite for extreme findings, all of which pushed Soviet scientists to make wild exaggerations. One such exaggerated finding, the CIA pointed out in December 1984, was that a nuclear exchange would “signify either the disappearance of the human race or its degradation to a level lower than prehistoric.”20

The Pentagon agreed with the skeptics at the CIA and elsewhere a few months later. On March 1, 1985, Caspar Weinberger, the secretary of defense, handed the military’s nuclear winter study to Congress. “It is hard to tell the difference between scientific workers and propagandists,” he wrote. Soviet scientists had uncritically borrowed worst-case scenarios and sometimes “obsolete” mathematical simulations from others, without independently running the numbers; Soviet science was heavily criticized by international scientists as “crude” and “flawed.” As an example, Weinberger named a “widely publicized” primary atmospheric circulation model by Alexandrov and his co-author, G. Stenchikov: “Given the sources and inputs and methods for their ‘studies,’ their findings do not represent independent verifications of the hypothesis.” The Pentagon added, in direct reference to Alexandrov, that “in private the Soviets acknowledge the exaggeration.”21

Alexandrov’s American colleagues and friends knew that something was off, and pressured him to raise his scientific standards. “We were working him over pretty hard in private,” one American atmospheric scientist later recalled. “His nuclear-winter stuff was at the extreme fringe, but he was beginning to come down.”

The Weinberger study must have roiled Alexandrov—and the Kremlin. A few weeks later, Alexandrov was traveling to Spain to attend an international conference when he was intercepted by staff from the Soviet embassy in Madrid. What happened there remains unclear. After leaving the embassy, Alexandrov gave a disoriented talk at the conference, and disappeared from Madrid on April 1. He left behind his passport in a garbage can at the Hotel Habana, and his mother, wife, and daughter in the Soviet Union.22 The Russian embassy settled the hotel bill. Only after Alexandrov had been missing for 108 days, and one day after The New York Times reported on the mystery, did Moscow’s Foreign Ministry request that the Spanish police look into the incident. Nothing came of the investigation. One year later, Moscow started pushing a competing narrative: the CIA or MI6 had made the Soviet scientist disappear because militarists in Washington were trying to withhold fresh evidence that nuclear winter was real.23 Another year later, Senator Edward Kennedy inquired with the CIA, on behalf of Alexandrov’s family, about whether the Agency knew if the scientist was alive or not. William Webster, the CIA director, told Kennedy that neither U.S. nor allied intelligence agencies knew anything of “Dr. Aleksandrov’s situation.”24

The episode has a surprising conclusion: the KGB had disinformed itself. The KGB’s head of scientific propaganda in the mid-1980s had a professional incentive to exaggerate the success of her work, and therefore claimed that the KGB was “responsible for creating the entire nuclear winter story.” Even Soviet defectors shared a certain professional deformation that made themselves and their past work look more significant than it really was. In July 1985, when news of Alexandrov’s disappearance had just broken, two KGB defectors listed the nuclear winter tale as an example of disinformation in their newsletter on Soviet active measures. Stanislav Levchenko and Peter Deriabin, both experienced in disinformation, singled out Alexandrov as an agent of influence “chosen to exaggerate both the causes and effects of a nuclear winter for foreign policy purposes.”25 A more careful examination of the trajectory of the idea of nuclear winter, however, reveals its organic origin in the American climate-research community. What really lifted the theorem to worldwide success was not Soviet propaganda in the guise of research but several highly visible U.S. scientists with a knack for branding and publicity, most notably Carl Sagan. The Soviet attempt to hijack this debate largely failed. The nuclear winter theory emerged, evolved, and disappeared in the West.

A similar dynamic applies, in even more dramatic fashion, to the most infamous disinformation story of the entire twentieth century.
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AIDS Made in the USA


A vast dark cloud of billions of buzzing mosquitoes swarms toward a distant city skyline. The lead mosquito’s legs are armored with spikes, its eyes and mouth so magnified they appear gigantic. At second glance, the creature’s mouth is not that of a normal mosquito, but an engineered, razor-sharp syringe. The swarm is emanating from the dark eye sockets of a human skull, a skull smoking a cigarette.

This bizarre illustration appeared in Literaturnaya Gazeta on February 3, 1982, above a long story titled “Incubator of Death.” The piece, written in the first person, was a kind of travelogue into a CIA factory for weaponized mosquitoes. The author, Iona Andronov, started his adventure after visiting the editor of “the journal ‘Covert Action’ in Washington,” (a reference to Covert Action Information Bulletin). That Washington editor showed Andronov, he claimed, “leaked documents from the CIA” that led his investigation to Lahore, Pakistan. En route from Moscow to Lahore, Andronov recounted, his luggage was taken away during a layover, then he was followed by Pakistani security, and diplomatic phone numbers appeared to mysteriously stop working. American spies were on his heels. Nevertheless, the intrepid reporter managed to charm his way into the secret mosquito lab.1
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An illustration of U.S. biological weapons that did not exist, in Literaturnaya Gazeta, Moscow, February 1982 (Literaturnaya Gazeta)


The story was a poorly executed reaction to a new problem.

About a year earlier, in the summer and fall of 1980, the United States had raised concerns about the Soviet use of chemical weapons in Southeast Asia, especially in Laos and Afghanistan. The USSR invaded Afghanistan in late December 1979, and Soviet forces immediately started using chemical agents against the mujahideen resistance fighters. In December 1980, the United Nations General Assembly passed a resolution that established a technical UN investigation into the use of chemical munitions.

By the fall of 1981, the U.S. government had recorded evidence of forty-seven Soviet chemical attacks in Afghanistan alone. Afghans described gray, blue-black, and yellow chemical clouds wafting from land mines and bombs, rockets fired from fixed-wing aircraft, and gas sprayed from Hind helicopter gunships. In one incident, witnesses described finding three mujahideen dead, their hands still in firing position on their rifles, indicating that the Soviet chemical agent had been extremely rapid-acting and did not cause physiological reactions before death. Other witnesses described abnormal bloating of dead bodies and blackened skin with a dark-reddish tinge, indicative of rapid decay. By early 1982, the U.S. government was making more and more harrowing evidence available to the UN and the wider public.2 What the State Department did not say was that the United States had been secretly funding the mujahideen, and that the Soviets were gassing America’s proxies.

The killer mosquito story was part of a larger, more complex campaign to deflect blame, and to compromise the U.S. and NATO over biological and chemical weapons. The campaign was code-named TARAKANY, “cockroaches” in Russian. Even if the Soviet claim that the CIA was developing chemical weapons in Lahore was revealed as fake, that revelation would make it easier for the USSR to claim that the CIA’s reports of Soviet chemical weapons in Afghanistan were equally made-up. Just when the United States was getting ready to publish a major report on Soviet chemical weapons, Literaturnaya Gazeta alleged that the Pakistan Malaria Research Center was a CIA-funded laboratory to breed weaponized mosquitoes.

The story was clumsy but creative. Iona Andronov depicted the Americans he met in the “mosquito factory” as cartoonish villains—fat, fiendish, crude, and cunning. The University of Maryland lab in Lahore and its fight against malaria, he claimed, was only a façade; behind it were “poisoners from overseas” who plotted to infect entire cattle herds with viruses and then take advantage of the seasonal migration of the herds from Pakistan to Afghanistan to start an epidemic of encephalitis in Afghanistan. The Gazeta story also claimed that a recent outbreak of dengue fever in Cuba had been caused by imported Lahore-bred mosquitoes. TARAKANY replayed similar tales about U.S. killer germs in India, Iran, Bangladesh, Lebanon, and South Africa. The KGB considered its “cockroaches” campaign a big success, especially after Service A concluded that Pakistan had declared the American head of the University of Maryland lab in Lahore persona non grata as a result of their work. Andropov, the chairman of the KGB, even awarded a testimonial to his resident in Pakistan.3

Just a few months later, Covert Action Information Bulletin published a special issue on chemical weapons. The Bulletin also claimed that the same virulent 1981 outbreak of dengue fever in Cuba had been a CIA operation—it was unclear whether the idea originated at Dupont Circle or Yasenevo.4 The Soviets launched an entire range of measures in the early 1980s that attempted to blame various diseases on the United States, particularly the Cuban outbreak of dengue fever.5

It was against this background of military escalation in Afghanistan and weapons of mass destruction in South Asia that one of the most infamous disinformation campaigns of the entire Cold War emerged: the story that AIDS was an American biological weapon developed at Fort Detrick, Maryland.

“Rare Cancer Seen in 41 Homosexuals,” reported The New York Times on July 3, 1981. The cancer was said to appear in one or more spots anywhere on the body. Eight of the forty-one known victims had died within two years after noticing the spots; the cause of the outbreak was unknown. It was the first major press story on what would become known as Acquired Immune Deficiency Syndrome (AIDS), also commonly named after its virus, HIV.6

The pandemic soon grew into one of the most alarming public health emergencies of all time. “A Disease’s Spread Provokes Anxiety,” read the headline in The New York Times on Sunday, August 8, 1982. The virus suppressed the body’s own defenses, setting the stage for secondary infections, including various rare forms of cancer and pneumonia. The pandemic began its global spread among gay men, and New York and San Francisco were its first American epicenters. The Centers for Disease Control in Atlanta counted 505 cases in the United States by August 1982, half of them in New York; 202 of these early patients had already died. Initial reporting also discovered thirty infected immigrants from Haiti, all heterosexual, including women. Early on, researchers suspected that AIDS was transmitted through sexual contact or blood, but clinical research trials into the new disease were only beginning.

“It’s unfortunate we don’t have anything positive to recommend to people at the present time,” said Dr. David Spencer, New York City’s health commissioner. “We just don’t know.”

“It’s basically frightening because no one knows what’s causing it,” one twenty-eight-year-old law student told the Times after taking a test in a clinic in Greenwich Village. “Every week a new theory comes out about how you’re going to spread it.”7

In June 1983, gay rights supporters proceeded through Manhattan carrying a banner that read: A.I.D.S.: WE NEED RESEARCH, NOT HYSTERIA. Not all activists, it soon turned out, shared this sober attitude.

The theory that the U.S. government had funded and weaponized AIDS first emerged in America’s gay rights activist community. Charley Shively was the founder and editor of Fag Rag, a well-established Boston-based anarchist gay periodical founded in 1970. Shively was angry. “They say our sex is adolescent, compulsive, retarded, irresponsible, sinful and dreadful,” he wrote.

Shively knew that AIDS had primarily affected Haitian immigrants, that it was alleged to come from Africa, and that it affected gay men and drug users, and he knew that the U.S. government discriminated against all of these groups. He simply connected the dots. In Gay Community News, he claimed that there was “a frightening likelihood that AIDS has been funded all along by the federal government.”8 Alluding to recent reports alleging that the U.S. military researched “ethnic chemical weapons,” he observed that “AIDS sounds just like such an ethnic weapon.” He claimed that there was evidence “that the CIA itself is responsible for introducing the disease in the western hemisphere.” He pointed to the U.S. naval base at Guantánamo as the likely point of origin; the engineered virus had spread from there first to Haiti, he conjectured, and then to the United States.

The moment was ideal for a disinformation campaign, as the marchers’ signs in New York made clear: there was yet little research into AIDS, and an abundance of hysteria. The CDC now counted 1,641 infections and 644 deaths in the United States.9 The cause for the epidemic had still not been identified. Two Stasi disinformation officers observed that the fear of AIDS had spread much faster than the virus itself. “The campaign concept would almost emerge by itself,” they recalled.10 Starting the campaign, however, was harder than expected. In the end, neither the KGB nor the Stasi started the theory that AIDS was U.S.-engineered.

“AIDS may invade India: mystery disease caused by U.S. lab experiments.” So read the sensational first-page headline in Patriot, an Indian newspaper, on July 16, 1983. Patriot, under a picture of five smiling girls, printed an anonymous letter from a “well-known American scientist and anthropologist.” There was no name in the byline, only “New York.”11

The Patriot letter was a masterfully executed disinformation operation: comprising about 20 percent forgery and 80 percent fact, truth and lies woven together, it was an eloquent, well-researched piece that gently led the reader, through convincing detail, to his or her own conclusion.

It began: “AIDS, the deadly mysterious disease which has caused havoc in the U.S., is believed to be the result of the Pentagon’s experiments to develop new and dangerous biological weapons.” The new disease was indeed mysterious and had caused havoc in the United States, especially in New York. The World Health Organization had warned of the dangers of AIDS, the story noted correctly, since it was highly virulent and had no cure. France and the Netherlands, which used American blood donations, had stopped importing the potentially infected U.S. blood, and Britain, Germany, and Denmark were considering similar measures. The story correctly described the recent history of AIDS, from its spread to the United States from Haitian immigrants, then to drug consumers and homosexuals primarily in New York, and then, by February 1983, on to thirty-three more states, with New York still accounting for 49 percent of all recorded cases.12

Patriot then quoted from official Pentagon and CIA documents that had in fact been published a few years earlier, after a prolonged Freedom of Information battle.13 “According to these documents,” the Patriot letter reported, the Department of Defense as well as the CIA had “tested new types of biological weapons in the densely populated areas of the U.S. and Canada, such as New York, Philadelphia, San Francisco and Winnipeg.” The Patriot letter echoed many of the reported—and accurate—themes of scandalous medical experiments that the U.S. government actually undertook in the 1960s and early 1970s, perhaps most infamously the MKULTRA experiments, popularly known as the CIA mind-control program: that the U.S. Army and the CIA had conducted research on diseases and psychotropic agents with volunteers, drug users, and prisoners as “guinea pigs”; that the experiments continued despite President Richard Nixon’s ban on bioweapons in 1968; and that Fort Detrick, in Maryland, was a center of the secret research.

Patriot, with a circulation of around 35,000, was no ordinary Indian paper. The Soviet Union had helped fund the left-wing outlet when it opened in 1962, for the explicit purpose of circulating Soviet-friendly stories and publishing disinformation, according to a KGB defector.14 But Ivanov’s Service A officers had misjudged the situation in India. The fear of AIDS had not reached the subcontinent yet, the excellent Patriot “AM” did not get much pickup in India—and it went entirely unnoticed in Europe and the United States; not even the U.S. State Department was aware of the article when it came out.15

The KGB and Service A were in a regional mind-set, and misjudged the potential of the escalating AIDS crisis in the United States and Europe itself. The AIDS article in Patriot was a continuation of the bioweapon disinformation campaign of the previous year, designed to distract from U.S. revelations on Soviet chemical warfare in Southeast Asia. Patriot noted that the United States was about to transfer its biological experimental setup to military sites in Pakistan, from which vantage the virus would pose a grave threat to India.16

The HIV virus, the cause of the deadly syndrome, was then in the process of being identified, and the U.S. government only announced the cause of AIDS almost a year later, in April 1984.17 More uncertainty and more hysteria meant that AIDS conspiracy theories continued to fester at the far-left fringes of American civil rights activism, still, so far, without meaningful input from Soviet disinformation operators.18

American intelligence analysts, meanwhile, were investigating the reverse question: whether AIDS was a Soviet biological weapon. The CIA was aware that the Red Army was engaged in “military-related research on an AIDS-like virus,” as one internal study reported in February 1985. The CIA also noted that the disease was introduced into the United States from a single source, Haiti. However, CIA analysts concluded that AIDS was not a Soviet-developed biological warfare agent.19 The pandemic continued to spread. By the summer of 1985, the CDC had reported more than ten thousand AIDS cases in the United States, with deaths surpassing five thousand. Serologic tests became available, and the U.S. military started testing its personnel for AIDS in September.
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A KGB memo instructing Bulgarian intelligence to help spread the myth that AIDS is a U.S. weapon (COMDOS, via Christopher Nehring)


That same month, on September 7, the KGB’s First Chief Directorate sent a secret memo to some of its satellite services about a new campaign in the planning stage, code-named DENVER.20 The United States had accused the USSR of noncompliance with the 1972 Biological Weapons Convention, and now DENVER was designed to turn the accusation on its head, and to show that the United States was secretly manufacturing bioweapons.

The KGB memo explained:


We are executing a complex of measures in connection with a new, dangerous disease that has emerged in the USA in recent years, […] AIDS, and its subsequent spread to other countries, including West European countries. The goal of these measures is to generate, for us, a beneficial view in other countries that this disease is the result of out-of-control secret experiments by U.S. intelligence agencies and the Pentagon involving new types of biological weapons.21



The point of departure of the planned active measures campaign, as the KGB told its Soviet bloc partners, was the “factual” article published in Patriot. The KGB then instructed its partners to help spread the theory that AIDS was U.S.-made to “party, parliamentary, social-political, and journalistic circles in Western countries and the developing world.” The “facts” published in the Indian press offered the blueprint, as the KGB noted:


Taking into account this message [in Patriot], taking into account the U.S. Army’s interests in the AIDS symptoms, and also taking into account the speed and geography of its spread, one assumption is bound to appear most plausible: that this very dangerous disease is the result of a number of Pentagon experiments with new kinds of biological weapons. This is also confirmed by the disease initially affecting only particular groups of people (homosexuals, drug addicts, Latinos).22



Shortly thereafter, on October 2, Rock Hudson, a Hollywood and TV celebrity, became the first major public figure to die of AIDS. Public fear increased.

On October 30, Literaturnaya Gazeta ran the headline “Panic in the West: or, What Is Hiding Behind the Sensation Surrounding AIDS.”23 The paper was the KGB’s “prime conduit in the Soviet press for propaganda and disinformation,” according to Oleg Kalugin.24 The piece that relaunched the DENVER campaign closely mirrored the earlier measure in the Indian press. Its author, Vitaly Zapevalov, accurately cited details about the new disease and its spread in American cities over the past two years, basing his analysis on authoritative U.S. news reports.

“Why,” he asked ominously, would AIDS “appear in the USA and start spreading above all in towns along the East Coast?” Next, the Gazeta piece outlined several covert American biological warfare programs, again based on verifiable public sources. Zapevalov also cited accurate details about Fort Detrick. The author then referred to the two-year-old Patriot forgery to connect the dots. “All of this information, taken together with the AIDS mystery, leads to serious considerations. The solid newspaper Patriot, published in India, for instance, openly expressed an assumption that AIDS is the result of similar inhuman Washington experiments.”25

The article was a success, although its pivotal role became clear only later on. Radio Moscow’s World Service immediately replayed the story, and the U.S. government noted that the text was also replayed in Kuwait, Bahrain, Finland, Sweden, and Peru.26 But no English-speaking or German news outlet picked up the story, not even in East Germany.

In the United States, the theory continued to spread—still on its own, without any link to Soviet disinformation—that AIDS was likely the creation of an American bacteriological warfare program. “Link AIDS to CIA warfare,” cried New York’s Amsterdam News, a paper popular among African Americans. The story quoted an earlier investigative report on the CIA’s attempted assassination of Patrice Lumumba of Zaire. The CIA, The New York Times had reported, had been developing biological agents for such targeted assassinations. A former clinical director from Downstate Medical Center in Brooklyn then claimed that “similar experiments are being conducted openly on Western homosexuals, drug addicts, and African-Americans.” The doctor from Brooklyn also accused the CDC of refusing to investigate whether the CIA had engineered AIDS.27

Meanwhile, in East Berlin, Jakob Segal, the retired director of the Institute of General Biology at Humboldt University, closely studied the October article in the Literaturnaya Gazeta.28 Segal and his wife, Lilli Segal, were members of the Soviet Communist Party and survivors of the Holocaust. The Segals were worldly, cultured, charming, and spoke several languages—and would soon become the prime influence agents of the AIDS myth.

“AIDS: USA—home made evil, NOT Imported from AFRICA” was distributed as a free booklet at a summit in Harare, Zimbabwe, that took place from August 26 to September 6. The booklet contained a detailed 52-page study titled “AIDS—Its Nature and Origin,” bylined by Jakob Segal, his wife, and another collaborator.29 Already two days ahead of the conference, the Harare Sunday Mail reported on its cover that arriving attendees were discussing the American role in creating and disseminating AIDS.30 The story was widely replayed in Africa.

The KGB was running DENVER as a joint campaign with help from partner agencies.31 Ten days after the conference, the deputy head of the X, Wolfgang Mutz, traveled from Berlin to his partners in Sofia, Bulgaria. Mutz briefed his counterparts on a long list of ongoing active measures. One, code-named MIRROR, also boosted in Harare ten days earlier, was a slim book nominally written by the East Berlin correspondent of Patriot and Blitz, an investigative Indian weekly. The book, Devil and His Dart: How the CIA Is Plotting in the Third World, was dripping with anti-American clichés and CIA conspiracy theories. Mutz told the Bulgarians that it contained a list with the names of 300 CIA officers,32 again titled, like HVA’s earlier volume, Who’s Who in CIA.33 The Americans, Mutz added, had already bought 600 copies of “our book” from the publisher.34 HVA had the book translated and published in German. The Bulgarians agreed to help push the anti-CIA pamphlet into Lebanon and Syria.

Then Mutz told his counterparts that the AIDS campaign, DENVER, occupied “a considerable amount” of the resources in his department, and added that another HVA department had done “a great deal of scientific work.” Mutz was referring to the 52-page Segal study that had surfaced in Harare, and to HVA’s science and technology department, which listed Segal as a collaborator.35 The Bulgarians considered it challenging to find a local scientist to “support the German professor’s thesis.”

Operation DENVER’s first major Western breakthrough came on October 26, 1986, in Britain. “AIDS Sensation,” announced the Sunday Express, a right-wing tabloid: “The killer AIDS virus was artificially created by American scientists during laboratory experiments which went disastrously wrong.”36 The British paper relied heavily on Jakob Segal’s narrative on the origins of AIDS; a British reporter called Segal at least three times,37 and the UK tabloid repeated Segal’s claim—that the virus was engineered at Fort Detrick—multiple times. Newspapers in at least thirty countries reported on or reprinted the piece, including The Australian and Italy’s La Stampa.38

Tireless repetition would eventually catapult the disinformation into many millions of American households as prime-time evening news. By the end of March 1987, the USSR’s global radio stations had covered the hoax more than a dozen times, and Soviet print media had replayed the story another dozen times. In the first three months of 1987 alone, DENVER-related stories had appeared more than forty times worldwide.39 The piece with by far the biggest impact was unremarkable, one of the many repetitions: on March 30, the Associated Press in Moscow carried a report under the headline “Soviet Bulletin Says AIDS Leaked from U.S. Laboratory.”40 The AP report was a write-up of an eight-paragraph story in TASS, which had in turn reported on a six-paragraph editorial printed in Novosti.41 A producer at CBS Evening News saw the AP headline and found it “so extraordinary” that it was slated for discussion on the network’s flagship news show. That day, the iconic presenter Dan Rather read the following announcement to the approximately 15 million viewers of CBS Evening News:


A Soviet military publication claims the virus that causes AIDS leaked from a U.S. Army laboratory conducting experiments in biological warfare. The article offers no hard evidence, but claims to be reporting the conclusions of unnamed scientists in the United States, Britain and East Germany. Last October, a Soviet newspaper alleged that the AIDS virus may have been the result of Pentagon or CIA experiments.42



Service A would continue to push the campaign, at home and abroad, for at least six more months. But the KGB’s cameo on CBS Evening News would prove the peak of Operation DENVER.

The Russian government would soon officially disavow the AIDS active measure. On October 23, 1987, U.S. Secretary of State George Shultz met with Mikhail Gorbachev, the Soviet head of state. Shultz reportedly told Gorbachev that Moscow was peddling “bum dope” on AIDS.43 Three days later, the UN General Assembly passed a resolution, by a margin of 42–8, to unite all countries in the fight against AIDS.44 The resolution was co-sponsored by the United States and the USSR, and recognized that a naturally occurring virus was the cause of the disease. Four days later, on October 30, 1987, the main Soviet government newspaper, Izvestia, carried an article by two Soviet scientists who officially distanced the Soviet Academy of Sciences from the accusations that AIDS was U.S.-made, and even protested the appearance of Soviet articles claiming the opposite.45

DENVER was officially over, but the disinformation work continued in secret. As late as September 1989, just weeks before the fall of the Berlin Wall, Department X argued in an internal meeting that the peak of the AIDS disinformation campaign had not yet been achieved.46 The X was right. Jakob Segal continued to spread the AIDS-was-made-in-the-USA theory until his death in 1995—the X and Service A had ceased to exist, but the academic remained a committed conspiracy activist. Ten years after that, the hip-hop icon Kanye West rapped, “I know that the government administer AIDS.”

The KGB assessed the AIDS campaign as a major success. In 1992, the head of Russian foreign intelligence, Yevgeny Primakov, confirmed the KGB’s role in the AIDS disinformation campaign during a talk at MGIMO, an academic institute affiliated with the Ministry of Foreign Affairs in Moscow. Primakov revealed that the AIDS story was “created in the cabinets of the KGB,”47 and had simply aimed to distract from the Red Army’s use of chemical weapons. One prominent defector claimed that DENVER was “probably the most successful active measure in the Third World during the early years of the Gorbachev era.”48

The success of DENVER must be kept in perspective. Service A did not create the AIDS myth; it did not accurately assess its own role, nor could disinformation specialists stop or effectively contain the story—nevertheless, for a relatively short period, mainly between October 1985 and October 1987, Eastern bloc intelligence agencies amplified and enhanced the myth that AIDS was made in Fort Detrick. But is there a direct line that connects gay community activists, the activities of Service A, and the sentiment expressed in Kanye West’s lyrics twenty years later? The answer is, and will remain, uncertain. By the late 1980s, active measures had become highly active and nearly impossible to measure, allowing agencies on the periphery of events to claim credit and get away with it.






 



23.

The Philosophy of “AM”


By the 1980s, communism, like any resilient spiritual system of thought, had long evinced a capacity to tolerate contradiction. Cynicism was widespread, and even intelligence officers were sharing Communist jokes inside Soviet bloc security establishments. This capacity for contradiction might appear to be a weakness at first glance. But contradictions are the raw material of active measures. Cynicism, as opposed to the fiery Marxism of the 1950s, enabled more sophisticated and more active measures, for it removed ideological and ethical limitations.

The Olympic Games in Los Angeles in 1984 offers an extraordinary active measures example. The Soviet Union boycotted the games, and targeted them with special operations instead. Service A, playing both sides, impersonated the KKK and sent vile racist leaflets to African and Asian Olympic committees in more than twenty countries in the name of the American militant extremists, threatening bodily harm if they participated in the games. The letters were postmarked in the Washington, D.C., area.1 At the same time, with help from partner agencies, the KGB’s disinformation specialists impersonated a then-fierce Islamic terrorist organization, al-Jihad, and threatened French and Israeli delegations with physical attacks, according to a declassified memo.2
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Disinformation operators regularly referred to Lenin’s writings.


By early 1985, active measures had also reached peak bureaucratic performance. Soviet active measures then had an annual budget between $3 billion and $4 billion—an estimate that CIA analysts called “conservative.”3 Service A was making a concerted effort to refine and distribute the philosophy of active measures throughout the Eastern bloc intelligence establishment. The context for this push was probably an attempt by the leadership of Service A to upgrade active measures for the second time, after more than two decades, from a “service” into a full-blown “directorate,” on a level with the First Chief Directorate.

In January, Vladimir Ivanov traveled to Sofia to give a lecture, “The Art of Planning, Developing, and Implementing AM”—by then, disinformation was so common that Soviet bloc intelligence services referred to active measures simply as “AM,” with no need to spell out the ubiquitous acronym.

“AM are extremely effective, but also a very sharp and delicate weapon of intelligence,” Ivanov explained. “Every AM is a sharp political action.” Work in this delicate area, he said, “is in itself one of the most acute forms of a secret political struggle, in the full sense of this notion.” The KGB general was giving a political talk about a political tool, and he sounded like he was. Ivanov added that active measures would affect the fundamental political, economic, and military interests of all socialist states. He wanted to get the point across to his audience, intelligence officers used to rigidity, rules, order, and hierarchy, that active measures were both “a science and an art.” To anchor this important activity in Soviet ideology, the ambitious chief of Service A reached for the very top: Lenin. He referenced a quote from a booklet that Lenin had published in 1920, “Left-Wing Communism, an Infantile Disorder.” Rigid rules and recipes would not be helpful, he said.4 What was required was—and here Ivanov used Lenin’s words—“the knowledge, experience and—in addition to knowledge and experience—the political flair [instinct] necessary for the speedy and correct solution of complex political problems.”5

Then Ivanov delivered the take-home message for the senior intelligence officers and AM operators in the room, again straight from Lenin:


The more powerful enemy can be vanquished only by exerting the utmost effort, and by the most thorough, careful, attentive, skilful and obligatory use of any, even the smallest, rift between the enemies, any conflict of interests among the bourgeoisie of the various countries and among the various groups or types of bourgeoisie within the various countries, and also by taking advantage of any, even the smallest, opportunity of winning a mass ally, even though this ally is temporary, vacillating, unstable, unreliable, and conditional.6



Ivanov stressed that Lenin’s teachings had “retained their power” especially for intelligence operators engaged in active measures. He then went on to outline this delicate art of disinformation.

Based on the analysis of all the material and, if necessary, with the help of scientists and specialists, the officers are obliged to find the overwhelming outbreaks of crises, dissatisfaction, friction, disagreement, rivalry, and struggle in the enemy camp. The discovery of such looming crises, Ivanov explained, and then the identification of the most sensitive vulnerabilities, required scientific knowledge and a scientific approach, knowledge of the objective processes in the world and in the country of residence.7

The KGB general spoke as if he were giving a creative-writing class, and, in a way, he was—to a group of forgers. “The process of developing AM is complex, and requires not just intelligence and knowledge, but also great intuition, imagination, ingenuity, and sensibility,” he said. Only by keeping all these subtleties in mind would the disinformation specialist be able to achieve the desired effect, which depended on “emotions and psychological sentiments.” Local AM operators had to be in touch with political events in their countries, and able to react quickly. “Sometimes, even the ‘rumor’ of the moment and the knowledge of the subsequent supporting events can prove to be of great influence and effect in solving your tasks,” Ivanov explained. He added that solving the task would require carefully maintaining a large circle of trusted ties, with government officials, civil servants, parliamentarians, publishers, and journalists.

The KGB’s First Chief Directorate had authorized the HVA and Department X to perform similar outreach with the wider Ministry of State Security in East Berlin. As was recommended by Russian advisors, Rolf Wagenbreth, the head of Department X, embellished his lecture in Belzig with a quote from Lenin: his unit, and the wider Eastern bloc, was engaged in “a war,” he said, “a war which is a hundred times more difficult, protracted and complicated than the most stubborn of ordinary wars between states.” This war operated under the single objective of driving wedges into preexisting fissures within the adversarial societies.

The West German intelligence community was well aware of the rising threat of active measures, as were many German investigative journalists. Just as the Soviet rollout of their AM philosophy was under way, in early 1985, the German intelligence community finalized a remarkable internal report titled Active Measures of Eastern Intelligence Services.8 It was the first time that the West German government had comprehensively detailed the onslaught of disinformation it had faced for many years. The “offensive role” of disinformation, the West Germans understood, went far beyond the traditional task of collecting information:9 “The known past and present goal of ‘active measures’ directed by the Soviet intelligence agency KGB against the Federal Republic of Germany is to degrade the federal government’s trust in its U.S. ally.”10

Across the Berlin Wall, the X immediately took note of the report. The HVA assumed that they were looking at the work of the counterintelligence unit of the BfV, West Germany’s domestic intelligence service headquartered in Cologne. “They had analyzed dangerously well,” noted the HVA.11

West and East Germany, although politically and economically divided, were culturally, geographically, and linguistically one entity. This proximity meant that the East had an overwhelming advantage in active measures—for the West had almost entirely retreated from strategic disinformation operations by then. But a similar dynamic applied in the other direction as well. The West Germans operated in such proximity to the Soviet bloc that they had a superb understanding of the sophistication and intellectual and historical depth of late Cold War active measures. What made the BfV analysis from Cologne so dangerous in the HVA’s eyes was that the West German officers understood the philosophy of AM. West German counterintelligence had read and understood Lenin, whose ideas formed the basis of Zersetzung, or disintegration, and ultimately disinformation.

Lenin’s perhaps most influential and visionary pamphlet, written in 1902, is titled What Is to Be Done? It sketches out a vision for a revolutionary party. “Have we sufficient forces to be able to direct our propaganda and agitation among all classes of the population?” Lenin writes, answering himself, “Of course we have.”12 To mobilize the masses, Lenin suggested, the movement would have to utilize every manifestation of discontent, and seize every grain of even rudimentary protest. One way to whip up and spread agitation was to expose what those in power were trying to hide. “Political exposures are as much a declaration of war against the government as economic exposures are a declaration of war against the employers,” wrote the young Lenin. Public exposure of government secrets was the political expression of economic class warfare, and the wider and more powerful this campaign of exposure, the larger its mobilization effect on the masses, and the greater its “moral significance.” Lenin called for a radical plan not only to expose poor factory conditions and economic inequality for the working class but to reveal the camouflaged “inner workings” of all classes, the true face of tyranny, oppression, violence, and abuse. Exposures, he argued, were an engine for mobilizing the masses against any adversarial government, be it at home or abroad. Lenin foresaw that even in countries with political liberty, there would still be opportunities for exposure. He wrote: “Hence, the political exposures in themselves serve as a powerful instrument for disintegrating the system we oppose, the means of diverting from the enemy his casual or temporary allies, the means for spreading enmity and distrust among those who permanently share power with the autocracy.”13

Some analysts in West Germany had learned from their East German opponents that understanding active measures required understanding Lenin first.

As West German counterintelligence noted in the 1985 report, Lenin reversed the famous line, by the Prussian military theorist Carl von Clausewitz, that war was a continuation of politics by other means. Politics was a continuation of war by other means, in Lenin’s reading, and active measures an “ersatz for (military) warfare.”14

By this point in the Cold War, the West Germans understood not just Lenin but also the tactics, techniques, and procedures of this form of ersatz war. The analysts in Cologne had “no doubt” that the KGB coordinated the overall planning for offensive political influence operations with the Stasi in Berlin, StB in Prague, and other satellite agencies.

They also highlighted the role of Western journalists as information bearers of active measures throughout the Cold War. “Adversarial services pay attention in particular to journalists in non-Communist states,” they noted in the report.15 “Manipulating the media is the single most commonly used method to realize ‘active measures’ in the Western world.”16

But the West was getting better at fighting back. Various congressional committees held several hearings on Soviet active measures in the early 1980s, and both the CIA and the FBI provided a wealth of evidence to Congress in hearings and various highly publicized reports published in the Congressional Record. Part of the government’s goal was simply to raise awareness among the public and the press. But the State Department would not stop there, and would even apply tradecraft to stop disinformation.

On April 26, 1986, the Chernobyl Nuclear Power Plant’s reactor number 4 exploded. The disaster, the worst nuclear accident in history, occurred near Pripyat, a town of nearly fifty thousand then part of the Ukrainian Soviet Socialist Republic of the Soviet Union. Just weeks later, with reactor 4 still smoldering, even before its protective concrete sarcophagus had been built, the KGB decided to take advantage of the catastrophe with an exceptionally cold-blooded yet equally instructive active measure.

The letter was backdated to April 29, 1986, just three days after the Chernobyl disaster. Printed on legitimate U.S. Information Agency (USIA) letterhead, addressed to David Durenberger, the chairman of the Senate Select Committee on Intelligence, it read:


Dear Senator Durenberger:

Now that there is conclusive evidence that the breakdown of a Chernobyl nuclear power plant reactor produced a considerable quantity of radioactive fallout, we have a chance to utilize this fact for propaganda purposes. Furthermore, it is good for us that Moscow has made no official statement on the event.

Therefore we suggest that the following steps should be taken:—reports should be spread by our associates in European information media giving the public the details of Chernobyl disaster [sic]:—number of victims should be alleged to be somewhere between 2,000 and 3,000;—mass evacuation from the 100-mile zone […]17



The one-page letter was signed by Herbert Romerstein, the senior policy officer on Soviet Active Measures at the USIA, and had been sent to The Washington Post and U.S. News and World Report in an attempt to make it look like the work of a whistle-blower.18 Neither of the two papers fell for the letter.19

It was a brazen operation on the part of Soviet intelligence, and a big middle finger to the U.S. government—a Russian active measure camouflaged as an American active measure. In the most cynical way possible, as if they were trying to deflect some of Chernobyl’s nuclear fallout onto the United States, Eastern operators were trying to take advantage of one of the great human tragedies of the twentieth century, one that was still playing out in the Soviet Union itself.

The KGB, however, had underestimated Romerstein. The previous year, he had testified before another high-profile Senate body, the Foreign Relations Committee, on Soviet active measures, his field of expertise. During his testimony, Romerstein discussed one particular Soviet forgery, a document that purportedly came from Lieutenant General Robert Schweizer, an influential and hawkish strategic planner. Romerstein had analyzed the Schweizer forgery and mailed a copy of the analysis to Schweizer himself, along with a cover letter printed on USIA letterhead. In the 1985 hearing, Romerstein offered to supply the committee with a copy of the cover letter and accompanying analysis.

The press attaché of the Czechoslovak embassy, Vaclav Zluva, became aware of this episode, and inquired with the USIA about whether he could receive a copy of Romerstein’s letter. But Romerstein quickly understood what was really going on: Czechoslovak intelligence wanted the letterhead and his signature for future forgeries. So he decided to set a trap. Romerstein drafted a sample letter for Zluva, wrote “COPY” in handwriting at the top, and kept a record of his precise handwritten signature on that particular letter.20 If a forgery surfaced with those unique features, the USIA would have a clear indication of a forgery—and when the Chernobyl letter emerged, it did.
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Forgery of a letter from Herbert Romerstein. The forgery still carries Romerstein’s original handwritten markings, especially the “COPY” at the top. (Herbert Romerstein)


In retrospect, Ivanov’s effort to explain the philosophy of “AM” to his audience in 1985 highlighted a major philosophical and moral asymmetry between Cold War opponents. For a quarter century, the West had deescalated what the CIA once called “political warfare,” while the East had escalated. This asymmetry is best illustrated by comparing selected high-end active measures from each side of the Iron Curtain just before the end of the Cold War. On one side is the DENVER campaign and the Romerstein letter, with their representative disregard for the victims of two of the twentieth century’s worst humanitarian crises; on the other side is QRPLUMB.

The CIA deescalated, but never ceased, its political influence activities in the Soviet bloc over time. The operation known as QRPLUMB ran for the entire duration of the Cold War, and was the CIA’s only covert action program of its kind.21 It evolved out of an émigré group called the Ukrainian Supreme Liberation Council/Foreign Representation, or ZP/UHVR. The group had emerged during World War II, and supported the Ukrainian Partisan Army in 1944 against the Germans and later the Soviets. The CIA established an “operational relationship” with ZP/UHVR in 1949, initially for the purposes of intelligence collection and counterintelligence, but soon for “covert action.”22

In 1953, the CIA helped set up the nonprofit Prolog Research Corporation, in New York City, with a publishing affiliate in Munich called the Ukrainian Society for Studies Abroad.23 In the 1960s, the project “became very closely involved in the national revival in Ukraine,” according to the project files.24 (In the late 1980s, the CIA moved its front organization to Newark, as Manhattan rents had become too expensive.)25 QRPLUMB’s origins may sound adventurous, but by the mid-1980s the project demonstrated the degree of change in the CIA’s approach to “political warfare.”

The CIA’s goal for the Ukrainian front was “to keep alive the Ukrainian nationalist spirit in the U.S.S.R.,” according to a 1986 budget renewal request.26 Another memo described the project’s main purpose as encouraging liberalization in Ukraine and “providing intellectual and moral support” to Ukrainians seeking social or economic moderation.27 By 1986, QRPLUMB had three witting employees, the president, his deputy, and the treasurer. Thirty-three unwitting employees worked full-time or part-time for the front organization. “All unwitting employees believe they are working for the research/publishing corporation,” the CIA noted at the time.28

In order to achieve its goal, QRPLUMB published a flagship political and literary magazine called Suchasnist, a letter-sized monthly news bulletin on dissident activity in Ukraine, as well as a few books and pamphlets. In one nine-month period in 1972, QRPLUMB smuggled more than fifteen thousand copies of periodicals and books into Ukraine. The project mainly targeted “intellectuals,” with essays and poems on a wide range of topics. Texts were either procured from Ukrainian writers, or translated (one was Waiting for Godot). Just as Counterspy was ramping up its operations against the CIA, in order to prevent George Orwell’s 1984 from becoming a reality, the CIA’s main remaining European front had 1984 translated into Ukrainian and infiltrated into the Soviet Union—in the year 1984.29

In 1985, QRPLUMB slipped more than twenty-four thousand copies of its publications into the Soviet Union and other Eastern bloc countries. In addition, the CIA lists the infiltration of two video machines, 340 cassette tapes, six cameras, twelve tape recorders, four hundred T-shirts “with appropriate slogans,” as well as five thousand stickers with either pro-Ukrainian or anti–Afghan War slogans. QRPLUMB maintained a working relationship with like-minded Polish underground groups and a Czech resistance group in London.

The CIA’s curious Ukrainian resistance outfit is noteworthy for what it wasn’t, and for what it didn’t do. QRPLUMB was a covert research organization and publishing house that operated as a front, but it appears not to have produced forgeries, nor to have leaked confidential information; instead, it focused on the distribution of genuine Ukrainian and Soviet literature as well as translated Western books. In one 1986 strategic assessment, a CIA analyst laments the “foolhardy” tactical mistakes of the 1960s, namely that the CIA had become too closely involved with activists “involved with literary/political affairs,” including using them for intelligence collection.30 The CIA’s tactical restraint in the late Cold War offers a sharp contrast with the KGB’s simultaneous strategic escalation.

QRPLUMB is also remarkable for its small size, which it maintained throughout the entire Cold War. It had an annual operating budget of $1.1 million in 1985, which decreased slightly the following year31—negligible sums when compared with the resources that the CIA poured into political warfare in the 1950s and early 1960s. Still, in 1985, the Agency considered QRPLUMB an “extensive” operation and treated its New York City front as a “major covert action instrumentality.” The contrast in funding is even more striking when compared with Soviet active measures at the same time. QRPLUMB cost around 1 percent of the massive anti-neutron-bomb campaign alone.

The project offers one final lesson: it was one of the first examples of the digitalization of active measures. With video and audio players newly and increasingly available in the Soviet Union, QRPLUMB increased its audio- and videocassette infiltration. In 1988, just before the Soviet Union began to collapse, QRPLUMB slowly began to infiltrate “computer and printing equipment” into Ukraine to support fledging dissident groups and independent publishing initiatives, although the subversive groups struggled with finding software compatible with local equipment to render text in the Cyrillic alphabet.

The end of the Cold War was a temporary setback for the art and craft of disinformation, but it also triggered remarkable conceptual innovation. In late 1997, a curious book on American intelligence activities in the now reunited Germany appeared, titled Headquarters Germany. It was a first: the authors were two longtime former HVA officers with a focus on countering U.S. spying, Klaus Eichner and Andreas Dobbert. The two had worked in the IX, HVA’s counterintelligence unit, and together had more than forty-four years of Stasi experience under their belts. The book was dripping with details: it included, for example, a list of secret CIA and NSA files now in the archives of the BStU, the German government entity in charge of the Stasi files, and wild stories of the CIA attempting to recruit newly unemployed Stasi officers. Eichner and Dobbert’s messaging was not subtle. The 381-page book had a map of unified Germany on the cover, set against a bright red background—and a gigantic tarantula with hairy legs sitting on top of the map. The two veteran counterespionage officers no longer had access to HVA documents, they stressed on the book’s dust jacket and in the preface—indeed, they described in detail how one of them had helped destroy operational documents by the truckload in January 1990. The authors emphasized that they wrote their tell-all book “mainly” from public sources and “from memory.”
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Headquarters Germany was a 1997 book by two former Stasi counterintelligence officers. The spider symbolizes U.S. spying against the reunited Germany. The CIA’s assessment was that the book was sponsored by Russian intelligence.


The CIA’s Directorate of Intelligence immediately studied “this devastating book.” The early review called the work of the small group of people in the American section of the HVA’s counterintelligence unit “truly impressive,” and particularly highlighted the fact that the East Germans were “very successful in identifying CIA employees” in Germany. Langley noted, not without pride, that HVA reportedly developed leads on CIA identities in Germany by gleaning from U.S. military newsletters in Frankfurt that people not listed in telephone directories were winning on-post athletic competitions, thus marking them out. Remarkably, the reviewer at CIA headquarters largely treated the crudely anti-American book as an accurate historical account, and even gave the ex-HVA officers the benefit of the doubt when they “misidentified” State Department personnel as CIA officers because the ex-Stasi men “had to rely on their memories.”32 The CIA station in Germany, it appeared, was less credulous.

In fact, the book included details that were neither public nor preserved in the memory of the two ex-HVA men. Most obvious was the appendix. Headquarters Germany—once again—contained supplemental material with hundreds of names of alleged U.S. intelligence personnel, complete with dates of birth, the first names of spouses, and dates of postings abroad.33 The list was also up-to-date, and in the case of about two dozen alleged CIA officers, the appendix included post-1990 biographical details, all the way to 1997—HVA, of course, no longer existed then. One such entry, for example, read:


Paseman, Floyd Lisle

Bonn (since 1994), COS,

EO: Tokyo 76, Burma 77,

Athens 80–83, Bangkok 8634



The information was correct. Paseman indeed became CIA Chief of Station in Germany in 1994, and was still in the post when the book came out. In late 2004, months before his death, Paseman published a memoir in which he revealed that many of the names in Headquarters Germany were accurate, and that the CIA judged the book to be “Russian-sponsored.”35 And as with previous red books that revealed alleged CIA short bios, this book also falsely identified—deliberately, not by an accident of memory—a number of Americans as intelligence officers. The project listed, for example, “Brattain, Steven Michael” with a correct date of birth, correct advanced degree, and correct dates of his recent posting in Bonn (“1992–1996”). But Brattain was a diplomat and “never worked for the CIA,” he explained later.36 The successor organization of the KGB’s First Chief Directorate, it appeared, had shrewdly worked with their former East German HVA comrades on an effective active measure, a measure that was elevated by the Stasi’s reputation for ruthless professionalism. The Economist had reviewed the tome with the tarantula on the cover uncritically;37 Der Spiegel later recommended the anti-American Stasi tell-all as one of the best nonfiction spy books of the century.38 Even serious intelligence historians took the “very informative book” by the ex-HVA counterintelligence officers at face value.39 Yet the sourcing remained murky despite the many footnotes, and confirming facts was often impossible. The line between activism and operations had been crossed from both sides.
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24.

Digital Measures


The Russian state TV channel, RTR, warned that the segment—titled “Three in a Bed”—was not appropriate for viewers under the age of eighteen. The grainy black-and-white video showed a man cavorting with two naked younger women. It was midnight, March 17, 1999, and the man in the video, although difficult to identify, was rumored to be Yuri Skuratov, Russia’s prosecutor general. The video had been recorded more than a year earlier, at a luxurious flat in Moscow’s Polyanka Street.1

The midnight broadcast was an escalation of a months-long battle. The previous fall, Skuratov had opened a criminal investigation into President Boris Yeltsin’s alleged corruption and abuses of power. By early January, Yeltsin’s men were waging a counterattack. The president arranged a meeting between his chief of staff and Skuratov; the chief of staff showed the prosecutor general the video, implied that it could become public, and asked him to resign. Skuratov handed in his resignation, but then decided to fight back. The video was finally broadcast in mid-March, at the height of the showdown, in order to influence an upcoming parliamentary vote on the prosecutor general’s tenure—but it was unclear whether the naked man really was Skuratov.
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Prosecutor General Yuri Skuratov reacts during a parliament session in Moscow, Wednesday, April 21, 1999.

(Photograph by Ivan Nikitin)


Mudslinging was merciless in Moscow then. Vladimir Putin, a career intelligence officer, was the newly appointed head of the FSB, a successor organization to the KGB. As a young KGB major, Putin had served in the Dresden rezidentura that had been opened specifically to run active measures against West Germany at a time when active measures were at their most cunning.

Now, ten years later, Putin was leading the FSB, and dirty tricks were back. Days after RTR aired the “Three in a Bed” video, rumors arose that Putin himself was linked to the scandal, even that he had been filmed in intimate situations in the same apartment, and that he, too, would soon step down.2
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A screenshot of a video that was engineered to compromise Yuri Skuratov.


The opposite happened. On March 29, Putin was appointed the secretary of the Security Council of the Russian Federation, while retaining his lead role at the FSB. On the night of April 1, a Moscow city prosecutor opened a criminal case against Skuratov. The next morning, Putin held a live press conference. He told reporters that the “person looking like Skuratov” was, in fact, Skuratov:3 “The initial evaluation of the video tape showing Yuriy Skuratov indicates that it is genuine.”4 Putin then revealed that the prosecutor general’s office was opening criminal proceedings against its own leader. The beleaguered Yeltsin had signed a decree suspending Skuratov until the investigation was completed. Skuratov’s telephone lines were cut, the office sealed, his guards replaced, and the prosecutor was forbidden from entering his former workplace or any other government building.5

Putin’s press conference revealed even more dirt on Skuratov. One of the sex workers in the video said that she and her colleague had charged a fee of $500 per romp, and that they had earned $50,000 over the past eighteen months from entertaining Skuratov.6 The battle among Skuratov, Yeltsin, and Putin would continue for several months. The video was key to the prosecutor general’s precipitous fall, and to the equally dizzying rise of a future president.

The video filmed on Polyanka Street was old-school, a compromising video given to the press for political effect—no internet was required. At the time, Russia had just under 1 million internet users, most of them centered in Moscow (the United States, by contrast, then had about 70 million internet users).7 Many Russian politicians still did not have websites. Moscow’s political elite may not have been early adopters of the internet, but they were quick to see its potential for intrigue and disinformation. It was in the same 1999 presidential campaign, in the same city, and involving some of the same individuals, that internet-driven “kompromat” was pioneered.

Perhaps the first example was lujkov.ru,8 a website devoted to Yury Luzhkov, Moscow’s mayor with an eye on the presidency. The site, which suddenly appeared on the mayor’s birthday, September 21, visually cloned the mayor’s official site but included jabs at his character on every page.9 Soon, similar smear sites appeared for other political figures, including Putin; putin-president.da.ru appeared at first glance to endorse Putin, but in fact portrayed him in a very unfavorable light. One 1999 website offering revelations on a wide range of public figures, including politicians, was simply called kompromat.ru. Google was still an obscure start-up at the dawn of the twentieth century, and YouTube, Facebook, and Twitter would not be founded for half a decade. But the rise of the internet as a platform for active measures had begun.

Sergei Tretyakov, the career SVR officer and later defector, ran the New York rezidentura from April 1995 to October 2000. The SVR, still housed at Yasenevo, regularly cabled propaganda material to New York to disseminate to the final targets. Russian foreign intelligence officers now took advantage of the internet to spread disinformation. In his memoirs, Tretyakov recalled that SVR officers checked into the New York Public Library to post disinformation material on various websites and send fresh material by email to U.S. press outlets.10 Right in Manhattan, in the NYPL’s sunlit reading room, Russian spies moved among the shadows. Some of the outreach emanating from the library was disguised as educational material or scientific reports, usually credited to respectable-sounding European scholars or research companies.

Russian intelligence exploited the internet just at the right moment: the emerging global network was developed enough to push out disinformation, but not developed enough to uncover disinformation. The SVR targeted the most gullible and innocent victims, just as the KGB had done for decades: activists and intellectuals who criticized the U.S. government. Environmentalists, anti-globalization activists, and human rights organizations would receive the classic mix of fact and forgery to strengthen existing contradictions. “Our goal was to cause dissension and unrest inside the U.S. and anti-American feelings abroad,” Tretyakov recalled.11

In the West, meanwhile, networked computers gave rise to utopian and dystopian ideas alike. Twitter made its public debut in mid-July 2006. Two months later, Facebook, originally a platform for college students, opened its gates to everyone thirteen or older. In November, Google purchased YouTube, a highly successful eighteen-month-old start-up. These companies exuded optimism and youthful naïveté. Information wanted to be free, with content created by users and shared often—with ease, with speed, and among as many people as possible. Vetting and fact-checking had little currency on the quickly expanding electronic frontier.

The idea was taking hold in NATO’s military establishments that the wars of the future could be won by digital intervention, without firing a shot. Joint warfare of the future would become network-centric and lightning fast, as the Persian Gulf War had demonstrated. Digital shortcuts between sensors and shooters would dispel the fog of war and herald nothing short of a revolution in military affairs. Yet images of military utopia were confronted with dystopian visions of the coming “cyberwar” and an “electronic Pearl Harbor.” The country that invented the internet was uniquely vulnerable to remote attacks.

Unbridled optimism predominated in Silicon Valley; pessimism came to dominate the Beltway. Both extremes would benefit active measures operations over the next decade, although for different reasons: utopianism made it easy to run operations undetected; dystopianism made it easy to exaggerate results. A perfect storm system was forming.

A milestone event for the twenty-first-century return of active measures took place in Tallinn, Estonia, where Dzerzhinsky’s Operation Trust had taken off in the twentieth century. It began with the planned relocation of a statue of a World War II Red Army soldier. The figure, known as the Bronze Soldier, had been unveiled by Soviet authorities in 1947, as a monument to the “liberators of Tallinn.” To ethnic Russians in Estonia, the monument stood for Soviet victory over the Third Reich—but to ethnic Estonians, the monument stood for Soviet occupation during the Cold War, and “liberation” meant getting rid of the monument. In the spring of 2007, the city government planned to move the Bronze Soldier from the city center to a military cemetery in the outskirts. The conflict was perfectly pitched—Tallinn erupted into riots and looting on April 26.

Soon a range of Estonian websites went down, pummeled by denial-of-service attacks, or fake requests for information that overwhelmed servers. The digital equivalent of the street riots reached a peak on May 9, when Russia celebrated the anniversary of its victory over Nazi Germany. Fifty-eight Estonian websites were brought down in what was then one of the largest attacks of its kind. Hansapank, one of the country’s largest banks, saw its online services interrupted for ninety minutes on May 9, and for two hours the following day.12 The network attacks had limited impact on the ground. The psychological and political reaction, however, was disproportionate, both in Estonia and internationally. Estonia’s new minister of defense said that “a botnet threatened the national security of an entire nation.” The prime minister compared the “blockade of government institutions and newspaper websites” to a “blockade of harbors and airports.”

The international press coverage was even more extreme. Wired magazine called it “Web War One.”13 The New York Times saw “the first war in cyberspace” playing out.14 It remained unclear whether the denial-of-service attacks were perpetrated by Russian-speaking activists, or by the Russian security establishment, or perhaps by a combination of both.

A new era had begun. To any intelligence analyst watching closely, the episode in Tallinn showed that active measures were becoming more active: the internet now allowed direct attacks on machines, executed through computer code. Subsequent media coverage would then amplify the impact of the remote measures. The novelty of these attacks, combined with the dominant dystopian view of “cyberwar” in NATO’s defense establishment, meant that the impact of these newly active measures would be widely exaggerated by politicians, military officers, and journalists. Twenty-first-century active measures appeared to be low-risk, high-impact, and easily deniable. The internet seemed to be custom-designed for disinformation, even before social media had come of age.

Two noteworthy leaks occurred in the summer of 2009. A four-minute video titled “Adventures of Mr. Hudson in Russia” showed up on a small news site called Informacia.15 James Hudson was the UK deputy consul in Ekaterinburg, in the Urals. In the video, Hudson is shown walking into a room, wearing only an open dressing gown and carrying a glass, accompanied by two blond women. He kisses one; the other sits on his lap.

Russian authorities confirmed the event. “There is indeed such a video,” a spokesperson for the interior ministry in Ekaterinburg told the Daily Mail. “We can’t comment on who it is, but you should try the British consulate.” Whispers in London said that Hudson may have been an undercover British intelligence officer, and that the Russians had tried to blackmail and turn him. “Russian intelligence has a long history of making sex films and taking compromising photos to control people or further its aims,” a British security source told The Sun.16 A few weeks later, a similar leak in the same Russian newspaper targeted thirty-five-year-old Kyle Hatcher, an American diplomat serving in Moscow.17 This time the sex tape was partly forged, with compromising scenes doctored. A State Department spokesperson explained that Hatcher “was approached by Russians,” and that “they tried to blackmail him, but he did everything correctly.”18 The U.S. ambassador backed the officer publicly.

Neither the UK Foreign Office nor the U.S. embassy in Moscow denied (or explicitly confirmed) allegations reported in two Russian newspapers that their diplomats had been working for intelligence services. Intelligence officers in Moscow knew that British tabloids would have a field day with Hudson’s story, and boost the operation in an almost retro fashion. The Sun did not disappoint: “Our man in Russia pulls out after spy films his Urals sex,” the paper reported.19

The first decade of the twenty-first century saw an uneasy overlap of two tactics that had not yet been combined: old-school intelligence leaks involving compromising material, and the first attempts at hacking and high-tech internet sabotage. No intelligence agency had yet combined the two.






 



25.

First Digital Leaks


“What would active measures be without the journalist?” asked Rolf Wagenbreth in 1986. Three years later, the Berlin Wall came down. The Russian intelligence community was beset by internal turmoil for a decade or so after the KGB’s abrupt end in 1991. When the old spymasters found their footing again, the world around them had drastically changed. Internet utopianism had enveloped the West, and a new crop of internet companies had emerged, transforming the way humans read and wrote, shared images and documents, socialized, consumed news, and spread rumors. The sprawling network, as became progressively clear, was practically optimized for disinformation, at least until the mid-2010s. Active measures operators two decades after Wagenbreth would frame his question differently: What would active measures be without the internet?

[image: ]
U.S. Assistant Secretary of State for European and Eurasian Affairs Victoria Nuland (center) distributes bread to protesters next to U.S. Ambassador Geoffrey Pyatt (left) at Independence Square in Kyiv, on December 11, 2013.

(Reuters / Andrew Kravchenko / Pool)


Journalists were still crucial, but the emerging social media platforms enabled surfacing, amplification, and even testing of active measures without the participation of reporters. Online sharing services, especially those with built-in anonymity, were tailor-made for at-scale deception. Dirty tricksters could now reach their target audiences directly.

Cryptome, a radical transparency site and in effect the world’s first leak portal, was created in 1996 by the married couple John Young and Deborah Natsios to call attention to dual-use technology. Young had been active on the cypherpunk list, a loose group of technology utopians with an antigovernment, anarchist bent. From West Texas, son of an oil worker, he became an architect in Manhattan and lived on the Upper West Side. Yet for decades, Young operated Cryptome on the tiny budget of less than $2,000 per year.1 His vision was rather romantic: “Cryptome, aspiring to be a free public library, accepts that libraries are chock full of contaminated material, hoaxes, forgeries, propaganda,”2 Young told one interviewer in 2013. He attempted to build a submission system that used encryption, and he wanted to allow contributors to be able to remain anonymous, ideally not even revealing their identity to Young or Cryptome itself. “We’ll publish anything,” Young explained, in what amounted to a philosophy of digital hoarding. “We don’t check it out. We don’t try to verify it. We don’t tell people, ‘Believe this because we say it’s OK.’ We try not to give any authority to what we do. We just serve up the raw data.”3 Indeed, Cryptome had the look of a postmodern antiques shop crammed with valuable-looking items that quickly lost their appeal at closer inspection. Young’s collection of oddities included, for instance, the engineering plans of the George Washington Bridge in New York, pictures of George W. Bush’s ranch in Texas, details of British undercover activity in Northern Ireland, and high-resolution images of the Fukushima Dai-ichi nuclear plant in Japan. In 2000, Young published a CIA briefing that a former Japanese official had leaked to him.

“We were told very early on that the site could be used to spread disinformation,” Young recounted in 2004. “I can’t rule out that we are being subjected to a sophisticated disinformation campaign by government agencies.”4 He applied the same sunlight-is-the-best-disinfectant logic to potential abuses: “If it smells, then someone will point it out,” he said. “We publish people who object to what’s appearing, and then let people decide.”5

It is unlikely that Cryptome was exploited at scale by foreign governments, but not for the reasons Young cited. The KGB, Stasi, and StB would have loved Cryptome. But in an ironic historical twist, the world’s first leak site was at its high point when major active measures were at their lowest since the end of the Cold War.

Yet Cryptome pioneered and precipitated a larger cultural shift that would help reawaken active measures with a vengeance. Young met Julian Assange on the cypherpunk list, and Assange described Cryptome as the “spiritual godfather”6 of WikiLeaks. In 2006, Assange asked Young to become the public face of WikiLeaks in the United States, and suggested that Young could register WikiLeaks.org in his name.7 The cooperation failed; two eccentric personalities clashed, and the radical-libertarian partnership came to an end. Yet WikiLeaks would soon eclipse Cryptome.

In 2010, Chelsea Manning, then a twenty-two-year-old Army private known as Bradley,8 leaked more than a quarter million State Department and Department of Defense documents to WikiLeaks. The leaked diplomatic cables spanned about a decade, and turned Assange and his website into household names. By 2013, Cryptome had collected and published just 70,000 files, many random and hand-curated. WikiLeaks was pushing out secret information on an industrial scale.

Then, in June 2013, Edward Snowden opened the floodgates. The precise number of files Snowden exfiltrated from the NSA remains unclear, as does the number of files that were passed on to various media outlets and how access to the documents spread from these initial brokers as more and more media organizations reported on the files. One nearly insurmountable problem was that many of the secret files were difficult to read and interpret, and yet the material was irresistible. As a result, several influential media organizations ran incomplete and error-ridden stories, often exaggerating the collection and interception capabilities of the American and British intelligence agencies affected by Snowden’s security breach. Snowden fled the United States to Hong Kong, China, and eventually Moscow. Soon speculation mounted that Snowden might have acted as an agent of a hostile power.9 But in all likelihood, the self-described whistle-blower was acting as a libertarian idealist and genuine transparency activist, not as an agent of a foreign intelligence agency, when he executed the biggest public intelligence leak to date.

Nevertheless, viewed from Russia, the Snowden leaks looked like a spectacularly successful American active measure targeted against America itself. A lowly NSA contractor, under the spell of transparency activism, had done more political and possibly more operational damage to the American intelligence community than most Service A operations during the Cold War. It was impossible to be aware of the history of active measures, while watching the Snowden affair unfold in real time, and not see an opportunity of strategic significance.

Manning and Snowden, meanwhile, had shifted expectations and the terms of the public conversation. Massive government leaks of secret files, it appeared, were not a once-in-a-generation event, as comparisons with the Pentagon Papers implied, but something that could occur every few years. This shift was facilitated by the ease with which hundreds of thousands, even millions, of files could be copied and carried digitally on thumbnail-sized chips. Journalists and opinion leaders were now more willing than ever to embrace anonymous leaks without spending too much time on checking their provenance or veracity. By mid-2014, major magazines and newspapers, including The New Yorker and The Guardian, were competing with activist websites and encouraging anonymous submissions by mail or dedicated end-to-end encrypted submission portals with fortified anonymity.10

Yet the leaks could also be a problem for journalists, especially Snowden’s material. It was often exceedingly difficult to assess leaked documents on their own merits, and checking secret facts was sometimes impossible. Even the most dogged and well-connected investigative journalist would have a hard time telling whether a specific leak was the outcome of an active measure or of genuine whistle-blowing. Then there was the question of forgeries. By 2013, only a few Cold War historians and veteran intelligence reporters remembered that Eastern bloc intelligence services had once perfected the art of semi-covert active measures enhanced by skillful falsifications, and that Congress had once held hearings on “the forgery offensive.”

At the time of the Snowden leaks, Bruce Schneier was a widely respected cryptographer, an authority on information security, and a keen technical observer of NSA operations. In August 2014, Schneier used his popular online journal to take a close look at various recent NSA leaks and where they may have originated, concluding that the U.S. intelligence community now had “a third leaker.” (The FBI pursued a similar hypothesis.) The stream of stories on U.S. intelligence capabilities and operations, Schneier pointed out, didn’t stem from the Snowden cache alone. The types and avenues of leaked documents pointed to two more sources. Schneier discussed various possibilities, but even he did not articulate that an adversarial intelligence agency might have planted particularly damaging leaks. Instead, Schneier spoke for a fast-growing subculture when he closed by recommending some readings to show that leaks were “in general, a good thing.”11

Schneier wasn’t wrong: from the point of view of adversarial intelligence agencies, leaks are even a very good thing. The most aggressive active measures operators were already taking advantage of the new culture of leaking when Schneier wrote these lines. The two-year period after the Snowden disclosures, in fact, was a short, modern golden age of disinformation. That period was characterized by the confluence of several developments that were, ultimately, all temporary afterglow effects of 1990s internet utopianism: the prevailing view, articulated so well by Schneier, that unauthorized releases were a tool to strengthen democracy, not weaken it; the global rise of anonymous internet activism; the widespread notion that it was very hard, if not impossible, to trace hackers on the internet; the absence of publicly available digital forensics and a general understanding of how digital forensic artifacts should be interpreted; and the naïve expectation that sharing news on social media platforms would lead not to abuse but to better-informed users. All of these five features of internet culture in the early 2010s were fleeting, and would change or disappear within half a decade. But in 2013, they formed the perfect techno-cultural cover for active measures, one so good that identifying the first digital leak operations remains a formidable challenge even with the benefit of hindsight.

On October 23, 2013, Der Spiegel broke a story that came to define the Snowden affair: that the NSA was spying on Angela Merkel’s phone.12 Der Spiegel slipped the story into the frenzied coverage of the Snowden files, yet the magazine never explicitly stated that the information actually came from Snowden.

The story, as first reported by Der Spiegel, was odd: the gist was that Merkel had confronted President Obama with allegations that he had spied on her, not that the NSA had been spying on her phone. The difference was subtle but crucial. “Chancellor Cell Phone a U.S. Target?” Der Spiegel’s headline asked. Even the lede was cautious: Merkel had “possibly” been targeted by U.S. intelligence. The magazine did not make a claim; it asked a question and reported a claim made by others. Germany’s federal government, the magazine explained, was taking the spying allegations seriously enough to confront the president of the United States with the contention that the NSA had been spying on one of America’s closest allies.
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Chancellor Angela Merkel of Germany on her cell phone in the Bundestag in 2013

(Wolfgang Kumm / picture alliance / dpa / AP Images)


Der Spiegel was very careful with this particular story, not least because its journalists knew the danger of active measures; the magazine had fallen for Eastern disinformation in the past. Investigative journalists at Der Spiegel particularly remembered the humiliating forgery of the CDU strategy paper in Kreuth: “Stasi Also Once Tricked Spiegel,” the magazine had announced in 1991. Marcel Rosenbach, one of the journalists who broke the Merkel story, knew the infamous Philip Agee from Hamburg, and once visited Agee’s home, where he admired the allegedly bugged typewriter on which the CIA defector had typed Inside the Company.13 Holger Stark, who led the investigation, had, like Rosenbach, done groundbreaking historical reporting on Stasi operations.14

The initial tip for the story came before a major general election in late September 2013 that Merkel was expected to win. The sourcing has remained mysterious. Der Spiegel has refused to clarify the provenance of the initial tasking order, and curiously claimed they had multiple sources. Glenn Greenwald, one of the few journalists with extensive access to the Snowden archive, later told me that “the source document for the Merkel story certainly did not come from the Snowden files.”15 Greenwald added that his team carefully searched the archive for the NSA tasking order in question. Stark and Rosenbach, however, knew immediately that the story, whatever the source, had extraordinary potential. But there was not enough time for the investigative reporters to thoroughly fact-check the story before the vote. Eventually, a week before they broke the news, two Spiegel reporters met with the spokesperson of the chancellor in Berlin, Steffen Seibert. The journalists handed Seibert an A4-sized card that listed the NSA’s surveillance order for Merkel, complete with one of her mobile phone numbers, and told Seibert that the NSA order was not an original printout from an NSA database but a copy typed up by one of Der Spiegel’s investigative reporters, who was convinced it represented the actual database entry.16 Seibel informed Merkel, and the chancellery decided it would confront the White House.

Christoph Heusgen, Germany’s national security advisor, then spoke with Susan Rice, his U.S. counterpart. Rice at first blocked the request from Berlin. Merkel then took the question up with Obama. The White House press secretary eventually mentioned the sensitive phone call, explaining that “the president assured the chancellor that the United States is not monitoring, and will not monitor the communications of the chancellor.”17 Der Spiegel, reportedly along with the German government, then pointed out that the White House denial only mentioned present and future monitoring, not past. German diplomats and reporters subsequently construed this absence as confirmation that the United States had been spying on Merkel.18

German-American relations immediately took a very serious hit. “Spying between friends, that’s just not done,” said Merkel, usually a sober, pro-American voice. The foreign office in Berlin summoned the U.S. ambassador, in a major gesture of frustration. Sixty-two percent of Germans approved of the chancellor’s harsh call to Obama, with a quarter of the population saying her reaction was not harsh enough.19

The NSA, in a rare step, immediately denied that its director “ever” discussed “alleged operations involving Chancellor Merkel” with Obama. “News reports claiming otherwise are not true,” an NSA spokesperson wrote to journalists.20 Germany’s attorney general proceeded to investigate the case for about a year, and eventually concluded that there was no evidence that Merkel’s calls had been intercepted. “The document that was publicly perceived as evidence for the actual surveillance of the [Merkel’s] mobile phone was not an authentic tasking order by the NSA,” the attorney general said at a press conference, adding that the tasking order later published in the German press “did not originate from an NSA database.”21 Still, Der Spiegel stuck to its story, and convincingly so.

Some observers in Western intelligence agencies saw more sinister machinations at play. Der Spiegel’s sources remained nebulous, thus raising the question of whether the magazine had been played. A close U.S. intelligence ally may have intercepted Merkel’s phone, one theory went, and thus made it difficult for the NSA to deny the allegations outright. The timing, framing, and other details of the affair led some senior intelligence officials to one explanation—indeed, to what they believed was the only explanation: that the Merkel story was a professionally executed and highly effective active measure designed to drive a wedge between the United States and one of its closest NATO allies. The story indeed appeared to fit an old pattern. The evidence for this theory, however, remained wafer-thin.



On the very same day the Merkel story broke, another less visible but no less remarkable event transpired a few hundred kilometers east of Berlin. A mysterious post appeared on one of the main online forums run by members of Anonymous, the then-vibrant online activism movement. The activists were best recognized by their trademark black-and-white Guy Fawkes masks, adopted from the 2005 dystopian movie V for Vendetta, and by a whimsical internet dialect characterized by forming plurals with a z instead of an s. Even participants of the amorphous movement did not know how big Anonymous was or who their fellow activists really were. Anonymity had become a cultlike feature of internet subculture, celebrated and reinforced on forums where no identification was required and true names were covered by a cryptographic veil. Encryption, which for centuries had protected states and spies and armies, suddenly served antigovernment activists. But that fortified anonymity also marked Anonymous out for intelligence agencies—both as a potential threat and as a potential cover for operations.
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CyberGuerrilla was a genuine Anonymous forum and preferred leak platform of Russian disinformation operators. (Internet Archive)


“Anons,” as the activists called one another, ran social media accounts and blogs to foment unrest and advance the fight against tyranny. A late arrival on the scene of Anon sites was http://cyberguerrilla.org. The portal, registered and opened in January 2012, had a simple but appealing retro cyberpunk design, with Matrix-like green-on-black code columns in the background. CyberGuerrilla would remain obscure, but quickly gained currency in the amorphous community of nameless online activists. The site had an anonymous posting philosophy. “Anyone can post to the site. No censorship takes place!” the site admins assured users.22 The Anons simply provided one publicly announced username (Anonymous) and password (Anonymous) for everybody to use. Users could post in columns dedicated to news, music, and general interest. The admins discouraged leaking private information: “NO DOXING ONLY IF ITS UR MOM!” said the tongue-in-cheek how-to guide. A wider network of internet activists monitored the CyberGuerrilla platform, and independently announced or reposted news that emerged there, or reposted news items on CyberGuerrilla that had first appeared elsewhere.

Powerful and secretive agencies were watching the budding Anonymous movement. Intelligence agencies in the West tended to see the leaderless anarchist movement as a diffuse potential threat—and intelligence agencies in the East tended to see the grassroots activist movement as an opportunity. After all, Soviet bloc agencies had been using, steering, and exploiting political activists for about eighty years. CyberGuerrilla, with its idealistic anonymous posting concept, would be an exceptionally attractive vehicle for active measures.

Meanwhile, during the fall of 2013, Vladimir Putin, now the Russian president, increased the pressure on those Eastern European countries flirting with closer trade ties to the European Union and the United States. Russia even threatened renewed sanctions against Ukraine.

Then, on October 23, an unknown individual logged into CyberGuerrilla and posted an unusual message in the site’s general section. “Ministry of Foreign Affairs of Ukraine Massive DOCS leak. MFA.GOV.UA hacked,” the post was titled.23 “Greetings fellow lulz!” it began, the salutation betraying a lack of familiarity with Anon-speak. The authors, who referred to themselves in the plural, were agitated by the forces in the Ukrainian government who sought closer ties with the European Union: “Ukraine Government is so fucked up bullshitting Europe about it’s intentions to become a member of EU pursuing European Democracy Postulates.” The authors then shared a link to a compressed folder.

The folder contained a confusing assortment of letters and documents seemingly sent from German, British, American, and Czech officials to their Ukrainian counterparts. The first document listed in the leak included the diplomatic passport of a U.S. State Department official. The authors signed off with the usual Anonymous formula, “We are Anonymous, We are Legion, We do not forgive, We do not forget,” adding “Greetz to our Fellaz in Ukraine, Greetz to all Anons and Lulz.”

Five days later, another post from “Anonymous Ukraine” appeared on CyberGuerrilla. This one declared the start of #OpIndependence. The authors emphasized Ukraine’s independence from the European Union and Russia, and displayed an especially sharp anti-NATO slant. This post included a video message: “We do not need to be servants of NATO,” intoned a person in a white mask and black hoodie.

On November 21, Ukraine halted its plans for a deal with the EU, sparking protests in Kyiv. On November 30, the pro-Russian Ukrainian government deployed a paramilitary police force, the Berkut, to brutally crack down on protesters in Kyiv’s Independence Square, which only fueled further protests. On December 11, U.S. Assistant Secretary of State Victoria Nuland visited Kyiv, and met there with the embattled Ukrainian president, Victor Yanukovych—but also, smiling and informally dressed in a blue quilt jacket, with shivering protestors in Independence Square, where she handed out cookies and fresh bread in large plastic bags in subzero temperatures. Nuland told the Ukrainian president that police brutality against protestors was “absolutely impermissible” and expressed “disgust” on behalf of the United States. Russian authorities in turn interpreted American and European attempts at deescalating the crisis as the opposite, as an escalation and as “meddling” in the Russian sphere of influence.24 American intelligence agencies began to prioritize intelligence collection in Ukraine. A shadow war was on the rise.

Four days later, another highly damaging NSA document appeared. In Hamburg, the annual congress of the Chaos Computer Club was under way. On December 29, the activist Jacob Appelbaum revealed the Advanced Network Technology list, known as the ANT catalog.25 The ANT catalog outlined custom-designed NSA hardware and software hacking used to penetrate devices produced by U.S. companies, including Apple, Dell, Cisco, Juniper Networks, and others. The document was released alongside a Spiegel story on the NSA’s elite hacking division, then known as Tailored Access Operations. The document was highly damaging—it drove a double wedge, one between the United States and continental Europe, and another between the NSA and America’s technology companies. The story and its timing, like the Merkel report, set off alarm bells in American intelligence circles. Der Spiegel had slipped the report into the wider Snowden coverage, but the magazine did not imply that Snowden was its source. No hard evidence for an active measure was available, but the releases sure looked like planned operations. To the public, however, the widely held assumption was that a second whistle-blower had come forward and leaked even more NSA files, just as Schneier and others had intimated. This was how the short, golden age of disinformation worked.

The escalating situation in Kyiv would soon undermine this innocence. As the political and military crisis intensified in Ukraine, so did the flanking active measures campaign. Within about a month, disinformation operations that targeted Western interests became more overtly political in nature, and went beyond the old game of spy agency versus spy agency.

Relations between the EU and the United States were among the first openly political targets of Russian digital active measures. After two months of antigovernment protests in Ukraine, on February 4, two audio clips simultaneously appeared on YouTube, uploaded by the same account. The account, “Re Post,” had been created on December 14, 2013, as the Ukraine crisis was deteriorating quickly.

In one of the leaked recordings,26 Victoria Nuland was speaking with the U.S. ambassador to Ukraine, Geoffrey Pyatt. As a result of her job, Nuland had been eyed by intelligence collectors for some time, and the fact that she had taken sides with demonstrators in Kyiv now made her an especially desirable target for active measures. Nuland and Pyatt were frustrated with the European Union’s reluctance to join the United States in threatening sanctions against the Ukrainian government for violently crushing the protests. Nuland told Pyatt that she wanted a UN diplomat to go to Kyiv to seal an accord on the cabinet. “So that would be great, I think, to help glue this thing and have the UN help glue it and, you know, fuck the EU,” said Nuland.

“Oh, exactly,” Pyatt replied, “and I think we’ve got to do something to make it stick together, because you can be sure that if it does start to gain altitude the Russians will be working behind the scenes to torpedo it.” Though the ambassador didn’t know it, the Russians were indeed doing just that.

The other recording, in German, was the European mirror image to the intercepted U.S. phone call.27 Helga Schmid, a senior foreign service official working for the European Union in Brussels, was surreptitiously recorded as she discussed the Ukraine crisis with Jan Tombinski, the EU ambassador to Ukraine. Schmid complained about what she saw as unfair criticism from the United States. “The Americans are going around telling people we’re too weak while they are tougher on sanctions,” Schmid said to Tombinski. She relayed some internal discussions from Brussels, and added, “What you should know is that it really bothers us that the Americans are going around naming and shaming us—this is what several journalists have told us. Maybe you can speak to the U.S. ambassador?” That U.S. ambassador was Pyatt, who had just agreed with Nuland to, you know, fuck Schmid and Tombinski.

It was the perfect setup for an active measure. Russian intelligence had intercepted both phone calls: in one, the Americans called the Europeans names, and in the other, the Europeans complained about American name-calling. Releasing both would predictably drive a wedge between Washington and Brussels, and potentially help pro-Russian forces in Ukraine.

When the leak first appeared on YouTube, nothing happened. Nobody of significance seems to have noticed the sudden appearance of the matching audio files for almost two days. One obscure pro-Russian Ukrainian account with an Anonymous avatar linked to the “Fuck the EU” tape on Wednesday;28 an unnamed pro-Putin blogger wrote about the Nuland recording on a Russian-language platform on Thursday morning.29 Then, at 2:30 in the afternoon on Thursday, Dmitry Loskutov, an aide to the deputy prime minister of the Russian Federation, Dmitry Rogozin,30 posted on Twitter: “Sort of controversial judgment from Assistant Secretary of State Victoria Nuland speaking about the EU.”31 The story at once exploded in a flash of publicity across Europe and North America. Reported Reuters, just hours later: “The audio posted on YouTube, along with a second one that captures a reported conversation between senior EU diplomats, reveal apparent rifts between the United States and EU over how to handle Ukraine.”

This was the type of press coverage that active measures operators had coveted and counted on for many decades. The incident, thanks to the strong language used by Nuland, quickly dominated the political news cycle in Europe and the United States. And the twin leaks did not fail to act as an effective wedge. Angela Merkel described Nuland’s remarks as “totally unacceptable,” and sided with Schmid.32 The State Department had to apologize for the inappropriate remarks. The White House, in an attempt at damage control, pointed to Loskutov, the Kremlin aide, as evidence that the leak was a Russian active measure. “I would say that since the video was first noted and tweeted out by the Russian government, I think it says something about Russia’s role,” said a U.S. spokesperson.33

One American journalist asked Loskutov if his initial post that linked to the Nuland tape was indeed evidence of a Russian operation. Loskutov reacted with an artful nondenial denial: “Disseminating started earlier,” he responded truthfully. The fact that he reacted was being used “to hang the blame on RUS,” he said, adding a winking emoticon,;).34 The U.S. reporter persisted, and asked him to clarify whether his comment meant that the Kremlin had no role in the leak. “How would I know?” the Kremlin aide responded, again playfully not denying official responsibility.

The State Department called the incident “a new low in Russian tradecraft.”35 The opposite was true: the operation was a new high. The leak was the work of professionals. The sound quality of the intercepts was excellent; the leaks were curated and juxtaposed with a certain elegance; the files were no cheap fakes. The surfacing was done at exactly the right moment, as Nuland visited Kyiv to discuss a U.S.-brokered end to the crisis with Yanukovych. The operation was at least partly deniable. The tape was the first high-profile example of a method that represented the future of active measures. The trick was to combine two technical features, one old, one new: technical intelligence collection, in this case, tapping phone lines or possibly tampering with phones used by Western diplomats, and using the internet and social media to surface the leaks. This new technique would make the compromising material public, and amplify it, before it would be picked up by traditional middlemen, such as Russian TV stations, outlets in third countries, and ultimately American and European news agencies. This strategy of leaking via the internet would soon redefine how surfacing and amplification worked.






 



26.

Anonymous


Guy Fawkes–masked internet activism began to coalesce in 2007, partly on 4chan, a raucous anonymous image board. The movement peaked in size and volume in early 2012.1 By then an entire news network of collaborative anonymous sources and accounts had emerged online, on various open platforms and custom-built websites. Leaking information online, called “doxing” in internet jargon, had become a common occurrence.

Between October 2013 and the summer of 2016, Anonymous Ukraine or some of its self-identified offshoots published around one hundred posts on CyberGuerrilla. These posts comprised at least thirty-seven different leaks, usually releases of hacked email inboxes. The leaks also contained more than a dozen forgeries. It was and still is impossible to say how many of the posts on CyberGuerrilla were made by genuine activists, and how many represent covert Russian intelligence operations interfering in Ukraine. This lack of clarity was a highly desirable feature for covert operators. Many Anons were indeed confused. One leak, for example, exposed Vitali Klitschko, a celebrity heavyweight boxing champion turned pro-European opposition leader.2 “Guys, you hacked mail of people who support peaceful demonstrations. Klitschko supports students, people, and democracy,” one activist wrote in December 2013. “Please delete files,” another said. “You’re doing it wrong!”3 Even the founders and administrators of the guerrilla portal could not tell the difference between real and fake activists, and assumed the worst: “These hacker groups on both sides are all State secret service provocateurs,” recalled one administrator, who declined to be identified publicly, keeping with the site’s anonymous philosophy. “They serve only the state and not the people,” she added, noting aptly, “Lenin conquered Russia with the same political warfare.”4
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An anti-American hack-leak-forge operation is camouflaged as coming from the Anonymous movement.


It is also highly likely that not even the Russian intelligence analysts tasked with analyzing events in Ukraine knew what was real, unless these analysts received internal reporting from the operational unit behind any forgeries. Over time, however, the unmistakable fingerprints of Russian military intelligence operators came into sharper relief. It was likely GRU Unit 74455 that started wearing, at least digitally, the ubiquitous white mask with the black mustache.

As the “Euromaidan” protest movement gained force in Kyiv in early 2014, the Ukrainian government deployed the Berkut riot police to crush the protests. But the revolution was unstoppable. President Yanukovych fled to Moscow in February. Moscow called the pro-European interim government an illegitimate “junta.” Russia took advantage of the chaos and moved to annex Crimea, a Ukrainian peninsula protruding into the Black Sea. Early on February 27, masked, unmarked Russian special forces troops stormed Crimea’s Parliament building in Simferopol, allegedly to “protect” the Crimean members of Parliament. The Kremlin would admit only a year later that these operations were indeed conducted by Russian personnel.5

As the invasion began, it appears that GRU Unit 74455 tried to help shape the operational environment on Crimea. Unit 74455 created around a dozen forged accounts and published a number of posts on Facebook and its Russian counterpart, Vkontakte. One Facebook page was called “Ukrainian Front,” with a martial red banner; another fake page was called “Eastern Front.”6 The GRU created “For Crimea’s Independence” on the day of the invasion.7 The GRU’s goal for this “active work,” according to an internal report, was to stir up negative feelings toward the new government in Kyiv, and to alienate the Crimean population from pro-Western parties and organizations.8 Four more accounts were focused on Crimean independence.9 But the officers in 74455 were remarkably inept at social media work: on February 26 and 27, the moment of Russia’s invasion of Crimea, the GRU’s information operations shop pushed out fifty-four items on social media, not all of them original. The most popular Facebook post on that day received just forty-six likes and fourteen comments. Measuring the success of active measures may be hard—measuring complete failure was straightforward.

The GRU, however, would soon discover a sharper new tool. As Russia’s annexation of Crimea was under way, on March 3, a new front organization appeared: CyberBerkut. Perhaps the name was inspired by the surfacing of hacked and forged material on CyberGuerrilla in the preceding weeks and months. The first post smeared the pro-European protesters in Kyiv as “neo-Fascists,” and declared a hunt for the criminals. In classic anti-Fascist tradition, the Russian digital fighters depicted all of West-facing Ukraine under a red-and-white swastika against a blood-red background, with only Crimea and part of pro-Russian Eastern Ukraine in bright, liberated blue.10 The post included a list of sites that the Berkut activists threatened to hack. They signed off Anonymous-style: “We are ‘CyberBerkut’! We will not forget and will not forgive!”

On March 12, before 9:00 a.m. in Ukraine, nine days after CyberBerkut burst on the scene, Anonymous Ukraine posted another message on CyberGuerrilla, with a special leak to boot. This time, the high-tech Anon packaging belied an old-school active measures tactic. The leak included three forged emails, designed to show that the revolution in Ukraine was a Western plot, masterminded by the CIA. The three phony emails flowed down a conspiratorial chain of command, from the CIA to the U.S. Army, from the U.S. Army to the Ukrainian Army’s general staff, and finally to right-wing Ukrainian paramilitaries acting as CIA fronts. Anonymous Ukraine hackers had supposedly discovered the plot by hacking the Gmail inbox of a Ukrainian colonel on the general staff, Igor Protsyk. The three forged emails were slipped in among Protsyk’s genuine emails—lies flanked by truth. But this time the truthful content—Protsyk’s actual emails—was so uninteresting that the Russian forgers helpfully copied their creative work into a separate folder called “most interesting.” The forgery is remarkable in many ways, not least because the operation illustrates the depth of conspiratorial thinking and the layers of deception at play when active measures were reborn in the early 2010s.

The first forgery was an email to Protsyk from Jason P. Gresh, the assistant U.S. Army attaché at the American embassy in Kyiv and a lieutenant colonel. “Ihor [sic],” the Gresh email began, “events are moving fast in the Crimea. Our friends in Washington expect more decisive action from your network11 … I think it’s time to implement the plan we discussed.” The forgers had the American practically order his Ukrainian contact into action: “Your job is to cause some problems to the transport hubs in the south-east in order to frame-up the neighbor.”

That neighbor’s identity was obvious, although the conspiracy carefully avoided mentioning Russia by name. “It will create favorable conditions for Pentagon and the Company to act,” the fake Gresh went on, in badly translated English, and using a quaint nickname for the CIA.
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Assistant U.S. Army attaché Jason Gresh meeting with Ukrainian military officers

(Ukrainian Armed Forces)


The fake conspiracy was elaborate. Two days later, on March 11, in the afternoon, a follow-up message had Protsyk act on U.S. Army orders. The Ukrainian colonel instructed Vasyl Labaychuk, his paramilitary co-conspirator, to strike an airfield in Melitopol and make it look as if Russian troops had attacked Ukraine’s 25th Airborne Brigade. “25 brigade is flying combat missions, so do not harm the planes,” said Protsyk, stressing that the mock attack should target those planes that were already damaged. “You can do everything with them,” the faux colonel wrote. “Remember, everything must look like a real attack by the Russian Spetsnaz.”12 Labaychuk was a young leader of a recently founded far-right Ukrainian nationalist group called Right Sector. The group’s street fighters had clashed with riot police at the Euromaidan revolt in early 2014. Now, by early March, Right Sector was just getting ready to set itself up as a party.

Then, three and a half hours later, the third forgery completed the chain: Labaychuk, the Right Sector militant leader, implemented his Ukrainian Army orders and instructed one of his fictional men, Oleg Kolyarny, to carry out the mission in eastern Ukraine, copying Protsyk. Labaychuk told Kolyarny, in coarse language, to “make some noise on behalf of the Muskovites at Melitopol’s airbase.” The faux email then outlined the logistics of the mission, how to rendezvous with a dozen local fighters (“Speak only in Russian”), and how to mock-attack the damaged planes.13 To make the combat instruction look real, the active measures operators attached a picture of Melitopol airfield that they had pulled from Google Maps,14 and marked three locations on the airfield for potential military action, including one for a mock firefight and two damaged Ilyushin Il-76 aircraft for targets of the staged attack. “See the attached file,” Kolyarny was told in the email. “It is just a proposal. Decide yourself what to do.”
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Forged email instructing local far-right commanders, on behalf of the CIA, to attack an airfield in eastern Ukraine in order to frame Russia


The forgers then slid the folder with the phony messages into the hacked genuine messages of the real Ukrainian colonel, and published the entire package on CyberGuerrilla. They added the following note:


Hello

We are Anonymous Ukraine

We have hacked e-mail correspondence of U.S. Army Attache Assistant in Kiev Jason Gresh and a high ranking official from Ukrainian General Staff Igor Protsyk.

It appears that they are planning to conduct a series of attacks on Ukrainian military bases in order to destabilize the situation in Ukraine.

Particularly, Jason Gresh writes to Igor Protsyk that it’s time to implement a plan that implies “causing problems to the transport hubs in the south-east of Ukraine in order to frame-up the neighbor. It will create favorable conditions for Pentagon to act”, says Jason Gresh.

In his turn, Protsyk writes to some Vasil and tells him to arrange an attack on an airbase of 25 aviation brigade of Ukrainian air force stationed in Melitopol.

This Vasil is responsible for arranging the details of the attack, gathering of the gunmen and providing them with a map of sites that are chosen to be attacked.

We strongly recommend everyone to look through these documents. There you will find all the details.

http://www.mediafire.com/download/fso0k2ry5yzhr8a/protsyk.7z […]

We will protect Ukraine from Western hirelings and fascists that are trying to hurl Ukraine into chaos! We do not want them to start a war! Expect us

We are Anonymous Ukraine.

We are the Patriots of our country.

We Do Not Forgive.

We Do Not Forget.

Expect Us.15



The next day, Voice of Russia carried the story. The leaked emails were accompanied by a rambling nine-minute audio recording and a transcript that the operators apparently had given exclusively to Voice of Russia. In the audio, the robot voice often used by Anonymous vowed to protect Ukraine’s freedom against Western interference through NATO; disparaged the regime in Kyiv as Fascists; and likened pro-Western Ukrainian politicians to “Bandera Nazis,” a local slur that harkened back to a pro-German Ukrainian World War II nationalist leader, Stepan Bandera, who was assassinated by the KGB in 1959 in West Germany. Voice of Russia explained that Gresh’s attack instructions revealed the United States’ desperation to consolidate the “overthrow of Ukraine,” and that the United States could not tolerate democratic elections. The emails needed explanation, which in principle made them more credible, as most correspondence, when taken out of context, does need explanation. So Voice of Russia explained: The neighbor in this case meant the Russian Federation; the reference to the Company was meant to be insider jargon for the CIA. But the forgery was not particularly professional. The missive contained grammatical errors, and an article was missing in front of “Pentagon”—the forger’s Russian accent was practically audible: it will create favorable conditions for Pentagon. Even the Voice of Russia reporters felt compelled to comment on the bad English. “One note, for a military attaché Mr. Gresh’s English is not that good,” the official Russian outlet wrote, “but he could be talking down to his hirelings.”

Gresh and others at the U.S. embassy in Kyiv were bemused. The situation was a novel development, a mid-century throwback with a high-tech update. No U.S. government system had been breached, not even a personal email account, yet the State Department and the Army had become the victim of a hack-and-leak. The forgeries were obvious and clumsy, especially the one email so clearly not written by a native speaker, let alone an officer in the U.S. diplomatic service. “It was comedic,” recalled Gresh. “It was serious, but at the same time it was quite funny.”16 For about two months he received a lot of hate mail; he posted some of the best ones in the office. But the story was never covered in the mainstream press. Gresh told me that he considered the operation a “complete and utter failure.”

The Ukrainian general staff was not so sure. Ukrainian officers suspected that Russian military intelligence was behind the operation, and they knew their adversary’s preference for active measures. In fact, the very email that purported to come from the Ukrainian general staff called for an “active measure.”17 The real Protsyk knew what was going on: the operation specifically targeted the civil-military relations in contested areas in Ukraine, not the State Department. The local population, he knew, was not used to encountering the Ukrainian army in armored vehicles. The novelty of large troop movements presented an opportunity to present the Ukrainian army as invaders, a puppet squadron controlled by dark forces in the United States. “I know what I’m talking about, as I grew up in Soviet system and I’d been trained for things like this in military institute,” Protsyk told me later.18 The Ukrainian police started an investigation, but the war meant that it was never finished.

Ukraine spiraled into civil war. The pro-Russian protest in the Donbass region, in eastern Ukraine, developed in April into a full-blown insurgency against the pro-European government. Presidential elections were to be held on May 25, 2014. On May 16, the Central Election Commission in Kyiv warned that it could not finish preparations in six precincts in the Donetsk and Luhansk regions in the Donbass, “due to unlawful actions of unknown persons.”19 Local members of the election commission received threats against their own safety and that of their families. As political events in Ukraine became more heated, confrontational, and dangerous, so did the digital attacks against the country’s fragile democratic institutions.

“The anti-people junta is trying to legalize itself by organizing this show, directed by the West,” CyberBerkut said in a statement three days before Ukraine’s special presidential election. “We will not allow it!”20






 



27.

Sofacy


Three days before the election in Ukraine, CyberBerkut compromised the Central Election Commission’s network.1 Commission staff discovered the damage when they arrived at work the next morning. The attack succeeded in disabling central network nodes and “numerous components of the election system,” according to Nikolay Koval, who headed Ukraine’s Computer Emergency Response Team during the incident.2 The election was approaching fast, but the real-time vote-count displays had been knocked out—and stayed that way for nearly twenty hours, as engineers worked frantically to fix the problem. Meanwhile, the digital intruders taunted the Ukrainian officials, leaking photos of the commissioner’s bathroom renovation, his passport and that of his wife, and—in an attempt to undermine the election’s legitimacy—leaked emails from Western officials to the Ukrainian election commission. Koval and his team scrambled to contain the damage. Thankfully, the original network architects had saved a backup of the commission’s data, which gave the emergency response crew a head start. At daybreak on Sunday, as Ukrainians started heading out to cast their votes on paper slips, the CEC’s systems were back up and running, including the displays. The country eagerly awaited the first counts of the presidential vote at one of the tensest moments in Ukraine’s history.
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Headquarters of the Russian General Staff’s Main Intelligence Department (GRU) in Moscow, December 2016 (Natalia Kolesnikova / AFP / Getty Images)


Less than an hour after voting stations had closed, Russia’s most popular TV station, Channel One, reported that Dmytro Yarosh, a far-right leader of Right Sector and a combat-experienced commander of the Ukrainian Volunteer Army, was the likely winner of the vote.3 The Channel One presenter, Irada Zeynalova, showed what she called a “strange chart” which, she alleged, had “appeared on the central website of the CEC of Ukraine a few minutes ago.” The chart listed the names of several Ukrainian candidates alongside bars that displayed a number of votes. At the top was Yarosh, with 37.13 percent of the vote, followed by Petro Poroshenko, with 29.63 percent. The graph did appear to be taken from the CEC’s website; it had the same dark green logo with a yellow-and-blue wave, a similar layout and fonts. But there was one problem: the image used on Channel One never actually appeared on the public-facing CEC website.4

The attack on the displays, it turned out, was a diversion tactic. While the Ukrainian Computer Emergency Response Team scrambled to restore the CEC’s display system in the days and hours before the vote, a second, undetected attack was unfolding in secret. The reconnaissance phase for this second attack started more than two months earlier, on March 19. On April 21 the server had been breached.5 A day before the election, the attackers were busy preparing for their actual mission: placing fake election results on the CEC website, to be ready for prime time at just after eight that evening, when the polls closed and all eyes turned to the CEC in anticipation of the results. The attackers uploaded their bar-chart forgery at 19:52, eight minutes before the end of the election. But in their haste, they failed to fully appreciate how the commission website was set up. To prepare for both the high number of visitors on election night, and to guard against denial-of-service attacks, the commission had “mirrored” its website on several servers. This mirroring made the website more stable under the heavy traffic of election night—and, inadvertently, also slightly harder to hack: the load-bearing mirror sites meant that putting a file on the CEC server, if done incorrectly, would not automatically post the file on the commission’s actual, public website. The attackers, it seems, did not grasp the site’s complex setup, and placed their carefully prepared forgery in the wrong folder. This meant that the forgery, named “results.jpg,” was publicly accessible at the full URL that used the CEC’s IP address, but not via the official website.

Immediately after uploading the forged chart, the clandestine attackers forwarded the URL to Russia’s Channel One. Twenty-four minutes later, several different journalists and producers at the TV station accessed the obscure, unpublished URL.6 Shortly thereafter, Russia’s prime TV station included the false Yarosh announcement in its 9:00 p.m. news segment.

The Computer Emergency Response Team immediately learned of the Russian breaking news, and started investigating what looked to them like an adversarial operation to interfere in a presidential election. Three days later, the CERT published its technical findings, laying out the errors in tradecraft that the Russian hackers had made and cleverly articulating the suspicion that Channel One may have been complicit in the prime-time election interference. The Ukrainian investigators concluded that Channel One could not have found the forged graph without secret help, and mockingly offered to turn over files to Russian law enforcement in order to get to the bottom of the case.

Instead of Russian authorities, CyberBerkut responded. Just hours after the CERT’s analysis was published, the mysterious pseudo-activists posted an explicit note to the press. “We did not hack the CEC website on May 25,” the hackers announced, admitting that they, in fact, did hack the CEC’s network, adding that they had watched from within the commission’s own networks as the CEC attempted to repair the website in real time. “We were inside of the system and were monitoring vain endeavors of the officials to restore it. But they failed.”7 CyberBerkut’s claim was incorrect; the Ukrainians had succeeded in restoring the site. Yet CyberBerkut’s main purpose was to counter the Ukrainian version of the story, and that meant backing the Yarosh graph and calling into question the Ukrainians’ statement that it was not available on the public-facing website. CyberBerkut claimed that the “junta” in Kyiv would understate support for Yarosh, and that the initial graph might in fact be the correct one. “We confirm the table showing that Yarosh and Poroshenko had passed to the second round of the elections appeared on the official CEC site.” Then the faux activists even provided the IP address of that official website, and the addresses of six different mirrors.8 It was an extraordinary admission not just of their own technical error but that the taunting response from the Ukrainian CERT had touched a nerve. As always, CyberBerkut signed off, “We are CyberBerkut! We will not forget! We will not forgive!”

But the wider world would forget and forgive these renewed Russian active measures. CyberBerkut’s hacking tools were then brand-new and hard to detect. The Ukrainian responders had found their traces, but at the time only a few intelligence officers and researchers would have been able to do so. Only later would the trail lead to Russian military intelligence.9

Less than two months later, on July 17, as passengers settled in for a long flight from Amsterdam to Kuala Lumpur, a Buk anti-aircraft missile ripped into their Boeing 777. All 298 people aboard Malaysia Airlines Flight 17 perished. Debris and body parts fell from the sky above eastern Ukraine, scattered across fields and grassland. Almost immediately, Russian intelligence took advantage of the disaster. Less than two weeks later, online spies started baiting their victims—who later included the Dutch team investigating the shooting down10—with a file named MH17.doc. The file contained news on the crash along with a small, well-crafted tool that allowed the attackers remote access to files on their targets’ machines.11 The pace and aggression of operations was picking up.

By September 2014, Russian military intelligence had been hacking for more than a decade. A range of computer security companies had traced Russian hacking sprees for years, and came up with various confusing and meaningless code names for the hacking groups, the first of which was SOFACY. Others, deliberately vague in order to enable open conversation, were Sednit, Pawn Storm, APT28, Strontium, and FANCY BEAR.12 Whatever the code name imposed on them, the group’s first known digital artifact, a so-called malware sample, dates back to July 15, 2004. But the tool would publicly emerge only more than a decade later.13 In the early days, until late 2014, analysts weren’t quite sure whose activity they were describing with these arcane cryptonyms. Yet three things became increasingly clear: the group was highly prolific and highly capable, and it wasn’t particularly stealthy.

The first public hints of high-end hacking behavior started trickling out in late 2012, when the Russian military operators used previously undisclosed software vulnerabilities against their victims.14 Security companies were tracking the intruders in more detailed, unpublished reports. BAE Systems, a British defense and security firm, distributed a detailed analysis to its clients in late August.15 By then the Russian spies were going after a growing number of targets. The main public repository and catalog for malicious software, known as VirusTotal, then contained more than six hundred distinct samples of the GRU’s favorite digital crowbar, known as “Sofacy,” like the group itself.

Google was one of the first companies to call out the perpetrators by name, albeit in an underhanded way. On September 5, 2014, the security team in Mountain View circulated among its malware researchers a report titled “Peering into the Aquarium.” The title sounded strange. But those in the intelligence business would understand: “the aquarium” was a reference to the GRU’s old headquarters building at the Khodinka airfield near Moscow16—one GRU defector even titled his memoirs Inside the Aquarium.17 The Google security team noted that the hackers appeared to have about a week’s notice ahead of a Russian military operation in Syria, and had breached online targets accordingly. The GRU seemed to be the obvious perpetrator, but Google wasn’t completely sure. The aquarium in the title “was a way to get people to disagree and to let us know if we had got it wrong,” one of the authors told me.18 The actual report only obliquely referred to a “sophisticated state-sponsored group targeting primarily former Soviet republics, NATO members, and other Western European countries.” The Republic of Georgia, Google found, was at the top of the target list.

About a month later, the first big public reports came out, beginning on October 8 with ESET, an IT security company headquartered in Bratislava, Slovakia. Based on research enabled by Google’s work, the ESET analysts described a customized hacking tool that was used to “relentlessly” attack Eastern European targets.19 About a week later, one of America’s leading advanced computer security companies, FireEye, published a major report, spelling out in public for the first time what many security researchers had long known or suspected in private: that the Russian government was behind the mysterious “APT28,” as many outside experts then referred to the entity that they suspected was, in fact, the GRU. “Russia has long been a whispered frontrunner among capable nations for performing sophisticated network operations,” the FireEye analysts wrote.20 They observed that APT28 was skilled, but did not engage in intellectual property theft or economic or financial espionage, only old-school, defense-related spying for geopolitical purposes, with a consistent, eight-year focus on Eastern European governments, the armed forces in Russia’s periphery, but also NATO and OSCE, a European security organization, as well as defense attachés and defense events and exhibitions in Europe. Detection rates of Russian hacking tools improved, and breaching high-value targets became harder for the GRU.

A few weeks later, however, on November 12, 2014, NATO’s supreme commander in Europe, an American four-star general named Philip Breedlove, publicly announced that he had intelligence that confirmed Russian military equipment was seen entering Ukraine. The GRU now trained its sights on Breedlove, and readied to strike.

The war in Eastern Ukraine continued to churn. By early December, about a thousand people had died in Donbass. On December 16, a senior Russian diplomat accused the West of providing “lethal weapons” to Ukraine.21 About a week later, the first digital active measures against the United States began. On Christmas Eve 2014, the Albuquerque Journal suddenly found that its website had been defaced. A new entity calling itself “CyberCaliphate” had posted a picture of a man with his face covered by a black-and-white keffiyeh scarf against a pitch-black background, with the Islamic State flag and the line “i love you isis” typed in lowercase next to the masked face. The headline was “Christmas Will Never Be Merry Any Longer.”22

“While the U.S. and its satellites are bombing the Islamic State, we broke into your home networks and personal devices and know everything about you,” read the journal’s hacked home page.23 Two weeks later, on January 6, a local Maryland TV station was the target of a similar defacement, using the same moniker and the exact same imagery.24 The FBI told the station personnel that similar attacks had quietly happened to media companies across the United States. A larger campaign was slowly beginning to take shape, possibly designed to distract the West from the renewed military escalation in Ukraine.

The following day, terror struck in Paris. Between January 7 and 9, several Islamist terrorist attacks killed seventeen people in four shootings, the most infamous of which took place at the offices of the satirical newspaper Charlie Hebdo. The massacre was a response to the publication of highly controversial cartoons that lampooned the Prophet Muhammad. Islamic extremism and free speech were among the most divisive issues in Europe and North America. The West was on edge, expecting the next Islamic State terrorist attack at any moment. The situation was ripe for exploitation.
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The widely used logo of a Russian military intelligence front, CyberCaliphate, which perpetrated advanced computer network attacks against a range of targets in the name of ISIS


Three days later, on January 12, U.S. Central Command’s social media accounts were compromised.25 Unknown hackers changed Central Command’s profile picture and banner to the same image used in the previous hacks. Then the hackers posted their first note on Twitter from the hijacked U.S. military account: “AMERICAN SOLDIERS, WE ARE COMING, WATCH YOUR BACK. ISIS.” Within twenty minutes, the purported Islamic State militants had published seven posts to Central Command’s 110,000 followers, who included many journalists. More than two hundred different news stories on the episode appeared that month. Many debunked the claim that ISIS hackers had successfully breached Centcom’s sensitive networks, as most of the material that ISIS claimed had been stolen and leaked appeared to be publicly available. But most of the stories repeated the false claim that Islamic State had successfully hacked and attacked U.S. Central Command. “We know everything about you, your wives and children,” the faux-Islamic hackers had threatened. “We won’t stop!” That part, at least, wasn’t a lie.

Ten days later, on January 23, 2015, the GRU penetrated the internal network of the French broadcaster TV5/Monde.26 The Russian operators installed a specific implant, an updated version of the well-known Sofacy tool, which was configured to call home via two specific command-and-control machines, inside the French broadcaster’s network. FireEye intelligence analysts were monitoring one of these command-and-control machines.27 In February, just days after the full compromise of TV5, FireEye noticed that the implant was communicating with its automated handlers from inside the French TV station. APT28 was researching the TV5 networks from the inside, especially the nature of the machines that controlled the broadcasting operation itself. This was not trivial—rather, the attack was an intriguing engineering challenge for the operators in Moscow. French investigators later suspected that the saboteurs had translated and studied around thirty stolen documents in order to prepare for the next phase.28

Three days after the TV5 compromise, on the morning of January 26, 2015, the Malaysia Airlines website was defaced. “404—Plane Not Found,” read the text emblazoned over the large picture of a Malaysia Airlines passenger aircraft. Later the image changed to a graphic of a tuxedo-wearing, pipe-smoking lizard with a monocle and top hat, under the text “Hacked by Lizard Squad, Official Cyber Caliphate”—a strange mix of familiar hacker aesthetics, often associated with the Anonymous movement, and Islamic State themes.

On the morning of February 10, at around 10:45 Eastern Time, Newsweek’s Twitter account suddenly had its profile picture changed to the keffiyeh-clad ISIS fighter. A series of incendiary posts followed. The first was addressed to the First Lady, and said, “#CyberCaliphate Bloody Valentine’s Day #MichelleObama! We’re watching you, your girls and your husband!” The hacked Newsweek account then proceeded to post allegedly confidential Department of Defense files.

At that time, Angela Ricketts, whose spouse was in the U.S. Army, was taking a bubble bath in her home in Colorado, and had just opened a memoir to read. Suddenly a message appeared on her iPhone. “Dear Angela!” said the Facebook message. “Bloody Valentine’s Day!” Islamic State militants threatened to slaughter her family. Terrorists appeared to have hacked Ricketts’s phone and her computer. “We’re much closer than you can even imagine.”29 Ricketts was one of at least five military spouses who received such death threats; one was so terrified, she fled her home in fear.30 The operational pace was fast, and getting faster.

On the same day, a website called cyb3rc.com went live.31 Registered just hours earlier, the site’s URL was a hacker-style shortening of CyberCaliphate.

“Bloody Valentine’s Day!” began the first post, yet again. The supposed jihadis vowed to wage holy war on the Pentagon’s computers. “We are destroying your national cybersecurity system from inside,” they wrote, and then proceeded to use the same text they had already sent to several Army spouses like Ricketts: “We know everything about you and your relatives and we’re much closer than you can even imagine.”32

The self-proclaimed Islamic State website published a mix of documents that were already in the public domain, but hard to find, and documents likely stolen from the Department of Defense. It appeared that the Defense Cyber Investigations Training Academy, shortened to DCITA, had lost a number of documents with personal information on U.S. military personnel. Screenshots of the newly published cyb3rc site also appeared on Newsweek’s social media feed.

CyberCaliphate bore all the hallmarks of a coordinated disinformation campaign: these actions were launched simultaneously, with consistent branding and language, and across various fronts and hacked social media sites, both publicly and as silent measures against the military spouses. But it would take years for the forensic evidence to emerge that would allow a high-confidence assessment that the fake Islamic State group was, in fact, the work of Russian military intelligence.

Nonetheless, the similarities between CyberCaliphate and CyberBerkut were uncanny: in both cases the masterminds named their “cyber” front after a known, brutal real-world entity; both opted for medial capitals, FedEx-style, to make their cover names more legible; both assumed the aesthetics of the Anonymous movement, although they were an uneven fit for the fake jihadis. Both combined hacking-and-leaking with crude forgeries; both engaged in data destruction; both had dedicated websites with handcrafted layouts.

The sabotage preparations at TV5 were making good progress. Lurking within the TV station’s computer network, the hackers were intercepting the log-ins and passwords for the station’s social media feeds, the content management system for TV5’s website, and the routers and switches that beamed video into the world. On April 6, the APT28 operators checked whether the stolen log-ins to Facebook, Twitter, and YouTube would work; they did.33

Digital D-day was April 8, when TV5, which ran a global broadcasting operation in two hundred countries and territories, with up to 50 million weekly viewers, was set to launch a new channel.34 French dignitaries were attending the launch at the Paris headquarters. The attackers did a meticulous dry run to check whether their log-in credentials were up to date for the encoders and multiplexers—broadcasting devices that enable the transfer of video and audio simultaneously over one frequency channel.35 Those passwords were also still good. Finally, at 7:57 p.m., the demolition began. The GRU operators modified the input parameters for the multiplexing machines, laying the groundwork for the programming disruption. One hour later, TV5’s social media accounts suddenly displayed the Islamic State flag. Fifty minutes after that came the main strike: the attackers hopped onto some of the station’s most critical routers and simply deleted the firmware that kept the broadcasting machines running. All TV5 screens immediately went black.36

At that moment, Yves Bigot, TV5’s director general, was having a late dinner in a restaurant in Paris. Bigot was out with a fellow broadcaster from Radio Canada, and in a celebratory mood. Suddenly, as the appetizers arrived, Bigot’s phone started buzzing. All twelve channels served by TV5, his staff told him, had gone off the air. “It’s the worst thing that can happen to you in television,” Bigot later recalled.37 As the TV executives began to panic, the hackers were preparing a flanking attack aimed at TV5’s emergency responders. At 10:40 p.m., APT28 managed to bring down TV5’s internal messaging system. The situation was dire. Late that night, TV5 called the government for help.

The broadcaster was lucky that night. Because of the launch of the new channel the previous day, many qualified technicians were still close by. Now they scrambled to relaunch the entire station. “One of them was able to locate the very machine where the attack was taking place and he was able to cut out this machine from the internet and it stopped the attack,” Bigot later told the BBC. At 5:25 a.m. the next day, the incident responders had managed to restore one channel, and others soon followed.

But the sabotage of TV5 was not over. The hack was accompanied by a shrewd publicity blitz—a small con to support the big con. About twenty-two hours after the attack, the first technical analysis appeared on an obscure blog called Breaking3Zero. The post reproduced several of the supposed ISIS notices posted from the hacked TV5 website and social media accounts; its author claimed that a member of the public had alerted him or her to the TV5 defacement, and that he or she had then “conducted an investigation into cyber jihadism and found the group responsible for the attack.” The post claimed, without citing any sources, that TV5 had been breached through a Java flaw in the machine of TV5’s social media officer, and that this bridgehead computer was “directly connected to the control room.”38 The post was extraordinarily detailed: the author claimed to have identified the “virus” used to breach TV5, that this malware was named isis.vbs, that the encryption of the virus had been “broken,” that the attacker had used a proxy to hide its tracks, and that it had identified the culprit, an Algerian ISIS-affiliated jihadi named “Najaf” who was in reality hiding behind the pseudonym “JoHn.Dz.”

At first, government investigators in France and neighboring countries were confused and even led astray by this highly technical and detailed analysis. But after a team of about a dozen investigators spent weeks examining the TV5 network, the French government agency in charge, ANSSI, discovered that Russian military intelligence had hacked the French broadcaster, sabotaged its programming, defaced its digital outreach as CyberCaliphate, and prepared a well-timed and technical incident report to mislead the initial press coverage.39 The ruse had worked. “TV Monde hacked by Cyber Caliphate group,” announced one cartoon in Le Monde the day after the attack.40 Le Figaro saw the hacked TV station as part of a global culture war by Islamic State.41 Some technology outlets also took the made-up incident report at face value.42

Three weeks after the GRU brought down the French broadcaster, it breached the German Parliament. Once in, APT28 installed clandestine backdoors on at least twenty-one workstations and four servers that were used by members of Parliament and their administrators. For their command-and-control communications back to Moscow, the intruders used third-party machines in Eastern Europe. However, these communications did not remain undetected. BAE Systems, the British security firm, soon noticed suspicious connections to the German Parliament emanating from a client connection it had been watching, identified the intruders as APT28, and confidentially informed German domestic intelligence.43 On May 20, 2015, an investigation later found, spies had exfiltrated sixteen gigabytes of data from the German Parliament.44 None of the data would be leaked or publicized, but APT28’s Bundestag hack would soon provide important forensic artifacts for other investigations.

Also on May 20, 2015, a “Yemen Cyber Army” claimed that it had hacked the website of the Saudi Ministry of Foreign Affairs. The ministry’s site now showed the fruits of what the attackers called #OpSaudi. That morning, Saudi diplomats stared at a picture of five men in Anonymous-style Guy Fawkes masks, above a bizarre poem:


Beneath this mask

there is more than flesh.

Beneath this mask,

there is an idea,

And ideas are bulletproof.

Yemen Cyber Army is Coming … 45



The anonymous hackers boasted that they had control over more than three thousand machines, with access to emails and secret files, and that they would destroy all of the ministry’s data at noon that Wednesday—less than two hours away. The initial announcement included links to file-sharing sites where the hackers had uploaded samples of the stolen files.46

Less than a month later, on June 19, WikiLeaks published more than sixty thousand diplomatic cables from Saudi Arabia. Known as the “Saudi Cables” and widely covered in the international press, the leak was one of the most controversial ever. The Saudi files contained a range of highly sensitive personal data, including more than five hundred passports or identity files and dozens of medical records. The files even exposed several rape victims by name, including Saudi teenagers abused abroad and foreign domestic staff tortured or raped in Saudi Arabia, some of the accounts in haunting detail.47

One week later, a new, mysterious, and dedicated leak site appeared. The site took inspiration from WikiLeaks, calling itself WikiSaudiLeaks. The page published more than seven thousand files purportedly stolen from the Saudi foreign ministry, and after a few days claimed that “‘WikiLeaks’ have been given access to some of these documents.”48

The Saudi Cables data dump was then one of the most voluminous to date, and bore the hallmarks of an intelligence operation. The identity of the attackers, however, remained undetermined. Western intelligence agencies and private-sector security companies studied the case closely, but could not come to a strong conclusion. Some circumstantial evidence pointed to Russian military intelligence; an investigator with firsthand knowledge of the case told me that the Saudi foreign ministry had been hacked by “APT28” in the spring of 2015.49 One of the most convincing clues was that some of the technical infrastructure used to host the WikiSaudiLeaks site overlapped with known GRU hacking infrastructure. Such evidence was a bit like finding a similar pair of hand-knitted gloves at two different crime scenes—helpful, but not watertight.50 Then there was the circumstantial evidence. The purportedly Yemeni site was registered from a Yandex email address—a Russian provider—on a Friday, a day that falls on the weekend in the Middle East. And finally, the leak site’s naming convention and tactics followed the similar dedicated sites in Ukraine, including the “Cyber” prefix and the use of Anonymous iconography.51 Other indicators, however, appeared to point to Iranian authorship—for example, the reuse of a unique name and a mock mathematical equation that had been previously linked to Iranian intelligence operations.

One thing is certain: the world’s most powerful intelligence organizations, including Russian spy agencies, carefully studied the Saudi leaks. And to anybody who was watching, the Saudi Cables demonstrated that WikiLeaks, although hard to control, was a highly effective outlet for high-volume data dumps, both credible and implausible, far superior to homemade, specific, stand-alone websites.
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28.

Election Leaks


Unit 26165 was housed in buildings owned by the Ministry of Defense, once part of a vast early nineteenth-century complex on the grounds of a former linen factory in central Moscow. An inconspicuous door on Komsomolsky Prospekt passed under a large yellow arch of stones, with an odd street-facing electrical outlet.1 During the Cold War, Unit 26165, then known as the 85th Main Center of the GRU Special Service, specialized in breaking encryption. By the mid-2000s, the unit had expanded to computer network exploitation—in other words, hacking.

The commander of 26165 was Viktor Netyksho, a software engineer with mathematical training. Ambitious and intellectually inclined, Netyksho had published several articles on probabilistic functions and neural networks.2 By early 2016, Netyksho’s unit had spent more than a decade developing hacking tools, honing their skills, and expanding their targeting. The unit’s work was respected inside Russian military intelligence—in early 2009, Sergey Gizunov, the former commander, had even won a prestigious civilian science and technology award for creating and implementing high-performance computing systems with reconfigurable architecture.3 By 2016, Gizunov had moved up to deputy chief of the GRU.4
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Aleksey Lukashev, then a twenty-five-year-old senior lieutenant in GRU Unit 26165, targeted the Clinton campaign, including John Podesta. (FBI)


The work of two of 26165’s junior officers would later stand out. One of them was Aleksey Lukashev, a twenty-five-year-old senior lieutenant originally from the Russian part of Lapland in the Arctic. Lukashev was blond and thin, with close-set brown eyes and full lips. For about three years he had been working under the cover of “Den Katenberg,” a persona he used for American and Russian social media accounts and a Gmail address. The picture that Lukashev chose for Katenberg showed a more muscular young Russian man of his own age. Lukashev was particularly skilled at crafting and automating email bait that mimicked Google security warnings, but in reality tricked victims into revealing their passwords.

The second noteworthy character was Ivan Yermakov, a twenty-nine-year-old senior lieutenant born in the Urals. Slender, with a prominent nose, dark bangs that spilled down his forehead, and a shy demeanor, he had been hacking since at least 2010. Government hackers like Yermakov and Lukashev commonly use a range of pseudonyms for their online personas. Yermakov preferred female pseudonyms, including Kate S. Milton, which he used for a Twitter profile and a blog, accompanied by a picture of a Canadian actress. “Kate” sometimes privately approached security researchers to seek useful hacking tools and new vulnerabilities, and occasionally claimed to work for the respected Russian computer security firm Kaspersky.

Unit 26165 was sizable, with partly automated exploitation techniques and a ferocious risk appetite. Its target lists had expanded over the years. First they were more focused on the military—navy, army, and air force officers in adversarial and even friendly countries, defense contractors in the private sector, foreign ministries in Riyadh, Brussels, and Rome, but also in Asia, in the Middle East, and especially in Eastern Europe. Later the unit turned to political targets.

Intelligence agencies in the United States and Europe as well as private digital forensics companies had been watching Netyksho’s hacking unit for many years under various nicknames: SOFACY, APT28, FANCY BEAR, etc. For years researchers suspected that they were in fact watching the GRU, but the specific unit and its individual officers remained obscure. Then, at the end of January 2016, the German government would take an extraordinary step: anonymous German sources named the GRU as the perpetrator behind the Bundestag hack the previous year, for the first time publicly identifying APT28 and the GRU as one and the same.5

Shortly thereafter, on March 10, Unit 26165 started targeting the Brooklyn-based campaign headquarters of Hillary Clinton. That week, the spies sent booby-trapped emails to fifty different addresses every working day. The attacks failed, not just because some of the addresses were obsolete; the Clinton campaign’s default email security settings required more than just a password to get in, and therefore protected staff effectively. Then, on Friday, March 18, Lukashev’s team changed tactics, and decided to go after private email accounts instead, which were more likely to be vulnerable.

The next day, just before lunch, Lukashev and his team sent another batch of booby-trapped emails to more than seventy targets, including nine Democratic political operatives at their personal accounts. One of these targets was John Podesta, the charismatic and energetic chairman of the Clinton campaign.

“Sоmeоne has your passwоrd,” the rogue message announced, in trademark Google layout. The email continued:6


Hi John

Someone just used your password to try to sign in to your Google Account john.podesta@gmail.com.

Details:

Saturday, 19 March, 8:34:30 UTC

IP Address: 134.249.139.239

Location: Ukraine

Google stopped this sign-in attempt. You should change your password immediately.

CHANGE PASSWORD

Best,

The Gmail Team



The details were all made-up, and the email looked credible at first glance. Podesta’s staff had access to his email account. When they read the false security warning, they forwarded it to the Clinton campaign’s IT help desk. After a few minutes the help desk responded, acknowledging the threat and recommending that Podesta change his password and activate an advanced security feature.

But Podesta’s staff misunderstood the email, and clicked the treacherous GRU link in the response email, instead of the safe Google link provided by the IT help desk. The malicious URL behind “CHANGE PASSWORD” was invisible. It was https://bit.ly/1PibSU0—within fractions of a second, this link took Podesta’s staff to a forged Google log-in page. It looked nearly exactly like the real Google page, with John Podesta’s actual profile picture against a gray background, his name and email address prefilled. Everything looked right. His staff entered the password. And the GRU was in.

Two days later, on March 21, Lukashev downloaded more than fifty thousand emails, more than five gigabytes of data, from Podesta’s inbox. Russian military intelligence had struck gold. Throughout the last week of March, Lukashev’s unit continued to target DNC staffers and the Clinton campaign with more than one hundred bait emails. On April 6, the GRU succeeded in tricking an employee of the Democratic Congressional Campaign Committee, an organization supporting Democrats in the House. Yermakov scanned the DCCC’s network connections to identify possible ways to get in.

At that moment, on April 7, President Vladimir Putin convened a gathering of some four hundred journalists, bloggers, and media executives in St. Petersburg. Dressed in a sleek navy suit, Putin looked relaxed, even comfortable, as he took questions. About an hour into the forum, a young blogger in a navy zip-up sweater took the microphone and asked Putin what he thought of the “so-called Panama Papers.”7

The blogger was referring to a cache of more than 11 million computer files that had been stolen from Mossack Fonseca, a Panamanian law firm. The leak was the largest in history, involving 2.6 terabytes of data. On April 3, four days before the St. Petersburg forum, a group of international news outlets published the first in a series of stories based on the leak, which had taken them more than a year to investigate. The series revealed corruption on a massive scale: Mossack Fonseca’s legal maneuverings had been used to hide billions of dollars. A central theme of the group’s reporting was a confusing web of shell companies and proxies, worth a reported $2 billion, that belonged to Putin’s inner circle and were presumed to shelter some of the Russian president’s vast personal wealth. Putin knew that the highly damaging leak was coming. Süddeutsche Zeitung had given advance notice to implicated individuals close to Putin on March 1, 2016, and to the Kremlin on March 23.8

When Putin heard the blogger’s question, his face lit up with a familiar smirk. He nodded slowly and confidently before reciting a litany of humiliations that the United States had inflicted on Russia. Putin reminded his audience about the sidelining of Russia during the 1998 war in Kosovo and, as a more recent example, what he saw as American meddling in Ukraine. Returning to the Panama Papers, Putin insisted that “officials and state agencies in the United States are behind all this.” The Americans’ aim, he said, was to weaken Russia from within: “to spread distrust for the ruling authorities and the bodies of power within society.”

Meanwhile, Unit 26165 officers had “mined” some bitcoin, then a favored cryptocurrency widely, but falsely, believed to enable anonymous payments. This meant that the GRU had earned some of its own cryptographic money by dedicating computing resources to verifying and registering payments on a public ledger.9 Now, five days after Putin’s Q&A, the spies used $37 worth of freshly minted bitcoin to reserve a domain called electionleaks.com with a Romanian web-hosting company called THC Servers, leaving a cryptographic trail of evidence in the process.10 But the site was never furnished with content.

The same day, April 12, the GRU had breached the Democratic Congressional Campaign Committee. It had taken the Russian hackers three weeks to search for a way in. Six days earlier, a woman working at the DCCC had inadvertently given away her log-in credentials, and now the hackers in Moscow had breached their first major democratic political organization, as opposed to just individual email accounts. The GRU proceeded to install a well-known hacking tool called the X-Agent kit on at least ten computers at the DCCC. The kit would allow them to record and intercept all activity on a workstation, including everything a user typed and saw over an entire workday. The X-Agent implant was customized to communicate with an inconspicuous server in Arizona that had been leased by Netyksho’s men. The Arizona machine was running a control panel that allowed the officers to select and activate specific spying functions for their implants in Washington. In the case of one female staffer, for example, the officers in Moscow looked over her shoulder as she handled personal banking and other private matters in the confines of her office. On April 15, the foreign spies logged into one specific DCCC machine and typed “hillary,” “cruz,” and “trump” into a search box, in an attempt to find opposition research the Democrats had done on Republicans. After about a week of spying on the DCCC, on April 18, the GRU got lucky: they intercepted the log-in and password credentials of another DCCC employee, who was also authorized to log in to the network of the Democratic National Committee.11 The GRU could now pivot directly from the DCCC network over to the DNC.
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The GRU finished the design of its DCLeaks logo on April 20, 2016.


Once inside the DNC, the intruders again searched for particularly interesting machines that held files related to the hotly contested presidential campaign. Bernie Sanders had just won the Wyoming caucus, and Hillary Clinton was about to prevail in the New York primary. Back in Moscow, the officers were working the DNC from the inside, equipping thirty-three machines with a customized X-Agent tool kit. The attack seriously compromised the Democratic Party’s internal and external communications.12 The clandestine intruders also accessed the DNC’s telephone systems, giving the military intelligence officers access to phone calls and even voice mail inside the Democratic headquarters, all while an election campaign was in full swing.13

Just one day after compromising the DNC, on April 19, the GRU registered yet another website, DCLeaks.com, using the same Romanian hosting company, and paying for the new site out of the same pool of bitcoin. Now the GRU needed to do some web design. The next day, on April 20, the Russian operators finished drawing a sleek logo, with “DC” in blue, the white silhouette of the Capitol building perched between the D and the C, and “Leaks” printed in red underneath.14

The GRU worked through May on getting the leak portal ready for publication. The first “portfolio” uploaded to DCLeaks betrayed the hidden hand of military intelligence: it consisted of the emails stolen one year earlier from Philip Breedlove, the recently retired supreme commander of NATO forces in Europe.15 DCLeaks was then supposed to be the GRU’s main American document outlet. But the site, so far exclusively focused on military leaks, wasn’t yet live.

Three days after registering the leak site, the GRU started preparations to exfiltrate data from the DNC networks.16 On April 28, IT staff at the DNC detected that unauthorized users had penetrated their network.17 Clinton had just won four out of five Northeastern primaries. The Russian intruders continued to smuggle out information from the Democratic network until May 25, the latest date of any email in the ultimate WikiLeaks dump. Unit 26165 exfiltrated gigabytes of data from the DNC, this time channeled through a command-and-control machine leased in Illinois. Yermakov and his team half-heartedly attempted to cover their digital traces by deleting logs from the DNC network that showed their surreptitious log-ins and the drainage of data. Meanwhile, 26165 had passed on Podesta’s inbox to Unit 74455, which was already busy preparing the next stage of the operation: the active measures.

Unit 74455 had extracted seventy-two mostly random attachments from Podesta’s inbox, and now published these attachments on DCLeaks, unmodified, without any reference to Podesta.18 The unit’s work had been crude in Ukraine; it was even cruder in the culturally more distant United States. Despite more than two months of preparation, the GRU officers were unable to recognize and extract politically juicy content from Podesta’s inbox.

On June 4, an officer in Unit 74455 logged into a Wordpress account, made sure that DCLeaks was ready, and clicked “publish.”19 The GRU applied the Ukraine playbook to the United States. Unit 74455 wrote that the site had been launched by “American hacktivists” who respected freedom of speech and democracy. DCLeaks was “open for cooperation,” ready to publish more leaks submitted by citizen activists, and even added a faux submission portal for would-be whistle-blowers.

The GRU’s attempts to surface its first dedicated American leak site were clumsy. The first social media account to mention DCLeaks belonged to an avatar dubbed “Melvin Redick,” on Facebook. “These guys show hidden truth about Hillary Clinton, George Soros,” Redick posted to a Facebook group about breaking news.20 “It’s really interesting!” A few other Facebook accounts posted similar notes, but nobody noticed. Unit 74455’s Facebook game had not noticeably improved, more than two years after its poor showing during the annexation of Crimea.

Meanwhile, the DNC had its networks cleaned up by CrowdStrike, a security firm that specializes in countering advanced network threats. After deploying its tools on the DNC’s machines, and after about two hours of work, CrowdStrike found evidence of not one but two “sophisticated adversaries” on the committee’s network. On Friday, June 10, the DNC took its machines offline (six days after DCLeaks went live). CrowdStrike called the two groups FANCY BEAR and COZY BEAR, later identified as the GRU and, most likely, the SVR. CrowdStrike found no evidence of collaboration between the two intelligence agencies inside the DNC’s networks, “or even an awareness of one by the other.”21

Senior management told Democratic staffers to hand in their mobile phones and devices before leaving for the weekend. It was an unusual request, and no reason was given. Some staffers were concerned they would get fired. “That Friday night, the plug was pulled,” said one DNC staffer later.22 Repairs and remedies for the security breach and cleanup would cost the DNC more than a million dollars. By the end of the weekend, on June 12, the DNC’s networks were cleaned up and back online.23

That day, Julian Assange gave an interview to a British news network. He mentioned that a major political leak was forthcoming. “We have upcoming leaks in relation to Hillary Clinton, which are great,” Assange said. “WikiLeaks has a very big year ahead.”24 As was often his strategy, Assange was being deliberately cryptic. Later he persistently refused to clarify either from whom or precisely when his organization had received specific leaks.

Two days later, on June 14, the GRU, sensing that DCLeaks was a hard sell and not exactly a success, started to reach out to WikiLeaks directly. The @DCleaks_ Twitter account privately messaged Julian Assange’s outfit. “You announced your organization was preparing to publish more Hillary’s emails,” one GRU officer wrote to @WikiLeaks, referring to Assange’s TV interview just two days earlier, adding: “We are ready to support you. We have some sensitive information too, in particular her financial documents. Let’s do it together. What do you think about publishing our info at the same moment?”25 Assange apparently did not respond to this first contact attempt, perhaps because he missed the message on Twitter. The GRU monitored Assange’s statements so closely, and then offered their support, because they had likely already passed the archive of John Podesta’s inbox to WikiLeaks before June 12, anonymously.26

Next, the DNC decided to go public with the story of the Russian double hack. The Democrats knew that this wild claim would have to be backed up by solid evidence. The Washington Post was working on a story, but that wouldn’t provide enough detail, so CrowdStrike prepared a technical report to post online immediately after the Post published its piece. The security firm outlined some of the “superb” tradecraft at play in both intrusions: the Russian software implants were stealthy, they could sense locally installed virus scanners and other defenses, the tools were customizable through encrypted configuration files, they were persistent, and the intruders had used an elaborate command-and-control infrastructure.

In the wee hours of June 14, The Washington Post revealed that “Russian government hackers” had penetrated the computer network of the Democratic National Committee. Foreign spies, the Post claimed, had gained access to the DNC’s entire database of opposition research on the presumptive Republican nominee, Donald Trump, just weeks before the Republican Convention. CrowdStrike went a step further, and exposed Russian tradecraft: the firm published command-and-control nodes and hashes, the unique communication links and secret serial numbers of the Russian break-in tools—the twenty-first-century version of publicly revealing a set of clandestine dead-drop boxes while they were still in use, or of exposing the license plates and secret bugging devices of undercover spies. It meant that the Russian spy agencies would immediately lose visibility into a good number of targets, nixing months and months of hard work, and it meant that they would have to tear down their existing infrastructure and start from scratch. As if to add insult to injury, the American security firm wrote that the two Russian spy agencies had overlapping areas of responsibility, that they occasionally stole sources from each other, and that they even compromised each other’s operations. Worse, the driving force behind this costly humiliation was CrowdStrike’s Dmitri Alperovitch—a native Russian speaker and the son of a Soviet émigré.






 



29.

Guccifer Two


The officers in Unit 74455 were fuming and ready to retaliate. They hastily created a new online front to embarrass CrowdStrike. GRU officers decided to name their impromptu online persona “Guccifer 2.0,” in reference to an imprisoned Romanian hacker called Guccifer who had implausibly boasted to Fox News, in May and from jail, of hacking Hillary Clinton’s server.1 Unit 74455 registered a blog at https://guccifer2.wordpress.com, and started drafting their first post. The officers in 74455 had only rudimentary English skills, so they searched for several of their own phrases to check spelling and style. They searched for “worldwide known,” “some hundred sheets,” “think twice about,” and “company’s competence,” among other phrases. The Russian intelligence officers were googling for “dcleaks,” probably to check whether anybody had already picked up their clumsily surfaced site from a week earlier.2 Nobody had.
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Agitated by leaked emails, Bernie Sanders supporters protest against the DNC and Hillary Clinton. (John Minchillo / AP)


Late on June 15, just after 7:00 p.m. Moscow time, a post by “Guccifer 2.0” went online. The rambling text dismissed the conclusions reached by the “worldwide known” company CrowdStrike. Instead, Guccifer 2.0 insisted that the DNC had been “hacked by a lone hacker.” As proof, the blog would publish eleven documents that the officers claimed came “from the DNC,” including an opposition-research file on Donald Trump and a list of major Democratic donors. The blogger claimed to have given “thousands of files and mails” to WikiLeaks, while mocking the firm investigating the case: “I guess CrowdStrike customers should think twice about company’s competence,” the post said, adding “Fuck CrowdStrike!!!!!!!!!”3

Every single detail—except the outrage—was invented, even the claim that the purported lone hacker had given the rest of the DNC files to WikiLeaks (that file transfer would happen later).

In reality, almost all of the documents leaked that day were taken from John Podesta’s inbox, just like the first alleged Clinton leak published eleven days earlier on DCLeaks. But this time the GRU had tampered with some of the files, as the hidden metadata revealed. Five of the leaked documents were Microsoft Word files, named 1.doc, 2.doc, and so on. All five documents were modified on June 15, just before publication. The GRU used an old active measures trick and upgraded four out of five documents to CONFIDENTIAL, and one of them to SECRET, just to make them appear more interesting. It worked. But in his haste in the aftermath of the first story in the Post, the officer who edited the documents forgot to clean the metadata, and left his machine’s username visible in Cyrillic: “Феликс Эдмундович.” Feliks Edmundovich was the nickname of “Iron” Feliks Dzerzhinsky, the father of active measures and mastermind of the Trust deception ninety years prior.
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Guccifer 2.0’s first post on Wordpress, a blogging platform


Document “4.doc,” marked SECRET, was of particular interest. The operators posing as Guccifer 2.0 announced this particular document with glee: “They say there were no secret docs! Lies again! Here is a secret document from Hillary’s PC she worked with as Secretary of State.” Again none of the three claims was accurate: the document wasn’t secret; it wasn’t from the time when Clinton was secretary of state; and it wasn’t even from her machine. The purportedly secret document was titled “Promises and Proposals—National Security & Foreign Policy.” In truth the document was headed “CONFIDENTIAL DRAFT FOR REVIEW—9/4/08,” which the GRU simply replaced with “SECRET,” without changing the font.4 The document was a first draft of an Obama policy document dated September 2008 (when Condoleezza Rice was secretary of state), and had in actuality come from John Podesta’s inbox.

Media pickup of the leaked files was slow at first. The leaked opposition research recycled prerehearsed arguments against the presumptive Republican nominee, that Trump had “no core”; that he was a “bad businessman”; and that he should be branded “misogynist in chief.” The New York Post, usually adept at finding what it called “hair-raising data,” concluded there was none in the released opposition research.5 Press attention only picked up somewhat when Donald Trump claimed that the DNC itself “did the ‘hacking.’”6 It would take nearly six weeks before the story finally dominated the news cycle.

Next, the GRU recruited the help of WikiLeaks. The Guccifer 2.0 account had claimed, in the first note on the DNC hack, that “the main part of the papers, thousands of files and mails, I gave to WikiLeaks.” The GRU had not yet handed over the treasure trove, but the announcement had caught Julian Assange’s attention, and WikiLeaks immediately but cryptically reacted on Twitter. “DNC ‘hacker’ releases 200+ page internal report on Trump, says gave WikiLeaks all the rest,” Assange posted hours after the first leaks appeared, carefully not acknowledging receipt, and only repeating what the GRU front had claimed in its ominous blog post.7

Events now started to move quickly. Matt Tait, a former GCHQ officer posting anonymously as @pwnallthethings, immediately began examining the leaked files in a long thread. Tait and a group of volunteer sleuths quickly spotted two of the GRU’s hasty metadata errors, one that left Cyrillic usernames in the modified files, and one error that revealed the Russian-language settings of the user who had modified the data.8 “Lol. Russian #opsec fail,” Tait posted just a few hours after the Russian leak front appeared.9

So far, U.S. intelligence had not come out in support of the claims by the Democrats and their security firm.10 Nevertheless, the forensic evidence indicating that Russian intelligence was behind both hack and leak was solidifying. Just one day after the first documents became public, Lorenzo Franceschi-Bicchierai, one of the best reporters at the technology-focused website Motherboard, was the first journalist to publish an investigative story calling the DNC hack “a disinformation campaign by Russian spies.”11

The same day, June 16, a private intelligence firm named Secureworks published a stunning finding. The firm had discovered what would later be recognized as one of the GRU’s gravest operational security mistakes, one that became clear only when investigators finally figured out the mechanics of the Russian campaign.

The remarkable discovery began with an email not unlike the one that tricked John Podesta’s staffers. The link to the fake log-in page was behind the fake CHANGE PASSWORD button. In Podesta’s case, that link was https://bit.ly/1PibSU0, a URL that was shortened with a common link-shortening service. The actual, malicious URL was a clunky six-liner that would likely get picked up by Google’s spam filters or antivirus software, but the attackers avoided the detection risk by including the shortened link. The link itself contained a remarkable amount of information: one section of the long link, such as “am9obi5wb2Rlc3RhQGdtYWlsLmNvbQ,” would automatically be translated by Podesta’s browser as “john.podesta@gmail.com.”

These long, information-rich malicious URLs were automatically generated. Each URL, of which there were tens of thousands in total, contained within it details about the targeted account, often the name of the victim, the date of the targeting attempt, and whether the victim had clicked through to the fake log-in page.

Lukashev, however, made a grave error in the process, and it allowed Secureworks to tie together many thousands of targets. He had used several online accounts with the link-shortening service Bit.ly to generate vast numbers of the desired short URLs. At Bit.ly, Lukashev used the pseudonyms “john356gh” as well as “koyower3.”12 But the young hacker forgot to set the semi-automatic programming interface on “private”—and thus created an intelligence gold mine of the first order. Back in April 2015, one Ukrainian user, also a GRU target, had uploaded information from a bait email to a website that catalogs such hacking attempts, known as Phish Tank.13 Secureworks, monitoring Phish Tank, checked out the newly submitted link, noted “koyower3,” moved over to Bit.ly, queried the other links created by koyower3, and found hundreds of hits. The list immediately looked like a sophisticated hacking campaign. Next, one of the firm’s coders wrote a short Python script that would check for new hacking attempts once every day, extract the short links from the GRU’s link-shortening accounts, automatically expand them to the information-rich long link, decode the targeting details from those long URLs, and—voilà!—Secureworks analysts had a real-time intelligence feed on GRU targeting, delivered daily by email, for more than a year. “It was exciting to see the Clinton stuff happening in real time,” one analyst later recalled.14 Russia’s military spies thus revealed not just an extensive targeting list to investigators but detailed information about the evolution of their targeting attempts over time.

That June, GRU also trained its sights on state-level election infrastructure across the United States. The Russian operators penetrated election-related infrastructure in Illinois that month, and later were in a position to delete and change voter data. Between June and September, Russian military intelligence operators scanned voting-related machines in all fifty states, but only successfully managed to penetrate systems in two states. The Senate Intelligence Committee, however, found no evidence that the foreign intruders attempted to delete or modify any data.15 That was different on the public-facing side of the attack.

Guccifer 2.0’s direct messages on Twitter were open. Anybody could message the undercover GRU unit. On June 22, Assange sent a private message to Guccifer 2.0, asking them to “[s]end any new material here for us to review and it will have a much higher impact than what you are doing.”16 Unit 74455 knew Assange was right. The GRU had not only paid close attention to the Saudi Cables drama a few months earlier; the same unit had likely already provided the Podesta archive to WikiLeaks, and Assange had publicly acknowledged receipt in the British interview, all a few days before Guccifer 2.0 was even created. On July 6, WikiLeaks nudged Guccifer 2.0 again. Assange’s typing was sloppy and riddled with typos: “if you have anything hillary related we want it in the next tweo [sic] days prefable [sic] because the DNC is approaching,” Assange wrote, referring to the upcoming Democratic Convention in Philadelphia. “She will solidify bernie supporters behind her after.” Assange was right again, but this time he moved too quickly for the Russian officers.

“Ok … i see,” responded the GRU, clearly not following Assange’s reasoning.

The WikiLeaks founder slowed down, and explained some of the intricacies of U.S. primary politics. Assange understood that Hillary Clinton would become the nominee in about three weeks, and that she then would have to reach out to intra-party opponents who had supported her main rival, Bernie Sanders, “so conflict between bernie and hillary is interesting,” Assange explained.

Some of the first file transfer attempts had failed. Another week later, on July 14, Guccifer 2.0 finally sent an email to WikiLeaks that included an attachment with detailed instructions, titled “wk dnc link1.txt.gpg.” On July 18, a Monday, WikiLeaks privately acknowledged the receipt of “the 1 Gb or so archive,” and told the intelligence officers that the public release would be ready that week.17 On Friday, July 22, three days ahead of the convention, Assange delivered on his promise, and released nearly 20,000 emails with more than 8,000 attachments from the Democratic National Committee.

At that moment I was putting the final touches on an investigative piece that would forensically link the operation to the GRU. A few hours later, I contacted the officers posing as Guccifer 2.0 with a direct message, told them I was writing about their work, and asked them for confirmation that they had given the freshly leaked emails to WikiLeaks. “Yeah man,” the officer on the other end responded, “i sent them emails.”18

The story immediately exploded. American political journalists were rummaging through the dump in search of scandal, and they found it in the form of DNC officials taking sides in the political conflict between Bernie Sanders and Hillary Clinton. The DNC was supposed to be neutral, but in several emails, DNC officials took sides. Debbie Wasserman Schultz, the chair, called Bernie’s campaign manager an “ass” and a “liar.” Pressure on the DNC mounted. Two days later, Wasserman Schultz announced her resignation—the extraordinary hack-and-leak had helped force out the head of one of America’s political parties and threatened to disrupt Hillary Clinton’s nominating convention.

The GRU operators didn’t just rely on WikiLeaks and their homemade front accounts. In old AM tradition, from the start the officers made direct offers to furnish exclusive material to media organizations over the summer of 2016.19 Gawker and The Smoking Gun were among the first. One new aspect was that many media organizations soon actively reached out to the intelligence fronts, via their social media accounts, in search of new material. In late August, the GRU provided several emails with exclusive material to one investigative reporter from the Associated Press, Raphael Satter. Satter knew that the operator of the account was not who they claimed to be.

“Why not send this data to WikiLeaks?” asked Satter.

“i don’t know when or if they gonna publish them,” the Guccifer 2.0 account responded, accurately describing a real problem for the GRU.20

Over the summer of 2016, the front accounts regularly corresponded privately with dozens of reporters at major news outlets, in the United States and internationally, including Politico, Sky News, and Der Spiegel. Over a period of nearly four months, there was ambiguity; only independent experts and a few anonymous U.S. intelligence sources had called out the two strange accounts as a foreign intelligence operation. Yet leaks, to many, were still a legitimate source of news, and it was still assumed the leak accounts were giving out unmodified, original files that sometimes had real news value, so reporters assumed they were ethically on firm ground when they angled for stories. Some high-profile journalists, however, remained usefully ignorant, either wittingly or unwittingly. When Twitter suspended the @DCleaks_ account on August 27, the Fox Business host Lou Dobbs accused the firm of “leftist fascism.” Twitter reinstated the Russian front account about a day later.21

On October 7, finally, the U.S. intelligence community prominently called out Guccifer 2.0 and DCleaks as Russian intelligence fronts. The U.S. government stated with confidence that “only Russia’s senior-most officials could have authorized these activities.”22 About an hour after the U.S. intelligence estimate came out, Assange started to publish the Podesta inbox. The leaks came in thirty-four tranches, about one every day until Election Day. The daily barrage of private emails would put significant public and psychological pressure on the Clinton campaign in a critical period.

The GRU’s active measures in 2016 were never meant to be stealthy, only to be effective. In early October, the Russian intelligence officers learned from an official press release of their American counterparts that their two U.S. front accounts had been exposed—which meant, in effect, that they knew the accounts were now under surveillance. Nevertheless, they still continued to use these very accounts to reach out privately to journalists, and to escalate their disinformation game.

On October 18, for example, as the election campaign was white hot and during the daily onslaught of Podesta leaks, both GRU fronts attempted to reach out to Alex Jones, a then-prominent conspiracy theorist who ran a far-right media organization called Infowars. The fronts contacted two reporters at Infowars, offered exclusive material, and asked to be put in touch with the boss directly. One of the reporters was Mikael Thalen, who then covered computer security. First it was DCleaks that contacted Thalen. Then, the following day, Guccifer 2.0 contacted him in a similar fashion. Thalen, however, saw through the ruse and was determined not to “become a pawn” of the Russian disinformation operation; after all, he worked at Infowars. So Thalen waited until his boss was live on a show and distracted, then proceeded to impersonate Jones vis-à-vis the Russian intelligence fronts.23

“Hey, Alex here. What can I do for you?” the faux Alex Jones privately messaged to the faux Guccifer 2.0 on Twitter, later on October 18.

“hi,” the Guccifer 2.0 account responded, “how r u?”

“Good. Just in between breaks on the show,” said the Jones account.

“did u see my last twit about taxes?”

Thalen, pretending to be Jones, said he didn’t, and kept responses short. The officers manning the Guccifer 2.0 account, meanwhile, displayed how bad they were at media outreach work, and consequently how much value Julian Assange added to their campaign.

“do u remember story about manafort?” they asked Jones in butchered English, referring to Paul Manafort, Donald Trump’s former campaign manager. But Thalen no longer responded. “dems prepared to attack him earlier. I found out it from the docs. is it interesting for u?”24






 



30.

Trolled


In the summer and fall of 2013, the old active measures mind-set had begun to reassert itself in other, unexpected ways. A new organization emerged in St. Petersburg that would soon become known as the Internet Research Agency—in Russian, the “troll den”; in English, the “troll farm.”

The Internet Research Agency was reminiscent of intelligence front organizations from the 1950s, especially the Kampfgruppe and LCCASSOCK in Berlin. The fronts old and new hired a significant number of regular staff, with benefits; sent large volumes of messages, nearly indiscriminately, into adversarial territory; placed ads; tried to obscure the origins of their messaging; impersonated legitimate publications and invented their own; and forged messages. They experimented with different tactics over the years, engaged in administrative harassment, occasionally operated under the thin cover of research outfits, and were quickly exposed by local reporters, yet for a long period remained partly deniable. Moreover, both then and now, the front organizations cited metrics to convince their funders to give them more money—in the past, the vast numbers of flyers printed, balloons dispatched, and response letters received; in modern times, the far vaster numbers of posts written, “impressions” earned, images shared, and comments made. All those figures were hard to interpret, but came with the built-in assumption that the organizations’ tactics were effective.
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The single most famous Facebook ad purchased by the Internet Research Agency in St. Petersburg was sponsored by a page known as Army of Jesus. The ad received only 71 impressions and 14 clicks on October 19, 2016, the only day it ran. A year later, The New York Times opened a front-page story with this ad.


Such comparisons can be instructive, but any historical analogy is most instructive when it breaks down, thus revealing new trends. The Internet Research Agency’s novel features and the new limitations of its work come into full relief only when viewed against the long history of active measures. The Russian “troll farm” offered a new and surprising answer to Rolf Wagenbreth’s question What would active measures be without the journalist? Without inadvertent help from professional news producers, active measures would be more direct, noisier, faster—and less effective.

The Internet Research Agency—commonly and confusingly abbreviated as the IRA—was incorporated in Russia’s register of legal entities on July 26, 2013,1 and bankrolled by Yevgeny Prigozhin, an influential businessman then in his early fifties. Prigozhin held numerous contracts with the government, including with the Ministry of Defense; his company that funded the IRA was known as Concord.2 The true nature of the IRA was quickly exposed by a woman who applied for an office job there. She revealed that each worker had to write around one hundred fake online comments on contentious Russian domestic issues per day.3 The first investigative report on the “den of trolls” was published by a St. Petersburg paper just a week later, in early September 2013, after one journalist posed as an applicant for a day and worked a sample shift.4 The troll den already had several departments, with the titles printed on plain A4 paper and taped to the windowless offices: there was a “creative department,” a “rapid response department,” a department each for “commentators,” “bloggers,” and “social media specialists.” The organization also had another office in Moscow.

Early on, morale appears to have been low among staff. The first reporter to infiltrate the IRA recounted a conversation with some of the first hired trolls. “You can go crazy,” one said, adding that they had to write four posts on a large Russian blogging platform per day, along with comments on internet forums and underneath legitimate news stories. The troll then added, “Nobody upstairs reads our posts, I just copy texts from Wikipedia without thinking.”5 Some played games online when the supervisor left the room.

The low level of professionalism at the supposedly clandestine IRA was illustrated by the appearance of regular and detailed investigative reports on the IRA’s work in the Russian press, as well as by the significant number of former employees who openly discussed their surreal experiences. One early reporter recalled how easy it was to get into the strange agency, and mocked the IRA’s managers for not immediately discovering—read: googling—that he was a well-known reporter, even though he had let them copy his passport. The troll farm leaked like a sieve.

By 2014, the IRA had set up its headquarters in a drab gray four-story office building on 55 Savushkina Street in St. Petersburg. The GRU’s social media operators had discovered that they were rather ineffective in Crimea and eastern Ukraine, which became obvious when even juicy leaked material failed to boost their social media posts. But the crisis in Ukraine, which was ongoing, fueled a period of intense growth at the IRA. The troll farm did not hack or leak, and the trolls lacked advance knowledge of upcoming active measures that, in theory, the organization could have helped to amplify. Instead, the St. Petersburg outfit remained entirely focused on stand-alone social media efforts. The staff had grown to hundreds of individuals, with departments dedicated to graphics, data analysis, and search-engine optimization, and, of course, an IT department dedicated to creating a technical infrastructure with proxy servers to prevent fake accounts from getting blocked.

Around April 2014, weeks after the Victoria Nuland phone leak and the Jason Gresh forgeries in Ukraine, the IRA formed what it called the “translator project,” a new department with a regional focus on the United States. The staff working in the “American department” were young, fashionably dressed, with stylish haircuts, beards, horn-rimmed glasses, and iPhones in hand during their smoking breaks—“hipsters,” as one former troll-for-hire described his colleagues. The new employees, whose goal as outlined in an internal document was to “spread distrust towards the candidates and the political system in general,”6 began to follow the U.S. press coverage and social media accounts related to the 2016 presidential election. A reconnaissance team of four IRA troll masters applied for visas to the United States, but only two were granted. Two women working for the Internet Research Agency traveled for three weeks to Nevada, California, New Mexico, Colorado, Illinois, Michigan, Louisiana, Texas, and New York in order to learn more about their target country, and to take pictures to use in their social media posts.7 They filed an internal report after returning.8

The IRA’s English-language activity began to pick up, then rose drastically in late 2014. Workers still received their salaries in cash,9 and most of the activity still focused on Eastern Ukraine.10 Content was created literally from the top down. Bloggers on the third floor wrote fake firsthand accounts, sometimes pretending to write about Ukraine as if they were in Ukraine, then passed down posts for commenting.

The place had acquired the air of a surreal factory. Building security was strict,11 and employees were required to hand over their passports. The long corridors were almost completely silent but for the sound of fingers tapping on keys.12 “I immediately felt like a character in the book 1984,” recalled Marat Mindiyarov, who worked in the troll factory from November 2014 to February 2015 and described it as “a place where you have to write that white is black and black is white.” He worked in the commenting department, where staff commented on the news, either directly on the newspapers’ websites or on social media. “You were in some kind of factory that turned lying, telling untruths, into an industrial assembly line.” The organization indeed ran in factory-like twelve-hour shifts, and had picked up speed—now the “production norms,” he said, demanded 135 comments of 200 characters per shift.13

The workers on the different floors did not make contact with one another inside the building, and interacted mainly during smoking breaks or over lunch and coffee. “You could have worked there for half a year being on the ground floor and making fake news and you would not have had a single occasion when you could chat with another guy who [wrote comments on it],” recounted another twenty-six-year-old former employee.14

The IRA’s labor was cheap, and some of the metrics it produced seemed to convince its funders. The troll farm was growing, and quickly.15 It also experimented with new formats.

In the spring of 2015, several IRA workers gathered excitedly in front of a computer monitor in a second-floor office at the St. Petersburg headquarters. They had a webcam turned on, and the live camera was pointed at a street square in New York City. A few days earlier, the IRA had put out a test balloon, a post on Facebook that announced free hot dogs—no need to bring anything, only come to the right place at the right time in New York City. A few New Yorkers actually showed up, looked around, looked at their phones, looked around again without finding any hot dogs, and finally left.

More than four thousand miles away, the trolls could not hide their joy. The goal of their prank was to test whether they could organize events remotely.

“We were just testing the possibilities, experimenting,” one of them later told an investigative journalist. “It was a success.”16 In March, the organization put out a call for “internet operators (night)” who were fluent in English. The IRA was ramping up its American operations, and its arsenal included video production, memes, infographics, its own reporting, interviews, and analytics to drive operations—along with a few fake events.

In a widely read story posted in early June 2015, The New York Times exposed “The Agency” to an English-speaking audience. The journalist Adrian Chen opened the piece by describing a fake news item, engineered from St. Petersburg, about a chemical explosion in Louisiana in late 2014: “‘A powerful explosion heard from miles away happened at a chemical plant in Centerville, Louisiana #ColumbianChemicals,’ a man named Jon Merritt tweeted.”17

The story in the Times harked back, without intending to do so, to the Times coverage of that big first American disinformation campaign from April 1930, the Grover Whalen forgeries. Then as now, press coverage of the fakes—and the subsequent congressional investigations—received far more public attention than had the original disinformation items in the first place, thus creating a second-order, post-exposure effect that would ultimately far outweigh the direct, pre-exposure impact.

After the Times covered “The Agency,” the IRA—probably feeling trolled—dropped the “Agency” from its name, becoming simply “Internet Research.” And it continued to grow. By mid-2015, the troll farm boasted a staff of eight or nine hundred.18 The America Department was headed by the twenty-seven-year-old Dzheykhun Aslanov, an Azerbaijan-born entrepreneur. Aslanov, nicknamed Jay Z, was fit, with short dark hair and full lips; he liked dogs and partying. According to one former co-worker, Aslanov was more popular as a colleague than as a boss; a “great guy,” but “frankly speaking, generally incompetent” as a manager.19 The America Department alone had a budget of approximately $1 million a year. Even the entry-level wage in the department was well above the city’s average. The trolls also received bonuses based on audience engagement and reactions in the United States, which created further incentive for creative metrics.20

By 2016, the Internet Research Agency had procured computer infrastructure and servers in the United States. To mask its Russian roots, the organization purchased space on U.S. servers and set up dedicated Virtual Private Networks, or VPNs, then routed the disinformation traffic into the United States through these encrypted tunnels. This tactic made it significantly harder for U.S. social media companies to discover Russian disinformation operations on their platforms, even long after the public revelation that a systematic influence campaign was under way. By the fall of 2016, the troll factory’s online audience had grown to hundreds of thousands of direct followers.

The platforms and formats were new, but content creation followed a recipe that was half a century old: feigned concern for others; creativity, perhaps demonstrated by a witty slogan; the invocation of familiar and comforting stereotypes; and the appearance of connection to established and credible persons or organizations.

One of the Internet Research Agency’s goals was to dissuade black voters from taking part in the election, especially if they were likely to vote on the left. The organization even drafted an internal guidance document, which can safely be called racist: “Colored LGBT are less sophisticated than white; therefore complicated phrases and messages do not work.” “Be careful with racial content,” one document advised; blacks, Latinos, and Native Americans were “very sensitive to #whiteprivilege and they react to posts and pictures that favor white people.”

The young managers of the troll farm’s American division based their strategies on their notions of different habits across the U.S. political spectrum. Aslanov and his assistants decided, for instance, that infographics worked better with liberals than with conservatives,21 and that liberals were more active at night, while conservatives got up earlier in the morning.22

The Internet Research Agency created several personas that impersonated activists or organizations on the left, and sometimes boosted them through paid ads to grow their following. There was, for instance, Crystal Johnson. The Russian workers chose a picture of a young black woman, perhaps in her early twenties, laughing engagingly. By mid-2016 the account had about seven thousand followers. Crystal’s bio said, “It is our responsibility to promote the positive things that happen in our communities,” and her location was given as Richmond, Virginia. In early June 2016, Crystal posted a picture of Muhammad Ali’s star on the Hollywood Walk of Fame, and quipped that Ali’s star was the only one “hanging on a wall, not for anyone to step on.” The post had more than 22,000 engagements—and no direct impact on the election, as it was one of many posts that were not meant to polarize and influence, but to please and build an audience. But the audience-building was only moderately successful.23

By late September 2016, @BlackToLive, one of the IRA’s most important fake black activist accounts, had a follower count of 11,200 just before the election, with generally mediocre engagement figures.24 The account accumulated fewer than 190,000 social interactions in about one year. Only 16 of the account’s more than 2,600 posts during the run-up mentioned Hillary Clinton, and most of those mentions were supportive. No posts in the weeks before the election were about voter suppression.

“#AmeriKKKa is killin’ us!,” tweeted Bleep the Police, another faux–African American account, in February 2016, using a then widely established anti-American hashtag.25 The account was then one of the IRA’s most-followed fake African American accounts, with just under 5,000 followers. The St. Petersburg troll who posted the #AmeriKKKa tweet immediately changed accounts, and sixty seconds later retweeted from 1-800-WOKE-AF, which then had just under 7,000 followers. Despite the attempted boost, the divisive tweet received only fourteen shares and nine likes. None of the IRA’s faux-black-activist accounts managed to grow beyond 22,000 followers by early November 2016.26

Aslanov’s department was somewhat more successful among American conservatives. An example is @Pamela_Moore13, with nearly 15,000 followers by September 2016. Her profile picture looked like something out of a Jean-Luc Godard film: black-and-white, eyes peeking out from under a black hood that was reminiscent of both the KKK and a niqab, two black duct-tape crosses stuck on her breasts, her back wrapped into an American flag. Pamela’s location was given as “Texas, USA.” Her highlighted posts said, “I would rather care of TEN homeless US Veterans, more than 50,000 migrants / illegal aliens .. How About You?” (punctuation original). This post alone had nearly 10,000 engagements.
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Pamela Moore was a conservative Texan persona created in St. Petersburg, and she was not subtle. This post received nearly 5,000 retweets.


One of Aslanov’s most popular conservative sock puppets was John Davis, also in “Texas, USA,” posting under the handle @TheFoundingSon. Davis’s bio offered a series of clichés meant to appeal to conservatives: Business owner, proud father, conservative, Christian, patriot, gun rights, politically incorrect. Love my country and my family #2A #GOP #tcot #WakeUpAmerica. His profile image showed a Caucasian man in his thirties, sitting in a car, a black pit bull on his lap, under a large banner picture of a Smith & Wesson .45-caliber handgun. An exemplary post from June 12, 2016, featured a photo of emergency responders after a major shooting incident in Orlando, Florida, with the hashtag #IslamIsTheProblem. The account’s most popular post before the election, with more than 2,800 engagements, advocated freeing Julian Assange. The fake patriot often posted content that was pro–Second Amendment, pro-veterans, anti-Islam, and anti–Hillary Clinton. In total, the account had 355,000 preelection interactions.

The IRA’s most successful English-language social media account by far was Tennessee GOP, a faux-Republican outfit. By the end of September 2016, @TEN_GOP had just under 36,000 followers.27 The account’s engagement was excellent: over almost exactly one year during the run-up to the election, the account generated 3.2 million shares, likes, and comments. It is unknown how many of these interactions were with genuine Americans, but it was likely the majority. Among the account’s top ten preelection posts on Twitter, five attempted to undermine the legitimacy of the outcome by highlighting voter fraud. One post, for example, published just one day before the election, earned more than 10,000 engagements: “WOW: another proof of #VoterFraud!! Machine refuses to allow vote for Trump!! RT b/c Media will never report this!”28

It is unlikely that the trolls convinced many, if any, American voters to change their minds: the overall volume of IRA activity was lower than reported; a lot of the activity was audience-building; only 8.4 percent of IRA activity was election-related;29 and the Russian messaging mostly stayed within echo chambers. The lack of professionalism worthy of a serious intelligence agency at the IRA’s American Department is best illustrated by one of its former employees, who described to an independent Russian news channel what trolling Americans looked like in practice. There was little regional or cultural specialization, which may explain why messaging never made it beyond well-worn clichés: “First you gotta be a redneck from Kentucky, then you need to be a white guy from Minnesota, you’ve slaved away all your life, and paid your taxes, and then fifteen minutes later you are from New York, posting in some black slang.”30

The hectic, superficial roleplay limited the quality of the output and drained morale. “It was a shitty setup,” sighed the former troll.31

On Twitter, the IRA’s impact practically vanished in the staggering number of election-related tweets. Approximately 1 billion tweets related to the campaigns were posted during the fifteen months leading up to the election.32 The St. Petersburg troll den generated less than 0.05 percent of all election-related posts. The IRA, according to the data released by Twitter, boosted candidate Donald Trump’s retweet count with only 860 direct retweets over the entire campaign.33

These low figures probably still overstate the effect of the American desk in St. Petersburg. The IRA’s most engaged content, perhaps counterintuitively, was not designed to polarize but to build communities. The IRA’s overall outreach on Facebook achieved approximately 12 million shares in the United States before Election Day in 2016, just under 15 million “likes,” and just over 1 million comments.34 The majority of these interactions, however, happened with benign crowd-pleasing posts, not with the most polarizing and vile content.

The House Permanent Select Committee on Intelligence added more details. The committee released approximately 2,300 of the Facebook ads that the trolls placed over the two years preceding the November 2016 election. The top ten most popular ads accounted for more than one-quarter of all views—and none of these top ten ads represented sharp, corrosive disinformation. The most popular post simply said “Back The Badge,” in support of “our brave” police officers; 73,063 accounts engaged, many of them likely police-supporting Americans. The second-most-viewed item simply said “Blacktivist, African American Civil Rights Movement!” The third-most-viewed ad, posted by the account “Being Patriotic,” showed a kitschy painted bald eagle in front of stars and stripes, captioned “United We Stand!”

The contrast to the wider press coverage is stark and instructive. The best-known and most widely covered Facebook advertisement depicted Satan in an arm-wrestling match with a white-robed Jesus. The caption said:


SATAN: IF I WIN CLINTON WINS!

JESUS: NOT IF I CAN HELP IT!



The original ad, however, was one of the IRA’s least successful; it displayed just for one day, cost 64 rubles (then $1), had a meager seventy-one impressions, and just fourteen Americans clicked on it.35 This poor performance was more representative of the IRA’s overall effort than the top ten posts. The median number of so-called impressions for the preelection political ads from St. Petersburg was just 199. Moreover, impressions overstate impact, as this metric counts only what users scroll past on their perpetual feeds, not what they actually read and engage with.

The IRA’s overall performance during the 2016 run-up may have been poor, but the House Democrats’ release of the Facebook ads turned the ads, and the trolls’ wider Facebook outreach, into a spectacular disinformation success story. The next day The New York Times ran a front-page piece36 that described the Satan-vs.-Jesus arm-wrestling image, and scores of news outlets, national and international, picked up the illustration from there. The ad had become an icon—but not for effective disinformation. The ad epitomized how mainstream press coverage generated the actual effect of a disinformation operation. This effect was precisely what Wagenbreth, the Stasi’s master of dirty tricks, had been talking about in 1986. Social media had actually increased the significance of traditional journalism as an amplifier of disinformation operations.

Still, the Internet Research Agency was a major historical novelty. The IRA represented a new division of labor for active measures. By September 2016, the monthly budget for the troll factory was approximately $1.25 million.37 Concord, the trolls’ funder, distributed money to the IRA in a semi-clandestine fashion, via more than a dozen bank accounts held by affiliated shell companies with nondescript names such as Internet Research LLC. The payments to the IRA were concealed as software support and development.38 Nevertheless, a large number of employees were aware of and displeased by Concord’s role, according to published interviews. The IRA did not have a cafeteria or canteen, although Prigozhin, known as “Putin’s chef,” owned a sprawling catering business. “People had to bring food boxes from home,” said one former worker to The Washington Post. “Prigozhin did not treat the trolls well. He could at least feed them.” Such poor discipline and operational security contrasts sharply with proper intelligence fronts, such as the CIA’s LCCASSOCK in the 1950S, where only the principal agent and perhaps a treasurer would know about the real source of funding.

Yet a division of labor was emerging. The Russian security establishment effectively kept collection and release within the intelligence community, but outsourced the noisy and cheap business of driving wedges through social media to dedicated third-party service providers. The Internet Research Agency, the best-known and prime example, worked more like a spammy call center than a tight intelligence agency, with limited operational security, very limited presence on the ground in its target area, and no known operational coordination with Russian intelligence. The IRA’s social media accounts did not amplify leaks in a meaningful way; the trolls did not mention CyberCaliphate, there were no noteworthy mentions of CyberGuerrilla, and they had no advance knowledge of ongoing GRU active measures.39

The IRA was the least effective component of the overall Russian disinformation effort in 2016, despite the breathless press coverage and congressional committee hearings with social media executives in 2017 and 2018. It is indeed unlikely that the IRA had any discernible effect on the voting behavior of American citizens.

Aslanov, the head of the American Department, was aware of his most important target audience: Prigozhin and the Russian government. He may not have been a shrewd manager, but he was a shrewd entrepreneur. The money that paid for his bills and his staff didn’t come from American social media users, but from Concord. His clients were in Moscow, not in Texas. So, on May 29, 2016, one Russian-controlled social media account asked an unwitting U.S. citizen to stand in front of the White House and hold up a sign that said, “Happy 55th Birthday Dear Boss.” The trolls informed the American holder of the sign that it was for someone who “is a leader here and our boss … our founder.”40 Prigozhin’s fifty-fifth birthday was two days later, on June 1.






 



31.

The Shadow Brokers


Preparations for the biggest leak of all picked up speed in mid-July 2016. The operators sorted through lists of high-powered hacking tools—in the form of computer code—stolen from the NSA, deciding what to publish and what to keep. One especially brazen operator had the idea of auctioning off a particularly dangerous set of NSA tools for cryptocurrency, a notion more of provocation than potential profit. The operators bundled the stolen NSA tools into two secure virtual packages, encrypted each of them, wrapped both packages into an even bigger digital package, and called it EQGRP-AUCTION-FILE.ZIP.1 By then U.S. intelligence firms commonly used their own code names to refer to the hacking units of foreign intelligence agencies, such as APT28 or FANCY BEAR for GRU. Russia’s foremost computer security firm, Kaspersky, described the NSA hacking operations it had uncovered in 2015 as EQUATION GROUP, abbreviated as EQGRP.2 The wider information security community was keenly following high-powered digital espionage operations, and was intimately familiar with this array of code names that appeared so cryptic and confusing to outsiders. EQGRP was a subtle insider reference to Tailored Access Operations, the NSA’s elite hacking unit, and thus any messages mentioning the strange file names would immediately get the attention of the world’s best security and malware engineers.
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The GRU-engineered NotPetya attack, which reused leaked NSA hacking tools, in the Rost market in Kharkov, Ukraine (Mikhail Golub)


The Democratic National Convention began later the same day. U.S. intelligence agencies had informed the White House that they had “high confidence” that the Russian government was behind the DNC hack, and the subsequent leaks.

The NSA and CIA were working hard on a response plan. Behind secure doors in and around Washington, D.C., discussions were held about retaliating against Russian spies for the DNC hack-and-leak. Robert Joyce, the head of Tailored Access Operations, was an electrical engineer by training, and respected as a straight shooter in the wider information-security community.

Three days after the Democratic convention, on July 28, Joyce gave a rare interview on TAO’s work to ABC News in New York.3 Speaking in generalities, he mentioned that his unit had the technical capabilities and legal authorities to “hack back,” as ABC reported. “So we will use the NSA’s authorities to pursue foreign intelligence to try to get back into that collection,” Joyce said, referring vaguely to ongoing attacks against the United States. “That’s hard work, but that’s one of the responsibilities we have.”4 The timing of the interview was striking—it was nothing less than an open threat against the Russian intelligence establishment.

For a few days nothing happened, at least not in public—in secret, however, the preparations for perhaps the single most damaging intelligence leak in history continued apace. Its operators needed a name. One of the masterminds was a gamer, and a fan of the sci-fi video game Mass Effect, which featured characters known as “shadow brokers,” individuals “at the head of an expansive organization which trades in information,” selling secrets to the highest bidder.5 The name was a superb fit, and it stuck.

In the first week of August, the Shadow Brokers prepared the cryptographic key that would unlock their digital container of the NSA’s secret hacking gear, practically the crown jewels of a technical intelligence agency in the twenty-first century. Then they created accounts on various websites well known among computer security aficionados, including Pastebin, Reddit, Tumblr, and GitHub, the leading platform for developers to publish open-source computer code. Another week passed.

Not long after midnight Eastern Time on August 13, which would be around nine in the morning in Moscow, the Shadow Brokers got to work. They anticipated, correctly, that the U.S. government would react very quickly and try to unpublish the tools, so the Brokers strengthened their leak by preparing a rollout at a number of international file-sharing sites—Mega, Box, Dropbox, Sync, and Yandex—as well as by including a robust peer-to-peer file-sharing link that would be nearly impossible to tear down. Finally, using proxy machines in different time zones, the operators pushed out links to the NSA’s hacking tools on Pastebin, Twitter, and Reddit. The first posts simply linked to the uploaded top-secret files, and tagged some leading media outlets, including CNN, the BBC, Fox News, and Reuters, but also Russia Today, WikiLeaks, and a prominent Anonymous account.

The leak took two days to register. Some former Five Eyes intelligence officers who now worked in the private sector spotted several familiar code names, and started discussing the dump in private channels. One computer-security professional in Australia noted the chatter, tweeted a link to the file dump on GitHub, and attached an animated GIF of the Daily Show comedian Jon Stewart, transfixed, gobbling up a box of popcorn.6

Thousands of eager hobbyist hackers and professional intelligence analysts across the world immediately started downloading the initial archive, EQGRP-AUCTION-FILE.ZIP—only to discover, when they opened the archive, that the two virtual packages required a cryptographic key to open. The Shadow Brokers had provided one key, which would unlock one package with a few free samples of NSA hacking gear. The key to the other package was for sale to the highest bidder.

This active measure was unprecedented, devastating, and historic. The first result—perhaps even an intended goal—was to distract the NSA and the wider U.S. intelligence community at a critical moment when their political system was already under attack. Whatever plans the NSA had under way to respond to the hack-and-leak attack against Democratic targets, the Shadow Brokers stopped them in their tracks at once. The eerie combination of timing, breathtaking access, and sheer aggressiveness led many close observers to assume they were dealing with Russia’s A-team here—although there was, and still is, no solid evidence to back up such a hypothesis.

The predictable, immediate consequence of the Shadow Brokers leak was sending the FBI and NSA into a tailspin of time-consuming and labor-intensive questioning: Did the NSA have a mole? How bad was the breach? Was the compromise ongoing? This type of denial of service was an old tactic in the long history of active measures (a recent example was the diversion hack on the Ukrainian election commission). But there was a novel aspect to uncovering the full compromise in this case. If a technical spy agency loses control of exploits, an adversary and even criminals can take advantage of those tools by, for example, breaking into innocent third-party machines, potentially at scale. The NSA would have to act immediately and notify affected manufacturers of vulnerable products. These firms would then have to warn customers, and ideally close and “patch” the holes in its systems as fast as possible. The Shadow Brokers were aware of this dynamic, and deliberately released their files in an oblique and confusing way—letting the NSA download an encrypted archive, for example, only to dangle the missing key in front of them. The goal was to infuriate and to confuse, to keep NSA analysts guessing about the group’s identity, about what they wanted, and most important, about what they had and what they didn’t have.

Over almost a year, the Shadow Brokers released many thousands of pieces of computer code, constantly moving platforms and using obscure links. The form of the leak itself was designed to maximize confusion and damage. The substance of the leak was a giant hacking toolbox, packed with tools to escalate administrator privileges on local machines; tools to break into remote machines; utilities to commandeer intrusions from afar; back doors directly into the innermost sanctum of some computers; and even tools to hide one’s traces after break-ins.7 There were tools to break into big routers that haul heavy loads in large networks, and crowbars for major operating systems, such as Windows and Linux, but also for critical niche products, such as Solaris, a system used often in software development, in telecommunications, and for critical infrastructure.

The second new feature of the Shadow Brokers episode was the amount of tactical harm caused to the United States. The operation was the twenty-first-century equivalent to Who’s Who in CIA, but far more effective. Releasing names in the 1960s and 1970s would end the work of officers abroad and damage human intelligence collection; releasing exploits in the 2010s would end the work of implants abroad and damage signals intelligence collection. The technical harm was achieved faster, at far greater scale, and triggered a cascade of consequences. The full force of this new dynamic was first felt in January 2017.

On December 29, 2016, the outgoing Obama administration had finally responded to Russia’s election interference. The White House expelled thirty-five Russian intelligence officers from the United States, seized two Russian-owned waterfront estates, and put five Russian organizations on a sanctions blacklist, including the FSB. A week later, the U.S. intelligence community came out with a strongly worded assessment—one of the most high-profile intelligence documents published in the United States in living memory—that directly blamed Vladimir Putin for “ordering an influence campaign in 2016.”8
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The Shadow Brokers published the full list of Windows-related NSA hacking tools in early January 2017, two days after a major U.S. intelligence assessment on the 2016 election interference came out.


Two days later, the Shadow Brokers posted a cryptic tweet. It contained screenshots with file names and an unusual temporary link to one particularly curious file, called “WindowsWarez_All_Find.” The document was tiny, and contained no computer code, only a long list of odd code names. The list simply enumerated more than 6,400 pieces of computer code under whimsical cryptonyms such as FUZZBUNCH, ETERNALBLUE, and DOUBLEPULSAR. Every one referred to a secret and undisclosed NSA hacking tool or to a resource custom-designed for breaking into Microsoft Windows. It was like a product listing on eBay, with just the names of the items on sale.9 I remember looking at the list of code names at my desk in London at the time, but it was impossible to make sense of the listing based on publicly available information then.

Not so for the NSA. Alarm bells went off immediately at Fort Meade. Even simply revealing the code names of these NSA collection tools, without publishing the tools themselves, was destroying invaluable capabilities. The Shadow Brokers had already proven their ability to deliver the goods, a bit like an eBay seller with a four-star rating. But now there was a twist that would horrify the intelligence operators who understood what was going on. Some of the code names referred to what computer security experts call zero-days, previously undiscovered cracks and fissures in widespread computer software—in this case, Microsoft Windows, the single most widespread operating system on the planet. The NSA had found and used secret doors into Windows, but had notified no one, not even Microsoft. One former NSA employee told The Washington Post later that the intelligence haul of one particular tool, ETERNALBLUE, was “unreal.” Another said using the tool was “like fishing with dynamite.”10 Whoever had the zero-days could get in undetected, not into one machine, but any number, and not just to steal things, but to break them.

So far only two parties knew that several zero-days were on the list and likely to come out soon: the Shadow Brokers and the NSA. The mysterious group was sending a secret, terrifying message to America’s intelligence community, in plain daylight on public social media platforms. To many in the NSA, the message was clear: a brazen foreign actor had gained access to some of America’s most valuable digital spy equipment. One of the NSA’s worst nightmares had become reality. Matt Tait, the former GCHQ exploit developer and operator, assessed the damage caused by the Shadow Brokers as “easily the biggest single tactical loss to the NSA in a generation.”11

The agency knew what to do next: destroy the tools by closing the holes they exploited before anybody could light up the dynamite or, even worse, publish the dynamite recipe. Fort Meade notified Microsoft,12 where developers began to patch the vulnerabilities that the NSA had been using to such “unreal” effect. On March 14, about two months after the ominous first post that exposed the zero-days had appeared, Microsoft issued a “critical” update for all versions of Windows.13

Meanwhile, early on the morning of April 7, the U.S. Navy struck a Syrian airbase with 59 Tomahawk cruise missiles in retaliation against Syria’s use of chemical weapons on its own civilians. Russia was a Syrian ally, and later that day a Kremlin spokesperson strongly condemned the American strikes as an “act of aggression against a sovereign country.”14 The next day, after months of silence, the Shadow Brokers reappeared with a long, rambling message expressing disappointment in the Trump administration’s decision to strike Syria, denied any links to Russia, and—as “our form of protest”—published the secret key to the encrypted, once-for-sale EQGRP-AUCTION-FILE archive. The drop sparked another frenzied round of analysis and technology press coverage of the newly accessible NSA exploits.15 To some close observers, the Shadow Brokers more and more looked like a hostile intelligence operation.

One week later came the most significant escalation. On April 14, the mysterious group finally leaked the long-awaited Windows tools—ETERNALROMANCE, ETERNALBLUE, DOUBLEPULSAR, and many others.16 The recipe for making the proverbial dynamite was now openly available online, although those users who had patched their computers in the meantime were now protected against impact. But many machines were not patched and remained vulnerable. Another phase of the campaign now began.

Next came the third and most harmful new effect: the collateral damage. The Shadow Brokers had predicted and intended such collateral effects, as they stated in carefully crafted Yoda English in their first public appearance, back on August 13, 2016: “We give you some Equation Group files free, you see. This is good proof no? You enjoy!!! You break many things. You find many intrusions. You write many words.”17

These three lines accurately predicted an entire sequence of events. The samples and lists were indeed “good proof” of a serious NSA compromise, at least to those in the know. Now active measures operators were taking advantage of three groups of unwitting helpers at once: journalists (“you write many words”); the information security research community (“you find many intrusions”); and third-party operators (“you break many things”).

Immediately after the first Shadow Brokers leak, some of the world’s most competent malware researchers and engineers started feasting on the released files, many behind closed doors, some sharing their findings publicly. One of them was Mustafa Al-Bassam, a London-based convicted Anonymous activist and hacker turned brilliant PhD student. After two days, he and other researchers discovered that the NSA was able to break into messages secured by specific Cisco hardware. Several weeks later, going through another Brokers leak, Al-Bassam found a long list of compromised machines that the NSA had used as staging grounds for follow-up attacks, many of them in China and Russia, but also Japan and Germany.18 Other independent researchers documented more intrusions. Matt Suiche, a French entrepreneur, found the biggest and most contentious case in April 2017. The NSA had likely gained unauthorized access to the global SWIFT money-transfer system by breaching service providers in the Middle East and Latin America. The released files even contained the names of financial institutions targeted by the NSA, including the Al Quds Bank for Development and Investment in Ramallah, the Palestinian capital.19

These independent researchers in turn enabled journalists to cover this technically challenging leak. The Shadow Brokers had carefully prepared not only to weaponize reporters (“you write many words”) but also the information security research community (“you find many intrusions”).

At last there was the actual collateral damage (“you break many things”). The final dump, the one that included ETERNALBLUE, brought the NSA’s nightmare to life.

On May 12, computer screens in hospitals all over the UK suddenly went black. Medical personnel were unable to look up patient records or issue prescriptions. Thirty percent of all machines in the National Health Service were affected. In some hospitals, medical equipment stopped working.20 A vicious computer virus had randomly hit around a quarter million computers, across more than 150 countries, in little more than one day. The virus, known as WannaCry, caused “hundreds of millions, if not billions” of dollars of damage, according to the U.S. Department of Justice. An FBI investigation later found that North Korea was responsible. The episode had an unexpected and embarrassing resolution: a developer for Pyongyang had simply reused two of the NSA’s stolen and leaked tools, notably ETERNALBLUE and DOUBLEPULSAR, to make the virus propagate faster and wider.21 NSA tools had helped pummel the health-care system of America’s closest intelligence ally.

Four more weeks later, an even more potent and devastating attack reused the same two stolen tools again, with a minor modification, along with a third, ETERNALROMANCE.22

The attack started the day before Ukraine’s Constitution Day, which commemorates independent Ukraine’s constitutional vote in 1996. The digital strike pummeled Ukraine at lightning speed. Supermarkets could not check out customers. The Kyiv metro was brought to a halt. Ukrtelekom, the country’s main mobile phone provider, was hit, although mobile phone service was not interrupted. Boryspil, the country’s largest airport, in Kyiv, reported delays and damage to its networks; energy utilities were hit. “Our network seems to be down,” the deputy prime minister wrote on Facebook, posting the picture of an error message that displayed on all cabinet machines. Even the Chernobyl nuclear power plant had to shut down its Windows computers and transition to manual radiation testing. Approximately 10 percent of all commercial, governmental, and private computers, in a country of more than 42 million people, were locked down by the attack, reported Dmitry Shimkov, the deputy head of the presidential administration and a former Microsoft executive.23

After infection, a user’s computer displayed a full black screen with a message at the top in red: “If you see this text, then your files are no longer accessible, because they have been encrypted.” Such infections, at first glance, appeared to be a widespread, for-profit ransom attack, a common fraud in which users are often encouraged to unlock their files by paying a small ransom. The mysterious Ukraine attack made a similar promise: “We guarantee that you can recover all your files safely and easily. All you need to do is submit the payment and purchase the decryption key.” The message then displayed a unique, 60-digit personal installation key. But this, it would soon turn out, was a piece of disinformation. In fact, the entire episode was a new form of an active measure, inspired by techniques that are common in the computer crime underground. The mysterious piece of malicious software soon became known as NotPetya.

More than 70 percent of all affected systems were in Ukraine, but NotPetya also hit a six-digit number of mostly corporate-owned machines in sixty-five other countries. Most of those international targets were multinational corporations with some business in Ukraine. At Merck, a pharmaceutical giant, the computer virus disrupted manufacturing, research, and sales so severely that the firm had to borrow an important vaccine from the Centers for Disease Control’s pediatric vaccine stockpile, with total losses far exceeding $670 million. The Danish shipping giant Møller-Maersk temporarily lost 45,000 computers and 4,000 servers. The firm transported one out of seven containers and was a major part of the world economy’s critical infrastructure. NotPetya “made all of our applications and data unavailable for a while,” said Jim Hagemann Snabe, Møller-Maersk’s chairman, briefly shutting down the largest cargo terminal in the port of Los Angeles.24 The firm lost up to $300 million. At TNT, a subsidiary of FedEx, the malware ripped through the company’s international logistic network within an hour, grinding TNT’s global operations to a halt, at a cost of $400 million.25 At Mondelēz International, an American multinational food company, the worm rendered 1,700 servers and 24,000 laptops dysfunctional, and caused damages in excess of $100 million.26 At Reckitt Benckiser, a multinational consumer-goods company, NotPetya knocked out 2,000 servers, 15,000 laptops, and slowed down production for weeks, racking up losses of around $120 million.27 The worldwide digital event had real-life consequences: wholesale deliveries of Oreo cookies started to crumble—Cadbury chocolate production was in meltdown—even Durex condom assembly slipped.

The United States, along with several allies, would eventually attribute the devastating NotPetya attack to Russian military intelligence. The White House called the incident “the most destructive and costly cyber-attack in history,” and estimated that it cost billions of dollars of damage worldwide.28 The driving force behind the White House’s decision to call out the Russian military was Rob Joyce, the ex-TAO boss now detailed to work for the president. NotPetya was personal for Joyce. Under his leadership TAO had developed, used, and finally lost many, if not most of the hacking tools that were first leaked by the Shadow Brokers, and then reengineered into NotPetya. Worse, as if the GRU wanted to add insult to injury, its highly destructive malware actually did not need the NSA exploits to be so highly effective—the tools were something of a backup propagation mechanism in case the simpler default mechanism failed.29 In the vast majority of victim networks ETERNALBLUE didn’t even become active. But it was still there.

The most destructive and costly cyberattack in history had stolen and recycled NSA equipment built-in. Russia, in old active measures tradition, denied any involvement. One day after the United States, Britain, and several allies had publicly called out Russian military intelligence for unleashing NotPetya, in mid-February 2017, I attended a late-night “spy panel” at the Munich Security Conference, in the basement of the Bayerischer Hof. Onstage were current and former officials from major spy agencies, including the CIA, MI6, BND, Mossad, and one official from Moscow without any obvious intelligence link. The Western officials went first, and none mentioned computer network attacks, let alone NotPetya. When it was the turn of the Russian panelist, he eloquently and explicitly brought up ETERNALBLUE, turned toward the ex-CIA man onstage, and observed with a smile that U.S. intelligence, if press reports were to be believed, apparently could no longer keep their most valuable secrets. He was right.

The identity of the Shadow Brokers remains unknown. Several current and former intelligence officials I spoke with confirmed that they have “high confidence” that a Russian intelligence agency was involved in the operation, at least to a degree, although how specifically they could or would not say. Russia was the only foreign power with both means and motive, meaning high-powered spy agencies and a high-risk appetite. Most likely, my sources agreed, the driving force behind the destructively timed and professionally administered series of leaks was not the often sloppy and noisy GRU. No one, however, was able to point me to conclusive evidence, or to go on the record. Still, U.S. intelligence took the theory of Russian involvement in the Shadow Brokers episode so seriously that they attempted to buy access to the stolen material, unsuccessfully, from a shadowy Russian national in Berlin, losing $100,000 in the process.30

Indeed, three years later, an alternative theory was gaining ground among close observers of the fantastic Shadow Brokers saga: that a group of former NSA operators could be responsible for the extraordinary theft-and-leak, or, less likely, just one person. The social media behavior of the would-be front was too credible, the in-jokes were too crafty, the Yoda English too smooth, the attacks against ex-NSA staff too personal,31 the operational security too good to be Russian. Even if the Shadow Brokers leak was an inside job, it wasn’t simply would-be whistle-blowing like the Manning or Snowden episodes—it was planned, designed, and executed as an operation, even as a campaign, over many months. And it was brilliantly implemented. The drip-drip of releases and messages was designed to maximize harm to the NSA, to deepen the rift between Fort Meade and Silicon Valley, to cause vast collateral damage, to embarrass the U.S. intelligence community, to seamlessly tie into and enable follow-up attacks by foreign adversaries, and to coincide with Russia-related geopolitical events. This setup appears to have convinced senior officials in America’s security establishment that Russia had escalated its active measures game. The mysterious Shadow Brokers may or may not have penetrated the machines of America’s top intelligence officers—but they certainly penetrated their minds.

Before the Shadow Brokers, the most harmful active measure that took advantage of an unauthorized release of classified files was probably Operations Plan 10-1 in combination with the Nuclear Yield Requirements, leaked iteratively from the late 1960s to the early 1980s. The KGB had sourced those files from a spy, Robert Lee Johnson. This Cold War leak probably had no meaningful impact on intelligence collection. The Shadow Brokers releases, by contrast, were so harmful to American intelligence collection that comparisons with the Edward Snowden disclosures are not out of place, even without taking the breathtaking collateral damage into account. Never before have active measures been more active.






 



A Century of Disinformation


“What was the Stasi’s most successful active measure?” I asked. I was sitting in the small, crammed office of Georg Herbstritt, a historian in Germany’s vast agency in charge of overseeing the old Stasi files. Herbstritt’s employer has an appropriately unwieldy German name that stretches over three lines, and is therefore known as the BStU.1 East Germany’s infamous and humongous Ministry of State Security, MfS, created an unimaginable amount of paper over its forty years of existence. The BStU’s archives hold 111 kilometers of written material in fourteen different locations, serviced by a staff of more than 1,400 people. The Stasi, by 1988, had more than 90,000 full-time employees,2 with an additional 175,000 “unofficial collaborators.”3

The MfS was perhaps the most formidable spying machine the world has ever seen. The agency even collected samples of its enemies’ body odor from chairs and sofas on which unsuspecting victims had been sitting. At least one analyst was appointed in charge of human “excrements” on an internal organizational chart. Some of the HVA’s disinformation work was so well crafted that it even put the KGB’s far-bigger First Chief Directorate to shame.

Since Department X represents the acme of Cold War active measures, I was keen to hear what they considered their crowning operation. “Well,” said Herbstritt, without having to think very long, “the operation of April 1972.” Herbstritt was referring to when the X engineered the outcome of West Germany’s first vote of no confidence. In 1991, when some of the former X officers started to speak out publicly, they also pointed to the feat of April 1972 as their showpiece.

As I sat in the BStU office, not far from the TV tower at Alexanderplatz, I was reminded of my student days. I had moved to East Berlin in the mid-1990s, to study at Humboldt University. Whenever I entered the university’s main building through its majestic entrance on Unter den Linden, there gleamed Karl Marx’s inscription, in brass letters set on a solid red marble wall: “Philosophers have only interpreted the world. The point, however, is to change it.”

Ten days before my BStU meeting, I rented a car and drove out to Kyritz, a sleepy town in the beautiful, lake-dotted countryside of Brandenburg, to meet with Horst Kopp. That April of 1972, he had managed to trick a conservative member of Parliament into voting against his own minority whip in a historic vote by luring the MP into the false belief that he was helping the Americans instead of aiding the enemy.

I knew I was a suspicious West German to Kopp (he would immediately place my accent). Worse, he knew that I was coming in from London, that old den of spy intrigue. I needed to break the ice. He offered me coffee in his modest living room. I told him that I had studied at Humboldt, and that I used to live in Prenzlauer Berg in East Berlin, a neighborhood now known as the Brooklyn of Berlin. He wanted to know what street. Immanuelkirchstraße, I told him, and said I remembered carrying up heavy tin buckets full of coal briquettes to make a fire in the morning, and that we showered in a tiny plastic box in the kitchen, warming our cold hands over the gas stove. His eyes lit up.

“Ah, I had a KW on that street,” Kopp said. Thankfully, I had learned some Stasi jargon by then: KW was short for konspirative Wohnung, or “conspiratorial apartment.” The HVA used these secret apartments to conspire with collaborators—perhaps politicians or authors or journalists visiting from West Berlin—and to work on “constructions,” as the X called the forgeries used in active measures.4

It felt strange. I liked the old man—he was charming and quick and strangely honest. For more than two hours he told me details of his work in the HVA, including personal anecdotes that were surely unpleasant to him, described colleagues and spies he ran in detail, and quickly admitted when he did not know an answer, or could not remember something specific. I reminded myself that he had been one of the most effective handlers of one of the most effective spy agencies, and being witty and likable was a key part of his job.

Kopp’s soft Eastern accent, the description of my old neighborhood in Berlin, and talk of “constructions” brought back my student-age fascination with social constructions—with epistemology, with the history of science, with postmodern philosophy and constructivism. An idea flashed across my mind as I drove back through serene Brandenburg. Was it possible that my own apartment had been a “KW” just a few years before I moved in? Was Kopp perhaps designing “operative constructions” in the same building, just a few years before I sat there by the kitchen window reading about philosophical constructions? Was he perhaps changing the world while I only interpreted it?

I started looking at disinformation in a new light. The more I did, the more active measures spooked me.

The postwar decades had exposed a cultural tension within truth itself—or rather, between two common understandings of truth that stand in permanent opposition to each other. One is a given, positive and analytical; something is true when it is accurate and objective, when it lines up with observation, when it is supported by facts, data, or experiments. It orients itself in the present, not in the distant, mythical past or an unknowable future. Truth, in this classic sense, is inherently apolitical. Truthful observations and facts became the foundation of agreement, not conflict. The analytic truth bridged divides, and brought opposing views together. Professionals such as scientists, investigative journalists, forensic investigators, and intelligence analysts relied upon a set of shared norms designed to value cold, sober evidence over hot, emotional rhetoric. Changing one’s position in response to new data was a virtue, not a weakness.

But there has always been another truth, one that corresponds to belief, not facts. Something is true when it is right, when backed up by gospel, or rooted in scripture, anchored in ideology, when it lines up with values. This truth is based in some distant past or future. Truth, in this sense, is relative to a specific community with shared values, and thus inherently political. This truth is preached from a pulpit, not tested in a lab. The style of delivery is hot, passionate, and emotional, not cold, detached, and sober. Changing one’s position is a weakness. It tends to confirm and lock in long-held views, and to divide along tribal and communal lines.

These two forms of truth, of course, are exaggerations, ideals, clichés. This distinction is somewhat coarse and simplistic—nevertheless, it helps explain the logic of disinformation. The goal of disinformation is to engineer division by putting emotion over analysis, division over unity, conflict over consensus, the particular over the universal. For, after all, a democracy’s approach to the truth is not simply an epistemic question, but an existential question. Putting objectivity before ideology contributed to opening societies, and to keeping them open. Putting ideology before objectivity, by contrast, contributed to closing societies, and to keeping them closed. It is therefore no coincidence that objectivity was under near-constant assault in the ideologically torn twentieth century.

Ideological certainty and a feeling of epistemic superiority would help reinterpret the factual in unexpected ways. Already, by the late 1950s, intelligence forgeries served a larger ideological truth—for example, that the United States and its aggressive NATO alliance, armed to the teeth with nuclear missiles, were the imperialist, capitalist oppressors. Forgeries didn’t necessarily distort this truth, but articulated it more clearly. “No reporter of any democratic press could have depicted the true backstory of the Eisenhower Doctrine in a more unvarnished way than the oil magnate himself,” wrote Neues Deutschland, East Germany’s state outlet, in its introduction to the 1957 Rockefeller forgery.5 The publishers of Neues Deutschland saw the United States as a capitalist, interest-driven superpower. Another example, from the summer of 1969, is Peace News and Sanity, the two British peace journals, dismissing the question of whether a leaked American war plan was forged or not, because it was “near enough to the truth.” Forgeries were like a novel that spelled out a political utopia with gleaming clarity, or a modernist painting that perfectly articulated an aesthetic form: an artificial vehicle custom-designed to communicate a larger truth.

As I thought about Kopp, I wondered: What was the difference between his operational constructions and my philosophical ones? Was I falling for some active measure myself as I read postmodern philosophy by the window in my very own KW?

The 1960s were a critical moment in this assault on the factual, and not only for intelligence operations. It was a decade of reckoning with the harsh legacy of World War II, of decolonization, the Holocaust, the wars in Algeria and Vietnam, and with the looming destruction of humanity in a global nuclear cataclysm that seemed only hours away at any moment. The 1960s therefore witnessed a major political, cultural, artistic, and intellectual upheaval, at the heart of which was nothing less than the nature of facts themselves. Several different strains of twentieth-century philosophy and art took issue with what they considered to be a naïve “correspondence theory” of truth: facts weren’t inalterable, according to the intellectual avant-garde; they were rooted in culture, language, systems of signs, collective perceptions, discourse, not in some inalterable structure of some independent reality. This avant-garde shunned “positivism,” “structuralism,” and “realism,” and instead examined—or “deconstructed”—how facts were created, socially constructed, scientifically built, and put to use. This new approach felt empowering, and it was. By the 1970s, postmodern thought had become more widespread on campuses, although largely confined to the humanities, to art, film, literature, and perhaps architecture. Most academic critical theorists were, however, only studying and deconstructing the “practices” of knowledge production to shape intellectual discourse, to interpret the world. Meanwhile, in the shadows, intelligence agencies were actually producing knowledge, constructing new artifacts, shaping discourse in order to serve their tactical or strategic purposes—changing the world as they went.

In 1962, the KGB upgraded Department D to Service A, and ordered intelligence agencies across the Eastern bloc to follow their lead. “A” soon came to stand for active measures. One purpose of this name change, and of this new term of art, was to overcome a counterproductive focus on facts, and indeed on non-facts. What made an active measure active was not whether a construction resonated with reality, but whether it resonated with emotions, with collectively held views in the targeted community, and whether it managed to exacerbate existing tensions—or, in the jargon of Cold War operators, whether it succeeded to strengthen existing contradictions.

Shortly after defecting from Czechoslovak state security, Ladislav Bittman testified on disinformation to the U.S. Senate Committee on the Judiciary. Bittman explained why disinformation worked again and again: “Politicians or journalists wanted to believe in that disinformation message,” he told the Senate. “They confirmed their opinion.”6 Just five months earlier, Michel Foucault delivered his landmark inaugural lecture, “The Order of Discourse,” at the Collège de France. The iconic French philosopher and social critic considered “the opposition between true and false” as a long-established, power-wielding system of exclusion that he now revealed for what it was: historical, arbitrary, modifiable, and violent.7 I had been reading Foucault in Prenzlauer Berg in the mid-1990s, and after my conversation with Kopp in Brandenburg, I recalled some of what I’d read. Foucault was breaking down the barrier between analytical truth and ideological truth; so were Agayants and Wagenbreth.

Could this eerie convergence of Eastern spycraft and Western thought really be just a coincidence?

It took a special kind of person to work in disinformation, on both sides of the Iron Curtain. Spotting weakness in adversarial societies, seeing cracks and fissures and political tensions, recognizing exploitable historical traumas, and then writing a forged pamphlet or letter or book—all of this required officers with unusual minds. Intelligence agencies that prized secrecy, military precision, and hierarchy had to find and cultivate individuals with an opposite skill set: free and unconventional thinkers, bookworms, writers, perceptive publicists with an ability to comprehend foreign cultures. Disinformation specialists even needed a certain playful quality of mind, and to enjoy exploring and exploiting contradictions. The best disinformation operators, Kopp told me, were internal rebels. One of the HVA’s best men would sometimes “not do any work for two days, or just read or something,” but then, all of a sudden, deliver a brilliant forged manuscript.8 Active measures attracted and required precisely those creative minds who were in touch with the intellectual zeitgeist. As if to illustrate the point, Bittman, after his defection from East to West, became a modernist painter.

The St. Petersburg trolls were a far cry from the professionals of Service A and the X, but even they appeared to sense this convergence. One member of the American Department called the IRA’s work “postmodernism in the making,” adding that it reminded him of “Dadaism, and surrealism.”9

So what can postmodernism tell us about the history of operational constructions?

First, that disinformation works, and in unexpected ways. The fine line between fact and forgery may be clear in the moment an operator or an intelligence agency commits the act of falsification—for example, in the moment when a fake paragraph is inserted into an otherwise genuine document, or when an unwitting influence agent is lured into casting a parliamentary vote under false pretenses, or when a bogus online account invites unwitting users to join a street demonstration, or shares extremist posts. But fronts, forgeries, and fakes don’t stop there. Active measures will shape what others think, decide, and do—and thus change reality itself. When victims read and react to forged secret documents, their reaction is real. When the cards of an influenced parliamentary vote are counted, the result is real. When social media users gather in the streets following a bogus event invitation, the demonstration is real. When readers start using racial epithets offline, their views are real. These measures are active, in the sense that operations actively and immediately change views, decisions, and facts on the ground, in the now.

Second, disinformation works against itself, and again in unexpected ways. Intelligence agencies and other disinformation actors were, again and again, affected by their own constructions. It’s not that analysts simply believed their own lies; it’s that operators, driven by professional education as well as bureaucratic logic, tended to overstate rather than understate the value of their own disinformation work. Analysts would write after-action reviews and project memos that justified their efforts in terms that were clearer and more convincing than what had happened on the ground, where cause and effect remained entangled by design—exacerbating existing fissures and cracks, or tapping into existing grievances, or enhancing existing activism—all of which meant that engineered effects were very difficult to isolate from organic developments. Yet specialized intelligence units had and will have metrics and data at the ready to support their past projects and future budget authorization requests—balloons launched, protesters counted, forgeries printed, packages mailed, letters received, press stories clipped, or downloads and shares and likes and page views logged. Some disinformers of old had long understood this problem: “I don’t think it’s possible to measure exactly, realistically, the impact of an active measure,” Bittman told me in March 2017, and added that there was always a degree of guessing. “You have no reliable measurement device,” he said.10 Active measures, in short, were impossibly hard to measure by design.

Disinformation about disinformation worsened over time. A one-off disinformation event is unlikely to achieve a given goal. By the early 1960s, some operations had begun to spread out into entire campaigns that could go on for many years, even decades. As more years and decades passed, many subtle lines that once may have demarcated fact from forgery faded until they eventually disappeared entirely. Thus, forged and engineered effects mixed with, and solidified into, actual, observable effects—like a liquid cement mix setting and turning into a firm concrete foundation. With the passing of time, reverse-engineering the delicate construction process became harder and harder.

Then came the internet, with the hacking and dumping of large volumes of data and social media influence campaigns. Higher numbers and refined, real-time online metrics did not make those measurement devices more reliable, but less so. Higher numbers merely translated into higher perceived confidence in assessments, thus creating an even more seductive illusion of metrics. “Measuring the actual impact of trolling and online influence campaigns is probably impossible,” said Kate Starbird, one of the world’s leading researchers of online disinformation campaigns, who examined the influence of digital disinformation on the Black Lives Matter movement. “But the difficulty of measuring impact doesn’t mean that there isn’t meaningful impact,” she added.11 Online engagement figures can be staggering, and new bureaucratic politics can make these figures even more staggering. One New York Times headline in late 2017 stated, “Russian Influence Reached 126 Million Through Facebook Alone.”12 In reality the preelection reach of the Internet Research Agency was far less, for two reasons: only about 37 percent of Facebook’s number of “impressions” were from before November 9, 2016 (the rest was after), and “impressions” are not engagements, only what a user may have scrolled past, perhaps absentmindedly. Facebook was then under intense political pressure, and analysts and executives decided to be as liberal as they could with the data, providing an upper limit of an estimate to Congress, for fear of being accused of lowballing the problem afterward. Many old-school journalists covering what they thought were scandalous social media figures, in turn, were either unable or unwilling to assess the data on their merits, or in the context of a history that had largely been forgotten. Online metrics, in short, created a powerful illusion, an appealing mirage—the metrics created an opportunity for more, and more convincing, disinformation about disinformation. For willfully exaggerating the effects of disinformation means exaggerating the impact of disinformation.

All this is bad news for future historians. Seminars, in-person discussions, and correspondence were always fleeting and rarely archived. Yet the reach of such direct human interactions was limited throughout the twentieth century, and many if not most magazines and published newsletters were archived somewhere. Not so in the early twenty-first century, where secure electronic communications and social media conversations are both more perishable and have a wider reach. Even inside large government bureaucracies more and more memory is lost as screens replace paper, and as files get removed or destroyed. The digital age has upended the way we preserve records, and our collective memory has already begun to corrode more quickly and more thoroughly as a result. It will therefore be even more difficult to study and reconstruct the impact of active measures in the future. The internet, contrary to a popular misconception, forgets every day, especially on ephemeral social media platforms. Suspending accounts for coordinated inauthentic behavior, for example, means hiding the main records of that behavior, and potentially assisting adversaries in hiding their tracks. Accurately gauging impact becomes harder; understating and overstating impact becomes easier. Active measures will thus not only blur the line between fact and fiction in the present, but also in the past, in retrospect.

Active measures, third, crack open divisions by closing distinctions. It is very hard to distinguish—for an activist, for the target of an active measures campaign, even for a large organization running its own active measures—between a cunning influence agent on the one hand, and a genuine activist on the other. In theory, on an individual basis, one person is either a genuine activist or a controlled agitator, but this worldview applies only in the abstract. In practice, one individual can be both genuine and an exploited asset, a witting and unwitting collaborator at the same time. Was Philip Agee, reportedly at one point a witting KGB collaborator, unwitting when he received a forged leak that was camouflaged as coming from a legitimate U.S. government whistle-blower? This postmodern problem gets even more convoluted when applied not to an individual but to a group of people. A 50,000-person demonstration may be a genuine expression of political dissatisfaction, as with the demonstrations against NATO ballistic missiles in Germany. Yet a large demonstration can also be exploited, organized, and even funded by an adversarial power, with, say, an interest in stopping the deployment of NATO ballistic missiles in Europe, all without undermining the legitimate character of the protest. Other examples are activist platforms and leak projects like the Fifth Estate, CyberGuerrilla, or WikiLeaks, which can empower witting participants and genuine activist projects at the same time, even in the same instance. Active measures are therefore difficult to contain conceptually, with no obvious beginning or end. The problem may not be the quality of the data or the design of the research; the problem may be the quality of an operation and the very design of the “construction” in the first place.

This seeming contradiction is no contradiction, but a core feature of active measures over the past century. Active measures are purpose-designed temptations, designed to exaggerate, designed to give in to prejudice, to preformed notions—and to erode the capacity of an open society for fact-based, sober debate, and thus wear down the norms and institutions that resolve internal conflict peacefully. This strange postmodern intelligence practice is, confusingly, underdetermined by observable evidence. Saying where an operation ended, and whether it failed or succeeded, requires more than facts; it requires a judgment call, which in practice means a political decision, often a collective decision. Therefore, if a targeted community believes that a disinformation campaign was a major success, then it has made it a major success.

Disinformation, finally, is itself disintegrating. Bureaucratically, this degeneration proceeded with the breakup of the old Soviet security establishment and the dissolution of the once-so-formidable spy agencies of the Eastern bloc. The term “active measures” faded, even in Russia, in the early 1990s as the KGB’s First Chief Directorate was transitioned into the SVR. The sweeping official history of Russian foreign intelligence acknowledges that over the past century the designations of the same operational activity—disinformation—came and went, from “operational games” to “active measures” to the blander, more recent “support measures.”13

Then came the rise of the internet, which upended the old art and science of disinformation in unexpected ways. Cutthroat media competition and distrust in “opinion factories,” as the Eastern bloc had recognized by mid-century, still worked to the advantage of disinformation operators in the mid-2010s. But the amount of craftsmanship and work required from disinformation specialists was lower in the twenty-first century than it was in the twentieth. Digital storage made it possible to breach targets remotely and extract vast amounts of compromising material. The internet facilitated acquiring and publishing unprecedented volumes of raw files at a distance and anonymously. Automation helped to create and amplify fake personas and content, to destroy data, and to disrupt. Speed meant that operational adaptation and adjustments could take place not over years, months, or weeks—but in days, hours, even minutes. Activist culture meant existing leak platforms outperformed purpose-created ones. And the darker, more depraved corners of the internet offered teeming petri dishes of vicious, divisive ideas, and guaranteed a permanent supply of fresh conspiracy theories. All this took place while many reporters, worn down by breakneck news cycles, became more receptive to covering leaked, compromising material of questionable provenance, and as publishers recycled unoriginal, repetitive content. The end effect was that a significant and large portion of the disinformation value-creation chain was outsourced to the victim society itself, to journalists, to activists, to freelance conspiracy theorists, and, to a lesser degree, to researchers.

The temptingly obvious conclusion about these trends appears to be that the art and craft of disinformation has become easier—yet such a finding would be misleading. Active measures have become more active and less measured to such a degree that they are themselves disintegrating—and this disintegration creates a new set of challenges. For the offender, campaigns have become harder to control, harder to contain, harder to steer, harder to manage, and harder to assess. For victims, disinformation campaigns have also become more difficult to manage, more difficult to assess in impact, and more difficult to counter. At the beginning of the third decade of the twenty-first century, both open and closed societies, many thrown into self-doubt and outright identity crises by the rise of the internet and its side effects, are both overstating and, more rarely, understating the threat and the potential of disinformation campaigns—and thus helping expand and escalate that very threat and its potential. This constructivist vortex is propelled by an unprecedented confluence of incentives that lead many victims—politicians, journalists, technologists, intelligence analysts, adversary operators, and most researchers—to highlight the potentials of disinformation over its limitations.

Perhaps the most vivid illustration of this trend is the fantastic story of the Shadow Brokers—the devastating NSA leak with its subsequent reuse and integration of U.S. government hacking tools into the Russian NotPetya computer worm, in the words of the White House the “most destructive and costly” computer network attack in history. That iconic overall campaign was also a disinformation project. The theft, the gradual and meticulously timed release of files, the weaponization of experts and journalists, and the subsequent destructive redeployment of computer code was designed, carefully planned, and executed with skill and discipline as an active measure—yet it has remained unclear for years who was responsible for the different components of this campaign. Whoever initiated the leak, an insider or a foreign intelligence agency, the Shadow Brokers campaign was an artful masterpiece that illustrated, in its cruel uncertainty, the twisted logic of active measures—irreversibly blurring the line between victim and perpetrator, between observation and participation, between reality and representation.



Just a few weeks before I met him, Horst Kopp had presented his memoir at the Spy Museum in Berlin. I asked him whether any surviving members of the X were there for his book talk. “Well, you know, the Mutz called me one day ahead of the press conference,” Kopp told me. Some Germans have the habit of referring to familiar colleagues by their last names plus the definite article; “the Mutz” was Kopp’s former boss, Wagenbreth’s longtime deputy and the last head of the X. When the phone rang, Kopp did not even recognize the voice of his former boss, as they had not spoken since 1985. “Wolfgang here,” he said. He wanted to know what Kopp was going to reveal about their deception work. Kopp gave him an overview.

“He told me,” said Kopp, “that they were going to send two people to my book talk.”
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1 AM ON TWITTER Worldwide known cyber security company CrowdStrike announced that the Democratic National
My Tweets Committee (DNC) servers had been hacked by “sophisticated” hacker groups.

I'm very pleased the company appreciated my skills so highly))) Butin fact, it was easy, very easy.
Guccifer may have been the first one who penetrated Hillary Clinton’s and other Democrats’ mail
servers. But he certainly wasn't the last. No wonder any other hacker could easily get access to the

DNC'sservers.

Shame on CrowdStrike: Do you think I've been in the DNC's networks for almost a year and saved

only 2 documents? Do you really believe it?
Here are just a few docs from many thousands | extracted when hacking into DNC's network.

They mentioned a leaked database on Donald Trump. Did they mean this one?

Donald Trump Report
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A = FemseherkiGrung des Innenministers
. von Nordrhein-Westfalen vom
Falle _ 25. 12. 1959

= Pressepublikationen vom 28.729.12.1959
Beginn der Strafprozesse gegen die
Tater (5. 1. 1960)
Gegendemonstrationen vom 8. 1. &0,
insbesondere in Westberlin

Beginn systematischer Belehrungen in
den Schulen (etwa cb 13. 1. 198D)
ErkiGrung des Bundeskanziers im Deut-
schen Fernsehen vom 15. 1. 1960
ErkiGrung des Bundestagsvizeprasi-
denten im Plenum des Deutschen Bun-
destages vom 20. 1. 1960
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“Thz Olympics -for the Whites Only!

 AFRICAN MONKEYS!
A GRAND WELCOME AWAITS YOU IN LOS ANGELES!
WE HAVE BEEN TRAINING FOR THE GAMES BY SHOOTING AT BLACK
MOVING TARGETS. IN.LOS ANGELES OUR OWN OLYMPIC FLAMES
ARE READY TO INCINERATE YOU. THE HIGHEST AWARD FOR A

gggf(zQJERICAN PATRIOT WOULD BE THE LYNCHING OF AN AFRICAN

s % BLACKS, WELCOME TO THE LOS ANGELES OLYMPICS!
WE'LL GIVE YOU A RECEPTION THAT YOU'LL NEVER FORGET!
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(6) In June 1958 LCCASSOCK produced 662 copies of a black letter in an
operation directed at the Fifth SED Party Congress. For this action BOB
furnished original letterhead stationery from the "Komitee der Antifaschis-
tischen Widerstandskaempfer," the GDR association of German Communist refugees
from Naziism. The text of the letter was based on themes discussed with the
case officer and was written by a LCCASSOCK collaborator in an appropriate

"anti-fa" tone and with a view to creating a maximum divisive effect between

the "old guard” and the opportunistic Ulbricht factions within the SED. The
letters were prepared for distribution to members of the "Widerstandskaempfer"

CLASSIFICATH
USE PREVIQUS EDITION. SSIEICATION

REPLACES FORMS
51.28. 51-28A AND 51-29 SECRET )@CONTINUED

3

WHICH ARE OBSOLETE.

l PAGE NO.

CLASSIFICATION DISPATCH SYMBOL AND NO.
CONTINUATION OF SECRET Attachment A
DISPATCH to EGBA-52531

Komitee, GDR editors, SED/ZK members and SED functionaries just prior to the
convening of the SED Party Congress.

(7) In a modified version of the action described in paragraph 4e-(1)
above, 400 horoscope harassment letters were prepared in June 1958 and mailed,
ostensibly by a fictitious astrological institute in West Germany, to
selected SED and MfS personalities. Each letter contained a carefully
written horoscope analysis of the status and future of Fritz SELBMANN,
particularly in his relationship to Ulbricht, and attempted thereby to in-
crease SELBMANN's stature and prestige at a time when his deviationism was
coming to a climax at the V Party Congress.

(8) 1In addition to "special actions" like those cited above, regular
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DAS JAZZ-MAGAZIN
Nr. 9 (25, September 1959
erscheint monatlich im Aquator-Verlag
GmbH, Berlin

Geschaftsfuhrender Redakteur:
Heinz Lukas
Verantwortlich fir Fachbeitrdge und |
Bild: Heinz Lukas; fior Nachrichten, E
Korrespondenz und Vermischtes: Curd 1
|
|
|

|
|
|
|
|
|
|
|

Sander; fir Gestaltung und Druck:
Max Fuchs

Redaktion und Verlag:
Berlin-Charlottenburg, Galvanistrafie é
Telefon: 349484 und 34 94 85
Postscheckkonto: Berlin West 1156 75
Frankfurter Biro: Frankfurt/Main,
Kleine Bockenheimer Strafie 12
Tel.: 26193
Fotos:

Titel: Susanne Schapowalow; Seite 2:
Mercury Record Artist; S.4: dpa; S.7:
Berendt; S.11: Kalan; S.12: Electrola/
Capitol; S. 13: v. Gorissen; S. 17:
Archiv; S. 18/19: Ehrlich (2), Frank,
Schapowalow, Thiele; S. 24—26: Gor-
don; S. 29: Hahnenbruch; S. 33: Pol-
laczek; S. 35: Vilander; S. 36: |hlen-
feld, Vilander
Das Bild auf Seite 20 stammt aus dem
Buch ,Schwarze Lady sings the blues”
vom Verlag Hoffmann und Campe
Zeichnungen: Seite 9: Abel; Seite 22:
Hedtstick; Seite 25, 27 und 28: Archiv
Herstellung: Aquator-Druck, Berlin
Einzelpreis DM 1,— zuzigl. Zustell-
gebihr (drei Pfennig fir die Bundes-
republik); Osterreich: S 6,—; Schweiz:
sfr 1,—. Bestellung beim Verlag oder
durch die Post. Bei Direktbelieferung |
durch den Verlag Halb- oder Jahres-
abonnement (DM é,— bzw. DM 12,—)
im voraus zahlbar auf Postscheckkonto |

Berlin West 1156 75. |

Keine Haftung bei Verzégerung oder

Ausfall durch héhere Gewalt. Fir un-

verlangt eingesandte Manuskripte

wird keine Haftung Gbernommen

Postverlagsort Berlin

Anzeigenverwaltung: Carl H. Liebrecht,

| Frankfurt/Main, Mainzer Landstrafie 139

| — ,Hammerhaus” am Giterplatz —

| Tel.: 333033. Zur Zeit gilt Preisliste
Nr. 2 vom 1. April 1959.

Verlagsleitung:
Karl-Heinz Marbach

kommt im herbst nach europa:
SARAH VAUGHAN
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DER
GROSSE VERRAT

MOSKAU UND DER ANTIFASCHISMUS

I NHALT

IN KORZE

Roland Freisler
ehemals sowjetischer
Kommissar

Ernst Thalmann kalt-
bliitig von seiner Par-
tel geopfert

Stalins Verrat in Spa-
nien mit Gold bezahit

Stalin-Hitler-Pakt —
Auftakt des sowjeti-
schen Imperialismus

Polens KP durch Mas-
senmorde vernichtet

Stalins These: Juden

missen arbeiten oder

sterben

Ulbrichts rechte Hand . e o) .
! i o ] St by e et s

friherer KZ-Wachter L

in Sachsenhausen

180 ehem. NSDAP-
Mitglieder unter Pan-
kows Prominenz
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ORGAN DES ZENTRALKOMITEES DER SOZIALISTISCHEN EINHEI{TSPARTEI-‘\DEUTSCHLANDS':

Berliner Ausgabe ,, Vorwirts®”

Berlin, Freitag, 15. Februar 1957

- 12.(68) Jahrgang / Nr.40 / Einzelpreis 15 P

Gehelmdokument Rockeféllers

Vertrauliches Schrelben des Standard-Oll Konlgs an Pras1dent Elsenhower
| Zynischer Plan de_r USA- Weltherrschaftsziele
Das Rezept: ,,ertschaftshllfe“——w1rtschafthche Abhanglgkelt—polltlsche

‘Beherrschung — Militirpakte — Blutzoll der Vélker fir die USA ‘
Ungeheuerhches Zeugnis 1mperlallst1scher Unmenschhchkelt 2ir

Berlin. ,,Neues Deulsdﬂnn “ ist in der Lage, hente unserem Volke
und der it den Text eines

Schreibens zur Kenntnis zu bringen, das der Erbe des grofiten amerika-
nischen Ultrusts, Standard Oil Corporation, Nelson A.Rockefeller,
im Januar 1956 an den Prisidenten der Vereinigten Staaten von Nord-
amerika, Dwight D, Eisenhower, gerichtet hat. Der Text, der uns in
englischer Originalfassung und in vollem Wortlaut vorliegt, stammt aus
einer unbedingt zuverléssigen Quelle.

DN m\\\m\\\\\\m\“\\\\w

1,88 coluctant to revert to tsat lesgtny en tirer
which took place in
of a

o Siscussion
Goms Lavia iz esazsaiice with my al
to under-develsped
ve anown that our dise
oW coze when ou] ate
e wich though tne; do Bot pr end To be
original oas Ualp in approsshing.one of.1he

saz8 b o
a5st 1aportant provieas of our [orsisn POLAG.

4rst of all 1 would like to express my desp satisfaction witn
the tion for ela to

r ‘rn'll 2.uana¢

dr.
tement that Portugel. -nnufa

aber nicht der amenkamschen entschliipfen: Nicht un-

Der ikanische Ulmilliardir Rockefeller gibt in diesem Brief dem bllngen so weit unterstutzt werdeu. daB sie zwar der Kontrolle der alten
Prisi der USA wie die Engi Linder in lh
der ganzen Welt sowie die Kol der alten Kol GroB- i ist die

britannien, Frankreu'h Porcugal Belgnen und Hollnnd iiber ,,Wirtschafts-
hilfe*, wirtsch A it und Fesse-
lung durch Militi unter ische Kontrolle ht und in
Kriege fiir amerikanische Interessen gestiirzt werden sollen.

Rockefeller legt in dem Geheimdokument dar, wie dieses Rezept bereits

daB das Prestige der USA

infolge der Politik des AuBemmmsters Dulles im Ausland katastrophal

abgesunken sei.

Diese Direkti des Chefs der miichtij M der USA an
den Prii ist ein Dok von und
zugleich historischer Bedeutung. Dieser Brief ist nicht nur von grofSitem

in Westeuropa mit Hilfe des Lunter A d jeglicher fiir Politiker, sondern fiir die friedliebenden Menschen in allen
Art von Druck® zur des NATO-Kri y’ geﬁ‘l]“-g hat, Sen- Léndern. Kaum jemals zuvor konnten die einfachen Menschen einen'so
11 ist die off des il § tiefen Blick in die hoch des ali in die aben-
herren, daB das il h Benmi ium unter der Leitung von iche und v : Praxis der Kolonial ik und in die Vor~
John Foster Dulles mit Hilfe des SEATO-Paktes beabsichtigte, einen bereil und Organisi von imperialisti Kriegen tun, .
Krieg gegen die Volk lik China zu p Aus der Feder des'A der i
Das Dokument enthiillt die des ik -erfiihrt die Welt das Geheimnis, wie Vilker ihrer nationalen Souverinitiit
kapitals im Iran. Dazu b 3! wiirde es der und Unabhiingigkeit beraubt und unter die BotmiBigkeit der USA<
Schah noch nicht einmal wagen, i dwelche Veriind in seinem ‘werden, damit sie in einem von den USA angezettelten

Kabinett durchzufiihren, ohne unseren Botsehafter zu konsultieren.*
Als Politik Xgypten dem Land ameri-
kanische-,,Hilfe* bei der Durchfiihrung solcher Bnuvorlmhen aufzudréingen,

Krieg um die Weltherrschaft die Kastanien aus dem Feuer holen sollen.
Kein Publizist der demokratischen Presse der Welt hiitte eine schonungs-
losere und den Zorn der Vilker: erregendere Darstellung der wahren

die seine Krifte libersteigen und es.dadurch in a Abhiing

NATO-Regie-~

e wialurerprens: ot keit zu bringen. Rackefeiler fiihrt fort: ,,Ich erachte es als logisch, diese

-::t :::;rg‘tm g:ro um‘w ul"l“'.ppr-eill:.:l muoh Art der Zusammenarheit auf anderc Lnndet auszudehnen * Linder, wie
‘ppnmcn 0 ﬂ’. lhlt nf l § die T‘ll‘kﬂi die bereits i i

W rungen haben, sollen bei der Kreditgebung nach dem Prinzip behandelt
2 “ A\ \K\m\\&\\\\\ﬁ\\\\\ \\\\\\“\ \\\\\ werden: ,,Der geangelte Fisch braucht keinen Koder.*
Ausschnitt aus dem v lichen Schreiben Rockefell h In den der alten K sollen die

an Ei;

Bestre-

der Eisenh r-Doktrin geben kinnen als der lmeﬂkanlschu

“ Ulmagnat selbst, -

wNeues Dentschland® hlt nur seine Plicht im Kampt um den Frieden
und fiir das Wohl des Volkes, wenn es dieses unanfechtbare Dokument

imperialistischer Raub- und Kri litik der U in vollem
Umfange zur Kenntnis hnngt.
(Wor!laut des Gehei R anr Eisent

auf Seite 3)
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2,5 Millionen “"Oastarbeiter” bereichern sich und ihre auf
niederer Entwicklungsstufe stenenden Vilker an Deutschland.
Aver rund 600.000 deutsche Hinner und Frauen sind arbeits-
los und Kurzarbeit breitet sich aus wie die Pest.

Es ist elne unverschimte Lige, wenn behauptet wird, Fremd-
arbeiter heben den Wohlstand des deutschen Volkes. Trotz
der 2,5 Millionen TUrken, Griechen, Jugoslawen, Italiener,
Marokkaner und Tunesier graasiert die Inflation und Fremd-
arbeiter werden immer mehr zur ernsthaften Gefanr [Ur die
Sauberkeit und den Bestand der deytschen Hation.

Tatvsachen sprechen fir sicht

. Mehr als 20.000 Tdrken stellten den Antrag auf deutsche
Staatsblirgerschaft; es wurden 60.000 Ehen zwischen Tirken
und Deutschen geschlossen.

Das ist Vernichtung des Deutschtums und Zerstdrung deut-
schen Blutes.

RAUS MIT DEN MOHAMMEDS |

. Tirken Uberwiesen im vergangenen Jahr fast fUr eine Mil-
liarde Devisen in ihr armseliges kleinasiatisches Armen-
‘haus. Insgesamt waren es um 8 Milliarden Mark, die von
Fremdarbeitern 1973 aus Deutschland verschleppt wurden
- mehr als ein Flinftel des deutschen AuBenhandelsiiber-
schusses., Mit diesen Celdern gleichen die Bankrottregie-
rungen ihre Zahlungsbilanzen aus.

Das ist Auspowerung Deutschlands durch anatolische Bett-
lerhorden, europdische Hinterwildlerstaaten und nord-
afrikanische Xameltreiber.

RAUS MIT DIESEM ASOZIALEN OGESINDEL !





OEBPS/images/pg216.jpg





OEBPS/images/pg217.jpg





OEBPS/images/pg222.jpg





OEBPS/images/pg232.jpg
SRIG AIL

__\\\k
\u

B 55 E






OEBPS/images/pg233.jpg
Number 3 ©
Ja
nuary 1979 ¢ By Sub:
scription*

'op Secret U, .
and Subverti B Ay M
. emo on Infilt;
g rating

IN
FORMATION BULLETIN

5. CENTRA- NTELLIGENCE AGENEY
NE-154T
3 w.smmmu.c,usns
&

anaL REOM LA

covert Action Pub\\;atim\s Inc. purchase Qrder No.* NE-\5I7
9.0, BoX 502725 F St. station
Vashington p.c. 2000 3 octobe” 1978
CkSH-lN—‘\DVN‘CE
A year subseriPHo
PRICE AMOUNT
1 sub - COVERT ACTION XNFORMRTWN B\JLLE“N $10.00 SVU.UD
=7 7
qup 10 ABOVE sonREsS (nclude p.0. % & "4;7/
A ber on a1l backeges) / pening

CONTENTS:

CIA Stati
ion for Con
Attacking the Bulletin

The Mysterious Supplement B—
icking It To the “Host Country
Sticking It To the “Host tr

NNews Notes
o Naming Names
lications of Interest

“The
overtAction Info

formation Bulletin

inavailableat sel
lected bookstores around the
e world at $2.00
per copy, in the

<inthe U.S:82.250






OEBPS/images/pg244.jpg





OEBPS/images/pg247.jpg
UNAVIDA POR
LA LEGALIDAD

————— .t saX & v A vease





OEBPS/images/pg162.jpg





OEBPS/images/pg163.jpg





OEBPS/images/pg164.jpg
Der Befehlshaber

der Sicherheitepol
in ltalien
E.K.Rom

An Amtschef
i z . .Hd.von SS-Obherfihrersichel

In der
nehmen

izein,desSD

Anlage,

Yellle v Wyl
1,den 30.5.44 / ;

Vil

S W il

darf ich niq(m Bericht iiber das Sonderunters=

AQZlO" und einen ( Salo- Lagebericht iibersenden.

/; ‘ 4\ 2

:’,/ § " A
{ ¥
FONGY /L JEPEHL 7
1 ,. \topoliz, 2 )
: : C/,]C
4 Er 8 —- ! o -
AN mamr %, g

S8—=0Obersturnbannfihrer






OEBPS/images/pg168.jpg





OEBPS/images/pg18.jpg





OEBPS/images/pg181.jpg
NIONITWYSSIAY
9615309

1INLONGIESISLISEIAIND

(:Z
Mjor Gonrat, Yihray

Dizactgr, 33 Olvivion






OEBPS/images/pg185.jpg
TOP SECRET

d. Paregraph O, page 2, lines ¢ and 7, the words "provides U3 Army
atowlc weapuns support fur Allled forces as directed” are deleted.

®. Paragraph a, page 2, tho letter "B" is clanged to °C.”

f. Peragraph Db, page 2, the words "Seventh United States Arsy”
are changed to read “S:venth Arey.

. Paragraph 3o(4), page 2, 1ine 1 fa changed to resd “On_order of
CINCUSAREUR, relesse grownd o o,° eSS

h. Paragraph 35(5), page 3, is superseded as follows:

(5) (Superseded) 32d Artillery Brigede continues
Present mission.

. i. Paragrapn 3d, page 3, the words "Beriin Command” ere onanged to
resd "US Army, Berlin.®

J. Paragrapna 3g(5) and (6), page 3, are rescinded.
k. Parsgraph 3h, page 4, 1s superseded as fo'lows:

h. (Superseded) Northern and Southern Area
Commands. USAREUR OPLAN 02, paregraph 3h, appiisc.

). Paragrapn 31, page 3, 13 supcraeded as follows:

1. (Superseded) 3pacial Ammunition Support
Command. USAREUR OPLAN 302, paragraph >1. appliea.

m. Peragraph 33(3), pege 4,18 changed by deleting everything aftir
“messages” and substituting the following:

Use of nuelear weapons with yizids of 10 KT or
leas is authorized in friendly and neutrel countrics

provided: R-hour has been declared, and

military necessity dictates. ‘The use of nuclear
weapona of larger yi=ld than 10 XT reguirss the spe-
oific approval of CINCUSAREUR.

n. Paragraph 3)(S), page ¥, is superseded aa followa:

(5) (Superseded) Amsume operationsl direction
of Allled forces willing to accept US lesaership,
and provide combat ard logistic support to Allles to
the wateont that the sucoess of US-Allled opersations
will be enhanced.
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Cﬁaﬁ% ;EOBOHMTOH KOMHﬂEKC MEDOUDUATIEL B CBA3Y C IOABIEHHEM

B W§éﬂenﬁne roau B CIIA HOBOT'O OmacHOTO /3adoJaeBaHw] T.H. "CHEIpoMa

IIDKO Fpe'reﬁporo mvysonedmmra — CIAL" (mo_anriwiickn " AIDS -AQUI-

IYMUNE DEFICIENCY SYNDROME ", 1

HOCJeIyRNEero ero HMUPOKOI'0 pACHDOCTpafeHMd Ha IpyTde CTDaHH, BRID-

yad 3ananHoeBponeficrue. lenbh MeponpEATHA ABIAETCA CO3NAHNe 33

DyOeROM BHT'OJHOI'O HaM MHEHEA O TOM, 4TC 3TO 3a00JeBaHHe — De3yib—

TQT BHIEUUX U3 HOL KOHTPOJS CEKDETHHX DKCIEDHMEHTOB CIEICIYRO

CIA 7 NlepTaroHa C HOBHM BUIOM CHOJOTHIECKOI'O ODYRWA.

Buno Ou ®eiarelpHO, ecau OH BH CMOIVIM NONKINYLTHCA K OCYHECTBe—
HUO yHA3aHAHX MEPONpWITHA Yepe3 Bamy BO3MORHOCTE B HApTHAEHX,
HapIaMeHTCKIK, OOCMEeCTREHAC~IIONUTHIECKAX ¥ Ky DHATUCTCKAX KpPyTrax
B2MATHNX W DASBUBANMEXCA CTpPaH IyTeM [NPONBUWFEHEA B Oy DKyasHyD
mevars CRefynIFX TesWCOB:

I. BrepsHe IoABEBIONCL B KoHIe 70-x romos B Hem-Hopwe, CIUI
x 1985 r, cran ozamM W3 Haudolee ONAcHHX 3adoyeBadmi B Mupe. Tomxe-
ko B CliA 3apermcTpupoBado Gonee 12400 3aloseBmEX, K3 KOTODHX OHOJO
ONOBMEH yMepau. [lo HOZCYeTaM aMepUKAHCKUX MEIUKOB, YHCIO CJIydYaem
nopaxenn CIUL yrpawsaeTcA KamgHe NOATOfA. B HacToAllee BPeMA B
CllA socurenamy Bupyca CIUI apidwTcd y®e OKOJNO 3 MIH. YEIOBEK.
TlocKoJaBKy COJNE3HB HMEET OYeHDb IJIATeNBbHHE HHKYyOanvwomHH# nepmon
(or I roma mo 5 seT), BHABJEHHE ee Ha paHHe# crammy, KOLIa eme
eCTh Hamewrna BHIEUYWTH COJBHOIO, KpaliHe 3aTpynHuTeNBHO. HecMoTpa
Ha TO, UTO aMepEKAHCKEE ¥ (paHIy3CKue yuepHe cMoryy B 1983 r.
BHIEAUTH Brpyc CIUI, >(fexTUBHEX JEK4pPCTB X METOLOB JEeUeHWI 3TOr0
3a0oneBanyd CO3HaTh He yranochk. K 1985 r. CIUI pacmpocTpanmics
naner0 sa npegmesH CliA: MHOrOYHCIeHHHe crydaw sadoneBaruit CIINI
OTMEYCHH MPAKTMYECKM BO BCEX CTDPaHaX-EMIOPTeDax MOHOPCKON KpoBu
u3 CllA. BcemppHad oprapusauud 3npaBooxpapenus oSpasmia CUHL
orgoil u3 camHx omacHHX GozesHefl Ha semie. IIpd 5TOM OTMEYANOCE,

YTO OHa CuIbHee BCEI'0 yI'DORaeT Da3BUBEKIHM TPRaHEM e
KPAONErCPCEHA 12|

Ee.l PH ﬂu;‘er;%’%
iﬂﬁ‘“ﬂ/w(’z Togy
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" United States C o’ 7

Information
Agency
Rainngion DC 20547 o April 29, 1986 )
. Usia
S-nltor David Durenberger
375 RSOB

Weshington, D.C. 20510

Dear Senator Duronbdjr: O G R
Now that thers is conclusive evidence nof a

Charnobyl nuclesr power plant reactor produced a considerable
quantity of redioective fallout, wa chave g fchance to utilize
- this fact for propsganda purposes. : Furthermors, it 4s good for
us that Honcah/phu made no officis] statement on the; svent.

e
Therefors .we suggest thlt follwlnxf‘at‘pl O@vuld bs taken:
)

= Reporte should bn spread by our‘nuocin‘hl 4n Europsan
information media giving the publlc th- d-t-llr of l:h.rnnbyl

disester: | - % AT
e s

- numb-r of Victims lhnuld h' nllqnd to b ¥ _quhiﬂ .

between 2,000 and s.nuo. : )

L] nn ovncuntinn vf population fm the IIGD-MI- zonn

RS

. a trunlport prnbhm. lhortuo of vnr{oul goods, chinl-

-and penic, -hould nln bd. given publteﬂyu i .

» -pprnprhh ulultra‘tionl ondl. t-xi‘aﬂ t-rh.l should be’
provid-e, i

oo -
. o v

}
D campaign 5{-9016 be orgmund by USIA of flchll-uhn should
also lupply thlx:ut-rhl nesded. £ )

=‘In view of the furthcwing 1ok'y -unqn.lt'dn& should bs  *

Suuld by tho sasven leadars,

by Comid-rinz the facts about the im:rund eir pnnution.
our allies :should be recommandsd to stop imports of food and
oth-r :nnmodithl from Eut-m bloc.

- Uur'uniu should be influsnced so as to make a request
for compsnsation for contaminetion of their territory.

We will ksep you informed of any future meosures.

Best regerds, y

Herbert Romerstein,
Senior Policy Officer .
oh Soviet Active fesasurss
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CyberGuerrilla
soApboX

Home ArcHives CgAniMageboArd CatEgorles AnOnyMous pOsting  CgAn CryptocAt  LiNkS |IRC  TaxoNomy ~AboUt ~Login

‘We use a Anonymous Posting concept. Anyone can post to the site. No censorship takes place!
NO DOXING ONLY IF ITS UR MOM!
Justlogin (* Menu) as:

+ Username : Anonymous
+ Password : Anonymous

There you can post your stuff. Only look in witch column you post!!
Comments are also Anonymous!
The post categories are:

CyberGuerrilla General news from internet or just 1Ul.

AnonyNews News from and of Anonymous.

AnonMusica Music that formed anonymous (If you want to post music here You can do that here!)
/b/ Random

Post here will not show on site!!

| Duhhhhhhhhhhh

Greetzzz Anonymous.
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X

P :
COLLECTION D’ETUDES, DE DOCUMENTS ET DE TEMOIGNAGES !

POUR SERVIR A
L'HISTOIRE DE NOTRE TEMPS

VASSILI SCHOULGUINE

ANCIEN DEPUTE DE LA DOUMA D'EMPIRE

|

LA RESURRECTION
DE LA RUSSIE

MON VOYAGE SECRET EN RUSSIE SOVIETIQUE

TRADUIT DU RUSSE PAR M. PH. POUGET

|
| PAYCT, PARIS l
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«Bounr-747», packpauwen-

Hui N0 @rO3ensxy 3ene~
MY HALAGNAMA N2KUCTHCKOR
asnaxomnarm, Beineten u3 Ka-
Pa4a B CBMb YTP3 W CNYCTA NOA=
T0pa 42Ca ROCTaBHA ABECTH Nace
caxvpo8 B pApeswuia  Aaxop.
Crryckasce NO TP2NY H3, CONHye
nex aapoapomMa, -5 mobosancs
OKAMNRBIIAM €70 MIYMDYAHBIM
oxepenvem nansm. Bcero amwe
AB3 gHA  HMal2] nepexuaan 8
swmmed Mockae HeneTHVIO NOro~

Ksx xo vax? Beps pavee no
TOMY X8 HOMEDY MEHR TPUXA
coeanHam 13 Mocksnl € coser=
€KUM KOHCYnbCTBOM 8 Kapau,
Tem He MeHee TeneOHMCT ro-
cTvHnys ynopcreosan: €Takoro
HOMepa He cyuwecTsyer», Toraa
% npegnoxmn emy Habpate W3-,
BECTHWA MHe HOMED TOprnpeA-
ctea CCCP 8 Kapaun. A oH B
oteer: €W 3TOr0 HOMepa He Cy*
wecrsyerd. 1o 3a ueprosumHal

PAaoM ¢ TenedonHuM  anna-"
paToM nexan ropoackod cnpa-
804HMK Aaxopa, W % BCNOMHMA,
MTO  HaMepesancs - NOCETUTa






