

[image: cover]





    
      
        
          Ummed Singh
          

          
            MULTICAST IP ROUTING Part-2
          

          
            IP routing & forwarding
          

          

          the packet to all interested receivers.




          Receivers interested in receiving multicast data join the multicast group by sending a membership request to the nearest router. 
          The router adds the receiver to the multicast distribution tree, and subsequent multicast packets are forwarded to the receiver's interface.




          Overall, IP multicast routing enables efficient one-to-many or many-to-many communication by minimizing network traffic and reducing processing overhead on both the sender and receivers. 
          It is commonly used in applications such as video streaming, online gaming, and audio conferencing, where simultaneous delivery of data to multiple recipients is required.
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            What is IGMP Snooping?
          

          
            When there are multiple recipients connected to a network, utilizing multicast traffic is a favorable choice. 
            It proves to be more efficient compared to unicast, as the traffic is transmitted only once, conserving valuable bandwidth. 
            Moreover, it outperforms broadcast by ensuring that only the intended recipients who are interested in the traffic receive it. 
            While routers employ Protocol Independent Multicast (PIM) to determine the appropriate path for forwarding multicast traffic, the role of switches in this process is different. 
            Layer two switches are uncomplicated devices.
          

          
             
          

          
            They learn the source MAC addresses and store them in their MAC address tables. 
            Upon receiving a frame, they examine the destination MAC address, perform a lookup in the MAC address table, and then forward the frame accordingly. 
            This mechanism functions effectively for unicast traffic. 
            However, it poses a challenge when dealing with multicast traffic. 
            Refer to the following example for further understanding:
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            In the given scenario, we have a video server that is transmitting multicast traffic to the destination address 239.1.1.1, which corresponds to the MAC address 0100.5e01.0101. 
            When this traffic reaches the switch, it will perform a lookup for the MAC address 0100.5e01.0101. 
            Since this MAC address has not been used as a source before, the switch will flood the multicast traffic. 
            Consequently, all hosts connected to the switch will receive the traffic, regardless of whether they actually want it or not. 
            To address this issue, IGMP snooping comes into play. 
            IGMP snooping restricts the distribution of multicast traffic. 
            It achieves this by monitoring the IGMP messages exchanged between the router and the hosts. 
            Here's how it works: When a host sends a membership report for a multicast group, the switch adds an entry in its CAM (Content Addressable Memory) table, associating the multicast group with the interface connected to that host. 
            When a host sends a leave group message for a multicast group, the switch removes the corresponding entry from its CAM table, indicating that the host is no longer interested in receiving traffic for that multicast group. 
            However, things become a bit more complex when dealing with IGMP version 1 and scenarios where hosts don't send leave group messages. 
            In IGMP version 1, hosts do not send explicit leave group messages, which means there's no IGMP traffic to snoop. 
            Additionally, we need to consider situations where a video server only streams multicast traffic without actually joining any multicast groups. 
            To address these challenges, we need to delve deeper into IGMP snooping.
          

          
             
          

          
            
              IGMP snooping without L3 devices
            
          

          
            Let's begin with a simple example. 
            The following diagram will be used for illustration:
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            In the given setup, we have a multicast-enabled router, a switch, and three host devices. 
            The switch has a CPU and a CAM table (MAC address table) connected to an internal interface called "INT." 
            Although it is a budget switch with limited layer two frame analysis capabilities, it does support IGMP snooping. 
            Let's explore what happens when IGMP snooping is enabled on this switch:
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            In the diagram, one of the hosts (H1) sends a membership report to join the multicast group 239.1.1.1. 
            Initially, the switch has no information on where to forward this report, so it floods the report on all interfaces, including the internal interface connected to the CPU. 
            The CPU examines the membership report and creates an entry in the CAM table.
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            In the CAM table, you can observe an entry for the MAC address 0100.5e01.0101, which corresponds to the multicast group 239.1.1.1. 
            The interfaces added to this entry include H1, R1 (router), and the internal interface. 
            But why did the switch add the router's interface in the CAM table?
          

          
            Once IGMP snooping is enabled, the switch monitors certain messages to identify multicast-enabled routers. 
            These messages include:
          

          
            IGMP General Query (0100.5e00.0001)
          

          
            OSPF (0100.5e00.0005 and 0100.5e00.0006)
          

          
            PIM version 1 and HSRP (0100.5e00.0006)
          

          
            PIM version 2 (0100.5e00.000d)
          

          
            DVMRP (0100.5e00.0004)
          

          
            When the switch detects a multicast-enabled router based on these messages, it adds the corresponding entry in the CAM table. 
            Consequently, any multicast traffic with the destination MAC address 0100.5e01.0101 will only be forwarded on interfaces Gi0/1, Gi0/4, and the internal interface to the CPU. 
            At this point, it seems like we have successfully constrained our multicast traffic. 
            However, there is still one problem to address. 
            Let's consider what happens when one of our devices starts streaming multicast traffic.
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            In the previously mentioned example, we observed that Router R1 is sending multicast traffic at a rate of 10 Mbps, which is being forwarded to Host H1 and the CPU. 
            However, the CPU is unable to handle such a high volume of traffic, leading to potential issues. 
            Here are a few possible outcomes in such a situation:
          

          
            The switch may start dropping both unicast and multicast traffic. 
            The CPU might attempt to drop excess multicast traffic, but this could also result in dropping important IGMP membership reports and IGMP group leave messages. 
            This issue is commonly encountered with inexpensive switches that support IGMP snooping. 
            While they may function adequately for low-bandwidth multicast traffic, they struggle to handle higher loads.
          

          
            
              IGMP Snooping on L3 Devices:
            
          

          
            To address this problem, switches with specialized ASICs (Application-Specific Integrated Circuits) that possess the ability to inspect frames and differentiate between IGMP and non-IGMP multicast traffic are required. 
            Here's how the CAM table would look in such a case:
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            The first entry instructs the switch to forward all IGMP traffic with a destination of 0100.5exx.xxx to the internal interface. 
            This allows the CPU to analyze various IGMP messages. 
            The second entry directs the switch to forward all non-IGMP traffic with a destination of 0100.5e01.0101 (corresponding to group 239.1.1.1) to interfaces Gi0/1 and Gi0/4. 
            With these changes, the switch intercepts all IGMP messages, sending them exclusively to the internal interface. 
            This grants the switch complete control over all IGMP traffic.
          

          
             
          

          
            
              IGMP Group Leave:
            
          

          
            Continuing the story, let's consider that both H1 and H2 are subscribed to the multicast group 239.1.1.1. 
            Suddenly, H1 is no longer interested in receiving the multicast traffic, so it sends a leave group message:
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            When a host sends a leave group message in IGMP, it is always sent to the multicast group address 224.0.0.2 with the destination MAC address 0100.5e00.0002. 
            Upon receiving the IGMP leave message, the switch will forward it to the internal interface connected to the H1 PC.
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            In response, the switch will send an IGMP general query message on the interface that is connected to H1, in this case, Gi0/1. 
            The purpose of this query is to check if there are any other hosts on this interface that are still interested in receiving traffic for the multicast group 239.1.1.1. 
            There are two possible outcomes: If another host is connected to the Gi0/1 interface and is still interested in receiving traffic for the multicast group 239.1.1.1, the switch will disregard the leave group message, and nothing will change. 
            If the switch does not receive a membership report indicating that there are other interested hosts, the CPU will remove the Gi0/1 interface from the CAM table. 
            Since there is still another listener, H2, the switch will not forward the leave group message to the router.
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            As a result, the CAM table is updated to reflect the removal of interface Gi0/1. 
            No messages have been forwarded to the router. 
            A few minutes later, H2 decides to leave the multicast group 239.1.1.1 as well. 
            Therefore, it sends an IGMP leave group message.
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            In the given scenario, after receiving the IGMP leave group message from H2, the switch proceeds as follows: The switch sends an IGMP general query message on the interface connected to H2. 
            However, since there are no remaining listeners for the multicast group 239.1.1.1, the query does not receive any responses. 
            The switch forwards the IGMP leave message to the router, indicating that there are no listeners left for the multicast group 239.1.1.1. 
            This allows the router to stop forwarding traffic to that group. 
            However, there is a potential issue with the approach we have seen so far. 
            It relies on the use of IGMP leave group messages sent by the listeners. 
            This can pose a problem in two situations: When using IGMP version 1, as it does not include any group leave messages. 
            When hosts do not send IGMP leave messages, as sending such messages is not mandatory and some hosts may choose not to do so. 
            To address this challenge, we can leverage the general query/report mechanism. 
            Typically, routers periodically send general query messages, and hosts respond to confirm their ongoing interest in receiving multicast traffic for specific groups. 
            In the depicted network, H1 and H2 are both interested in receiving multicast traffic for the group 239.1.1.1, which corresponds to the MAC address 0100.5e01.0101. 
            Suddenly, the router sends its regular general query message: Unfortunately, since H1 and H2 are not aware of any specific multicast groups to which they should respond, they do not send any IGMP membership reports. 
            As a result, the switch assumes that there are no listeners for the group 239.1.1.1.
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            In the given scenario, when the switch intercepts the IGMP general query from the router, it forwards the query to the CPU and all other interfaces. 
            As a result, the listeners (H1 and H2) respond to the query with their respective membership reports. 
            The switch intercepts these membership reports and forwards them to the CPU. 
            Finally, one of the membership reports is forwarded to the router. 
            It's important to note that because the switch intercepts these IGMP membership reports, the hosts (H1 and H2) do not receive each other's membership reports. 
            This overrides the membership report suppression mechanism described in the IGMP version 2 lesson. 
            This interception is necessary because the switch needs to be aware of all interfaces that require multicast traffic. 
            However, there is one remaining issue to address: a source that only sends multicast traffic.
          

          
             
          

          
            There is a source device that only transmits multicast traffic but does not join any multicast groups. 
            This can pose a challenge for IGMP snooping. 
            To handle this situation, switches with IGMP snooping support typically have a mechanism called "Send Only Source." 
            In this case, the switch monitors the multicast traffic generated by the source and forwards it to all interfaces except the one from which the multicast traffic is received. 
            This ensures that the multicast traffic is delivered to all other interested interfaces, including the hosts (H1 and H2) in this case.
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            In the given scenario, H1 is sending multicast traffic to the destination address 239.1.1.1 without having sent any membership reports. 
            As a result, the switch needs to determine where to forward this traffic. 
            One option is for the switch to flood the multicast traffic to all interfaces, as depicted in the following diagram:
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            In this case, the traffic is broadcasted to all interfaces, which is a common behavior observed in inexpensive switches that lack L3-aware ASICs. 
            However, this approach can lead to unnecessary network congestion and inefficient resource utilization. 
            A more preferable option, especially for switches equipped with L3-aware ASICs, is to forward the multicast traffic only to the interface connected to the router. 
            This approach is illustrated in the following diagram:
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            Here, the traffic is forwarded exclusively to the router interface. 
            Although there are no current recipients interested in the multicast traffic, directing it only to the router interface is a better solution compared to flooding it across all interfaces.
          

          
             
          

          
            
              Configuration:
            
          

          
            To configure IGMP snooping on switches, the following steps are typically involved:
          

          
            Enable IGMP snooping globally on the switch.
          

          
            Enable IGMP snooping on the relevant VLANs.
          

          
            Optionally, configure specific ports as "querier" ports to generate IGMP queries.
          

          
            The exact configuration steps may vary depending on the switch model and operating system. 
            It is recommended to consult the switch documentation or vendor-specific resources for specific configuration guidelines.
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            In the given setup, we have two hosts, one router, and a switch that will utilize IGMP snooping. 
            However, multicast has not been configured yet. 
            Let's examine the current configuration and behavior of the switch: The switch configuration displays the global and VLAN-specific settings for IGMP snooping:
          

          
            SW1#show ip igmp snooping
          

          
            
              Global IGMP Snooping configuration:
            
          

          
            -------------------------------------------
          

          
            IGMP snooping : Enabled
          

          
            IGMPv3 snooping : Not supported
          

          
            Report suppression : Enabled
          

          
            TCN solicit query : Disabled
          

          
            TCN flood query count : 2
          

          
            Robustness variable : 2
          

          
            Last member query count : 2
          

          
            Last member query interval : 1000
          

          
             
          

          
            Vlan 1:
          

          
            --------
          

          
            IGMP snooping : Enabled
          

          
            IGMPv2 immediate leave : Disabled
          

          
            Multicast router learning mode : pim-dvmrp
          

          
            CGMP interoperability mode : IGMP_ONLY
          

          
            Robustness variable : 2
          

          
            Last member query count : 2
          

          
            Last member query interval : 1000
          

          
             
          

          
            From the output, we can see that IGMP snooping is enabled globally. 
            Report suppression is also enabled, meaning that the switch will only forward one membership report from the hosts to the router port. 
            IGMPv2 immediate leave is disabled, indicating that the router will send a membership query on the interface where it receives a leave group message.
          

          
            Next, let's observe how the switch learns about routers on the subnet by enabling debug for this purpose:
          

          
            SW1#debug ip igmp snooping router
          

          
            router debugging is on
          

          
            After enabling multicast on the router and configuring the PIM sparse-mode on the interface, the switch provides the following information:
          

          
            SWITCH1#
          

          
            IGMPSN: router: Received IGMP pak on Vlan 1, port Gi0/1
          

          
            IGMPSN: router: Is not a router port on Vlan 1, port Gi0/1
          

          
            IGMPSN: router: Is not a router port on Vlan 1, port Gi0/1
          

          
            IGMPSN: router: Created router port on Vlan 1, port Gi0/1
          

          
            IGMPSN: router: Learning port: Gi0/1 as rport on Vlan 1
          

          
            The switch receives an IGMP packet on interface GigabitEthernet 0/1 and identifies it as the interface connected to the router. 
            It then proceeds to create a router port for this interface, establishing it as a recognized router port on VLAN 1. 
            Overall, this indicates that the switch has detected the presence of a router and has learned about the router ports in the network. 
            In the given scenario, the following events occur as the hosts join the multicast group and the switch processes the IGMP messages: The switch receives the IGMPv2 report for the multicast group 239.1.1.1 on VLAN 1, port Gi0/2 from Host H1. 
            The switch processes the membership report and adds the interface Gi0/1 to the multicast group 239.1.1.1. 
            The switch also forwards the membership report to Router R1. 
            The switch creates the multicast group entry for 239.1.1.1 and includes the ports Gi0/1 and Gi0/2 as members. 
            Next, Host H2 sends an IGMPv2 report for the same multicast group 239.1.1.1 on VLAN 1, port Gi0/3. 
            The switch receives the IGMPv2 report from H2 and adds the interface Gi0/3 to the multicast group 239.1.1.1. 
            It also forwards the report to Router R1. 
            The switch updates the multicast group entry for 239.1.1.1, including the ports Gi0/1, Gi0/2, and Gi0/3 as members. 
            At this point, the switch successfully learns about the multicast group members and updates the corresponding group entries. 
            The multicast group 239.1.1.1 has three interfaces listed as members: Gi0/1, Gi0/2, and Gi0/3. 
            This indicates that the IGMP snooping on the switch is functioning correctly, and the switch has the necessary information to forward multicast traffic only to the interfaces interested in the specific multicast group. 
            In the given scenario, with the IGMP snooping mechanism in place, the hosts (H1 and H2) are no longer able to see each other's membership reports. 
            Let's examine the debug output and the actions taken by the switch when hosts join and leave the multicast group: Both hosts receive the IGMPv2 query from the switch and set their report delay timers accordingly.
          

          
            Host H1 sends its IGMPv2 report for the multicast group 239.1.1.1 on interface GigabitEthernet 0/1.
          

          
            Host H2 also sends its IGMPv2 report for the same multicast group on interface GigabitEthernet 0/1.
          

          
            The switch intercepts these reports from H1 and H2 but does not forward them to each other.
          

          
            The switch updates its multicast group entry for 239.1.1.1 and adds the respective interfaces (Gi0/1 and Gi0/2) as members of the group. 
            When Host H2 leaves the multicast group by removing the join-group command for 239.1.1.1, the switch receives the leave group message. 
            The switch verifies if any other hosts are still interested in the group by sending a query on interface GigabitEthernet 0/3. 
            Since there is no response, the switch removes the interface from the multicast group entry. 
            Similarly, when Host H1 leaves the group by removing the join-group command, the switch receives the leave group message and performs the same process as in Step 7. 
            As there are no more listeners remaining, the switch deletes the multicast group entry for 239.1.1.1. 
            Note: The debug output does not display the IGMP group leave message forwarded by the switch to Router R1 when Host H2 leaves. 
            However, when Host H1 leaves (the last listener), the switch forwards the leave message to the router. 
            To verify this, you can enable the "debug ip igmp" command on Router R1. 
            Overall, the IGMP snooping mechanism on the switch ensures that multicast traffic is forwarded only to the interfaces interested in the specific multicast group. 
            The switch intercepts the IGMP messages, maintains the group membership information, and updates the multicast group entries accordingly. 
            In conclusion, the provided configuration sets up a network scenario with a router (R1), two hosts (H1 and H2), and a switch (SW1) utilizing IGMP snooping. 
            Here's a summary of the configuration for each device:
          

          
            
              Router R1:
            
          

          
            Enabled multicast routing with the "ip multicast-routing" command.
          

          
            Configured interface GigabitEthernet0/1 with an IP address of 192.168.1.254/24.
          

          
            Enabled PIM sparse mode on the interface for multicast routing.
          

          
            
              Host H1:
            
          

          
            Configured hostname as H1.
          

          
            Configured interface GigabitEthernet0/1 with an IP address of 192.168.1.1/24.
          

          
            Joined the multicast group 239.1.1.1 using the "ip igmp join-group" command.
          

          
            
              Host H2:
            
          

          
            Configured hostname as H2.
          

          
            Configured interface GigabitEthernet0/1 with an IP address of 192.168.1.2/24.
          

          
            Joined the multicast group 239.1.1.1 using the "ip igmp join-group" command.
          

          
            
              Switch SW1:
            
          

          
            Configured hostname as SW1.
          

          
            Configured interfaces GigabitEthernet0/1, GigabitEthernet0/2, and GigabitEthernet0/3 as access ports with spanning-tree portfast enabled. 
            IGMP snooping is enabled by default on Cisco Catalyst switches, and in this setup, there is no additional configuration required for IGMP snooping. 
            The switch will automatically process IGMP messages and manage multicast traffic efficiently. 
            Overall, IGMP snooping is a valuable feature that enhances multicast traffic management by forwarding traffic only to interfaces that have active group memberships, resulting in improved network efficiency.
          

          
            
              IGMP Snooping without L3 device:
            
          

          
            In the lesson on IGMP snooping, we observed that switches listen to IGMP messages to determine the interfaces on which they should forward multicast traffic. 
            If IGMP snooping is not enabled, switches will treat multicast traffic as broadcast traffic and flood it across all interfaces. 
            IGMP snooping is effective but requires the presence of a multicast router in the network. 
            However, when implementing it in a simple network with a single VLAN and multiple switches, two potential issues may arise:
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            Multicast traffic is flooded to all interfaces. 
            Some receivers do not receive any multicast traffic.
          

          
            In this lesson, I will explain why IGMP snooping relies on a multicast router, the consequences of not having one, and how to resolve these issues. 
            To illustrate this, let's consider an example topology with a multicast-enabled router (R1), receivers (H1 and H2), a source (S1), and two switches with default VLAN 1, where IGMP snooping is enabled by default.
          

          
            To ensure that IGMP snooping is enabled on both switches, you can use the following commands:
          

          
             
          

          
            
              On Switch SW1:
            
          

          
            SW1#show ip igmp snooping | include snoop
          

          
            IGMP snooping : Enabled
          

          
            
              On Switch SW2:
            
          

          
            SW2#show ip igmp snooping | include snoop
          

          
            IGMP snooping : Enabled
          

          
            To verify that both switches have learned the multicast router through its general queries, use the following commands:
          

          
            
              On Switch SW1:
            
          

          
            SW1#show ip igmp snooping querier
          

          
            Vlan IP Address IGMP Version Port
          

          
            -------------------------------------------------------------
          

          
            1 192.168.1.254 v2 Fa0/1
          

          
            On Switch SW2:
          

          
            SW2#show ip igmp snooping querier
          

          
            Vlan IP Address IGMP Version Port
          

          
            -------------------------------------------------------------
          

          
            1 192.168.1.254 v2 Fa0/24
          

          
            If the output shows the IP address of the multicast router (R1) and the corresponding VLAN and port, then everything is configured correctly.
          

          
            Next, you can enable some debugs on the switches and hosts to monitor the activity:
          

          
            
              On Switch SW1:
            
          

          
            SW1#debug ip igmp snooping 239.1.1.1
          

          
            
              On Switch SW2:
            
          

          
            SW2#debug ip igmp snooping 239.1.1.1
          

          
            
              On host H1:
            
          

          
            H1#debug ip igmp
          

          
            
              On host H2:
            
          

          
            H2#debug ip igmp
          

          
            This will allow you to see the internal workings of IGMP snooping.
          

          
            To configure H1 to join the multicast group 239.1.1.1, use the following commands on H1:
          

          
            H1(config)#interface FastEthernet 0/0
          

          
            H1(config-if)#ip igmp join-group 239.1.1.1
          

          
            You should see a membership report being generated on H1:
          

          
            H1#
          

          
            IGMP(0): WAVL Insert group: 239.1.1.1 interface: FastEthernet0/0Successful
          

          
            IGMP(0): Send v2 Report for 239.1.1.1 on FastEthernet0/0
          

          
            IGMP(0): Received v2 Query on FastEthernet0/0 from 192.168.1.254
          

          
            IGMP(0): Set report delay time to 2.2 seconds for 239.1.1.1 on FastEthernet0/0
          

          
            IGMP(0): Send v2 Report for 239.1.1.1 on FastEthernet0/0
          

          
            On SW1, you will see that it receives the membership report from H1 and adds the corresponding interface (FastEthernet0/3) for forwarding multicast traffic:
          

          
            SW1#
          

          
            IGMPSN: group: Received IGMPv2 report for group 239.1.1.1 received on Vlan 1, port Fa0/3
          

          
            L2MM: Add member: gda:0100.5e01.0101, adding Fa0/1
          

          
            IGMPSN: mgt: added port Fa0/1 on gce 0100.5e01.0101, Vlan 1
          

          
            IGMPSN: group: Created group 239.1.1.1
          

          
            IGMPSN: Add v2 group 239.1.1.1 member port Fa0/3, on Vlan 1
          

          
            L2MM: Add member: gda:0100.5e01.0101, adding Fa0/3
          

          
            IGMPSN: mgt: added port Fa0/3 on gce 0100.5e01.0101, Vlan 1
          

          
            IGMPSN: group: Added port Fa0/3 to group 239.1.1.1
          

          
            IGMPSN: group: Forwarding 239.1.1.1 report to router ports
          

          
            Similarly, configure H2 to join the same multicast group (239.1.1.1) using the following commands on H2:
          

          
            H2(config)#interface FastEthernet 0/1
          

          
            H2(config-if)#ip igmp join-group 239.1.1.1
          

          
            On SW2, you will observe a similar process where it receives the membership report from H2 and adds the corresponding interface (FastEthernet0/4) for forwarding multicast traffic:
          

          
            SW2#
          

          
            IGMPSN: group: Received IGMPv2 report for group 239.1.1.1 received on Vlan 1, port Fa0/4
          

          
            L2MM: Add member: gda:0100.5e01.0101, adding Fa0/24
          

          
            IGMPSN: mgt: added port Fa0/24 on gce 0100.5e01.0101, Vlan 1
          

          
            IGMPSN: group: Created group 239.1.1.1
          

          
            IGMPSN: Add v2 group 239.1.1.1 member port Fa0/4, on Vlan 1
          

          
            L2MM: Add member: gda:0100.5e01.0101, adding Fa0/4
          

          
            IGMPSN: mgt: added port Fa0/4 on gce 0100.5e01.0101, Vlan 1
          

          
            IGMPSN: group: Added port Fa0/4 to group 239.1.1.1
          

          
            IGMPSN: group: Forwarding 239.1.1.1 report to router ports
          

          
            When SW1 receives the forwarded membership report from SW2, it updates its membership and forwards the report to the router port:
          

          
            SW1#
          

          
            IGMPSN: group: Received IGMPv2 report for group 239.1.1.1 received on Vlan 1, port Fa0/24
          

          
            IGMPSN: Add v2 group 239.1.1.1 member port Fa0/24, on Vlan 1
          

          
            L2MM: Add member: gda:0100.5e01.0101, adding Fa0/24
          

          
            IGMPSN: mgt: added port Fa0/24 on gce 0100.5e01.0101, Vlan 1
          

          
            IGMPSN: group: Added port Fa0/24 to group 239.1.1.1
          

          
            IGMPSN: group: Forwarding 239.1.1.1 report to router ports
          

          
            You can use the show ip igmp snooping groups command to verify the interfaces where traffic from multicast group 239.1.1.1 is being forwarded on both switches:
          

          
            
              On Switch SW1:
            
          

          
            SW1#show ip igmp snooping groups
          

          
            Vlan Group Type Version Port List
          

          
            -----------------------------------------------------------------------
          

          
            1 224.0.1.40 igmp v2 Fa0/1
          

          
            1 239.1.1.1 igmp v2 Fa0/1, Fa0/3, Fa0/24
          

        

      

    

  
    
      
        
          
            Example without Router
          

          
            When there is no multicast router in the network, the switches will not have information about any router ports. 
            In this scenario, let's see what happens when we configure the hosts to leave and rejoin the multicast group.
          

          
            
              [image: ]
            
            On H1, we use the following commands to leave and rejoin the multicast group 239.1.1.1:
          

          
            H1(config)#interface FastEthernet 0/0
          

          
            H1(config-if)#no ip igmp join-group 239.1.1.1
          

          
            H1(config-if)#ip igmp join-group 239.1.1.1
          

          
            On H2, we use the following commands:
          

          
            H2(config)#interface FastEthernet 0/1
          

          
            H2(config-if)#no ip igmp join-group 239.1.1.1
          

          
            H2(config-if)#ip igmp join-group 239.1.1.1
          

          
            In the debug output on SW1, you will observe the following:
          

          
            
              SW1#
            
          

          
            IGMPSN: group: Received IGMPv2 report for group 239.1.1.1 received on Vlan 1, port Fa0/3
          

          
            IGMPSN: No mroute detected: Drop IGMPv2 report for group 239.1.1.1 received on Vlan 1, port Fa0/3
          

          
            Similarly, on SW2, you will see:
          

          
            
              SW2#
            
          

          
            IGMPSN: group: Received IGMPv2 report for group 239.1.1.1 received on Vlan 1, port Fa0/4
          

          
            IGMPSN: No mroute detected: Drop IGMPv2 report for group 239.1.1.1 received on Vlan 1, port Fa0/4
          

          
            The switches do not detect any multicast routes since there is no multicast router in the network. 
            As a result, they decide to drop the membership reports received from the hosts.
          

          
            However, if you try pinging the multicast group 239.1.1.1 from the source (S1), you will still receive replies, indicating that the pings are successful. 
            The problem in this scenario is that the switches now treat multicast traffic as broadcast traffic and flood it to all interfaces, which can lead to unnecessary network congestion.
          

          
            To solve the issue of not having a multicast router in the network, we can implement one of the following solutions:
          

          
            
              Solution 1: 
            
            
              IGMP snooping querier.
            
          

          
            By enabling the IGMP snooping querier feature on one of the switches, we can make it act as a querier, simulating the role of a multicast router. 
            Here's how it can be done: On switch SW1, configure an IP address on the VLAN interface (VLAN 1 in this case) and enable the IGMP snooping querier:
          

          
            SW1(config)#interface vlan 1
          

          
            SW1(config-if)#ip address 192.168.1.253 255.255.255.0
          

          
            SW1(config)#ip igmp snooping querier
          

          
             
          

          
            In the debug output, you will see that SW1 generates a general query and learns the multicast router port:
          

          
            SW1#
          

          
            IGMPQR: vlan_id 1: leaving Disabled state and entering Querier state
          

          
            IGMPQR: vlan_id 1: timer GQ_PIM Timer expired in Querier state
          

          
            IGMPQR: vlan 1: GQ with src addr 192.168.1.253 sent
          

          
            IGMPSN: group: Received IGMPv2 report for group 239.1.1.1 received on Vlan 1, port Fa0/24
          

          
            IGMPSN: group: Created group 239.1.1.1
          

          
            IGMPSN: Add v2 group 239.1.1.1 member port Fa0/24, on Vlan 1
          

          
            L2MM: Add member: gda:0100.5e01.0101, adding Fa0/24
          

          
            IGMPSN: mgt: added port Fa0/24 on gce 0100.5e01.0101, Vlan 1
          

          
            IGMPSN: group: Added port Fa0/24 to group 239.1.1.1
          

          
            IGMPSN: group: Forwarding 239.1.1.1 report to router ports
          

          
            IGMPSN: group: Received IGMPv2 report for group 239.1.1.1 received on Vlan 1, port Fa0/3
          

          
            IGMPSN: Add v2 group 239.1.1.1 member port Fa0/3, on Vlan 1
          

          
            L2MM: Add member: gda:0100.5e01.0101, adding Fa0/3
          

          
            IGMPSN: mgt: added port Fa0/3 on gce 0100.5e01.0101, Vlan 1
          

          
            IGMPSN: group: Added port Fa0/3 to group 239.1.1.1
          

          
             
          

          
            On switch SW2, you will observe that it learns the router port (FastEthernet0/24) and forwards the membership report on that interface:
          

          
            SW2#
          

          
            IGMPSN: group: Received IGMPv2 report for group 239.1.1.1 received on Vlan 1, port Fa0/4
          

          
            L2MM: Add member: gda:0100.5e01.0101, adding Fa0/24
          

          
            IGMPSN: mgt: added port Fa0/24 on gce 0100.5e01.0101, Vlan 1
          

          
            IGMPSN: group: Created group 239.1.1.1
          

          
            IGMPSN: Add v2 group 239.1.1.1 member port Fa0/4, on Vlan 1
          

          
            L2MM: Add member: gda:0100.5e01.0101, adding Fa0/4
          

          
            IGMPSN: mgt: added port Fa0/4 on gce 0100.5e01.0101, Vlan 1
          

          
            IGMPSN: group: Added port Fa0/4 to group 239.1.1.1
          

          
            IGMPSN: group: Forwarding 239.1.1.1 report to router ports
          

          
            With this solution, the switch acting as the querier becomes the multicast router for the network, allowing the proper functioning of IGMP snooping. 
            It's important to note that the querier should have a higher IP address than the other switches in the network.
          

          
             
          

        

      

    

  
    
      
        
          
            Solution 2: PIM onSwitch Virtual interface
          

          
            Indeed, using the show command can confirm the successful implementation of the solutions:
          

          
            On switch SW1, you can use the show ip igmp snooping querier command to verify the querier information:
          

          
            SW1#show ip igmp snooping querier
          

          
            Vlan IP Address IGMP Version Port
          

          
            -------------------------------------------------------------
          

          
            1 192.168.1.253 v2 Switch
          

          
            On SW2, you will see the following:
          

          
            SW2#show ip igmp snooping querier
          

          
            Vlan IP Address IGMP Version Port
          

          
            -------------------------------------------------------------
          

          
            1 192.168.1.253 v2 Fa0/24
          

          
            The output confirms that SW1 is acting as the querier, and its IP address is associated with the querier role.
          

          
            To verify the interfaces where traffic for the multicast group 239.1.1.1 is being forwarded, you can use the show ip igmp snooping groups command:
          

          
            
              On switch SW1:
            
          

          
            SW1#show ip igmp snooping groups
          

          
            Vlan Group Type Version Port List
          

          
            -----------------------------------------------------------------------
          

          
            1 239.1.1.1 igmp v2 Fa0/3, Fa0/24
          

          
            On switch SW2:
          

          
            SW2#show ip igmp snooping groups
          

          
            Vlan Group Type Version Port List
          

          
            -----------------------------------------------------------------------
          

          
            1 239.1.1.1 igmp v2 Fa0/4, Fa0/24
          

          
            The output confirms that both switches have learned the appropriate interfaces (Fa0/3, Fa0/24 on SW1 and Fa0/4, Fa0/24 on SW2) to forward traffic destined for the multicast group 239.1.1.1.
          

          
            In this way, the multicast traffic is properly forwarded within the VLAN, even without a multicast router present, ensuring the correct functioning of multicast communication.
          

          
            
              Solution 3: Static mrouter port
            
          

          
            In cases where you don't want SW2 to dynamically learn the mrouter port, you can configure a static entry instead. 
            This provides more control over the mrouter port selection.
          

          
            First, remove the PIM configuration on SW1:
          

          
            SW1(config)#interface Vlan 1
          

          
            SW1(config-if)#no ip pim sparse-mode
          

          
            Next, configure the static mrouter port on SW2 using the following command:
          

          
            SW2(config)#ip igmp snooping vlan 1 mrouter interface FastEthernet 0/24
          

          
            This command specifies that FastEthernet 0/24 should be used as the mrouter port. 
            SW2 will forward membership reports received on this interface. 
            You can verify the static mrouter port configuration using the show ip igmp snooping mrouter command:
          

          
            SW2#show ip igmp snooping mrouter
          

          
            Vlan ports
          

          
            ---- -----
          

          
            1 Fa0/24(static)
          

          
            To test the configuration, you can make H2 leave and rejoin the multicast group:H2(config)#interface FastEthernet 0/1
          

          
            H2(config-if)#no ip igmp join-group 239.1.1.1
          

          
            H2(config-if)#ip igmp join-group 239.1.1.1
          

          
            In the debug output on SW2, you will observe the forwarding of the membership report to SW1:
          

          
            SW2#
          

          
            IGMPSN: group: Received IGMPv2 report for group 239.1.1.1 received on Vlan 1, port Fa0/4
          

          
            L2MM: Add member: gda:0100.5e01.0101, adding Fa0/24
          

          
            IGMPSN: mgt: added port Fa0/24 on gce 0100.5e01.0101, Vlan 1
          

          
            IGMPSN: group: Created group 239.1.1.1
          

          
            IGMPSN: Add v2 group 239.1.1.1 member port Fa0/4, on Vlan 1
          

          
            L2MM: Add member: gda:0100.5e01.0101, adding Fa0/4
          

          
            IGMPSN: mgt: added port Fa0/4 on gce 0100.5e01.0101, Vlan 1
          

          
            IGMPSN: group: Added port Fa0/4 to group 239.1.1.1
          

          
            IGMPSN: group: Forwarding 239.1.1.1 report to router ports
          

          
            This solution allows SW2 to forward the membership report to SW1, enabling SW1 to learn that it should forward multicast traffic to SW2. 
            However, it's important to note that this solution is not very scalable and may become complex to manage in larger networks. 
            Consider it as an option for specific scenarios where you require precise control over the mrouter port selection.
          

          
            
              Solution 4: Static multicast entry
            
          

          
            In this solution, you can manually configure the switches to specify where multicast traffic should be forwarded. 
            This involves creating static entries in the MAC address table. 
            First, remove the previously configured command:
          

          
            SW2(config)#no ip igmp snooping vlan 1 mrouter interface FastEthernet 0/24
          

          
            Next, create static multicast entries in the MAC address table on each switch. 
            Use the following commands:
          

          
            
              On switch SW1:
            
          

          
            SW1(config)#mac address-table static 0100.5e01.0101 vlan 1 interface FastEthernet 0/3 FastEthernet 0/24
          

          
            
              On switch SW2:
            
          

          
            SW2(config)#mac address-table static 0100.5e01.0101 vlan 1 interface FastEthernet 0/4
          

          
            The MAC address 0100.5e01.0101 matches the multicast group address 239.1.1.1. 
            SW1 will forward multicast traffic for this group on its FastEthernet 0/3 and 0/24 interfaces, while SW2 will forward it on its FastEthernet 0/4 interface.
          

          
            You can verify the static multicast entries by checking the MAC address table:
          

          
            SW1#show mac address-table multicast
          

          
            Vlan Mac Address Type Ports
          

          
            ---- ----------- ---- -----
          

          
            1 0100.5e01.0101 USER Fa0/3 Fa0/24
          

          
            SW2#show mac address-table multicast
          

          
            Vlan Mac Address Type Ports
          

          
            ---- ----------- ---- -----
          

          
            1 0100.5e01.0101 USER Fa0/4
          

          
            Although this solution can work, it is not scalable. 
            Each switch would require manual configuration of static multicast entries. 
            This approach is suitable for specific scenarios where you have precise control over the multicast traffic forwarding.
          

          
            
              Alternative solution: Disable IGMP snooping
            
          

          
            As a last resort, if you don't have a multicast router and the previous solutions are not feasible, you can disable IGMP snooping on the switches. 
            This treats multicast traffic like broadcast traffic, causing it to be flooded to all ports.
          

          
            To disable IGMP snooping, use the following commands on each switch:
          

          
            SW1(config)#no ip igmp snooping
          

          
            SW2(config)#no ip igmp snooping
          

          
            It's important to note that disabling IGMP snooping should be considered as a last option, as it can lead to increased network traffic and potential inefficiencies in the handling of multicast traffic.
          

          
            
              Conclusion
            
          

          
            In conclusion, you have explored various solutions to address the lack of a multicast router in the network. 
            Enabling the IGMP snooping querier (solution 1) is generally the recommended approach as it allows switches to dynamically learn the multicast router port. 
            However, for specific scenarios, other solutions such as static mrouter ports or static multicast entries can be considered. 
            Disabling IGMP snooping altogether should be a last resort.
          

          
            
              What is Cisco Group Management Protocol (CGMP)?
            
          

          
            In the given scenario, there is a problem with Layer 2 multicast traffic. 
            When a server streams multicast traffic to a destination with a multicast MAC address (0100.5e01.0101), the switch in the network doesn't have any prior knowledge of this MAC address because it has never been used as a source address. 
            As a result, the switch floods the multicast frames to all ports, which can cause inefficient network behavior.
          

          
            
              [image: ]
            
            To address this issue, two solutions exist: IGMP snooping and CGMP (Cisco Group Management Protocol). 
            While IGMP snooping is the more widely adopted solution, we'll focus on CGMP in this lesson. 
            CGMP was developed by Cisco in the 1990s as an alternative approach to handle Layer 2 multicast traffic. 
            The idea behind CGMP is to leverage the knowledge of multicast group states held by multicast routers. 
            Multicast routers receive IGMP membership reports from receivers, enabling them to understand which devices are interested in receiving multicast traffic for specific groups. 
            CGMP takes advantage of this information sharing between routers and switches. 
            Since Layer 2 switches don't have visibility into IP addresses, the multicast router communicates MAC addresses associated with receivers and multicast groups to the switch. 
            This information allows the switch to update its Content-Addressable Memory (CAM) table entries, which determines the forwarding behavior of multicast traffic. 
            By updating the CAM table, the switch ensures that multicast traffic is only forwarded to the interfaces where interested receivers are located. 
            CGMP is a simple protocol where routers generate CGMP messages, and switches listen and act upon these messages. 
            CGMP messages use a well-known destination MAC address (0100.0cdd.dddd), which allows switches to flood these messages to all ports so that all switches in the network can receive them. 
            The key elements in a CGMP message are the Group Destination Address (GDA) and the Unicast Source Address (USA). 
            The GDA represents the multicast group MAC address, while the USA corresponds to the MAC address of the host (receiver) interested in receiving the multicast traffic. 
            These addresses play a crucial role in facilitating the exchange of multicast information between routers and switches. 
            In summary, CGMP is a protocol that allows routers to share MAC address information of receivers and multicast groups with switches. 
            By updating the CAM table entries based on this information, switches can efficiently forward multicast traffic only to the interfaces where interested receivers are located.
          

          
            
              What is CGMP Process?
            
          

          
            Let’s dive deeper into the operation of CGMP. 
            When CGMP is enabled on a router, it initiates the transmission of CGMP messages. 
            These messages have a Group Destination Address (GDA) set to zero and a Unicast Source Address (USA) set to the MAC address of the router itself. 
            The purpose of this initial CGMP message is to inform the switch that there is a multicast router present on the interface where the CGMP message is received. 
            This message is repeated every 60 seconds to ensure continuous communication.
          

          
            To illustrate this process, let’s consider the following topology:
          

          
            +-----+
          

          
            | R1 |
          

          
            +-----+
          

          
            |
          

          
            +----+----+
          

          
            | |
          

          
            +--+ H1 +--+ H2
          

          
            
              [image: ]
            
            In this topology, we have a router (R1) and two hosts (H1 and H2). 
            Each device is assigned an IP address and a MAC address. 
            The multicast group address we will use is 239.1.1.1, which corresponds to the MAC address 0100.5e01.0101.
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            To demonstrate CGMP, we need a router that supports CGMP. 
            Unfortunately, I don't have switches that support CGMP, so I won't be able to show you the switch's output. 
            However, since CGMP messages are only produced by the router, we can still observe the behavior.
          

          
            First, let's enable the debug command to view the CGMP messages:
          

          
            R1#debug ip cgmp
          

          
            CGMP debugging is on
          

          
            This will allow us to see the CGMP messages in action. 
            Now, let's configure multicast routing and enable CGMP on the router:
          

          
            R1(config)#ip multicast-routing
          

          
            R1(config)#interface FastEthernet 0/0
          

          
            R1(config-if)#ip pim dense-mode
          

          
            R1(config-if)#ip cgmp
          

          
            Note that PIM is enabled as well because the router needs to process IGMP traffic. 
            By enabling CGMP, we trigger the transmission of CGMP messages. 
            As soon as you enable CGMP, you will observe the following debug output:
          

          
            R1#
          

          
            CGMP: Sending self Join on FastEthernet0/0
          

          
            GDA 0000.0000.0000, USA 1234.1234.ffff
          

          
            In the debug output, you can see that the router is announcing itself as a multicast router. 
            The GDA is set to zero, indicating that it is a self-join message. 
            The USA field contains the MAC address of our router. 
            This is how the CGMP message is structured and sent to inform the switch about the presence of a multicast router on the interface. 
            It allows the switch to learn and update its forwarding behavior for multicast traffic. 
            Although I cannot provide the output from the switch, it is important to note that switches receiving CGMP messages will take action based on them, updating their MAC address tables and forwarding multicast traffic appropriately.
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            In the previous explanation, we observed that the destination MAC address of CGMP messages is set to the CGMP address (01:00:0c:dd:dd:dd). 
            Additionally, the GDA (Group Destination Address) and USA (Unicast Source Address) are included in the message.
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            Now, let's observe how CGMP operates when a host wants to join a multicast group. 
            When a host sends an IGMP membership report (join) to indicate its desire to join a multicast group, the router with CGMP enabled analyzes both the Layer 3 (IP) addresses and the Layer 2 (MAC) addresses of the IGMP message. 
            Based on this information, the router will generate a CGMP message to communicate with the switch.
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            To demonstrate this, let's configure H1 to join the multicast group 239.1.1.1:
          

          
            H1(config)#interface FastEthernet 0/0
          

          
            H1(config-if)#ip igmp join-group 239.1.1.1
          

          
            As soon as H1 joins the multicast group, R1 (the router) will display the following debug message:
          

          
            R1#
          

          
            CGMP: Received IGMP Report on FastEthernet0/0
          

          
            from 192.168.1.1 for 239.1.1.1
          

          
            CGMP: Sending Join on FastEthernet0/0
          

          
            GDA 0100.5e01.0101, USA 1234.1234.aaaa
          

          
            In the debug output, we can observe that R1 receives the IGMP report from H1, indicating its intention to join the multicast group 239.1.1.1. 
            Subsequently, R1 generates a CGMP message and sends it out on the interface FastEthernet0/0. 
            The GDA field of the CGMP message is set to the MAC address of the multicast group (0100.5e01.0101), and the USA field is set to the MAC address of H1 (1234.1234.aaaa). 
            This CGMP message allows the router to inform the switch about the multicast group and the host that wants to join it. 
            The switch will then update its MAC address table accordingly and ensure that multicast traffic is only forwarded to the appropriate interfaces.
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            By analyzing both the Layer 3 and Layer 2 addresses, CGMP enables efficient multicast traffic forwarding in Layer 2 networks. 
            In the context of IGMP and CGMP, it's important to note the behavior of the IGMP membership report when a host leaves a multicast group. 
            When a host wants to leave a multicast group, it sends an IGMP membership report (leave) packet. 
            This leave packet is sourced from the MAC address of the host but sent to the "all multicast routers" address (224.0.0.2) rather than the multicast group address.
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            In the case of CGMP, the router needs to inform the switch about the host's departure from a particular multicast group. 
            It does so by sending a CGMP leave message. 
            However, the router doesn't have direct knowledge of the MAC address of the multicast group. 
            To address this, the router examines the membership report and extracts the multicast group address. 
            It then calculates the corresponding MAC address for the multicast group and enters it as the GDA (Group Destination Address) in the CGMP leave message. 
            The source MAC address of the host from the IGMP membership report is copied to the USA (Unicast Source Address) field of the CGMP leave message. 
            However, it's worth noting that the behavior of CGMP leave messages may vary depending on the router platform and IOS version. 
            In some cases, the router may not generate CGMP leave messages when a host leaves a multicast group. 
            This behavior might explain why you didn't observe CGMP leave messages in your testing. 
            When the last host leaves a multicast group, there are no more receivers for that group. 
            The host sends an IGMP membership report (leave), and the router responds by sending an IGMP membership query for the multicast group to check if there are any remaining listeners. 
            If no responses are received, indicating no listeners, the router will then send a CGMP leave message. 
            In this case, the GDA field of the CGMP leave message is set to the MAC address of the multicast group, and the USA field will be empty. 
            Upon receiving the CGMP leave message, the switch recognizes that there are no more listeners for the group and removes the corresponding entry from its CAM table. 
            This ensures that multicast traffic for that group is no longer forwarded unnecessarily. 
            It's important to keep in mind that the behavior and support for CGMP leave messages may vary depending on the specific router platform and software version being used.
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            In summary, CGMP (Cisco Group Management Protocol) is a protocol developed by Cisco as an alternative to IGMP snooping for managing multicast traffic on Layer 2 networks. 
            Here's a summary of what we've covered: Multicast on Layer 2 networks can be challenging because switches don't learn the destination MAC addresses of multicast group addresses. 
            This poses a problem when forwarding multicast traffic. 
            CGMP addresses this issue by allowing the router to provide information to the switch about multicast group addresses and their corresponding interfaces. 
            CGMP operates by using CGMP messages, which are only produced by routers. 
            The switch listens to these messages and acts upon them. 
            CGMP messages include the Group Destination Address (GDA) and the Unicast Source Address (USA). 
            The GDA represents the multicast group's MAC address, while the USA represents the MAC address of the host or router interface.
          

          
            There are six types of CGMP messages:
          

          
            a. 
            Join: Indicates that a host wants to join a multicast group. 
            The router sends this message to the switch to inform it to add the USA interface to the multicast group.
          

          
            b. 
            Leave: Indicates that a host wants to leave a multicast group. 
            The router sends this message to the switch to inform it to remove the USA interface from the multicast group.
          

          
            c. 
            Join: Sent by the router with GDA set to zero and USA set to the router's MAC address. 
            This message helps the switch learn which interface is connected to the CGMP router.
          

          
            d. 
            Leave: Sent by the router with GDA set to zero and USA set to the router's MAC address. 
            This message helps the switch learn that the router has stopped using CGMP.
          

          
            e. 
            Leave: Sent by the router with GDA set to the multicast group's MAC address and USA set to zero. 
            This message instructs the switch to remove the multicast group from its CAM table.
          

          
            f. 
            Leave: Sent by the router with both GDA and USA set to zero. 
            This message instructs the switch to remove all multicast groups from its CAM table. 
            CGMP was designed as an early solution to manage multicast traffic on Layer 2 networks. 
            However, it has largely been replaced by more advanced protocols such as IGMP snooping, which is more efficient and widely supported.
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