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            This eBook is based on multicast ip routing that has been collected from different sources. 
            For more information about this. 
            Kindly write to ummedsingh7427@gmail.com. 
            I will happy to help you.
          

          
             
          

          
            This eBook is a guide and serves as a first guide. 
            In addition, please get expert advice or you can write to ummedsingh7427@gmail.com for any query, we will be happy to help you. 
            This book has been written on the advice of many experts and sources who have good command over routing and switching. 
            They are listed at the end of this book.
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            In addition, please get expert advice by writing an email to ummedsingh7427@gmail.com. 
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            All rights reserved, including the right to reproduce this book or portions thereof in any form whatsoever. 
            For any query reach out to the author through email.
          

          
             
          

        

      

    

  
    
      
        
          
            Multicast IP Addresses Overview
          

          
            Multicast IP addresses differ from unicast IP addresses in that they represent a group of receivers rather than a single network device. 
            The Internet Assigned Numbers Authority (IANA) has reserved the class D range (224.0.0.0 through 239.255.255.255) specifically for multicast purposes.
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            Within this range, certain addresses are reserved for specific uses and cannot be utilized for custom applications. 
            For example, the range 224.0.0.0 - 224.0.0.255 is reserved by IANA for network protocols. 
            Multicast IP packets within this range are not forwarded by routers between subnets. 
            Here is an overview of some of the reserved link-local multicast addresses, many of which you may recognize:
          

          
            224.0.0.1: All Hosts
          

          
            224.0.0.2: All Multicast Routers
          

          
            224.0.0.3: Unassigned
          

          
            224.0.0.4: DVMRP Routers
          

          
            224.0.0.5: OSPF Routers
          

          
            224.0.0.6: OSPF DR/BDR Router
          

          
            224.0.0.7: ST Routers
          

          
            224.0.0.8: ST Hosts
          

          
            224.0.0.9: RIPv2 Routers
          

          
            224.0.0.10: EIGRP Routers
          

          
            224.0.0.11: Mobile Agents
          

          
            224.0.0.12: DHCP Server / Relay
          

          
            224.0.0.13: All PIM Routers
          

          
            224.0.0.14: RSVP Encapsulation
          

          
            224.0.0.15: All CBT Routers
          

          
            224.0.0.16: Designated SBM
          

          
            224.0.0.17: All SBMS
          

          
            224.0.0.18: VRRP
          

          
            224.0.0.19 - 255: Unassigned
          

          
             
          

          
            Additionally, the 224.0.1.0/24 range has been reserved by IANA for certain applications. 
            Unlike the 224.0.0.0/24 range, addresses within the 224.0.1.0/24 range can be routed. 
            Here is an overview of some addresses in this range:
          

          
            224.0.1.0: VMTP Managers Group
          

          
            224.0.1.1: NTP
          

          
            224.0.1.2: SGI-Dogfight
          

          
            224.0.1.3: Rwhod
          

          
            224.0.1.6: NSS
          

          
            224.0.1.8: SUN NIS+
          

          
            224.0.1.20: Any Private Experiment
          

          
            224.0.1.21: DVMRP on MOSPF
          

          
            224.0.1.32: Mtrace
          

          
            224.0.1.33: RSVP-encap-1
          

          
            224.0.1.34: RSVP-encap-2
          

          
            224.0.1.39: Cisco-RP-Announce
          

          
            224.0.1.40: Cisco-RP-Discovery
          

          
            224.0.1.52: Mbone-VCR-Directory
          

          
            224.0.1.78: Tibco Multicast 1
          

          
            224.0.1.79: Tibco Multicast 2
          

          
            224.0.1.80 - 224.0.1.255: Unassigned
          

          
             
          

          
            To ensure compliance, avoid using the 224.0.0.0/24 and 224.0.1.0/24 ranges. 
            Instead, for multicast on local networks, you can safely
          

          
            utilize the 239.0.0.0/8 range, which includes all addresses from 239.0.0.0 to 239.255.255.255.
          

          
             
          

          
            
              Mapping Multicast IP Addresses to MAC Addresses
            
          

          
            In order to establish communication between multicast IP addresses and MAC addresses at Layer 2, specific procedures are followed. 
            Let's explore an example of a MAC address:
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            MAC Broadcast Multicast Bit:
          

          
            The MAC address example above illustrates the structure. 
            The first octet of the MAC address designates a bit reserved for broadcast or multicast traffic. 
            When dealing with unicast traffic, this bit is set to 0. 
            However, for broadcast or multicast traffic, it is set to 1.
          

          
             
          

          
            At Layer 3, the Internet Assigned Numbers Authority (IANA) has allocated the range of class D addresses (224.0.0.0 – 239.255.255.255) specifically for multicast IP addresses. 
            But what about Layer 2? 
            Which MAC addresses are used for multicast traffic?
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            At Layer 2, a reserved prefix is also used for multicast traffic. 
            The 24-bit MAC address prefix 01-00-5E is exclusively designated for Layer 2 multicast. 
            Unfortunately, only half of this 24-bit prefix can be utilized for multicast, leaving us with only 23 bits of MAC address space for multicast purposes. 
            Here's a visual representation:
          

          
             
          

          
            Illustration of Multicast MAC Address (23-bit):
          

          
            As depicted, the first 3 octets are fixed as 01-00-5E, representing the reserved range. 
            This leaves us with 8+8+8 = 24 bits to utilize. 
            However, since only half of this 24-bit space is available for multicast, we are limited to using 23 bits. 
            Now, you might wonder why only 23 bits are usable. 
            The reason behind having only 23 bits available goes back to a story from the 1990s when Steve Deering was conducting his research on IP multicast. 
            He requested the Institute of Electrical and Electronics Engineers (IEEE) to assign 16 Organizational Unique Identifiers (OUIs) for IP multicast MAC addresses. 
            Each OUI consists of 24 bits of address space, so having 16 x 24 bits would have provided enough MAC addresses for a one-to-one mapping between multicast IP addresses and multicast MAC addresses. 
            However, each OUI cost $1000, and Steve's manager did not want to spend $16,000 for MAC address space. 
            Consequently, Steve's manager purchased a single OUI (24 bits) and allocated half of the space (23 bits) to Steve for his multicast research. 
            Now, let's understand the significance of this:
          

          
             
          

          
            Importance of 28 Unique Bits in Multicast IP Addresses:
          

          
            In the example above, an IP address is shown with 32 bits. 
            Similarly, a multicast IP address also comprises 32 bits, but the first 4 bits are always fixed as "1110" because they correspond to the range 224.0.0.0 – 239.255.255.255. 
            Thus, each multicast IP address has 28 bits that can be uniquely assigned. 
            When attempting to map a 28-bit multicast IP address to a 23-bit multicast MAC address, we encounter a challenge. 
            Five bits of mapping information are missing:
          

          
             
          

          
            
              Mapping Multicast IP to MAC:
            
          

          
            This indicates that multiple multicast IP addresses need to be mapped to the same multicast MAC address. 
            We do not have enough MAC addresses to assign a unique MAC address to each multicast IP address. 
            Since we lack 5 bits of mapping information (25 = 32), we will map 32 multicast IP addresses to a single multicast MAC address. 
            Here's an example:
          

          
            224.1.1.1
          

          
            224.129.1.1
          

          
            225.1.1.1
          

          
            ...
          

          
            ...
          

          
            ...
          

          
            238.1.1.1
          

          
            238.129.1.1
          

          
            239.1.1.1
          

          
            In the given example, all the multicast IP addresses map to the same multicast MAC address (01-00-5E-01-01-01). 
            This can pose issues in our networks. 
            For instance, if a host is listening to the 239.1.1.1 multicast IP address, it will configure its network card to listen to the MAC address 01-00-5E-01-01-01. 
            Consequently, if someone else is streaming to the 224.1.1.1 multicast IP address, it will also reach our host due to the identical MAC address. 
            The host must inspect the IP address of the received frame to determine if it is intended for 239.1.1.1 and discard frames intended for 224.1.1.1.
          

          
             
          

          
            Now, the crucial question arises: which multicast IP addresses map to which multicast MAC addresses, and how can we calculate this? 
            While you can use a calculator for this purpose, during Cisco exams, you are not afforded such conveniences. 
            So, let's explore the process:
          

          
            Determining Multicast IP Addresses Mapped to a Multicast MAC Address:
          

          
            To begin, we need to determine which multicast MAC address maps to a set of 32 multicast IP addresses. 
            You can refer to the table below to perform calculations between decimal, hexadecimal, and binary:
          

          
            Decimal 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
          

          
            Hexadecimal 0 1 2 3 4 5 6 7 8 9 A B C D E F
          

          
            Binary 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
          

          
            We will take the following multicast MAC address and determine which 32 multicast IP addresses map to it:
          

          
            01:00:5E:0B:01:02
          

          
            First, we need to convert this MAC address from hexadecimal to binary:
          

          
            0 1 0 0 5 E 0 B 0 1 0 2
          

          
            0000 0001 0000 0000 0101 1110 0000 1011 0000 0001 0000 0010
          

          
            As shown above, the hexadecimal address is converted to binary, resulting in the complete MAC address:
          

          
            0000 0001 0000 0000 0101 1110 0000 1011 0000 0001 0000 0010
          

          
            Next, we extract the lowest 23 bits of this MAC address:
          

          
            0000 0001 0000 0000 0101 1110 0000 1011 0000 0001 0000 0010
          

          
            The highlighted bits in red represent the lowest 23 bits of the MAC address.
          

          
            Now, let's consider the class D multicast IP address range in binary:
          

          
            1110 0000 0000 0000
          

          
            0000 0000 0000 0000
          

          
            The blue digits (1110) signify the class D IP address in binary (equivalent to 224 in decimal). 
            The green digits represent the 5 bits we lose during the mapping process, as we need to map a 28-bit unique multicast IP address to a 23-bit multicast MAC address. 
            Combining the blue, green, and red digits, we have:
          

          
            1110 0000 0000 1011 0000 0001 0000 0010
          

          
            IGMP Version 1
          

          
            IGMP Version 1 is the initial version of the Internet Group Management Protocol, which allows hosts to inform routers that they wish to receive multicast traffic from a specific group. 
            This version employs two basic messages:
          

          
             
          

          
            Membership Report: When a host wants to join a multicast group, it sends a membership report to the desired group address, expressing its interest in receiving the multicast traffic. 
            Upon receiving this report, a multicast-enabled router begins forwarding the requested traffic on the interface where it received the IGMP membership report.Membership Query: Periodically, the router sends a membership query to the multicast group address 224.0.0.1, which corresponds to all hosts multicast group. 
            Hosts that receive this query respond with a membership report, indicating their continued interest in receiving the multicast traffic. 
            The router resets its expiry timer upon receiving the membership report. 
            If no hosts respond, the router concludes that there is no longer any interest in the multicast traffic and removes the corresponding entry when the timer expires.
          

          
            In the provided topology, we have one router and two hosts. 
            Multicast routing and IGMP are enabled on the router's Gigabit 0/1 interface. 
            Various operating systems, such as Windows, Linux, and MacOS, support IGMP. 
            In this example, Cisco routers will be utilized as host devices for demonstration purposes.
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            To configure R1, follow the commands provided:
          

          
            R1(config)# ip multicast-routing
          

          
            R1(config)# interface GigabitEthernet 0/1
          

          
            R1(config-if)# ip igmp version 1
          

          
            R1(config-if)# ip pim sparse-mode
          

          
            Explanation of the commands:
          

          
             
          

          
            The command ip multicast-routing enables multicast routing globally on the router. 
            This is necessary for the router to process IGMP traffic. 
            The command interface GigabitEthernet 0/1 selects the specific interface (GigabitEthernet 0/1 in this case) to configure IGMP. 
            The command ip igmp version 1 sets the IGMP version to 1 on the selected interface. 
            By default, Cisco IOS routers use version 2, but here we are explicitly changing it to version 1. 
            The command ip pim sparse-mode enables PIM (Protocol Independent Multicast) in sparse mode on the interface. 
            PIM is used for multicast routing between routers and is required for IGMP traffic processing.
          

          
             
          

          
            To verify if IGMP is enabled on R1's GigabitEthernet 0/1 interface, use the following command:
          

          
            R1# show ip igmp interface GigabitEthernet 0/1
          

          
            The output will display information about the interface, including the IGMP version, query intervals, multicast groups, and other relevant details. 
            Please note that the provided command output and its interpretation are not available as part of the response generated by the language model.
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            Above, you can observe the membership query packet sent by our router to the address 224.0.0.1. 
            The packet contains minimal information, but when hosts receive it, they will respond accordingly. 
            Now, let's configure one of our hosts to join a multicast group:
          

          
            H1(config)# interface GigabitEthernet 0/1
          

          
            H1(config-if)# ip igmp version 1
          

          
            H1(config-if)# ip igmp join-group 239.1.1.1
          

          
            In the above configuration, we instruct "Host 1" to join the multicast group 239.1.1.1. 
            Subsequently, the host will send a membership report:
          

          
            Multicast IGMP Version 1 Membership Report
          

          
            As shown, "Host 1" sends a membership report to the destination 239.1.1.1. 
            Once the router receives this report, it will forward traffic destined for 239.1.1.1 on the interface where it received the membership report.
          

          
             
          

          
            By enabling IGMP debugging on the router and the two hosts (R1, H1 & H2), we can capture the following output:
          

          
            R1#
          

          
            IGMP(0): Send v1 general Query on GigabitEthernet0/1
          

          
            IGMP(0): Set report delay time to 0.7 seconds for 224.0.1.40 on GigabitEthernet0/1
          

          
            IGMP(0): Received v1 Report on GigabitEthernet0/1 from 192.168.1.102 for 239.1.1.1
          

          
            IGMP(0): Received Group record for group 239.1.1.1, mode 2 from 192.168.1.102 for 0 sources
          

          
            IGMP(0): Updating EXCLUDE group timer for 239.1.1.1
          

          
            IGMP(0): MRT Add/Update GigabitEthernet0/1 for (*,239.1.1.1) by 0
          

          
            IGMP(0): Received v1 Report on GigabitEthernet0/1 from 192.168.1.101 for 239.1.1.1
          

          
            IGMP(0): Received Group record for group 239.1.1.1, mode 2 from 192.168.1.101 for 0 sources
          

          
            IGMP(0): Updating EXCLUDE group timer for 239.1.1.1
          

          
            From the router's output, you can see that it sends a membership query and receives two membership reports, each from one host. 
            The debug on the hosts displays the following:
          

          
            H1#
          

          
            IGMP(0): Received v1 Query on GigabitEthernet0/1 from 192.168.1.1
          

          
            IGMP(0): Starting v1 router present timer on GigabitEthernet0/1
          

          
            IGMP(0): Set report delay time to 0.8 seconds for 239.1.1.1 on GigabitEthernet0/1
          

          
            IGMP(0): Received v1 Report on GigabitEthernet0/1 from 192.168.1.102 for 239.1.1.1
          

          
            IGMP(0): Received Group record for group 239.1.1.1, mode 2 from 192.168.1.102 for 0 sources
          

          
            IGMP(0): Send v1 Report for 239.1.1.1 on GigabitEthernet0/1
          

          
            H2#
          

          
            IGMP(0): Received v1 Query on GigabitEthernet0/1 from 192.168.1.1
          

          
            IGMP(0): Starting v1 router present timer on GigabitEthernet0/1
          

          
            IGMP(0): Set report delay time to 0.6 seconds for 239.1.1.1 on GigabitEthernet0/1
          

          
            IGMP(0): Send v1 Report for 239.1.1.1 on GigabitEthernet0/1
          

          
            IGMP(0): Received v1 Report on GigabitEthernet0/1 from 192.168.1.101 for 239.1.1.1
          

          
            IGMP(0): Received Group record for group 239.1.1.1, mode 2 from 192.168.1.101 for 0 sources
          

          
            Both hosts receive the membership query and respond with membership reports. 
            This process will continue periodically, as captured in the packet capture.
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            Note: The specific packet captures mentioned and debug outputs displayed are not available within the context of the language model response.
          

          
            
              IGMP Version 1
            
             is a straightforward protocol that involves two types of packets: membership reports and membership queries. 
            The provided configurations and outputs demonstrate how to enable IGMP Version 1 on a router and hosts and join a multicast group.
          

          
            First, on the router (R1), the following commands were executed:
          

          
            R1(config)# ip multicast-routing
          

          
            R1(config)# interface GigabitEthernet 0/1
          

          
            R1(config-if)# ip igmp version 1
          

          
            R1(config-if)# ip pim sparse-mode
          

          
            These commands enable multicast routing globally, enable PIM on the interface, and set IGMP to Version 1 on the router's GigabitEthernet 0/1 interface. 
            To verify the IGMP configuration on the router, the command show ip igmp interface GigabitEthernet 0/1 was executed, showing that IGMP is enabled on the interface with Version 1.
          

          
            On the hosts (H1 and H2), the following commands were executed to enable IGMP Version 1 and join the multicast group 239.1.1.1:
          

          
            H1(config)# interface GigabitEthernet 0/1
          

          
            H1(config-if)# ip igmp version 1
          

          
            H1(config-if)# ip igmp join-group 239.1.1.1
          

          
            H2(config)# interface GigabitEthernet 0/1
          

          
            H2(config-if)# ip igmp version 1
          

          
            H2(config-if)# ip igmp join-group 239.1.1.1
          

          
            The hosts are now configured to join the multicast group 239.1.1.1 and send membership reports.
          

          
            The debug outputs from the router and hosts provide information about the IGMP activities. 
            The router sends membership queries and receives membership reports from the hosts. 
            The hosts receive the queries and respond with membership reports. 
            This process continues periodically. 
            To stop receiving multicast traffic, the hosts can remove themselves from the multicast group. 
            In this case, the command no ip igmp join-group 239.1.1.1 was used on both hosts. 
            The router will continue forwarding multicast traffic until the timer expires. 
            Once the timer expires and no membership reports are received, the router removes the multicast group from its routing table, as shown in the debug output. 
            The provided Wireshark captures showcase the IGMP packets, including membership reports and queries. 
            It's important to note that IGMP Version 1 has the drawback of not immediately stopping the router from forwarding multicast traffic when no hosts are interested. 
            IGMP Version 2 resolves this issue, which will be covered in the next lesson.
          

          
            
              IGMP version 2
            
             is an upgraded version of IGMP version 1 that brings improvements to the way hosts handle multicast group communications. 
            The primary motivation behind the new version was to enhance the "leave" mechanism. 
            In IGMP version 1, hosts simply stopped listening to multicast group addresses without notifying the router. 
            The following are the key enhancements introduced in IGMP version 2: Leave group messages: When a host decides to stop listening to a multicast group address, it now informs the router by sending a "leave" message. 
            This allows the router to keep track of active group memberships accurately. 
            Group-specific membership query: The router can now send a membership query specifically targeted at a particular group address. 
            When the router receives a "leave" message, it utilizes this query to determine if there are still any hosts interested in receiving multicast traffic for that group. 
            MRT (Maximum Response Time) field: This is a newly introduced field in query messages. 
            It specifies the duration within which hosts are expected to respond to the query. 
            I will provide an example later to explain why we utilize this field. 
            Querier election process: In scenarios where there are two routers within the same subnet, only one of them should be responsible for sending query messages. 
            The querier election process ensures that only a single router becomes the active querier. 
            The router with the lowest IP address is designated as the active querier. 
            To demonstrate these new features, I will utilize the following network topology:
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            Let's begin with configuring R1:
          

          
            R1(config)#ip multicast-routing
          

          
            R1(config)#interface GigabitEthernet 0/1
          

          
            R1(config-if)#ip pim sparse-mode
          

          
            To enable multicast routing and Protocol Independent Multicast (PIM) on the interface, we need to execute these commands. 
            By enabling multicast routing and PIM, the router becomes capable of processing IGMP traffic. 
            We can verify the configuration by checking the status of the GigabitEthernet 0/1 interface:
          

          
            R1#show ip igmp interface GigabitEthernet 0/1
          

          
            GigabitEthernet0/1 is up, line protocol is up
          

          
            Internet address is 192.168.1.1/24
          

          
            IGMP is enabled on the interface
          

          
            Current IGMP host version is 2
          

          
            Current IGMP router version is 2
          

          
            IGMP query interval is 60 seconds
          

          
            IGMP configured query interval is 60 seconds
          

          
            IGMP querier timeout is 120 seconds
          

          
            IGMP configured querier timeout is 120 seconds
          

          
            IGMP max query response time is 10 seconds
          

          
            Last member query count is 2
          

          
            Last member query response interval is 1000 ms
          

          
            Inbound IGMP access group is not set
          

          
            IGMP activity: 6 joins, 5 leaves
          

          
            Multicast routing is enabled on the interface
          

          
            Multicast TTL threshold is 0
          

          
            Multicast designated router (DR) is 192.168.1.1 (this system)
          

          
            IGMP querying router is 192.168.1.1 (this system)
          

          
            Multicast groups joined by this system (number of users):
          

          
            224.0.1.40(1)
          

          
            The output confirms that IGMP is enabled on the GigabitEthernet 0/1 interface of R1. 
            It also indicates that the current IGMP host and router versions are 2. 
            Additionally, it displays information about the IGMP query interval, querier timeout, max query response time, and other relevant details. 
            We can see that R1 is currently the designated router and the querying router as well, as there are no other routers in the network to compete for these roles. 
            Before allowing the hosts to join a multicast group, let's enable debugging on all devices:
          

          
            R1, H1 & H2
          

          
            #debug ip igmp
          

          
            By enabling IGMP debugging, we can monitor and analyze IGMP-related activities on these devices.
          

          
            If you are using a switch with IGMP snooping enabled to connect the hosts and router, it is necessary to disable it. 
            Otherwise, you will not be able to see all the packets related to IGMP. 
            On R1, you will observe the following message:
          

          
            R1#
          

          
            IGMP(0): Send v2 general Query on GigabitEthernet0/1
          

          
            Now let's configure H1 to join a multicast group:
          

          
            H1(config)#interface GigabitEthernet 0/1
          

          
            H1(config-if)#ip igmp join-group 239.1.1.1
          

          
             
          

          
            On the console of H1, you will see the following:
          

          
            H1#
          

          
            IGMP(0): WAVL Insert group: 239.1.1.1 interface: GigabitEthernet0/1 Successful
          

          
            IGMP(0): Send v2 Report for 239.1.1.1 on GigabitEthernet0/1
          

          
            R1 receives the membership report from H1 and adds an entry for the multicast group 239.1.1.1.
          

          
            Up to this point, everything is similar to IGMP version 1. 
            The router sends general membership queries, and the host sends a report.
          

          
            Now, let's configure H2 to join the same group:
          

          
            H2(config)#interface GigabitEthernet 0/1
          

          
            H2(config-if)#ip igmp join-group 239.1.1.1
          

          
            On the router (R1), the following events occur:
          

          
            R1#
          

          
            IGMP(0): Send v2 general Query on GigabitEthernet0/1
          

          
            IGMP(0): Received v2 Report on GigabitEthernet0/1 from 192.168.1.102 for 239.1.1.1
          

          
            IGMP(0): Received Group record for group 239.1.1.1, mode 2 from 192.168.1.102 for 0 sources
          

          
            IGMP(0): Updating EXCLUDE group timer for 239.1.1.1
          

          
            IGMP(0): MRT Add/Update GigabitEthernet0/1 for (*,239.1.1.1) by 0
          

          
            The router sends another membership query and also receives the membership report from H2. 
            Now, let's see how both hosts respond to the query:
          

          
            H1#
          

          
            IGMP(0): Received v2 Query on GigabitEthernet0/1 from 192.168.1.1
          

          
            IGMP(0): Set report delay time to 2.8 seconds for 239.1.1.1 on GigabitEthernet0/1
          

          
            IGMP(0): Send v2 Report for 239.1.1.1 on GigabitEthernet0/1
          

          
            H2#
          

          
            IGMP(0): Received v2 Query on GigabitEthernet0/1 from 192.168.1.1
          

          
            IGMP(0): Set report delay time to 3.0 seconds for 239.1.1.1 on GigabitEthernet0/1
          

          
            IGMP(0): Received v2 Report on GigabitEthernet0/1 from 192.168.1.101 for 239.1.1.1
          

          
            IGMP(0): Received Group record for group 239.1.1.1, mode 2 from 192.168.1.101 for 0 sources
          

          
            IGMP(0): Cancel report for 239.1.1.1 on GigabitEthernet0/1
          

          
            Both hosts receive the query, and H1 sends a report with a report delay time of 2.8 seconds, while H2 sets a report delay time of 3.0 seconds. 
            H2 also receives the report from H1 and cancels its own report for group 239.1.1.1 on GigabitEthernet0/1.
          

        

      

    

  
    
      
        
          
            IGMP Version 3
          

          
            
              IGMP version 3
            
             introduces a feature called "source filtering," which enhances the functionality of joining multicast groups. 
            Unlike IGMP version 1 and version 2, which allow hosts to join multicast groups without considering the source of the traffic, version 3 enables us to specify the allowed source addresses for joining multicast groups.
          

          
            By implementing source filtering, we can restrict the reception of multicast traffic to specific source addresses. 
            This capability becomes particularly important when dealing with Source Specific Multicast (SSM), which we will discuss in a separate lesson.
          

          
             
          

          
            Let me illustrate the usefulness of this feature with an example:
          

          
            
              [image: ]
            
            Above, we have a scenario where a video server is streaming multicast traffic on the network using the destination address 239.1.1.1. 
            Initially, four hosts are listening to this traffic without any source address checks. 
            However, an attacker decides to disrupt the video stream by streaming their own video to the address 239.1.1.1.1. 
            Since IGMP versions 1 and 2 do not verify the source address, all hosts will receive the attacker's traffic, potentially causing a denial-of-service (DoS) attack or delivering bogus content.
          

          
             
          

          
            To mitigate this issue, we can leverage IGMP version 3, which supports source filtering. 
            Let's explore how this works in a simplified network topology using a multicast-enabled router (R1) and a host device (H1), both configured as Cisco devices.
          

          
            
              [image: ]
            
          

          
            First, we need to configure R1 as follows:
          

          
            R1(config)#ip multicast-routing
          

          
            R1(config)#interface GigabitEthernet 0/1
          

          
            R1(config-if)#ip pim sparse-mode
          

          
            R1(config-if)#ip igmp version 3
          

          
            Enabling multicast routing is necessary, and we activate PIM sparse mode on the interface. 
            Additionally, we change the IGMP version to 3 since the default is 2. 
            Before allowing H1 to join a multicast group, let's enable IGMP debugging on both devices:
          

          
            R1 & H1#debug ip igmp
          

          
            IGMP debugging is on
          

          
            Now, we can configure H1 to join a multicast group:
          

          
            H1(config)#interface GigabitEthernet 0/1
          

          
            H1(config-if)#ip igmp join-group 239.1.1.1 ?
          

          
            source Include SSM source
          

          
            <cr>
          

          
            Apart from configuring the group, we can also include a source address for the host. 
            Let's choose a specific source address:
          

          
            H1(config-if)#ip igmp join-group source 239.1.1.1 1.1.1.1
          

          
            Now, H1 will include the source address in its membership report messages. 
            The console output will show the following:
          

          
            H1#
          

          
            IGMP(0): WAVL Insert group: 239.1.1.1 interface: GigabitEthernet0/1 Successful
          

          
            IGMP(0): Create source 1.1.1.1
          

          
            IGMP(0): Building v3 Report on GigabitEthernet0/1
          

          
            IGMP(0): Add Group Record for 239.1.1.1, type 5
          

          
            IGMP(0): Add Source Record 1.1.1.1
          

          
            IGMP(0): Add Group Record for 239.1.1.1, type 6
          

          
            IGMP(0): No sources to add, group record removed from report
          

          
            IGMP(0): Send unsolicited v3 Report with 1 group records on GigabitEthernet0/1
          

          
            IGMP(0): Building v3 Report on GigabitEthernet0/1
          

          
            IGMP(0): Add Group Record for 239.1.1.1, type 5
          

          
            IGMP(0): Add Source Record 1.1.1.1
          

          
            IGMP(0): Add Group Record for 239.1.1.1, type 6
          

          
            IGMP(0): No sources to add, group record removed from report
          

          
            IGMP(0): Send unsolicited v3 Report with 1 group records on GigabitEthernet0/1
          

          
             
          

          
            H1 sends two membership report messages. 
            The first message includes the multicast group address and the desired source address to receive traffic from. 
            The second message includes the "mode" of filtering:
          

          
            Include mode: This mode specifies a list of source addresses from which we accept multicast traffic, discarding all others.
          

          
            Exclude mode: This mode specifies a list of source addresses from which we refuse to accept multicast traffic, forwarding everything else.These modes allow hosts to filter the multicast traffic based on specific source addresses, enhancing security and mitigating unauthorized traffic interference.
          

        

      

    

  
    
      
        
          
            IGMP Filter
          

          
            Multicast IGMP membership report messages typically include the multicast group addresses that receivers want to join. 
            By default, all multicast groups are accepted. 
            However, there may be cases where we want to restrict the acceptance of certain multicast groups. 
            In such scenarios, we can configure IGMP filtering either on a multicast router or on a switch with IGMP snooping enabled. 
            Let's explore both approaches.
          

          
             
          

          
            In the following topology:
          

          
            
              [image: ]
            
            R1 functions as our multicast router.
          

          
            SW1 has IGMP snooping enabled.
          

          
            H1 acts as a multicast receiver.
          

          
            First, let's enable PIM on R1 to ensure it processes IGMP traffic:
          

          
            R1(config)#interface FastEthernet 0/0
          

          
            R1(config-if)#ip pim sparse-mode
          

          
            To observe IGMP filtering in action, we'll enable IGMP debugging on R1:
          

          
            R1#debug ip igmp
          

          
            IGMP debugging is on
          

          
             
          

          
            Currently, there are no filters in place. 
            Let's configure H1 to join a multicast group, allowing us to observe the debugging output under normal circumstances:
          

          
            H1(config)#interface FastEthernet 0/0
          

          
            H1(config-if)#ip igmp join-group 239.1.1.1
          

          
            As a result, the following debug output is generated:
          

          
            R1#
          

          
            IGMP(0): Received v2 Report on FastEthernet0/0 from 192.168.1.1 for 239.1.1.1
          

          
            IGMP(0): Received Group record for group 239.1.1.1, mode 2 from 192.168.1.1 for 0 sources
          

          
            IGMP(0): WAVL Insert group: 239.1.1.1 interface: FastEthernet0/0 Successful
          

          
             
          

          
            R1 receives the membership report for the multicast group 239.1.1.1 and installs it. 
            We can verify this by using the show ip igmp groups command.
          

          
            R1#show ip igmp groups
          

          
            IGMP Connected Group Membership
          

          
            Group Address Interface Uptime Expires Last Reporter Group Accounted
          

          
            239.1.1.1 FastEthernet0/0 00:00:43 00:02:45 192.168.1.1
          

          
            Everything seems to be working fine so far. 
            Now, let's move on to filtering multicast groups.
          

          
             
          

          
            Router IGMP Filter:
          

          
            To filter multicast group 239.2.2.2 on our router, we need to create an access-list. 
            Here's how we can do it:
          

          
            R1(config)#ip access-list standard LIMIT_IGMP
          

          
            R1(config-std-nacl)#deny host 239.2.2.2
          

          
            R1(config-std-nacl)#permit 224.0.0.0 15.255.255.255
          

          
             
          

          
            The access-list "LIMIT_IGMP" denies the specific multicast group 239.2.2.2 while permitting all other multicast groups. 
            Next, we need to apply this access-list using the ip igmp access-group command:
          

          
            R1(config)#interface FastEthernet 0/0
          

          
            R1(config-if)#ip igmp access-group LIMIT_IGMP
          

          
            Now, let's test the filter by having our receiver join the multicast group 239.2.2.2:
          

          
            H1(config)#interface FastEthernet 0/0
          

          
            H1(config-if)#ip igmp join-group 239.2.2.2
          

          
            As expected, the router will generate the following output:
          

          
            R1#
          

          
            IGMP(0): Received v2 Report on FastEthernet0/0 from 192.168.1.1 for 239.2.2.2
          

          
            IGMP(*): Group 239.2.2.2 access denied on FastEthernet0/0
          

          
            The multicast group is denied successfully. 
            You can also verify the matches in the access-list using the show access-lists command:
          

          
            R1#show access-lists
          

          
            Standard IP access list LIMIT_IGMP
          

          
            10 deny 239.2.2.2 (1 match)
          

          
            20 permit 224.0.0.0, wildcard bits 15.255.255.255 (1 match)
          

          
            Switch IGMP Snooping Filter:
          

          
            Now, let's explore how to create a filter on the switch using IGMP snooping. 
            We'll need to create an IGMP profile for this purpose:
          

          
            SW1(config)#ip igmp profile 1
          

          
            SW1(config-igmp-profile)#deny
          

          
            SW1(config-igmp-profile)#range 239.3.3.3
          

          
            In the above profile, we deny the multicast group range 239.3.3.3. 
            Let's activate the profile:
          

          
            By doing this, the switch will filter out any IGMP join requests for the specified multicast group range, effectively preventing them from being forwarded.
          

          
            Apologies for the oversight. 
            You're correct, the correct command to activate the IGMP profile on the switch is ip igmp filter, and it can be applied to a port, SVI, or VLAN.
          

          
             
          

          
            To verify if the IGMP filtering works, let's enable the debug on the switch:
          

          
            SW1#debug ip igmp filter
          

          
            IGMP debugging is on
          

          
            Now, let's have H1 join the multicast group 239.3.3.3:
          

          
            H1(config)#interface FastEthernet 0/0
          

          
            H1(config-if)#ip igmp join-group 239.3.3.3
          

          
            As a result, the switch will display the following output:
          

          
            SW1#
          

          
            IGMPFILTER: igmp_filter_process_pkt(): checking group 239.3.3.3 from Fa0/2: deny
          

          
            IGMPFILTER: igmp_filter_process_pkt(): checking group 239.2.2.2 from Fa0/2: permit
          

          
            We can observe that the multicast group 239.3.3.3 is denied, while 239.2.2.2 is still accepted based on the configured IGMP profile.
          

          
             
          

          
            Here are the configurations for H1, R1, and SW1:
          

          
            H1
          

          
            hostname H1
          

          
            !
          

          
            interface GigabitEthernet0/1
          

          
            ip address 192.168.1.1 255.255.255.0
          

          
            ip igmp join-group 239.1.1.1
          

          
            ip igmp join-group 239.2.2.2
          

          
            ip igmp join-group 239.3.3.3
          

          
            !
          

          
            end
          

          
             
          

          
            R1
          

          
            hostname R1
          

          
            !
          

          
            interface GigabitEthernet0/1
          

          
            ip address 192.168.1.254 255.255.255.0
          

          
            ip pim sparse-mode
          

          
            ip igmp access-group LIMIT_IGMP
          

          
            !
          

          
            ip access-list standard LIMIT_IGMP
          

          
            deny 239.2.2.2
          

          
            permit 239.0.0.0 0.255.255.255
          

          
            !
          

          
            end
          

          
             
          

          
            SW1
          

          
            hostname SW1
          

          
            !
          

          
            ip igmp profile 1
          

          
            range 239.3.3.3 239.3.3.3
          

          
            !
          

          
            interface FastEthernet0/1
          

          
            !
          

          
            interface FastEthernet0/2
          

          
            ip igmp filter 1
          

          
            !
          

          
            end
          

          
            Please note that the configurations assume specific interfaces and IP addresses, so adjust them accordingly to match your network setup.
          

        

      

    

  
    
      
        
          
            Multicast IGMP Proxy
          

          
            
              IGMP Proxy enables
            
             hosts in a Unidirectional Link Routing (UDLR) topology, where traffic flows in only one direction, to join a multicast group from an upstream router using a back channel. 
            To better understand IGMP Proxy, let's first discuss what a UDL (Unidirectional Link) is and where we might encounter it.
          

          
             
          

          
            In the example provided, we have three multicast routers: upstream, downstream, and R3. 
            The upstream and downstream routers are connected by two links:
          

          
            
              [image: ]
            
            Unidirectional Satellite Link: This link allows traffic to flow only from the upstream router to the downstream router, not in the opposite direction.
          

          
            Regular Internet Connection: This link provides bidirectional connectivity. 
            UDLs, such as the unidirectional satellite link, pose challenges for routing protocols like OSPF or EIGRP, as well as for multicast traffic. 
            While the downstream router can receive multicast traffic through the satellite link, it cannot inform the upstream router about its desire to receive or prune multicast traffic.
          

          
            
              [image: ]
            
            To overcome this limitation, a back channel is utilized. 
            The back channel is a regular interface, such as an Internet connection, which the downstream router can employ to communicate with the upstream router and express its intent to receive specific multicast traffic. 
            This is accomplished through "proxying" an IGMP membership report.
          

          
             
          

          
            The process works as follows:
          

          
            H1, the multicast receiver, wants to join a multicast group. 
            It sends an IGMP join (membership report) to R3.
          

          
            R3 processes the IGMP membership report and sends a PIM join message to its Rendezvous Point (RP), which is typically the downstream router. 
            The downstream router receives the PIM join and creates a (*,G) forwarding entry in its multicast routing table, indicating that it is interested in receiving traffic for the specified multicast group.
          

          
             
          

          
            The downstream router proxies an IGMP membership report over the back channel to the upstream router, informing it about its membership in the multicast group. 
            Upon receiving the IGMP membership report, the upstream router creates a forwarding entry for the UDL link, allowing multicast traffic to be forwarded from the upstream router to the downstream router via the unidirectional satellite link.
          

          
             
          

          
            In summary, IGMP Proxy facilitates multicast traffic transmission in UDLR topologies by using a back channel and proxying IGMP membership reports between the downstream and upstream routers. 
            This enables hosts in the downstream network to join multicast groups and receive the corresponding traffic through the unidirectional link. 
            Certainly! 
            Here's the configuration for the routers in the given topology, including R1 (upstream router) and R2 (downstream router):
          

          
             
          

          
            R1 - Upstream Router:
          

          
            (config)#ip multicast-routing
          

          
            (config)#interface GigabitEthernet 0/1
          

          
            (config-if)#ip pim dense-mode
          

          
            (config)#interface GigabitEthernet 0/2
          

          
            (config-if)#ip pim dense-mode
          

          
            (config-if)#ip access-group DENY_EVERYTHING in
          

          
            (config-if)#ip pim dense-mode
          

          
            (config-if)#ip igmp unidirectional-link
          

          
             
          

          
            (config)#ip route 0.0.0.0 0.0.0.0 192.168.12.2
          

          
            R2 - Downstream Router:
          

          
            (config)#ip multicast-routing
          

          
            (config)#interface GigabitEthernet 0/1
          

          
            (config-if)#ip pim sparse-mode
          

          
            (config-if)#ip igmp mroute-proxy loopback 0
          

          
            (config)#interface GigabitEthernet 0/2
          

          
            (config-if)#ip pim sparse-mode
          

          
            (config-if)#ip igmp unidirectional-link
          

          
             
          

          
            (config)#interface Loopback 0
          

          
            (config-if)#ip pim sparse-mode
          

          
            (config-if)#ip igmp proxy-service
          

          
            (config-if)#ip igmp helper-address udl GigabitEthernet 0/2
          

          
             
          

          
            The configurations above enable multicast routing on both routers. 
            R1 uses PIM dense mode on its interfaces. 
            The access-list "DENY_EVERYTHING" on R1 blocks all inbound traffic on the GigabitEthernet 0/2 interface, simulating the unidirectional satellite link. 
            PIM dense mode and the "ip igmp unidirectional-link" command are also applied to the GigabitEthernet 0/2 interface.
          

          
             
          

          
            R2 uses PIM sparse mode and "ip igmp unidirectional-link" on its GigabitEthernet 0/2 interface. 
            On the interface connecting to R3 (GigabitEthernet 0/1), PIM sparse mode is enabled, and the "ip igmp mroute-proxy loopback 0" command is added to enable forwarding of IGMP membership reports to the "proxy interface" (loopback 0) for all (*,G) forwarding entries. 
            The Loopback 0 interface is also configured with PIM sparse mode, "ip igmp proxy-service", and "ip igmp helper-address udl GigabitEthernet 0/2" to facilitate the IGMP proxy functionality.
          

          
             
          

          
            Please note that the configurations assume specific interface numbers and IP addresses. 
            Adjust them as necessary to match your network setup.
          

          
            R2 - Downstream Router:
          

          
            (config)#ip pim rp-address 2.2.2.2
          

          
            (config)#ip route 192.168.1.0 255.255.255.0 192.168.21.1
          

          
             
          

          
            (config)#router ospf 1
          

          
            (config-router)#network 2.2.2.2 0.0.0.0 area 0
          

          
            (config-router)#network 192.168.23.0 0.0.0.255 area 0
          

          
            (config-router)#redistribute static subnets metric 1
          

          
            R3:(config)#interface GigabitEthernet 0/1
          

          
            (config-if)#ip pim sparse-mode
          

          
            (config)#interface GigabitEthernet 0/2
          

          
            (config-if)#ip pim sparse-mode
          

          
            (config)#ip pim rp-address 2.2.2.2
          

          
            (config)#router ospf 1
          

          
            (config-router)#network 192.168.3.0 0.0.0.255 area 0
          

          
            (config-router)#network 192.168.23.0 0.0.0.255 area 0
          

          
             
          

          
            The configurations for R2 and R3 are now updated. 
            On R2, the "ip pim rp-address 2.2.2.2" command statically configures R2 as the Rendezvous Point (RP) with the address 2.2.2.2. 
            Additionally, a static route is added to reach the subnet 192.168.1.0/24, allowing R2 to handle ICMP replies and forward IGMP membership reports to the IGMP querier (192.168.1.254). 
            The OSPF configuration enables routing between R2 and R3 by including the RP address and the subnet of the source in the OSPF process.
          

          
             
          

          
            On R3, PIM sparse mode is enabled on the GigabitEthernet 0/1 and GigabitEthernet 0/2 interfaces. 
            The RP address is set to 2.2.2.2 using the "ip pim rp-address 2.2.2.2" command. 
            OSPF is configured to ensure reachability to the RP address and the remote subnet of the source.
          

          
             
          

          
            Please adjust the configurations according to your network setup, considering specific interface numbers, IP addresses, and OSPF network statements.
          

          
            Let's verify our configuration by examining the UDL (Unidirectional Link) interface on R1 and R2. 
            On R1, when we check the GigabitEthernet 0/2 interface using the command "show ip igmp interface GigabitEthernet 0/2," we can see the following information:
          

          
             
          

          
            The interface is up and the line protocol is up.
          

          
            The assigned IP address is 192.168.12.1/24.
          

          
            IGMP (Internet Group Management Protocol) is enabled on this interface.
          

          
            The current IGMP host version and IGMP router version are both 2.
          

          
            The IGMP query interval and configured query interval are both set to 60 seconds.
          

          
            The IGMP querier timeout and configured querier timeout are both set to 120 seconds.
          

          
            The IGMP max query response time is 10 seconds.
          

          
            The last member query count is 2, and the last member query response interval is 1000 ms.
          

          
            There is no inbound IGMP access group set.
          

          
            There has been 1 join and 0 leave activities related to IGMP.
          

          
            Multicast routing is enabled on the interface.
          

          
            The Multicast TTL threshold is set to 0.
          

          
            The multicast designated router (DR) for this interface is 192.168.12.1 (referring to R1 itself).
          

          
            The IGMP querying router for this interface is 192.168.1.254 (also R1 itself).
          

          
            Unidirectional link multicast routing is enabled.
          

          
            There are no multicast groups joined by this system.
          

          
            On R2, when we examine the GigabitEthernet 0/2 interface using the same command, we find the following details:
          

          
             
          

          
            The interface is up and the line protocol is up.
          

          
            The assigned IP address is 192.168.12.2/24.
          

          
            IGMP is enabled on this interface.
          

          
            The current IGMP host version and IGMP router version are both 2.
          

          
            The IGMP query interval and configured query interval are both set to 60 seconds.
          

          
            The IGMP querier timeout and configured querier timeout are both set to 120 seconds.
          

          
            The IGMP max query response time is 10 seconds.
          

          
            The last member query count is 2, and the last member query response interval is 1000 ms.
          

          
            There is no inbound IGMP access group set.
          

          
            There have been 0 join and 0 leave activities related to IGMP.
          

          
            Multicast routing is enabled on the interface.
          

          
            The Multicast TTL threshold is set to 0.
          

          
            The multicast designated router (DR) for this interface is 192.168.12.2 (referring to R2 itself).
          

          
            The IGMP querying router for this interface is 192.168.1.254.
          

          
            Unidirectional link multicast routing is enabled.
          

          
            There are no multicast groups joined by this system.
          

          
             
          

          
            From the above information, we can observe that the GigabitEthernet 0/2 interface on both R1 and R2 is configured as a UDL link, utilizing unidirectional link multicast routing. 
            Additionally, it states that the IGMP querier address is 192.168.1.254 (which corresponds to R1). 
            It is crucial for both routers to designate the upstream router as the IGMP querier. 
            This is where the downstream router forwards its IGMP membership reports. 
            Since I am using GigabitEthernet interfaces, I had to employ an access-list on R1 to ensure that R1 becomes the IGMP querier. 
            By default, the router with the lowest IP address becomes the IGMP querier. 
            To witness the proxying mechanism in action, I will enable IGMP debugging on both R1 and R2 using the command "debug ip igmp." 
            Lastly, I will join a multicast group (239.1.1.1) on our receiver (H1) by configuring the interface GigabitEthernet 0/1 and executing the command "ip igmp join-group 239.1.1.1."
          

          
             
          

          
            Upon performing these actions, we can observe the IGMP-related debug messages and reports exchanged between R1 and R2, including the proxy reports, group records, and updates. 
            Both routers should display the upstream router as the IGMP querier, which acts as a destination for the downstream router's IGMP membership reports. 
            In this case, I used an access-list on R1 to ensure that R1 becomes the IGMP querier since it has the lowest IP address by default. 
            To observe the proxying process, I enabled IGMP debugging on both R1 and R2 using the command "debug ip igmp." 
            Next, I joined a multicast group (239.1.1.1) on the receiver (H1) by configuring the interface GigabitEthernet 0/1 and executing the command "ip igmp join-group 239.1.1.1." 
            Here's the output on R2 after these actions:
          

          
             
          

          
            R2:
          

          
            An Unsolicited Proxy Report is sent to Loopback0 for the multicast group 239.1.1.1 on GigabitEthernet0/1.
          

          
            A Proxy Report for the multicast group 239.1.1.1 is sent to Loopback0.
          

          
            A v2 Report is received on Loopback0 from 2.2.2.2 (source) for the multicast group 239.1.1.1.
          

          
            A Group record is received for the multicast group 239.1.1.1, mode 2 (exclude) from 2.2.2.2 for 0 sources.
          

          
            The group 239.1.1.1 is inserted successfully into the WAVL (Weight-balanced AVL) tree with the interface Loopback0.
          

          
            The mode for the group 239.1.1.1 on Loopback0 is switched to EXCLUDE.
          

          
            The EXCLUDE group timer for 239.1.1.1 is updated.
          

          
            An MRT (Multicast Routing Table) entry is added/updated for Loopback0, indicating (*,239.1.1.1) with a count of 0.
          

          
            A Helper Report is sent for the multicast group 239.1.1.1 to 192.168.1.254 (IGMP querier) for the UDL (Unidirectional Link) GigabitEthernet0/2. 
            The debug output on R2 indicates that the proxying of the membership report is accomplished through unicast communication.
          

          
            
              [image: ]
            
          

          
            
              [image: ]
            
            Now let's examine R1:
          

          
             
          

          
            R1:
          

          
            A v2 Report is received on GigabitEthernet0/2 from 192.168.12.2 (R2) for the multicast group 239.1.1.1.
          

          
            A Group record is received for the multicast group 239.1.1.1, mode 2 (exclude) from 192.168.12.2 for 0 sources.
          

          
            The group 239.1.1.1 is inserted successfully into the WAVL tree with the interface GigabitEthernet0/2.
          

          
            The mode for the group 239.1.1.1 on GigabitEthernet0/2 is switched to EXCLUDE.
          

          
            The EXCLUDE group timer for 239.1.1.1 is updated.
          

          
            An MRT entry is added/updated for GigabitEthernet0/2, indicating (*,239.1.1.1) with a count of 0.
          

          
            A Forward Report is sent for the multicast group 239.1.1.1 down the UDL GigabitEthernet0/2.
          

          
            It seems that R1 receives the IGMP membership report from R2 on its GigabitEthernet0/2 interface. 
            However, the debug output can be misleading. 
            By capturing the traffic with Wireshark, you would discover that R1 actually receives the membership report from R2 on its GigabitEthernet0/3 interface, and then forwards it to its GigabitEthernet0/2 interface. 
            The GigabitEthernet0/3 interface is not mentioned in the debug output. 
            You can use the "show ip igmp groups" command to check if R1 received the membership report:
          

          
            R1#show ip igmp groups
          

          
            IGMP Connected Group Membership
          

          
            Group Address Interface Uptime Expires Last Reporter Group Accounted
          

          
            239.1.1.1 GigabitEthernet0/2 00:04:15 00:02:36 192.168.12.2
          

          
            224.0.1.40 GigabitEthernet0/1 00:06:26 00:02:36 192.168.1.254
          

          
             
          

          
            The output of this command displays the multicast group 239.1.1.1 with its corresponding interface GigabitEthernet0/2 on R1. 
            The last reporter for this group is 192.168.12.2 (R2).
          

          
            You can also use the "show ip igmp udlr" command to view the UDL (Unidirectional Link) router information:
          

          
            R1#show ip igmp udlr
          

          
            IGMP UDLR Status, UDL Interfaces: GigabitEthernet0/2
          

          
            Group Address Interface UDL Reporter Reporter Expires
          

          
            239.1.1.1 GigabitEthernet0/2 192.168.12.2 00:02:34
          

          
             
          

          
            This command provides similar information, specifically showing the UDL interface GigabitEthernet0/2, the multicast group 239.1.1.1, and the reporter 192.168.12.2 (R2). 
            The "Reporter Expires" field indicates the remaining time until the reporter expires.
          

          
             
          

          
            Similarly, you can check the IGMP groups and UDLR status on R2:
          

          
            R2#show ip igmp groups
          

          
            IGMP Connected Group Membership
          

          
            Group Address Interface Uptime Expires Last Reporter Group Accounted
          

          
            239.1.1.1 Loopback0 00:03:32 00:02:18 2.2.2.2
          

          
            224.0.1.40 Loopback0 00:05:41 00:02:21 2.2.2.2
          

          
             
          

          
            R2#show ip igmp udlr
          

          
            IGMP UDLR Status, UDL Interfaces: GigabitEthernet0/2
          

          
            Group Address Interface UDL Reporter Reporter Expires
          

          
            239.1.1.1 Loopback0 192.168.12.2 00:02:13
          

          
            224.0.1.40 Loopback0 0.0.0.0 stopped
          

          
             
          

          
            The first command shows the IGMP groups, including the multicast group 239.1.1.1, associated with the Loopback0 interface on R2. 
            The last reporter for this group is 2.2.2.2.
          

          
             
          

          
            The second command displays the UDLR status, indicating the UDL interface GigabitEthernet0/2, the multicast group 239.1.1.1, and the reporter 192.168.12.2 (R2). 
            The reporter expires after 00:02:13. 
            Note: The "224.0.1.40" group address represents the All-Systems multicast group used for link-local control messages.
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