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			Foreword

		

		
			The archival profession faces many challenges in the twenty-first century. However, the greatest challenge may be the long-term preservation of and access to digital records. At stake is the historical memory of an entire generation.

			It’s not as though the archival profession has been wringing its hands in recent decades. Beginning in the mid-1990s there has been an active research agenda and multiple implementations of digital archives. What has been missing is the translation of all of this activity into terms accessible by both the wider archival audience and the general public.

			Building Trustworthy Digital Repositories: Theory and Implementation goes far in bridging this gap. It summarizes foundational research and current theory in a way that is understandable to both technical and nontechnical professionals. But perhaps most importantly, it presents case studies of implementations at a variety of institutions. It is this integration of theory and practice that has been missing from the archival literature.

			There could be no better editor for this volume than Philip C. Bantin. He has been developing and implementing digital preservation theory for decades. He also has been a clear, consistent communicator in the classroom and through his publications. He is a “trustworthy repository” for information about digital records. Through this book we all benefit from his knowledge and experience.

			Bantin has used his professional contacts to assemble an impressive list of authors. In addition to the United States, the authors come from Canada, Italy, and Australia. While many of the authors are from colleges and universities, there is also representation from state and local governments, nonprofit institutions, industry, and the consulting community. They are all experts in the field.

			Assembling an impressive list of authors is one thing; getting them to write meaningful chapters is quite another. We’ve all read co-authored books where the contributions don’t seem to relate to one another. Bantin avoided this by providing a structure for the authors to follow, a structure that addresses the points most of interest to readers. For theory articles, the chapters include a historical overview, a summary of key models and theories, a discussion of key implementation projects, and a list of additional resources. For implementation articles, the chapters include strategies, challenges, results, evaluation, and lessons learned.

			In addition to the separate chapters, the book as a whole has a logical structure. It follows the steps in building a trusted digital repository: establishing policies and management structures; acquiring records (so poetically called “ingest” by the community); capturing and creating descriptive information about the records; establishing an audit trail; managing retention and disposition; accessing the records; securing the records; and preserving them. The volume ends with discussions of the present status of and future directions and possibilities for trusted digital repositories.

			In Building Trustworthy Digital Repositories: Theory and Implementation, Philip C. Bantin has made another significant contribution to the archival profession. Both its content and method of presentation will be models for years to come. It will be an important step in moving trusted digital repositories from theory to wide-scale implementation.

			Gregory S. Hunter, PhD, CA, CRM

			Palmer School of Library and Information Science

			Long Island University

		

	
		
			Preface

			Philip C. Bantin

		

		
			I have been teaching a class on electronic records management and trustworthy digital repositories for sixteen years. In the first ten years or so, I could focus primarily only on theory and conceptual and process models, standards and policies that were slowly but steadily emerging. During that period there were very few implementation projects in this area of study, but fortunately the situation has changed in the last five years or so. Unfortunately, however, this information on implementation is still, on the whole, rather sketchy and very scattered, and many of the articles on a project that do exist are broadly defined summaries of activities and do not provide enough detail to be truly useful. The best source for data on a project should be its website, but I have found that some projects do not create a site, and that the ones that do often have incomplete and out-of-date information on them.

			Overall, this book is designed to begin to fill this void in the literature. The book addresses two basic questions about trustworthy digital repositories: What are they (theory), and how are they implemented (practice)? Because I wanted authors to describe theory and practice in detail, I decided to create separate chapters on each of the major activities involved in creating a trustworthy repository. In other words, except for the first and last chapters, theory and implementation practices are described at the functional activity level (e.g., ingest or preservation), and not at the higher system level. This approach has resulted in the creation of separate chapters on the following activities: creating resources, policies, and management structures; the ingest process; creating and capturing metadata; capturing audit trail data; assigning retention and disposal data; creating an access strategy; creating a secure system; and creating a preservation strategy.

			For the theory section I have asked experienced practicing archivists and educators to write relatively short essays summarizing the theory, models, and standards that have emerged on a particular functional activity. There are a total of nine essays on theory, and the median length of these articles is eleven pages. Authors writing on theory were asked to address the following issues:

			
					Evolution of concepts and strategies—where have we come from and where are we now?

					Noteworthy conceptual models, standards, and policies

					Implementation projects that have advanced our knowledge of this issue

					Key books, articles, presentations, and project reports.

			

			The real emphasis of the book, however, is on documenting implementation projects. These articles far outnumber the essays on theory, and they are considerably longer. There are a total of nineteen essays on implementation, and the median length of these articles is twenty-one pages. In these essays, authors were asked to respond to the following issues:

			
					Context: provide institutional context and background of the project

					Strategies: define methodology, goals and outcomes, and tools and techniques employed

					Challenges encountered and how they were addressed

					Results and outcomes

					Evaluation and analysis: what worked, what did not work, and why

					Practical advice and lessons learned

			

			Overall the book includes essays by forty-two authors, with several articles written by two or more project members. Implementation essays describe projects at the following types of institutions: academic and cultural, nine essays; federal and state government, seven essays; and businesses, three essays. Authors were identified in three ways: direct contact with individuals who I knew were involved in a project to establish a trustworthy system, as a result of recommendations from trusted colleagues, and in response to a general call for authors made on professional listservs. The goal was to have at least two authors writing on implementation for all of the functional activities, and this goal was reached or exceeded in six of the nine chapters. In four of the chapters (“Resources, Policies, and Management Structures,” “Ingest Process,” “Creating and Capturing Metadata,” and “Creating an Access Strategy”), there are three essays on implementation; in two of the chapters (“Capturing Audit Trail Data” and “Creating a Secure System”), there are two essays on implementation; and in three other chapters (“Evaluating and Selecting a Trustworthy Repository,” “Assigning Retention and Disposal Data,” and “Creating a Preservation Strategy”), there is one implementation essay. Overall, these essays describe trustworthy repositories that manage a wide variety of digital objects, including business and government records, research data, and other digital objects (published works, data, video, images) of long-term cultural value. The book is international in its scope and includes essays about implementation projects undertaken in institutions in the United States, Canada, Europe, and Australia.

			There are several audiences for whom this book is written. First of all there are the practicing professionals who are seeking more detailed data on how to begin implementing a trustworthy repository. For this reason, I asked authors to be as specific as possible about how they attempted to solve the problems they faced, how their strategy did and did not work, and what they learned in the process. The book is designed to be useful to practitioners in a variety of professions, including archives, records management, library and information management, and information technology. The second target audiences are instructors and students in the above-named professions teaching or enrolled in classes on managing digital objects of all types. In learning about any topic, theory can take the student only so far. To really understand these models and standards associated with trustworthy repositories and make them come to life, students need to analyze and critique real-life implementation studies.

			Editing a book is a very different experience from writing your own book. As an editor it is not about describing your own experiences and knowledge or about micromanaging the content; it is about establishing a framework, a direction and a set of expectations for the book and then guiding the process to a successful conclusion. I would liken the editor to the conductor of an orchestra. Like the conductor, the editor is not primarily responsible for generating the content and is only one part of a much larger team producing the overall product. As in the music world, however, where the conductors often get too much of the credit for the recording, so it is with the editor, who after all is the only individual who gets his or her name on the book cover. In reality, this book is a collection of the experiences and ideas of forty-three different authors, and its value will be judged primarily on this intellectual content. So, to my team of writers, I say thank you for making my initial venture into the world of editing a book an enjoyable experience. Together I think we have produced a book that will be of value to record and information management professionals.

		

	
		
			1

			Evaluating and Selectinga Trustworthy Repository

			Theory: Evaluating and Selecting a Trustworthy Repository

			Philip C. Bantin

		

		
			For the past twenty years, information and records management professions have been engaged in a lively dialogue about the nature of a digital system that has become known as a trustworthy or trusted repository or system. What is a Trustworthy Repository, and how will we know if a system can indeed be trusted to achieve what it claims?

			Definitions and Requirements

			One of the earliest definitions appeared in 2002 when an Online Computer Library Centre (OCLC) and Research Libraries Group (RLG) task force report entitled Trusted Digital Repositories: Attributes and Responsibilities defined a trusted digital repository as “one whose mission is to provide reliable, long-term access to managed digital resources to its designated community, now and in the future.”1 In January 2007 representatives of four preservation organizations identified what they believed were ten basic characteristics of digital preservation repositories.

			
					The repository commits to continuing maintenance of digital objects for identified community/communities.

					Demonstrates organizational fitness (including financial, staffing, and processes) to fulfill its commitment.

					Acquires and maintains requisite contractual and legal rights and fulfills responsibilities.

					Has an effective and efficient policy framework.

					Acquires and ingests digital objects based upon stated criteria that correspond to its commitments and capabilities.

					Maintains/ensures the integrity, authenticity, and usability of digital objects it holds over time.

					Creates and maintains requisite metadata about actions taken on digital objects during preservation as well as about the relevant production, access support, and usage process contexts before preservation.

					Fulfills requisite dissemination requirements.

					Has a strategic program for preservation planning and action.

					Has technical infrastructure adequate to continuing maintenance and security of its digital objects.2

			

			Since the articulation of these basic definitions of trustworthy repositories, there have been numerous projects designed to provide more detailed sets of requirements or criteria for these systems. The most important and ultimately the most far reaching and influential has been the Reference Model for an Open Archival Information System (OAIS) created by the Consultative Committee for Space Data Systems in 2002 and approved as an ISO standard 14721 in 2003 and updated in 2012. The stated purpose of the OAIS model is “to facilitate a much wider understanding of what is required to preserve and access information for the Long Term.”3 The OAIS model is not an implementation plan; it is a reference model that operates at a conceptual level. It is designed to be implementation independent and applicable for all archives and organizations and for all types of digital objects. To this end the reference model establishes common terms and concepts and provides a conceptual framework for describing the life-cycle management of digital resources with long-term value. In other words, the OAIS model specifies how digital assets can be preserved for a community of users from the moment digital material is ingested into the digital storage area, through subsequent preservation strategies, to the creation of a dissemination package for the end users. More specifically the OAIS reference model defines six functional entities of a trustworthy system: ingest, archival storage, data management, administration, preservation planning, and access.4

			For well over twenty years, archivists and records managers have been discussing the concept of a digital system that could be trusted to preserve authentic records. These systems became known as a record-keeping system or a records management application (RMA). Several international standards defining records and systems have been created in the last fifteen years. Most noteworthy are ISO 15489, which defines a systematic and process-driven approach to protect and preserve records as evidence of actions, and ISO 16175, which provides internationally agreed principles and functional requirements for systems used to create and manage digital information in office environments. In addition to these more general requirements for trustworthy systems, archivists have created a number of detailed lists of functional requirements for trustworthy systems for digital records. Perhaps the most influential list of requirements was created by the US Department of Defense (DoD). The DoD document includes 121 requirements and 91 sub-requirements for a total of 212 requirements. Of these, 93 requirements and 76 sub-requirements are mandatory, for a total of 169 mandatory requirements, or 80 percent of the total number.5 Another noteworthy set of requirements for a trustworthy system for digital records is the European Commission’s Model Requirements for the Management of Electronic Records (MoReq2). It breaks down requirements in the following manner:

			
					Classification Scheme: 91 requirements, of these 71 are mandatory.

					Controls and Security: 50 requirements, of these 45 are mandatory.

					Retention and Disposal: 75 requirements, of these 59 are mandatory.

					Capturing and Declaring: 95 requirements, of these 60 are mandatory.

					Referencing (unique identifiers): 16 requirements, of these 12 are mandatory.

					Searching, Retrieval, and Preservation: 56 requirements, of these 36 are mandatory.

					Administrative Functions: 59 requirements, of these 36 are mandatory.

			

			Overall, MoReq2 includes 442 requirements, of which 319, or 72 percent, are mandatory. Other noteworthy sets of functional requirements for digital records include those created by the International Council of Archivists (ICA), the US National Archives and Records Administration (NARA), the National Archives of Australia, the Government of South Australia, and Archives New Zealand.6

			Auditing and Certification

			From the start of the process of defining trustworthy systems, information professionals recognized the need for mechanisms or tools for auditing and for a process of certification for digital archives in order to create an overall climate of trust in the ability of these systems to meet their stated goals. In 2002, RLG and OCLC jointly published Trusted Digital Repositories: Attributes and Responsibilities, which recommended the development of certification programs and the articulation of auditable criteria. In 2003, RLG and the NARA created a joint task force to specifically address digital repository certification. The goal was “to produce certification criteria and delineate a process for certification applicable to a range of digital repositories and archives.”7 In 2005 the task force released in draft, An Audit Checklist for the Certification of Trusted Digital Repositories. This document was instrumental in shaping the next important audit and certification document. In 2007, working groups in the United States and Europe produced a document entitled Trustworthy Repositories Audit and Certification: Criteria and Checklist (TRAC). This document was later revised and updated in 2011, and in 2012, the TRAC criteria were incorporated into International Organization for Standardization (ISO) standard 16363, Audit and Certification of Trustworthy Digital Repositories. The primary objective of TRAC is to provide tools for the audit, assessment, and potential certification of digital repositories by establishing documentation requirements, delineating a process, and establishing appropriate methodologies for determining the soundness and sustainability of digital repositories. TRAC contains three main sections of metrics, each consisting of one or more subsections.8

			Organizational Infrastructure

			A1. Governance and organizational viability

			A2. Organizational structure and staffing

			A3. Procedural accountability and policy framework

			A4. Financial sustainability

			A5. Contracts, licenses, and liabilities

			Digital Object Management

			B1. Ingest: acquisition of content

			B2. Ingest: creation of the archivable package

			B3. Preservation planning

			B4. Archival storage and preservation/maintenance of AIPs

			B5. Information management

			B6. Access management

			Technologies, Technical Infrastructure, and Security

			C1. System infrastructure

			C2. Appropriate technologies

			C3. Security

			In addition to TRAC, a number of other noteworthy auditing tools have been created to assess the trustworthy nature of digital systems. The Catalogue of Criteria for Trusted Digital Repositories produced by the nestor Project (Network of Expertise in Long-Term Storage of Digital Resources—A Digital Preservation Initiative for Germany) in 2006 identifies fourteen criteria that are relevant in evaluating digital repositories.9 The Data Seal of Approval Guidelines created by the Data Archiving and Networked Services (DANS) archive in the Netherlands and overseen by an international board includes sixteen guidelines related to trustworthy data management and stewardship. In Europe, the Data Seal of Approval serves as a basic certification step in an integrated framework for auditing and certifying digital repositories.10 The Digital Repository Audit Method Based on Risk Assessment (DRAMBORA) is a tool kit for use by repository administrators to assess the risks to their digital archiving systems and to facilitate internal audit by providing repository administrators with a means to assess their capabilities, identify their weaknesses, and recognize their strengths.11 Trusted Digital Repositories EU is a collaboration between Data Seal of Approval, the Repository Audit and Certification Working Group of the CCSDS, and the DIN Working Group. According to the documentation, the goal of the initiative is to “put in place mechanisms to ensure that the groups can collaborate in setting up an integrated framework for auditing and certifying digital repositories.”12 The framework consists of three levels of certification: basic, extended, and formal. The Primary Trustworthy Digital Repository Authorisation Body (ISO-PTAB)13 plays a major role in training auditors and repository managers. There are three important ISO standards, and together these three standards provide criteria and methodologies for establishing an internationally recognized and certified set of trustworthy digital repositories. ISO 16363 as already indicated provides the audit and certification criteria. ISO/IEC 17021 and ISO 16919:2014, Requirements for Bodies Providing Audit and Certification of Candidate Trustworthy Digital Repositories, identify the standards and competencies for the organizations that will carry out audits and certifications of digital repositories.

			Over the years, process models and standards have been created for designing and certifying trustworthy systems. The information and records management communities know conceptually where they want to go. What remains to be developed are the detailed road maps showing them how to reach their destination. In other words, the communities need to generate many more test cases of implementation, big and small, occurring in all types of institutions on a wide variety of types of digital objects. Only in this way can the information and records management communities create the best practices that will move the agenda forward.

			Implementation: Selecting an Integrated Records and Preservation Management System for the Indiana Archives and Records Administration

			Jim Corridan and Tibaut Houzanme

			Context and Issues

			Context

			The Indiana Archives and Records Administration (IARA-former ICPR) is the standard bearer with a mandate to receive and manage all formats of nonpermanent and permanent records of state government, and supports thousands of units of local government. IARA consists of five long-standing divisions: Records Management (State and Local), Forms Management, the State Records Center, the State Micrographics and Imaging Lab, and the State Archives. As an addition to the IARA’s activities, IARA’s Electronic Records Program can be traced back as early as 2006;14 however, effective efforts for its development began in 2009, with the hiring of a full-time electronic records archivist.

			Digital records formats in the holdings varied from obsolete to modern media (e.g., floppy disks, Jazz drives, Zip disks, hard drives, CDs/DVDs, Blu-ray). IARA accepts transfer of permanent electronic records from over one hundred state and local government agencies. At the conclusion of Governor Mitch Daniels’s administration in January 2013, nearly two terabytes of the governor’s records were transferred to the Indiana State Archives. Eight years earlier, Governor Kernan’s administration provided two CDs of data. Family Search has provided the Indiana State Archives with nearly fifteen terabytes of digitized Indiana marriage records from Indiana’s territorial period through 1958. Ancestry.com has contracted with the IARA and will be providing digital copies of the state’s birth, death, and post-1958 marriage records. This encompasses approximately twenty million additional images, which is estimated to be about 260 terabytes (original and redacted copies).

			Records on removable media are stored in climate-controlled vaults at the Indiana State Archives. Accessions of physical and digital records are made using the same Microsoft Access database created in-house ten years prior. Minimal metadata is collected at the time of accession, such as creating agency, general content description, and transfer information.

			Thirty terabytes of storage were provided to the IARA by the Indiana Office of Technology. IOT centralizes the management of the technology infrastructure for all state government agencies and manages access to and security of the records stored on its network. Most state agencies are also digitizing their business processes through IOT, which creates more digital records.

			Issues

			IARA’s MS Access database proved inadequate for the effective and expedient management of all the records in the holdings. The same database is inappropriate to use for the preservation of and access to born-digital and digitized records. IARA set out to complete a more thorough study of its holdings to inform the system acquisition. With the dramatic increase in electronic records being transferred to the IARA, a more robust and comprehensive system needed to be developed to properly preserve, manage, and provide access to the accessioned materials. To reduce cost, IARA made the decision to use the existing IT infrastructure and services and to look for a hybrid records management system with digital preservation functionalities. To achieve that goal, the following activities were carried out:

			
					An inventory focused on needs assessment and preservation perspectives

					System selection based on functional (ISO 16175, OAIS) and nonfunctional requirements (organizational, IT, optional features, resources)

			

			Strategies

			The overall strategy IARA employed, as illustrated in figure 1.1, consisted of taking the lead, getting the appropriate knowledge, and understanding the digital holdings further by way of an inventory and projections. It also included an understanding of the users’ needs and of the institutional environment (including the IT infrastructure where a potential solution would be installed) and funding options. Decisions and actions were based on the knowledge gained from the process.       

			
				
					[image: ]
				

			

			
				
					Figure 1.1.

				

			

			Conducting an Inventory from a Needs Assessment and Preservation Perspective

			The inventory had the following goals:

			
					Identify the existing physical and digital records, their variety and complexity.

					Estimate the volume of records worthy of digitization that would add to the public’s knowledge and address growing demand for digital content.

					Estimate the growth of records based on processing, policy, and data growth.

					Ascertain that any proposed solution would be able to manage existing records and future growth, including possible consolidation of local government permanent e-records into a state-managed repository.

					Prepare for implementation of storage solutions in a sustainable manner.

			

			Choosing a System Using Functional and Nonfunctional Requirements

			IARA focused on two sets of goals: eliciting functional and nonfunctional requirements for the implementation of a solution.

			Functional Requirements

			
					An OAIS-compliant digital preservation with document reformatting. The document reformatting tool should support these categories of records: plain text, structured text, structured data and spreadsheets, presentations, databases, audio, video, raster images, vector images, raw images, geospatial data, e-mail, web pages and social media content, software, disk images, etc. It should be flexible for format choices and changes.

					International Council on Archives’ (ICA-Req or ISO 16175-2:201115) functional digital records management system compliant features (capture, identification, classification, authenticity management, hybrid records management, retention and disposal, search-retrieve-render (and share), administration, and reporting).

					Single portal providing granular access/sharing of records online.

					Flexible metadata fields with archival standards (EAD, EAC, OAI-PMH).

			

			Nonfunctional Requirements

			
					Workflow for records process, flexible storage, multiple sub-repositories management

					Simple/intuitive and learning-ready interface and features

					Support by Indiana’s central IT infrastructure (Enterprise Windows/RedHAt server, desktop, security, storage, and web-compatible installation and use; adaptable to changing use case)

					Vendor’s willingness to deliver Content Management Interoperability Services (CMIS) compliance and encapsulation/export of content for openness and long-term preservation

					Prior proof-of-concept for comprehensive solution implementation

					Affordable total cost of ownership (acquisition, maintenance, and operation)

			

			Figure 1.2 describes the framework that guided IARA in the understanding of how nonfunctional IT requirements would affect the system’s choice:        
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					Figure 1.2.

				

			

			Resources and Processes

			Inventory

			To accomplish the inventory’s goals, the following resources and processes were used: identify data elements and assumptions required to conduct the inventory; develop a plan to incorporate existing inventories and sources; identify equipment and software needed, such as laptops and Microsoft Excel; identify inventory staff and provide them access to the shared inventory file; provide training to the employees undertaking the inventory; and establish time frames to accomplish the inventory objectives. Once these preparations were completed, the inventory was conducted.

			System Selection

			IARA used the International Council on Archives’ requirement (ICA-Req or ISO 16175-2:2011) as a basis for its requirements. For digital preservation requirements, IARA focused on the OAIS framework, authenticity management, and migration of digital content away from most proprietary formats into open and standardized formats. For additional functionalities that were not available on most of the solutions considered (CMIS interoperability and content packaging for repository), IARA considered the vendor’s ability and willingness to enhance the application to deliver these functionalities later on.

			Initially, IARA ended up with the list of the following systems that were likely to be used or customized to meet its goals: Alfresco One, AXAEM, ContentVerse, MediaFlex, and Preservica.

			Project Participants, Audience, and Beneficiaries

			For the inventory, participants included IARA staff to conduct the inventory. The audiences and beneficiaries of the completed inventory included IARA employees, researchers, and colleagues interested in accessing Indiana’s vast and hidden collections.

			For the system selection, participants included IARA staff, electronic records staff from other states with similar goals to Indiana’s program (alphabetically, Alaska, Connecticut, Illinois, Minnesota, and Utah), the Indiana Office of Technology, and five solution vendor representatives (Alfresco One, AXAEM, ContentVerse, Media-Flex, and Preservica). Kristopher Stenson and Allen Ramsey, respectively of Illinois (now at Oregon) and Connecticut State Archives, contributed to the data extraction from vendors’ quotes, debated related issues, and helped harmonize the metrics entry into the comparison table, which proved useful for the final analysis and decision. The primary audience of the system evaluation are decision makers for acquisition and the professionals involved. Though publication would be useful, the results are kept private because of the confidentiality agreements that covered the quotes received by IARA.

			Implementation Methodology, Tools, and Activities

			Inventory

			The methodology employed aimed at getting a comprehensive footprint of the physical and digital records held by IARA. In doing so, IARA quantified the extent of the physical records in the holding and its potential impact on digital records growth. IARA then reviewed the digital records holdings and the impact that processing would have on the collection’s growth as well. Future accessions along with overall growth were also estimated. Finally, a global view of the electronic records inventory was presented for management decisions in terms of priority, solution simulations, and cost modeling. IARA’s assumptions and calculations show that:

			Digitization Will Increase Digital Holdings. One hundred percent of IARA’s permanent audiovisual records on physical media would need to be digitized to avoid obsolescence and loss of content. And based on the type and characteristics of the documents to digitize, the estimates in table 1.1 show the conversion equivalents in digital sizes.

			
				
					Table 1.1.  Conversion Size Estimates from Analog Documents to Digital Objects 

					
						
							
							
							
							
							
						
						
							
									
									Record Type Input for Digitization

								
									
									Definition Target

								
									
									Resolution Target

								
									
									Format Target

								
									
									Digitization Output Size*

								
							

							
									
									1 Standard 8½ x 11” Document Page

								
							

							
									
									Standard Text Record 

								
									
									Bitonal (B/W)

								
									
									300 dpi

								
									
									Uncompressed TIFF

								
									
									92 KB 

								
							

							
									
									Discolored Background Text Records (or Aged Document)

								
									
									Grayscale

								
									
									300 dpi

								
									
									Uncompressed TIFF

								
									
									7,190 KB 

								
							

							
									
									Discolored Background Text Records (or Aged Document)

								
									
									Color

								
									
									300 dpi

								
									
									Uncompressed TIFF

								
									
									28,016 KB 

								
							

							
									
									Photos Black/White 

								
									
									Grayscale

								
									
									600 dpi

								
									
									Uncompressed TIFF

								
									
									9,465 KB 

								
							

							
									
									Photos Color

								
									
									Color

								
									
									600 dpi

								
									
									Uncompressed TIFF

								
									
									43,969 KB 

								
							

							
									
									Microfilm 16 mm  (B/W)

								
									
									Grayscale

								
									
									300 dpi

								
									
									Uncompressed TIFF

								
									
									7,190 KB 

								
							

							
									
									Microfilm 35 mm (B/W)

								
									
									Grayscale

								
									
									300 dpi

								
									
									Uncompressed TIFF

								
									
									89,000 KB 

								
							

							
									
									Standard 1 minute of time-based analog media content

								
							

							
									
									Audio (Magnetic Tapes)

								
									
									96K Stereo

								
									
									24 Bit

								
									
									Uncompressed WAV

								
									
									32 MB 

								
							

							
									
									Video (Magnetic Tapes)

								
									
									29 frames per second (fps)

								
									
									720×486 pixels

								
									
									Uncompressed AVI/QuickTime

								
									
									1,361 MB

								
							

						
					

					*Scan tests on ten samples of pages of records have given the average number provided for each category of document digitized as bitonal, grayscale, and color. Microfilm numbers were entrusted to our imaging lab. Expert advice from IU media digitization was relied on for audiovisual, resolution, format, definition, and size estimates.

				

			

			Also, 100 percent of existing digital archival holdings on removable media would need to be migrated to avoid obsolescence; vital, critical, and highly useful paper and microfilm records estimated at 30 percent would need to be digitized to satisfy preservation and access16 needs, and such digitization will increase the digital holdings. This growth is estimated in table 1.2.

			
				
					Table 1.2.  Assumptions about Digital Records, Permanent Records Ratios, and Growth

					
						
							
							
							
							
						
						
							
									
									Paper (reasoning breakdown)

								
									
									%

								
									
									Audiovisual

								
									
									%

								
							

							
									
									Holdings (325 million pages)

								
									
									100

								
									
									Video (Betamax, Betacam, reel, Umatic, VHS, film 35 mm, film 16 mm), audio (mini-cassette, cassette, reel, other) 

								
									
									 

								
							

							
									
									Vital

								
									
									0.10

								
									
									In holdings, 12,000 hours

								
									
									100

								
							

							
									
									At risk in 5 years

								
									
									13

								
									
									 

								
									
									30

								
							

							
									
									At risk in 10 years

								
									
									0.90

								
									
									 

								
									
									70

								
							

							
									
									Digitize by public demand (based on use stats)

								
									
									17

								
									
									Less requested

								
									
									Unknown

								
							

							
									
									Total percentage of paper to digitize if resources allow

								
									
									31

								
									
									Total % to digitize to preserve content

								
									
									100

								
							

							
									
									Undeclared permanent digital records in data center

								
									
									%

								
									
									Microfilm (625 million pages in holdings)

								
									
									%

								
							

							
									
									In state data center (2PB)

								
									
									100

								
									
									Percentage that is duplicate (paper and microfilm)

								
									
									30

								
							

							
									
									% that has records retention value per CGOC*

								
									
									31

								
									
									% that would be unique

								
									
									70

								
							

							
									
									IARA assumption of % that is permanent (10% of 31%)

								
									
									3

								
									
									Total percentage of microfilm to digitize if resources allow (same reasoning as with paper content)

								
									
									30

								
							

						
					

					*Information Governance Benchmark Report in Global 1000 Companies/CGOC (Deidre Paknad and Peter Baldwin).

					Disclaimer: Governments are different from corporations and may be required to retain more than 31 percent of records from data. However, the percentage of permanent records that gets transferred to the state archive could be less than 31 percent. Such number averages around 3–5 percent for paper records. Indiana considered 3 percent of the total data as permanent records.	

				

			

			A specific illustration of why it was important to account for future accession of content can be found in the fact that IARA is scheduled to get an additional 260 terabytes of digitized content as a result of its partnership with Ancestry.com that is digitizing twenty million pages of vital records by 2016. It would be problematic from preservation, access, and sustainability standpoints to not account for such a dramatic increase in the digital collection size (at press time, IARA is expecting receipt of close to 1 Petabyte of digital records resulting from its overall efforts to have marriage, death, birth, and probate records digitized). 

			Business Process and Demographic Changes Will Increase Digital Holdings. Many state and local government agencies are digitizing (or digitalizing) their business processes, and this generates increased electronic record volumes and storage needs. Demographic growths and consumer demands are also adding to digital records growth. IARA found that at least 3 percent of data held at the state’s data center would qualify as permanent records to be transferred to the state archives (sixty terabytes, representing 3 percent of the State of Indiana’s current data [two petabytes]), and digital records growth would be at least 15 percent per year through 2020, using IDC’s Digital Universe’s Study.17

			Processing and Preservation Needs Will Increase Digital Holdings. In standardizing records processing with an OAIS model, a submission information packet (SIP) would be kept as an original authentic copy while an archival information packet (AIP) would be created for preservation in open format, while a dissemination information packet (DIP) would be created for access needs. This will cause an estimated 120 percent increase in the size of digital-born documents (preservation and access copies) and about a 20 percent increase in the size of digitized documents (access copies). In addition, when the entire repository is backed up in one separate geographical location, the size of the digital holding would double.

			The following activities were performed during the course of the inventory: the physical records inventory was reviewed for accuracy and redundancy; within the physical records, subcategories such as paper, audio, video, microfilm, photos, and unusual categories were counted and normalized as follows: audio/video in hours, paper and microfilm in pages; simulations have been performed to arrive at the percentage of physical records that would be digitized, and the digitization size was calculated based on the appropriate digitization resolution to use (grayscale, bitonal, and color uncompressed TIFF images for pages of paper/microfilm document); estimation of additional digital copies based on need for preservation and access; and the entire state data center holdings have been compared against most plausible assumptions to draw realistic estimations of permanent digital records content to be transferred to the state archives.

			System Selection

			In addressing the overall fitness of the systems initially identified, a comparison and ranking table was developed. This table below helped assess (a) if the solution met the requirements, (b) if the solution could be improved to meet such requirements, (c) what the fixed and long-term costs would be to improve it, and (d) the ranking of the solutions based on total cost of ownership (see table 1.3).

			
				
					Table 1.3.  Records Management and Preservation System Evaluation and Recommendation Scorecard

					
						
							
							
							
							
							
						
						
							
									
									REQUIREMENTS OR NEEDS

									(Note which requirements are must-have or primary, to be able to rank solution based on core needs and overall needs separately)

								
									
									Use this column with each of the three subdivisions for each vendor or solution (examples below are for illustrative purpose and can be personalized)

								
							

							
									
									How requirements are met

								
									
									Cost for customization or additional development to meet requirements 

								
									
									Score, based on total cost to meet requirements: $0 = 10; ≤$5,000 = 8; ≤$10,000 = 6; ≤$20,000 = 4; ≤$30,000 = 2; >$30,000 = 1; not achievable or vendor would not support = 0

								
							

							
									
									DEFINE USE CASE SCENARIO 

									(organizational use or expectations, IT requirements, performance, installation mode, content location, and access and security)

								
									
									Implementation of an integrated physical records management and digital preservation with single points management; to be used by multiple state agencies and local governments to transfer records to records center and to state archives as applicable; system must be scalable within its centralized and secure IT installation environment, to accommodate thousands of sub-repositories with granular security groups for roles; customizable storage(s) for changing needs; must have a centralized portal for public access to open records and

								
									
									System is customizable to achieve requirements

								
									
									
							

							
									
									
									internal access to all records of agencies only; at launch, implementation should accommodate a minimum of 20 concurrent users, 10 licensed users (internal), and 30 concurrent public-access users (these scalable specifications will influence number of CPU and RAM for desired performance).

								
									
									
									
							

							
									
									Install any option (local, cloud), manage any option (local, cloud)

								
									
									E.g., vendor offers both local and cloud as well as hybrid options

								
									
									
							

							
									
									Policy-based storage. Role-based security groups.

								
									
									E.g., vendor allows setting of security groups and choice of local, cloud, or hybrid storage options; but storage connectors/adapters need to be developed

								
									
									
							

							
									
									CREATE/CAPTURE RECORDS (expand with ISO 16175)

								
							

							
									
									
									Capture/ingest records from folder location

								
									
									Allows the management of physical and digital catalog in an integrated manner

								
									
									
							

							
									
									
									Capture ingest records from network location

									Capture ingest individual files as well as group of digital objects

									Allow manual entry of records metadata such as accession and descriptions information

									Allow bulk ingest of records and descriptions

								
									
									
									
							

							
									
									MAINTAIN RECORDS (expand with ISO 16175)

								
							

							
									
									Classification and tagging

								
									
									Manual classification and tagging (2 points)

								
									
									Yes

								
									
									
							

							
									
									Automated classification of content (5 points)

								
									
									Child inherits parent classification and rights

								
									
									
							

							
									
									Integrated mechanism for user-generated metadata and tagging of records (5 points)

								
									
									No

								
									
									
							

							
									
									Hybrid records management

								
									
									Allows the management of physical and digital records in an integrated manner

								
									
									
									
							

							
									
									DISSEMINATE RECORDS (expand with ISO 16175)

								
							

							
									
									Access copies

								
									
									Has capability to render access copies of these categories of records: audio, video, text, spreadsheet, image, word processing, structured data, database

								
									
									
									
							

							
									
									Redaction

								
									
									Integrated redaction for sensitive document access

								
									
									No

								
									
									
							

							
									
									Manual and case-by-case redaction (2 points)

								
									
									No

								
									
									
							

							
									
									Automated identification of PHI and PII and redaction of DIP (5 points)

								
									
									No

								
									
									
							

							
									
									Unified portal for access to all records managed

								
									
									Access portal and search experience (indexing of document types, metadata, agents, for open records folders and metadata for sensitive records)

								
									
									Not included

								
									
									
							

							
									
									Social media capabilities

								
									
									Manual sharing of contents through major social media (2 points)

								
									
									
									
							

							
									
									Plug-in available to automatically share content through social media aggregators (5 points)

								
									
									
									 

								
									
							

							
									
									ADMINISTER RECORDS (expand with ISO 16175)

								
							

							
									
									Admin and audit

								
									
									Administrative tools, policy setting and automation tools, audit tools, reporting

								
									
									
									
							

							
									
									HELP PRESERVE RECORDS

								
							

							
									
									Document migration

								
									
									Document format migration (for audio, video, text, spreadsheet, image, word processing, structured data, database)

								
									
									Assign points for each category of records covered for migration

								
									
									
							

							
									
									OAIS

								
									
									Preservation workflow based on OAIS framework

								
									
									
									
							

							
									
									Archival information packets

								
									
									Digital object packaging for preservation (VERS/VEO or SNIA/SIRF) with ZIP, Gzip, .ISO, or .WARC format (grade based on importance to your program)

								
									
									
									
							

							
									
									Migration

								
									
									Has a capability to migrate originals to open standards preservation format for video (5 points), audio (5 points), text (5 points), word processing (5 points), spreadsheet (5 points), e-mail (5 points), data (5 points), and website (5 points). NB: change the award system to match your priorities for each category.

								
									
									
									
							

							
									
									Format policy/flexibility

								
									
									Has capabilities to support selection of different preservation and access format as the archive would see fit or per its policy (10 points)

								
									
									
									
							

							
									
									Authentication of records

								
									
									Has mechanism of signature/hash and verification to help verify the authenticity of digital object

								
									
									
									
							

							
									
									USABILITY/CONVENIENCE

								
							

							
									
									Available templates

								
									
									Templates of forms, metadata schema, categories of records, series

								
									
									
									
							

							
									
									GUI menus access

								
									
									GUI workflow

								
									
									
									
							

							
									
									Workflow

								
									
									Adaptable workflow to records process

								
									
									
									
							

							
									
									Scalability

								
									
									Scalable = 5

								
									
									
									
							

							
									
									Modularity

								
									
									Modular = 5

								
									
									
									
							

							
									
									Intuitiveness

								
									
									User-friendly interface = 5

								
									
									
									
							

							
									
									Interoperability with standard CMIS 1.0 or 1.1 for seamless integration with compliant systems

								
									
									CMIS interoperability for front end (import of records)

								
									
									
									
							

							
									
									CMIS interoperability for back end of application (access to records in the applications)

								
									
									
									 

								
									
							

							
									
									OTHER DESIRABLE FEATURES

								
							

							
									
									e-discovery

								
									
									e-discovery features

								
									
									
									
							

							
									
									Mechanism/features available for automated and standardized (EDRM) processing and packaging of records as evidence (5 points)

								
									
									
									 

								
									
							

							
									
									Hold

								
									
									Allow freezing/hold of records per court order or litigation purposes

								
									
									
									
							

							
									
									Archives management supporting features

								
									
									(Records manager/coordinator trainings; records series management; functional thesaurus management) = 5 points each or grade by importance to your use case

								
									
									
									
							

							
									
									e-commerce

								
									
									e-commerce of records or services

								
									
									
									
							

							
									
									CERTIFICATION AND STANDARDS

								
							

							
									
									Certification/standards

								
									
									OAIS compliance

								
									
									
									
							

							
									
									DoD 5015.2 

								
									
									
									 

								
									
							

							
									
									ICA-Req or ISO 16175:2:2011

								
									
									
									 

								
									
							

							
									
									MoReq 1 or 2

								
									
									
									 

								
									
							

							
									
									Victorian Electronic Records Strategy (VERS)

								
									
									
									 

								
									
							

							
									
									UOF (Universal Object Format-KOPAL)

								
									
									
									 

								
									
							

							
									
									CMIS

								
									
									
									 

								
									
							

							
									
									Other standard (specify)

								
									
									
									
							

							
									
									Metadata standards

								
									
									EAD/ DACS

								
									
									
									
							

							
									
									EAC-CPF

								
									
									
									 

								
									
							

							
									
									ISDF

								
									
									
									 

								
									
							

							
									
									MARC

								
									
									
									 

								
									
							

							
									
									Dublin Core

								
									
									
									 

								
									
							

							
									
									METS

								
									
									
									 

								
									
							

							
									
									Dublin Core

								
									
									
									 

								
									
							

							
									
									Other (specify)

								
									
									
									 

								
									
							

							
									
									SUSTAINABILITY COST

								
							

							
									
									(#1) Vendor’s Initial Onetime Cost (Acquire and Implement the Solution) 

								
							

							
									
									Solution acquisition

								
									
									Onetime acquisition cost: baseline system and configuration cost

								
									
									≤$100,000 = 10; 

									≤$125,000 = 8; 

									≤$150,000 = 6; 

									≤$175,000 = 4; 

									≤$200,000 = 2; 

									>$200,000 = 1

								
									
									
							

							
									
									First-year support

									(usually less than recurrent yearly support)

								
									
									Support level received with each standard fee

								
									
									On-site and distance support = 10; unlimited live(i.e., phone or chat) support = 8; substantial support (based on some number of max calls/chats) live support = 6; limited live support = 4; user-group oriented support = 2; pay per call sort of support = 1

								
									
									
							

							
									
									Professional services

								
									
									One time installation, setup including travel, etc.

								
									
									
									
							

							
									
									Onetime additional development/improvement

								
									
									
									
							

							
									
									Initial core group training on how to use the system

								
									
									
									
							

							
									
									Subtotal (#1) Vendor Cost—One Time 

								
									
									Add all cost in this subcategory

								
									
									
									
							

							
									
									(#2) Vendor Cost—Recurrent/Long Term 

								
							

							
									
									Basic yearly support

								
									
									Yearly vendor services cost includes only basic and standard costs. Optional additional services (install assistance, enhancement/customization, and on-site support) can add additional costs. However, a high maintenance and yearly support cost would be counter to the goal of choosing a solution that is affordable and sustainable. 

								
									
									
									
							

							
									
									Professional services

								
									
									Additional support fee, support level, and support delivery 

								
									
									Standard support fee; 

									≤10% of acquisition cost = 10;

									 ≤15% of acquisition cost = 5; 

									> 15% of acquisition cost = 3

								
									
									
							

							
									
									Additional development: yearly funding for needed/potential improvements

								
									
									
									
							

							
									
									Subtotal (#2) Vendor Cost—Recurrent/Long Term 

								
									
									
									
									
							

							
									
									(#3) Archives’ Initial Onetime Cost to Implement the Solution 

								
							

							
									
									Existing data import

								
									
									Database migration and incidental

								
									
									
									
							

							
									
									Equipment

								
									
									Onetime IT equipment cost (e.g., servers)

								
									
									
									
							

							
									
									Server setup fees

								
									
									Onetime equipment setup fees (by the IT institution providing the server[s])

								
									
									
									
							

							
									
									Service start

								
									
									Total ongoing live cost

								
									
									
									
							

							
									
									Subtotal (#3) Vendor Cost—Recurrent/Long Term 

								
									
									
									
									
							

							
									
									(#4) Archive Cost—Recurrent/Long Term 

								
							

							
									
									Hosting

								
									
									Yearly IT/hosting/maintenance

								
									
									
									
							

							
									
									Cost to host vendor solution

								
									
									Server hosting

								
									
									
									
							

							
									
									Personnel cost

								
									
									Number and cost of personnel required to use the system (e.g., if solution requires a dedicated administrator)

								
									
									
									
							

							
									
									Personnel training cost

								
									
									Cost to continue training additional users of the system (such as agencies’ records coordinators)

								
									
									
									
							

							
									
									Storage and security

								
									
									Storage hosting for the data generated by the use of the system; cost to secure and protect the data

								
									
									
									
							

							
									
									Subtotal (#4)—Recurrent Solution Use Cost 

								
									
									Total score

								
									
									
									
							

							
									
									Subtotal #5—Total Initial Implementation Cost (#1 + #3)

								
									
									
									
									
							

							
									
									Subtotal #6 – Total Long-Term Maintenance and Support (#2 + #4)

								
									
									
									
									
							

							
									
									EVALUATION/RANKING BASED ON CORE/MUST-HAVE REQUIREMENTS

								
									
									
									
									
							

							
									
									EVALUATION/RANKING BASED ON OVERALL REQUIREMENTS

								
									
									
									
									
							

							
									
									RECOMMENDATION

								
									
									Recommend a solution based on the core requirement and overall requirements

								
									
									
									
							

							
									
									Comments/narrative or caveats of recommendation

								
									
									
									
							

						
					

				

			

			Many levels of review were completed by electronic records archivists, and assessments have been discussed along with appropriate grading. If a required feature was not perceived as available, the vendor was contacted to clarify how it could be made available and the cost of such improvements.

			While table 1.3 addressed the functional and nonfunctional requirements for IARA, it can be adapted to meet different environments. It is fair to say that in a different environment, the conclusion or decisions arrived at could be different.

			Challenges Encountered

			Inventory

			Trying to address IARA’s needs with a view to the future required developing best estimates and projections. The projections provided a good start to visualize the future demands of the electronic records program in Indiana and the ability to plan for it. However, the lack of existing benchmarks within the state archives’ community to identify comparable statistics was a significant challenge. In that absence, IARA developed the tools and formulas within its context and with the information available at the time. Overall, IARA came up with reasoned measurement tools that allow solutions and cost modeling to gauge sustainability of systems and use.

			System Selection

			Many of the solutions compared have not been designed with the same goal, which explains differences in the features and approaches. For this reason, IARA first used a continuous improvement method and focused on features that are present in all or most solutions; then other features important to IARA and only present in some solutions were considered. All applications were compared with the same set of criteria. These applications were Alfresco One, AXAEM, ContentVerse, MediaFlex, and Preservica.

			One of the difficulties IARA encountered in ranking such systems relates to the lack of openness with features performance and cost because of confidentiality terms entered into by users or evaluators. It would have been easier to be able to ask questions openly and solicit the wide community’s feedback on solutions, either to save time, to get others’ perspectives, or to avoid mistakes already made.

			The other difficulty relates to the confidentiality clauses that precede a vendor providing quotes to IARA. This limited our ability to discuss the solutions with other states, except with the limited group that partnered with Indiana. This confidentiality also prevents IARA from sharing comparison results.

			Evaluation and Outcomes

			Inventory

			It was difficult to estimate the digital records percentage in state data centers and their growth because of the unavailability of models to use, that are specific to state data centers. Estimating the growth of the physical records without comparison to other state archives numbers also proved difficult. The Compliance, Governance, and Oversight Council’s 2012 report18 was helpful in providing numbers to start from that can be improved later on as more data become available. The analysis focused on the following points that are important for the system choice, storage options, and processes: records’ volume, variety, preservation, and access needs.        

			
				
					Table 1.4.  Indiana Archives and Records Administration—Holistic Inventory and Projections, June 2014–June 2021 
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			Records’ Volume

			For effective planning, the analysis highlighted the records volume in the short, medium, and long terms or as far as IARA could project (2021). This data point is helpful for storage planning as well as system choice, in that it showed the need to address scalability as holdings increase (or decrease). Visualization could be used to further enhance the point, but we did not think it was necessary, as the numbers speak for themselves and can be incorporated into planning activities.

			Records’ Variety

			IARA already receives records from more than one hundred state agencies. The presumption is also that many of the thousands of local government units (Indiana cities, towns, and counties) as well as institutions with special statutes (courts, schools) might want to leverage the capabilities of the system for their permanent digital records. This realization justifies the multi-tenancy feature the records system must have to accommodate thousands of records series and agency sub-repositories and security groups. Further, the records are available in different physical formats (e.g., microfilm, paper, audio, video, photo, electronic) and on different media (e.g., paper, magnetic tape, DVD, floppies). This implies that an appropriate system’s object and metadata models must be versatile or customizable enough to accommodate records from various agencies (state, local), on various media (analog, digital, and subtypes), and in various formats (analog, digital, and subtypes).

			Storage for Preservation and Access

			Though the analysis did not go far enough to identify the ratio of sensitive to open records, the inventory activity revealed that provision should be made for the storage of vital, sensitive, and open long-term preservation data (SIP, AIP, DIP). The needs for proper storage allocation would be influenced by frequency of access, privacy, retention schedules, preservation requirements, and sustainable use, among other factors. Prior to that project, the system selected must allow for the management of authentic records. The ultimate result of the inventory activity is the numeric representation of the holdings, allowing IARA to visualize and make projections. The results show:

			
					4,140 GB or approximately 4 TB of born-digital records on a variety of obsolete media (8”, 5.25”, and 3.5” floppies, Zip disks, Jazz drives, magnetic cartridges, CDs, DVDs, etc.).

					1,587 GB (1.5 TB) of born-digital records on hard drives accessioned from outgoing governor Mitch Daniels’s administration (governor and lieutenant governor).

					More than 12 TB of digitized records, mostly TIFF images of county marriage records from pre-1958 provided by FamilySearch.

					Since 2012, the physical collection has increased by seventeen thousand cubic feet, the born-digital collection has been increased by 3 TB (in.gov website records), and the digitized records has seen a 13,000 GB increase (roughly 13 TB of images). At press time, close to 1BP of digital images is scheduled to be received, representing digitized marriage, death, birth, and probate records. This number is not represented exactly in table 1.4, but was accounted for in the 31percent of the holdings projected to be digitized.)

			

			Table 1.4 shows the holdings and their growth as determined by the June 2012 inventory.

			Based on the results of such an inventory, the system would need to manage a growing volume of physical records in all formats, born-digital records in all formats, and digitized records in all formats. The component of storage necessary to house the repository’s two instances was out of scope and would be addressed after the system selection process.

			System Selection

			The evaluation itself was arduous. There was no single solution that accommodated all needs. Priorities were therefore set for the most important needs, with an eye toward records system scalability due to continued records growth and the number of state agencies and local governmental units that might join the program. Overall, the evaluation addressed the needs of and activities for a standard scorecard and improvement-oriented evaluation.

			Harmonizing Concepts and Cost with a Standard Scorecard

			Vendors presented their products, offerings, features, terms, and pricing differently. The systems evaluation team took steps to first understand what the different offerings entailed and asked follow-up clarification questions. Sometimes, it was necessary to separate features to break some cost down or request additional quotes for features that were not included. This activity helped put each of the vendors’ solutions on the same weighing scale. In the end, the specific topics of the evaluation scorecard were: use case scenario, installation and use environment, record-keeping requirements, and additional development cost to meet requirements, total cost of initial implementation, cost of existing data transfer, cost of long-term use and maintenance, and overall score for evaluation.

			The attribution of points to each requirement was based on the fulfillment level of such requirements. For example, if the average initial system cost is $100,000, then that average will be given a score of 6. A system that cost up to $70,000 would receive a score of 10, and systems that cost up to $200,000 and above would receive a score of 2, with scores of 4 and 8 for in-between cost. As a note, long-term use and sustainability were given more weight than acquisition cost, because if a costlier system is used for a very long time, its sustainability rating would be preferable to that of a cheaper system with a higher long-term cost of maintenance and use. That is the overall objective table 1.3 was created and used to help with.

			Requirements Evaluation and Potential for Improvement

			The evaluation also focused on record-keeping system requirements with potential to grow and vendors’ cost and willingness to deliver needed improvements. For installation environment, the evaluation team looked at local implementation (not cloud) of server types that are supported by the Indiana Office of Technology and its active directory integration options.

			The other important aspect that weighed in the evaluation of the system was the requirements for digital preservation. If a system met most requirements for records migration/reformatting, it got eight or nine points; when it took $5,000 additional development investment to make it meet that requirement, then it got six points, and if $10,000 is needed, then it got only four points, and so on.

			AXAEM came readily equipped with format migration tools. Though systems such as Preservica also have these features, it is the total evaluation that has shown the value of AXAEM in managing IARA’s physical, digital records and their reformatting, the use of one catalog system, and one access interface. Moreover, the vendor’s willingness to help develop an interface to ingest records from available content management systems and provide long-term packaging through standards (CMIS and a version of VERS) also weighed in on the decision. AXAEM was originally designed for the state archive of Utah and is currently adopted in North Carolina and the District of Columbia (D.C.). The fact that AXAEM is adopted by state archives and historical societies also proved important, as features developed in other states can be beneficial to any other AXAEM user state that is interested in them. More importantly, the acquisition and long-term license and support cost for AXAEM are sustainable for IARA.

			Practical Advice and Lessons Learned

			Inventory

			The lessons learned through the inventory process relate to:

			
					The need for a holistic inventory. A comprehensive inventory, when conducted, would give a more realistic view of the task at hand, even if implementation does not reach that level.

					The need to account for digitization. Accounting for digitization that is likely to happen would help get a better view of the digital records growth.

					The need to account for processing impact. The inventory led us to think ahead about how processing would have an impact on the size of the digital repository, to plan for storage.

					The need to address policy choices. IARA has also been led to think about policy issues that could not have been dealt with had it not known of the impact of options on the repository size. For example, while the overall repository size is projected to be 4 PB in 2021, it does appear unlikely that IARA has the resources to support two additional replicas of said repository to achieve three redundancies in total, as recommended by standards to mitigate risks of data loss and ensure availability in case of disaster. In addition, network bandwidth along with the long-term cost and responsibilities that go with each replica seem out of reach.

					The need to address technology choices. As the entire repository size is put in perspective and the numbers allow for an estimation of cost over the long term, it becomes easier to model the impact of technological choices on the overall sustainability and affordability of those choices. For example, different tiers of repository models with appropriate technology choices could be used to address the needs of rarely accessed records (AIP, digital masters, records that would become public in ten to seventy-five years) and open records that are frequently requested or accessed. For the former, a dark archive or cold optical storage options may seem appropriate and yield savings, whereas for the latter, connected fast-access storage options or the cloud could be appropriate. For sensitive records, secure technology both for access and storage that meet industry or legal requirements (e.g., Sarbanes Oxley, HIPAA, PCI, PII, DoD 5015.02STD) would be appropriate. Allocating the right technological solution to the right category of records would more effectively assist with achieving appropriate risk reduction, authenticity guarantee, and economic savings.

					The need to decide on priorities. The inventory process and results have brought to light the priorities we have at IARA such as getting a better intellectual control over physical records and acquiring equipment to migrate obsolete records. This is to say, an inventory provides for the opportunity to intimately reexamine the collection, its growth, its priorities, and where to guide action to have the maximum impact.

					Exerting maximum impact through rational choices. A good grasp on the physical record holdings, through integrated accession of all physical and digital records; a unique list of authoritative metadata or catalog that all departments draw from such as creating agencies, records series, and retention schedules; and a functional classification of business types performed by agencies or that relate to the records, are all essential to reducing costs. Based on the environment (e.g., decentralized IT), a unified perspective with interoperable implementations may not make as much sense as individual implementations and integration. In any environment, making the appropriate choices to reduce risks, facilitate records flow, use and share resources among stakeholders, and control cost are highly important.

			

			As IARA’s inventory helped identify the magnitude and complexities of the challenges, it was the results, calculation of costs, and scoring card for various solutions and technological options that provided better support for the decisions made.

			System Selection

			The following lessons seemed important to remember:

			
					Prioritize needs to be met by the solution. Though the needs uncovered by the inventory were real, it was not efficient to address all of them at the same time. IARA had to make decisions on what its priorities or imperatives were that were outlined in the requirements.

					Build relationship with vendors. With proper relationship building, vendors would provide the needed information and, if asked early enough, would do so in time so it could be useful. IARA learned that it is always best to start this process early.

					Fairly analyze each and all solution providers in the evaluation. It is easy to develop preferences as the sales representatives pitch the benefits of particular features. But it is good advice to resist choosing until the entire evaluation is done and the total cost of ownership is calculated. Uncovering hidden fees is just as important as the stated cost or projected cost.

					Be specific in how the proposed solution meets the needs or how to make it compliant. One of the most difficult tasks is to determine whether a solution meets the stated needs. If it does not, then leaving the evaluation there would be incomplete. Value-adding steps would be to estimate the amount of work and cost to make the solution compliant.

					What to do when a vendor declines to provide a quote for enhanced software developments. When a vendor does not wish to provide the cost associated with making the solution meet specifically stated needs, there may be options to consider a third-party developer. But taking that route may jeopardize the warranty and support that comes with acquiring that solution.

					In requesting quotes, be aware of vendors’ confidentiality clauses. As IARA did the evaluation as a group, together with other state archives and historical societies, IARA notified the vendors that its partner states would have access to the quotes, pricing information, and list of features. For competitive purposes, some vendors do not list the cost of their solutions openly. This may also be due to changing environments of implementation that require additional enhancements to meet the requirements. Regardless of the reasons that costs are not published openly, what matters is whether the vendor requests that its quote be kept confidential. If this aspect of the process is not negotiable and the state archives wish to include such a vendor in the evaluation process, then the state archives need to abide by the contract to keep pricing information confidential.

					Decide on a solution based on total cost of ownership. In making a system acquisition decision, often the focus is mainly on the cost of acquisition and marginally on the maintenance costs. Rarely is the focus on hidden costs of use such as numbers or qualifications of personnel required or costs to make the system future proof, for example, to switch systems.
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			Resources, Policies, and Management Structures

			Theory: Resources, Policies, and Management Structures

			Philip C. Bantin

		

		
			In the early days of discussions on the long-term management of digital objects, the discourse tended to concentrate on hardware and software and the challenges and opportunities offered by technology. In the 1990s, however, information professionals involved in defining trustworthy systems began to recognize that it would take more than technology to create and maintain these systems over long periods of time. They realized that technologists could create a beautifully designed system built around widely accepted functional requirements, and yet if the system did not have the proper management structure and resources to support it now and into the future, the system would ultimately fail.

			One of the earliest statements on the structure and components of a trustworthy system, the Reference Model for an Open Archival Information System (OAIS), stated that in addition to technology, the proper organizational environment had to be created. The OAIS reference model went on to define this environment more explicitly in two sections of the model: “Administration which obtains the services and functions needed to control the operation of the other OAIS functional entities on a day-to-day basis; and Preservation Planning which provides the services and functions for monitoring the environment of the OAIS and which provides recommendations and preservation plans to ensure that the information stored in the OAIS remains accessible to, and understandable by, and sufficiently usable by, the Designated Community over the Long Term, even if the original computing environment becomes obsolete.”1 In 2002, the report Trusted Digital Repositories: Attributes and Responsibilities identified seven critical attributes of a trustworthy digital system, and four of these qualities included the need for adequate resources, well-defined policies, or viable management structures.2 In 2006 a report from the nestor group reinforced this message when it wrote that the “purpose of many digital repositories is to preserve information over long periods of time. Both organisational and technical measures must be taken in order to counter these threats.”3

			The document that most clearly and extensively articulates the key role of the organizational and management structures in creating and maintaining a trustworthy system is Trustworthy Repositories Audit and Certification: Criteria and Checklist (TRAC), which was first published in 2007 and was revised in 2011. In 2012 TRAC criteria were incorporated into International Organization for Standardization (ISO) Standard 16363, Audit and Certification of Trustworthy Digital Repositories. The newest version of the TRAC document is divided into three main sections, each consisting of one or more subsections. The first of these sections is “Organizational Infrastructure,” which is divided into five subsections: “Governance and Organizational Viability,” “Organizational Structure and Staffing,” “Procedural Accountability and Preservation Policy Framework,” “Financial Sustainability,” and “Contracts, Licenses, and Liabilities.”

			Governance and organizational liability as defined by TRAC focuses on the existence of three primary and basic types of plans or policies: (1) “a mission statement that reflects a commitment to the preservation of, long term retention of, management of, and access to digital information”; (2) “a preservation strategic plan that defines the approach the repository will take in the long-term support of its mission”; and (3) “a collection policy or other document that specifies the type of information it will preserve, retain, manage and provide access to.”4

			In the “Organizational Structure and Staffing” subsection, the TRAC document states that “the repository shall have identified and established the duties that it needs to perform and shall have appointed staff with adequate skills and experience to fulfil these duties.” To demonstrate that an institution meets this requirement, it should have “a staffing plan; competency definitions; job descriptions; staff professional development plans; certificates of training and accreditation; plus evidence that the repository reviews and maintains these documents as requirements evolve.”5

			TRAC’s “Procedural Accountability and Preservation Policy” subsection states that documentation must “assure stakeholders (consumers, producers, and contributors of digital content) that the repository is meeting its requirements and fully performing its role as a trustworthy digital repository.” To demonstrate the fulfillment of this requirement, the institution must document “all repository processes, decision-making, and goal setting . . . so that the activities of the repository will be understood by stakeholders and management . . . and ensure that repository policies and procedures are carried out in approved, consistent ways, resulting in long-term preservation and access to digital content in its care.” More specifically this section identifies six requirements that must be met. The repository shall have “defined its Designated Community”; have “preservation policies in place”; have a “documented history of the changes to its operations, procedures, software, and hardware; shall commit to transparency and accountability in all actions supporting the operation and management of the repository that affect the preservation of digital content over time; shall define, collect, track, and appropriately provide its information integrity measurements; and will commit to a regular schedule of self-assessment and external certification.”6

			In the “Financial Sustainability” subsection, TRAC states that the “repository shall have short- and long-term business planning processes in place to sustain the repository over time . . . and shall have financial practices and procedures which are transparent, compliant with relevant accounting standards and practices, and audited by third parties in accordance with territorial legal requirements.” According to TRAC documentation, “this is necessary in order to demonstrate that the repository has identified and documented these categories, and actively manages them, including identifying and responding to risks, describing and leveraging benefits, specifying and balancing investments, and anticipating and preparing for expenditures.”7

			Finally, in the “Contracts, Licenses and Liabilities” subsection, the TRAC document states that “the repository shall have and maintain appropriate contracts or deposit agreements for digital materials that it manages, preserves, and/or to which it provides access.” According to TRAC, “this is necessary in order to ensure that the repository has the rights and authorizations needed to enable it to collect and preserve digital content over time, make that information available to its Designated Community, and defend those rights when challenged.”8

			Establishing the proper management and structural environment is critical to the long-term success of trustworthy systems, and if the results of completed audits of trustworthy systems are any indication, it might indeed be the most difficult goal to achieve. A review of the analysis of six systems audited by the Center for Research Libraries (CRL) for trustworthiness using the TRAC requirements reveals that in four of the six audits, compliance with the proper organizational infrastructure was ranked as most in need of improvement. Problems that the CRL uncovered included the absence of well-defined succession or disposition plans (noted in three audits); the lack of well-articulated and detailed business planning processes, funding plans, and financial benchmarks (noted in two audits); poorly defined rights and ownership statements; an inappropriate number of staff to support all functions and services; inadequate support for the professional development of critical repository staff; insufficient procedures and policies, and mechanisms for the review, update, and development of the repository as technology and community practice evolve; and poorly documented histories of the changes to the repositories’ operation, procedures, and technology.9

			There are no shortcuts to maintaining trustworthy systems that will manage critical resources indefinitely. Institutions must lay the foundation for success by creating viable organizational structures, by hiring and training a competent staff, by allocating adequate financial resources, and by creating the proper policies and procedures. If any of these elements are missing, the system, no matter how well it is designed by technologists, is bound to fail.

			Implementation: Ten Years and Counting: What Is Missing from Our Institutional Repository

			Joanne Kaczmarek

			Institutional repositories are now a common component of the library and archives landscape. The University of Illinois at Urbana-Champaign underwent significant efforts to establish its own institutional repository in 2005. While the repository is considered a success, the collection policy for the repository does not include many common electronic records of interest to the archives. This chapter outlines the steps taken in the successful development of the university’s institutional repository and suggests reasons why electronic records were left out of scope and what steps the university is taking going forward.

			Overview

			During the early 2000s, rising costs of purchasing access to online journals sparked a movement in higher education to explore new models for scholarship and publications. Broadly speaking, this movement was called “scholarly communication.” One area of focus for scholarly communication was to foster the sharing of researchers’ work outside the traditional model of publication. This focus rendered efforts to establish what are commonly known in higher education as institutional repositories—combinations of software tools and services aimed at managing and providing access to the work of faculty and other researchers. Academic libraries are typically the home department for institutional repositories, and this is also true at the University of Illinois at Urbana-Champaign (Illinois).

			Illinois is a highly ranked research university with a library known for its extensive world-renowned collections. These collections have been thoughtfully developed over time in alignment with the research and teaching interests of the faculty. Between 2003 and 2005, dedicated efforts of the library administrators and members of the campus information technology (IT) leadership team resulted in the successful launching of an institutional repository for Illinois called the Illinois Digital Environment for Access to Learning and Scholarship (IDEALS).10

			Like most other institutional repositories, the primary purpose of establishing IDEALS was to support digital content that was the clear output of teaching, learning, or research. Preliminary efforts to get content into IDEALS did not focus on administrative records. Over time, some archival administrative records such as departmental pamphlets, publications, and reports were allowed into the institutional repository. But others continue to remain outside the collection scope of the institutional repository.

			Strategy for Launching an Institutional Repository

			Garnering support for the University of Illinois’s institutional repository involved forward thinking and efforts of library administrators and members of the campus IT leadership team. These individuals needed to clearly articulate the rationale for this investment and propose a plan that was long enough to allow for the institutional repository to get up and running. The rationale was used to convince campus administrators of the benefits of making a $1.3 million investment over six years. The money was to be matched with funds from the library and campus IT budgets. The rationale was articulated through a white paper delivered to campus administration in 2004.11 The white paper thoroughly outlined the current landscape of institutional repositories, including the efforts of our peer institutions, and the issues, challenges, and benefits of an institutional repository, and proposed a six-year project work plan. The paper included staffing recommendations and a campus advisory structure. Once the campus made a financial commitment to proceed with the institutional repository, the process began to establish working groups, scope out the technology options for the repository, and hire staff.

			In many ways the preliminary work to establish Illinois’s institutional repository modeled a strategy recommended by the Digital Preservation Workshop of Cornell University. This strategy is embodied in section A (“Organizational Infrastructure”) of the Trustworthy Repositories Audit and Certification: Criteria and Checklist.12 Section A provides a list of general categories associated with organizational infrastructure. These categories include the following:

			A1. Governance and organizational viability

			A2. Organizational structure and staffing

			A3. Procedural accountability and policy framework

			A4. Financial sustainability

			A5. Contracts, licenses, and liabilities

			Ensuring that these categories are adequately addressed is as important as any technical requirements of a digital repository. For Illinois the categories were addressed as follows:

			A1. Three individuals, two librarians from the library and a technology expert from the campus IT services unit, prepared for presentation to campus leadership a white paper titled “Illinois Digital Scholarship: Preserving and Accessing the Digital Past, Present and Future.” In this white paper, necessary steps were outlined to ensure that a digital repository designed to support scholarship today would also do so well into the future. These steps included naming the administrative home to the service. The library and campus IT would jointly serve as “trusted agents” in developing and implementing the service. The steps also spelled out the financial commitment expected and over what period of time.

			A2. Once support was promised from the campus, the three authors of the proposal got to work creating a working group. Membership of the working group included several faculty members from the humanities and social sciences departments; representatives from library units such as Archives, Women and Gender Studies, Collections, Engineering, and Library IT; and representatives from campus IT infrastructure and database management. The working group set to the task of reviewing repository software options and drafting job descriptions for the position of coordinator and repository programmer. The programmer position would be primarily responsible for setting up the software and running it. The coordinator position would be responsible for marketing the service, establishing the repository website, and managing all deposits into the repository.

			A3. A project charter document was drawn up for the institutional repository, and a framework for implementing teams was developed. Scopes, memberships, sample tasks, and overlap areas were identified for each team.

			The Administration Team was responsible for determining the default workflows, access rights, and administrative privileges for all levels of personnel accessing the repository. This team also decided who would have the rights to create repository “communities” or new collection levels for deposited content. They also oversaw who would be allowed to ingest material and authenticate for depositors and end users.

			The Metadata Team was responsible for determining the appropriate levels of description for ingested materials, as well as minimum levels and use of standards such as controlled vocabularies. This team was also responsible for developing a metadata creation workflow and for identifying possible internal resources that may be needed to create, edit, or approve metadata.

			The Preservation Team had responsibilities for developing the preservation policy and work plan for the repository. This work included developing preservation goals and selecting appropriate levels of preservation metadata to support different levels of preservation.

			The Early Adopter Coordination Team had responsibility for identifying, contacting, and working with early adopters interested in using the digital repository. They were also responsible for gathering feedback and documenting workflow issues and needed customizations of the software and service.

			The End User and Depositor Services Team was created to provide guidance on interface design and functionality for end users. Some tasks involved coordinating usability tests for the software interface and identifying potential added services.

			A4. Financial resources were secured at the outset to establish the repository over a six-year period, at which point its viability would be assessed and further support provided if seen as successful. The library and campus IT pledged $1.3 million of in-kind and cash resources over this time period, with an expectation of matching funds from the campus. This step was seen as important because without a clear commitment (both administratively and financially) from key campus units like the library and campus IT, there would not be a campus-wide commitment. Without a campus-wide commitment, there would not be any assurances of organizational viability beyond the preliminary phases of the project.

			A5. The software identified to use as the digital repository was the open-source software DSpace. The repository programmer was responsible for setting up DSpace using the campus IT infrastructure as the home environment for the server. No specific agreements with licensing bodies were necessary for use of this software. The digital repository’s digital preservation policy outlined agreements between the library and campus IT to cooperate and collaborate in support of the digital repository services.

			Overall, for Illinois, this approach to establishing an effective institutional repository was very successful. Funding and staffing levels were adequate for the project period of six years. Beyond the project period, ongoing support from the campus has remained constant. IDEALS is now seen as a necessary infrastructure component that supports the output from teaching and scholarship.

			Challenges Encountered

			While the institutional repository has been seen as very successful, getting support to include electronic records in the repository proved challenging.

			Challenges of Perspectives

			
					The value of scholarship-related archival materials and administrative-related archival materials are perceived differently resulting in an unnecessary separation of efforts.

					Boundaries around records in the digital environment are confusing and make successful management of e-records questionable.

			

			Challenges in Collection Development

			
					The scope of the collection policy was initially too narrow.

					Broadening the scope still excluded subject/correspondence files.

					Creators of electronic records are often unwilling to give their material to the archives.

			

			Challenges in Repository Software Limitations

			
					The repository software had no checksum comparison mechanism.

					The repository software had no mechanism for tracking provenance.

			

			From the perspective of the University Archives, the main challenge we encountered had to do with the collection development priorities, which excluded administrative records considered to have enduring (archival) value. We felt that the scope of focusing primarily on the scholarly output of faculty and students was shortsighted and, frankly, too narrow. Increasingly, as all business processes moved to digital workflows, it became clear that the University Archives needed a method of supporting born-digital primary-source content. Within two years of the institutional repository being established, the collection policy was updated to expand its focus to include a portion of the materials that the archives traditionally took into their holdings. These materials generally fell into categories called departmental publications and project reports.

			What continually remains out of scope are the traditional administrative materials the archives would call subject or general correspondence files acquired from various administrative departments across the university. The rationale for excluding these kinds of electronic records of interest to the archives was the need to keep a narrow focus on the use of the repository emphasizing the scholarly output of faculty and students. In addition to this rationale, many administrative departments were not interested in offering up their digital subject or correspondence files to the archives. This challenge remains present today. In some cases administrators are reticent to hand over content to the archives that may be perceived as sensitive for fear that in its digital format it will be too easy to have it accidentally or prematurely released. In other cases, administrators simply do not feel a compelling need to turn over digital content because it does not impose on their physical environment the way hard-copy records do.

			Results and Outcomes

			Repository Software Limitations

			During the first few years of operation, the personnel responsible for managing the institutional repository became increasingly aware that they were providing a great mechanism for depositing and accessing digital content, but not necessarily a good digital preservation environment. According to the expectations of the Open Archival Information Systems (OAIS) reference model and the Trusted Digital Repository Audit Checklist, we were not on the mark. For instance, the software we used for the repository did not provide mechanisms for checksum comparisons to see whether or not files have changed from one point in time to another. This is something that should be paid attention to when moving or migrating content. The software also did not have a means of tracking provenance metadata—in other words, there was no good way to track who or what system touched what files and what actions were taken on the files. There was also no means of having a geographically replicated storage architecture that would allow for the customary three copies stored in different locations with a means of automatically updating all three copies when actions were taken on the files.

			Confusion grew around the expectations and practical role of the institutional repository. The requirements for systems offering good digital preservation were not really in place for the long term. Some of the requirements associated with a trusted digital repository such as garnering sufficient financial and administrative support to ensure that operations progressed smoothly for the first number of years had been reasonably well established and planned for from the beginning. But the chosen repository software was lacking in adequate digital preservation functionality. This gap has led to the library launching a completely separate digital preservation repository called Medusa.

			Excluding E-Records

			Ensuring that digital objects are useful and trustworthy over time requires addressing many facets, including the environment in which the objects are created and/or managed. In higher education, libraries and archives understandably focus on common views of teaching, learning, and scholarship when it comes to the collections and services they offer their user base. These common views do not usually include looking at the management of the institution’s business records. Electronic records having archival value are often found in the communications or e-mail of senior administrators and their staff. It is very difficult for senior administrators to feel comfortable giving their e-mail to the archives. Subsequently, this important component of the institutional archival record remains poorly represented in digital repositories and presents an ongoing challenge to archivists.

			Evaluation and Analysis

			The concept of records in and of itself presents challenges to the library and archival community when it comes to the deployment of institutional repositories. In too many instances, records are seen only as routine business-related, transaction-based artifacts or as specific document types related to the hiring or exiting of employees. While there are many cases where such routine records must be retained for long periods of time, most of them will not be included in a digital repository expected to house content indefinitely. And for those items needed for fifty years or more, proponents of the institutional repository were not interested in supporting an infrastructure that housed documents seen simply as administrative work of the university. For Illinois, explicitly excluding any discussions around the management of electronic (administrative) records while trying to garner support for the institutional repository was unfortunate but understandable. Had administrative records been included in the original plan, the focus on scholarship might have been diluted, thereby possibly jeopardizing campus support. Alternatively, including administrative records in the original plan might have resulted in even more support and a more efficient use of institutional resources.

			An institution’s administrative electronic records are ubiquitous by nature and present a challenge when defining them as distinct entities. Electronic records drive all aspects of the daily operations of our institutions and in most cases involve the deployment of enterprise-wide database systems. The design of these systems has traditionally not included ways to define records or securely migrate them over time. It would be nearly impossible to extract from such systems all that an archivist might want and transfer it into a digital preservation repository. For instance, at Illinois the archives would like to have metadata about deposited digital objects that track any migration actions taken on the objects and provide information about the depositing unit associated with each object.

			Practical Advice and Lessons Learned

			For Illinois, getting the financial and administrative support for an institutional repository focusing on scholarly output was successful. This was accomplished through a well-managed project plan that started with a clear priority of having a good management structure, clearly defined policies, and resources to keep the project moving forward until it was self-sustaining. The institutional repository staff was very capable and committed to creating good documentation. The documentation included detailing a project charter that outlined the strategic objectives of the repository and specified how it supported goals outlined in the library’s strategic plan. For instance the institutional repository supported the library’s goals of supporting changing modes of scholarly communication, preserving our assets for the future, meeting identified and emerging access needs, and developing new and innovative services. The charter document also spelled out the stakeholders for the repository including sponsors, steering committee members, and implementation groups, listing the roles and time span of their commitment.

			
				
					Textbox 2.1.  Practical Advice

					
							Set up institutional repositories so they support both scholarship and administrative records.

							Set up functional working groups for administrative areas to help define depositing communities in the repository.

							Have a strong charter document with clearly outlined roles/responsibilities.

							Secure sufficient financial support for an extended project rollout period.

					

				

			

			Setting up Illinois’s institutional repository so that it would support both the scholarly output of our institution as well as the long-term valued administrative e-records did not work. The reasons for this are many. Getting support for digital preservation of administrative records is difficult in part because of the myriad systems and stakeholders working somewhat independently of one another. It is also difficult because the personnel managing active systems are focused on present business needs more than long-term reference use of the information contained in their systems.

			Moving Forward

			Perhaps a way to make progress on the long-term management of administrative electronic records is to establish for each top-level business function of the organization (HR, student, finance, etc.) working groups responsible for establishing priorities and assigning to individuals specific goals and objectives outlined in work plans. With clear work plans and established priorities in place, it will be easier to see points of intersection between these working groups that can be leveraged in the creation of a long-term management plan.

			Increasing interests in managing big data are providing opportunities to collaborate across various common stakeholder groups such as librarians, archivists, and administrative IT personnel. Another possible solution may come from fostering collaboration between archivists and these various data governance initiatives. Distinctions between the attributes of research data and administrative data are being made while still recognizing their common needs at the infrastructure level. For instance, data created by researchers and data created from financial transactions of the institution both require reliable preservation-oriented infrastructures, dedicated resources, and well-crafted management plans.

			The success of these data governance efforts will depend in large part on the ability to frame management structures so that a broad range of participants are included. The management structure as well as the technology infrastructure will need to be flexible. For instance, functional requirements of any technologies deployed to support the administrative records of the University of Illinois are expected to include the ability to declare the “system of record” for systems identified as essential. And we expect a multitude of such systems to be deployed over the next several years. One enterprise-wide system will likely work for most business processes related to tracking student academic progress, human resource transactions, and business and financial actions. But specialized systems are still expected to be deployed such as customer relations management systems, learning management systems, and contract management systems.

			When deploying future technologies, there will be an expectation that they can support the creation of workflows allowing for the routing of documents and tracking of approvals. Technologies will also need to be capable of ensuring that records are not inappropriately modified once they have been entered into the system and that retention requirements can be assigned to the records so as to support their eventual disposal/purging or transfer to an archival repository. As we move forward, I remain hopeful that the preservation of the university’s administrative electronic records will be more fully and intentionally addressed across the institution.

			Implementation: Resources, Policies, and Management Structures at the Kentucky Department for Libraries and Archives

			Glen McAninch

			Context

			The main issues for the Kentucky Department for Libraries and Archives (KDLA) in developing a trusted digital repository (TDR) have been in assembling the resources (knowledgeable staff, hardware and software infrastructure, and governance structure) necessary to permit the long-term preservation of numerous types of electronic records. KDLA’s perspective on the methodology for constructing and maintaining a TDR has evolved as international standards and best practice have progressed. The biggest challenge has been to stay abreast of the constantly changing electronic records environment and to develop effective strategies and functional requirements for a system that addresses format issues (websites, e-mail, GIS records, databases, and static documents) within the framework of what is required for a unified and trustworthy system.

			KDLA is not new to the challenge of preserving electronic records. It has been active in developing standards and procedures for managing electronic records since 1985, when it first received a National Historical Publications and Records Commission (NHPRC) grant to develop a machine-readable records program. It was an active participant in the statewide information resources planning work during the 1990s and formed an Electronic Records Working Group (ERWG) in 2002 to foster cooperation among state agencies on electronic records issues.13 After a review of its program by an outside consultant in 2002, KDLA began accessioning electronic records and researching preservation techniques through multistate grant-funded projects. Under the direction of the Technology Analysis and Support Branch of KDLA’s Public Records Division (PRD), the Electronic Records Archives (e-archives) continued to grow. The program began making its electronic holdings available via a website in 2005 and constructed data repository software in 2008. After KDLA participated in a test audit by an international standards body in 2011, KDLA sought a preservation solution based on a functional analysis and continued to mold its programs based on the findings of the audit.

			Strategies

			In each stage of developing a digital archive, KDLA established goals and objectives. These objectives were informed by consultants, interaction with state agencies, and participation in grant-funded projects. At various points over the last fifteen years, KDLA made self-assessments and adjusted their objectives to meet new challenges or perspectives. While the goal of establishing a digital archive remained constant, the plans were limited by available resources and the establishment of standards and best practices in the rapidly evolving field of electronic records management.

			In 2001, KDLA engaged Hunter Information Management Services Inc. to prepare a comprehensive written report that assessed record keeping in the Commonwealth of Kentucky and made recommendations for improvements. While the report broadly addressed many nonelectronic issues faced by the state archives, such as storage of paper, it did contain a three-year plan for starting to build an electronic records archive.14 That plan contained numerous suggested actions that addressed resources, policies, and management structures. The Hunter report first urged establishing a sound procedural foundation for electronic records management by developing and implementing new or revised policy documents. One of the recommended policy documents was an “Electronic Records Management White Paper” that emphasized the “business case” for records management. The report also recommended that KDLA develop a set of business questions to define records requirements for new applications. The white paper was to be a different format than existing records management manuals. In 2003, Hunter was once again hired to create a white paper on “managing digital records,” intended for decision makers. He also wrote a paper on appraisal of electronic records, which articulated a “triage approach” in which system descriptions are linked to records series as part of the records scheduling process. After recommending that KDLA develop an appraisal strategy for electronic records focusing first on the KDLA website and then on state agency websites, he was subsequently hired to address website managers on liabilities of certain websites based on a risk assessment of the site.

			The report also recommended education and training for KDLA staff, plus training for state agency and local government officials through in-person and web-based means. In the last year of the three-year plan, it was recommended that KDLA focus on accessioning maps and GIS records. A partnership with PRD’s sister KDLA element, the State Library Services Division, was recommended to develop a metadata standard that met the needs of both parties. At the time of the report, KDLA was engaged in “Find-it! Kentucky,” a government information locator project, which was based on Dublin Core (DC) metadata standards. The report advocated development of a statewide electronic document management system (EDMS) combined with a records management application (RMA) to manage retention of electronic records of all types for all levels of government. The proposed system would in some cases transfer copies of archival electronic records to the state archives, and in other cases, the archive would transfer original records (not copies) to the state archives. Once records were transferred, KDLA would develop finding aids to promote access to the records. To ensure that transfer occurred, compliance standards would be needed to determine when an agency was in compliance with electronic records management policies and procedures.

			The Hunter report recognized that additional resources would be required to develop a digital repository. While the report described the resources for each project, it recommended the use of KDLA staff, possibly augmented by outside assistance, such as the state’s centralized information technology agency as the main resource in accomplishing each project.15 Noting that KDLA would need to purchase server space, software, and technical assistance, the report recommended developing cost estimates and left it to KDLA to obtain the needed resources. The cost evaluation was to include comparisons of major options (centralized vs. decentralized; state managed vs. agency managed). At the same time, the report acknowledged that KDLA faced a paper storage crisis that required additional resources. The plan was ambitious, especially in its three-year timeline, but it set KDLA on a development path that acknowledged that there was much more to building the digital repository than the infrastructure and the records.

			Following the recommendation of the Hunter report in May 2002, KDLA formed an Electronic Records Working Group (ERWG), with members from KDLA, the Governor’s Office for Technology, the Office of the Attorney General, and the Auditor of Public Accounts, as well as from local government and public universities. The group, an informal, interagency body formed to help develop policy recommendations or alternatives for issues involving the intersection of technology and records management, met monthly. ERWG promoted collaboration and discussion among the state agencies most concerned about the care and handling of electronic records and which shared a mutual interest in the resolution of these challenges.16

			Starting in 2004, KDLA participated in a series of grant projects that helped the staff learn about electronic records, develop best practices, create some basic technical infrastructure, and evaluate the available tools. The first of these grants was the 2004 Persistent Archives Testbed (PAT), a multistate grant funded by the NHPRC. It helped test and implement at a state level the work on a test bed that the San Diego Supercomputer Center at the University of California at San Diego had developed at the federal level for the National Archives and Records Administration. KDLA’s participation required examination of the structure of the e-archives in consultation with other grant partners. KDLA focused on the issues of archiving web files.

			In 2006, the North Carolina State Archives, KDLA, and the Pennsylvania State Archives began working in collaboration to develop and test an open-source e-mail transfer and preservation software that had been theorized in an earlier NHPRC grant. For this grant, the states worked with identified high-level offices that produced archival correspondence of high research interest within each participating state, for example, a constitutional office such as the office of the governor or the secretary of state. Additionally, the group conducted a select number of test cases within the participants’ own departments. While KDLA participated in the testing of the e-mail preservation software, it was only able to accession official correspondence from its own department.

			Kentucky began participation in the Distributed Custodial Archival Preservation Environments (DCAPE) project beginning in 2008.17 The goal of the DCAPE project was to build a distributed production preservation environment that met the needs of archival repositories for trusted archival preservation services. The preservation environment included a trusted digital repository infrastructure that was assembled from state-of-the-art, rule-based data management systems, commodity storage systems, and sustainable preservation services. KDLA learned about rules-based workflow and worked with project participants to develop a metadata list.

			In 2009, Kentucky began participating in the Geospatial Multistate Archiving Preservation Partnership (GeoMAPP) project, which was a collaboration between the Library of Congress and state geospatial and archives’ staff from North Carolina, Kentucky, Montana, and Utah. The project aimed to address the preservation of “at risk” and temporally significant digital geospatial content. Geospatial data layers containing information about land parcels, zoning, roads, and jurisdictional boundaries change regularly. Existing copies of these data are often at risk of being overwritten when updates or changes are made, and these superseded snapshots of data are then lost for future use and analysis.18 The collecting strategy developed from the project was that quarterly snapshots would be extracted from the proprietary database and one copy of the massive image database would be kept as backup to multiple online copies. Additional copies of static shape files and PDFs would also be accessioned.

			In 2006, KDLA created a web-based repository to make static objects (publications, agency or board meeting minutes, etc.) available to the public. In 2009, KDLA began testing DSpace open-source software, which was planned both to be a stand-alone electronic records archive as well as to provide the electronic records holdings for state publications described in the Online Public Access Catalog (OPAC). DSpace is designed as an institutional repository, providing access to electronic records stored in the system organized by the hierarchy of state government.19 In addition to providing descriptions for access, the software provides a basic framework for preservation of the records by recording a checksum. Following the Hunter report’s recommendation of coordination with KDLA’s state library services division, the state publications in DSpace, which provided item-level DC metadata, were linked to the KDLA OPAC, which contained fuller MARC-based descriptions. In addition to serving as an access point for electronic publications, the data repository provides links to paper holdings and agency histories found in the catalog.

			In July 2011, Kentucky participated as a volunteer in a free test audit of its digital repository using a draft of the International Standards Organization’s ISO/DIS 16363 standard. KDLA was the only state government participant in the test group, which consisted of digital libraries, social science data archives, and repositories for scientific data. The test provided KDLA with a head start in preparing for actual certification as the audit standard for ISO 16363 was finalized.20 KDLA believed that the benefit of participating in an audit that it knew it would not pass was that it provided an assessment and set goals for the program while refining its strategies. Shortly after the audit, KDLA considered a variety of software for various functions, but none were full-fledged systems with item-level preservation capabilities.21 Archive-It provided unique handling of web files in a cloud-based affordable service, which KDLA thoroughly tested before purchasing it in 2011.

			Although Tesella’s Safety Deposit Box preservation system was also considered based on an NDIIPP grant analysis and recommendation, it was first thought to be unaffordable. KDLA staff were still mainly considering open-source solutions, although local support for the open-source DSpace system was undergoing a transition to state information technology (IT) support. Following a selection process which included a comparison of products based on a list of functional requirements adapted from a National Library of Medicine document and a test of each of the products considered, Preservica services were purchased in November 2012. Preservica met many more of the functional requirements than other products considered; plus the service was configured affordably as a cloud service that required no up-front investment in hardware, an increasingly more expensive cost after IT consolidation in Kentucky state government. The Preservica product was in rapid development, and the vendor responded to the ideas and needs KDLA expressed.

			Following the purchase of Preservica, KDLA participated in the Council of State Archivists’ (CoSA) State Electronic Records Initiative (SERI) project, beginning with self-assessments consisting of a telephone conversation followed by two formal surveys. When the project adopted the Digital Preservation Capability Maturity Model created by Charles Dollar and Laura Ashley, KDLA was able to more effectively rate progress toward adherence to international standards for a trusted digital repository. KDLA also participated in the SERI training “STEPs” initiative and the Promoting Best Practices and Tools (PERTTS) element for electronic records portals, which identified resources that describe best practice.22

			Starting with the PAT project, KDLA strategically sought distributed systems and services in the development of its digital repositories. Due to shifting state-level IT costs and the availability of affordable outsource services, it moved from reliance on an in-house open-source system toward adding proprietary cloud services that distributed both storage and maintenance. In consultation with other knowledgeable partners, KDLA adopted best-practice methods, with affordability as a necessary constraint. Systems were linked together instead of relying on a single unified system.

			Challenges Encountered

			As was pointed out in the 2011 audit, in 2007, an international standard was developed for trustworthy digital repositories (TRAC),23 and by 2011 a more extensive standard had evolved, along with plans for a standard for auditing. The first part of the international standards deals with organizational infrastructure, which speaks directly to questions of resources, policies, and management structures. According to the final audit report, KDLA was faulted for not having an accepted governance statement that described mission, roles and responsibilities, and policies for the digital repository that addressed the needs of “designated communities.” Given KDLA’s previous commitment to long-term retention of and access to digital records, it was clear that the preservation of electronic records was part of the department’s broader mission, but this was not made clear in a policy statement which described governance in detail at the time of the test audit. A clearly stated preservation plan with a mission and governance statement outlining roles and responsibilities and describing the needs of designated communities was created in 2015 and is in the process of review for formal adoption.

			The current preservation plan does not name a successor as part of a contingency plan as the standard demands. The return of archived records to the state agencies that “deposited” them might be an option if they would accept them in dealing with a financial or reorganization crisis, but it is unlikely that this would guarantee “perpetual care” in every instance, particularly for those small agencies with limited resources. Many larger agencies, rather than using the archive, have been scheduled to retain some electronic records permanently in agency, most often for administrative purposes. Such a crisis would certainly involve reappraisal of the records and perhaps records reformatting to reduce maintenance costs. As KDLA has improved its understanding of electronic records protection and preservation methods that go beyond backup, it has attempted to incorporate the procedures into the department’s disaster recovery plan, but traditional disaster recovery plans are ill equipped to deal with “perpetual care” issues.

			The trusted digital repository standard, like the Hunter report, also addresses the need for a well-trained staff to build and sustain the program. KDLA’s electronic records program had more staff than most other state archives, but the duties of these staff members were not totally devoted to building the digital repository. The stability of the staff over ten years facilitated its training through grant participation, as well as attendance at institutes, conferences, and webinars related to the archiving of electronic records. In recent years, the program has faced turnover, but it was able to fund training even for staff not directly assigned to the creation and management of the digital repository. Additionally, the work on populating and describing the digital repository was distributed to staff of various PRD units, particularly when scans of paper archival holdings were added to the repository. The hiring of qualified staff is reliant on state government personnel classification schemes and the availability of qualified candidates. Since records management and archival entry-level positions have often been set at a lower pay grade than most technology positions, KDLA generally hired electronic records archivists using broad classifications that contain some technology qualifications.

			Procedural accountability and a policy framework are recommended by the standard, along with the need to fully document preservation strategies and processes. A 2015 NHPRC grant obtained by KDLA requires that workflows be improved, documented, and shared both within Kentucky and with the archival community outside the state. Updating documentation is a constant task when changes are made rapidly, and KDLA strives to keep up, depending on available resources. The 2002 creation of an Electronic Records Working Group (ERWG) put KDLA in closer touch with technology leaders in Kentucky state government, which helped in establishing policy and best practice upon which agencies most concerned with the challenges of electronic record keeping could concur. The ERWG represents the records creation side of KDLA’s designated communities. KDLA has tried to address the diverse access side of its designated communities through workshops on the tools and requirements needed to make electronic records available in the most widely used formats, while recognizing that some research needs for records can be widely different than that of the general public. In the case of GIS records, the dichotomy of the research user communities required keeping the same records in multiple formats to cover diverse designated communities.

			According to the organizational section of the international standards, digital repositories need financial stability to survive. Shortly after the Hunter report was released, Kentucky state government funded a backfile conversion scanning operation and the initiation of a digital repository. Onetime capital equipment funding was used to buy equipment for a conversion unit, which quickly became self-sustaining through a charge-back cost recovery structure. Hardware and software for the digital repository was minimally funded by capital equipment funds, and the state general fund dollars continued to support permanent staff to develop the digital repository, while much of the conversion unit staffing was funded by agency-generated receipts. While the standard seeks financial stability for the program through regularly appropriated finds, KDLA successfully used grants, plus a stable source of agency-generated receipts revenue, to supplement the non-staff part of the program budget through a period of more than ten years when most state agencies experienced successive budget reductions.

			The transparency parts of contract licenses and liabilities mandated in the standard came into play with the Preservica and Archive-IT service agreements due to the nature of archiving in the cloud. For example, negotiation of the contract involved settling which state court disputes would be filed, how records could be exported out of the system, and who was responsible for records improperly destroyed. Even DSpace’s open-source license required a service agreement with the state technology unit for maintenance and support.

			Between the audit and the work with CoSA, KDLA has done the standard mandated self-assessment at two-year intervals for the past five years. A records-aware statewide EDMS, envisioned in the Hunter report, has yet to materialize, although KDLA participated in discussions of an enterprise system for handling e-mail that did not receive funding. The standards require that KDLA manage access restrictions for closed records, and KDLA does that by only providing online access to unrestricted records. Restricted electronic records—for example, constituents’ mail and closed GIS records—have to be handled on a case-by-case basis upon request.

			The second section of the trustworthy digital repository standards deals with digital object management.24 The 2004 participation in grant projects opened KDLA’s eyes to the challenges ahead and consideration of repository tools using grid technology that was used at universities and by the federal government. The 2009 GeoMAPP project made it apparent that a different architecture was necessary to handle archiving of geospatial records because a proprietary database was the more complete option for preservation of these research data. Additionally, the test audit recommended a uniform system that manages all formats using the same procedures at an item level.25 The primary challenge was to find preservation and access tools that worked together seamlessly to avoid separate islands of records. The workflow in figure 2.1 from 2011 shows the fragmentation of the electronic records and the tools into three separate groupings.        
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					Figure 2.1.

				

			

			According to the audit in 2011, KDLA needed to manage at the object level rather than only at the accession level, which had been the practice up to that time. KDLA realized that it needed a full preservation system, rather than the access system that DSpace represented. The functional analysis recommended by the test audit and used to select the preservation system sought in 2011 detailed the object management elements in the standard. KDLA selected the product that, at the time, best met the functional requirements list, and it has faithfully worked with the vendor to effectively implement the following features: (1) ingest (validation, extraction, harvesting, normalization); (2) quality assurance (integrity checks); (3) creation of an archival information package; (4) management of storage with error checking, disaster recovery, and audit; (5) provision for public access and multilevel user accounts; and (6) preservation planning mechanisms through the use of format registries. The revised workflow plan in figure 2.2 from December 2012 demonstrates the integration of the cloud-based preservation system and the web archives into a more unified system, although not all intended elements have been constructed.          
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			An example of the storage management challenge can be found in the necessary geographic distribution of the records recommended in the test audit. KDLA’s digital repository steadily grew in the size and complexity of files. In 2011, it included over three terabytes (TB) of unique electronic records from state agencies, including web records from three governors; photograph, audio, and video files; geospatial records; electronic mail log databases; and digitized holdings from the state archives. By 2015, it had grown to 5 TB, with half a TB (mostly photos) stored in the cloud. In the early days of uploading, KDLA lost upload connection when it tried to load files larger than 3.5 GB into the cloud, even though KDLA worked with the vendor and state network experts to improve the connection and workstation processing speed. While the connection to the cloud storage has its limits, in 2015 the preservation software was rewritten, and KDLA was able to load batches of files up to 100 GB without losing the connection in the middle of the load.

			The initial phase of ingest that addresses acquisition of digital content has evolved from a document similar to records transmittals used for paper, as KDLA used different collection methods. The collection and ingest of archival objects has been aided by agencies putting many files (publications and agency and board meeting minutes, for example) on their websites. Harvesting records’ websites became increasingly automated as tools improved. Harvesting on a regular basis and organizing these harvests to avoid duplication and get a complete run became the biggest challenges. Eventually, when KDLA adopted Archive-IT for all state websites, the completeness of the harvest was improved. The identification of archival records not posted to the Web and the preference for obtaining preservation-ready formats remain challenging issues. KDLA also has received collections via FTP, optical disk, and external hard disk with various types of manifests or transfer lists, recognizing that the best way to assure accurate transfer is through use of automated packaging tools that verify the contents. Transfer agreements are often simple acknowledgments for an entire accession based on following compliance with an approved records retention schedule. Anything more from the agencies is a challenge to get, so the archivist seeks built-in transfers of information.

			The final phase of ingest, which places the acquired digital content into a preservation form, formally referred to as archival information packages (AIPs), is used by the repository for long-term preservation and description of the record. Prior to acquiring the preservation system, KDLA had only accession-level metadata and simple descriptive metadata (e.g., DC) for those objects in DSpace. The addition to the preservation system’s automatically generated technical metadata, which could be used for normalization, preservation planning, and migration, was a key element in meeting part of the standard for creation of the AIP, as the object/item matches it with format registries that facilitate version control, format conversion, migration, etc., as minimal conditions for performing long-term preservation of AIPs. The system also generates a minimal-level metadata to allow digital objects to be located and managed within the system as per the standard. Although a need for a basic metadata set was identified by the Hunter report in 2003, it wasn’t until the installation of the access system that KDLA committed to extended DC for objects made accessible to the public. KDLA also faced the challenge of establishing minimal metadata with large volumes of objects, such as digital photos, and moving extended DC metadata into simple DC for objects moved from the access system to the preservation system.

			The repository’s ability to produce and disseminate accurate, authentic versions of the digital objects as per the standard has been an evolving challenge. KDLA started in 2006 with the creation of a web-based repository to make static objects (publications, minutes, etc.) available to the public. It followed that in 2010 with the installation and use of DSpace as the public access tool for the digital repository. The challenge to maintain support for the software meant several adjustments by KDLA to evolving attitudes toward open-source software by state government and mandated control by state IT staff when Kentucky’s IT transition to centralized control of agencies’ systems. This shift also encouraged purchase of cloud services with minimal maintenance on the part of KDLA staff. Likewise, the opening of an Archive-IT repository shows the progression in the commitment to access.

			The third part of the TDR standard deals with “Technologies, Technical Infrastructure & Security.” KDLA has striven to manage the multiple copies of objects in its data repositories. For many years, it could not be assured that the copies resided on separate disks on its network, although the state system has long had traditional backups with geographically dispersed copies available via hot spots. When resources were tight, offline copies were kept for added insurance, but KDLA did not have the means for adequate integrity checking until it purchased its cloud preservation service. Seeking to better manage the copies, KDLA has sought to establish links between the copies through metadata that cross references copies in its multiple systems, but it is continually challenged to finance a means to fully automate the cross-references or do integrity checking on all copies due to inadequate resources. Many of these infrastructure requirements are distinct from standard electronic document requirements, and it has been a frequent challenge to explain this in a way that state information technology personnel fully understood.

			Results and Outcomes

			Progress in establishing a “trusted digital repository,” as recommended by consultants and defined by standards, has been incremental. By 2007, KDLA’s progress in accomplishing the plan outlined in the Hunter report was as follows:

			
					Under record-keeping standards and policies, KDLA began development of guidelines through the initiation of an Electronic Records Working Group.

					KDLA staff received conference training and gave numerous presentations often supported by grants. Guidelines and training tools were posted to the KDLA website to supplement in-person training of state and local employees.

					An appraisal strategy for electronic records was established by identifying records retention series contained in systems for various agencies as part of the “triage” method recommended by the Hunter report.

					KDLA evaluated and harvested records from the websites of the Office of the Governor, the Commonwealth of Kentucky portal, and Kentucky’s Virtual University.

					KDLA developed procedures for the acquisition of new archival electronic records with basic transfer standards at the accession level.

					For the recommended business questions for developers, KDLA tried to adapt the federal model for evaluation of record-keeping practice in new systems in 2004. It received no response from the state’s central IT agency. Later, KDLA was involved in standards for record-keeping systems within the state’s enterprise architecture and standards.

					To promote the recommended archiving of maps and GIS, KDLA attended the state’s stewards meetings and scheduled the GIS system. KDLA obtained NDIIPP grant funding for 10 TB of storage.

					Regarding the study of metadata structures, KDLA evaluated Dublin Core and the Metadata Encoding and Transmission Standard (METS) as part of the PAT project, MARC as used in the KDLA catalog for archival collections and publications, and Encoded Archival Description for Kentuckiana finding aids. It adopted extended Dublin Core for the minimally described access system and linked to MARC records in the KDLA online public catalog.

					Following the cost estimate recommendation, KDLA created statements for the PAT project in 2005, and in 2007 KDLA estimated costs of scanning all accessions versus mixed media (born digital, paper, and film) for a legislative request connected to a budget proposal for a new archive center.

					In connection with the Hunter recommendation for a statewide EDMS, KDLA established an Electronic Records Center in 2007 to provide agency access to records scanned for them by KDLA. KDLA also participated in the university-sponsored “Kentuckiana” virtual library project to make accessible scanned historical records.

					Compliance standards separate from standard records management were not created except with regard to imaging systems.

			

			Because the 2011 test audit noted many shortcomings in KDLA’s digital repository, it has addressed some of the issues with the following measures since that audit:

			
					Acquisition of a preservation system with cloud storage, integrity checking, and conversion to standard formats with greatly improved digital object management

					Loading of one half TB of records to the cloud (mostly photos) and improving upload methods

					Creation of a means to move from an older access system to a new preservation system

					Creation of a preservation policy statement

					Testing the loading of video, audio, and GIS records into the preservation system

					Worked with the vendor on access capabilities in the preservation system

					Continued self-assessment through response to CoSA surveys and improving its score

					Purchase of Archive-IT service, including backfile conversion of web records dating before 2013

					Documentation of workflow procedures for records transfer and data entry to systems

			

			Despite its many successes, KDLA still has a long way to go in reaching the goals set forth by the standards, or even best practice.

			Evaluation and Analysis

			An evaluation of KDLA’s progress toward its goals and toward the adoption of international standards should take into account the following:

			
					Funding of line-item budget requests for support of a digital repository are hard to maintain. Grants don’t last, but as cooperative activities, they can help get an institution started on a variety of fronts.

					Documentation is hard to keep up with given all the many changes KDLA has made in procedures, software, and infrastructure.

					KDLA was fortunate to have a stable and capable staff for over ten years, but that is increasingly difficult to maintain, and changes are occurring.

					KDLA has been able to build a digital repository that has most of the elements of a trusted digital repository, and it continues to strive toward the goals set by the standards.

					Participation in CoSA/SERI surveys and programs showed that KDLA ranked relatively high among state archives, but identified continued goals for KDLA for the future.

					Like many, KDLA had problems following the metrics of the data maturity model, which assumes that there is a logical order to the progression in each category.

					Continued challenges include the following:a. training new staff—none of the current staff at KDLA participated in early grant activity, but the current electronic records staff is well versed in the self-assessment and training done by CoSA,
b. integrating the various format types,
c. establishing a local copy with integrity checking,
d. fully processing 5 TB of records into the preservation system, and
e. accessioning more records after a thorough survey of state agencies.


			

			Advice and Lessons Learned

			KDLA recommends the following strategies and management structures to other similar institutions trying to build a trusted digital repository:

			
					Cooperate with other state agencies, especially the responsible chief technology agency. This is essential in building a trusted digital repository because the archive cannot impose its will, and common understandings are essential to facilitate implementation.

					Develop strategic plans and try to find a way to fund projects, preferably with resources that are long lasting and imbedded in agency budgets.

					Document your system and procedures and continually revise them as best practice evolves.

					Build an infrastructure that is redundant, secure, and with preservation capabilities, such as item-level control, migration paths, and integrity checking.

					Establish workflows and preservation planning that respond to all formats received, including both static and dynamic records.

					Be willing to experiment with new procedures and formats.

					Adhere to national or international standards as closely as possible, given institutional resources and other practical considerations.

					Participate in conferences and work with organizations with similar goals and activities, sharing experiences and learning from others.

					Seek the advice of experts (consultants or auditors) outside your institution or outside state government, even if their assessments show your institution’s shortcomings.

			

			Implementation: Building a Trustworthy System: Resources, Policies, and Management Structures—Understanding Our Trustworthiness

			Erik A. Moore

			In 2014, the University of Minnesota Libraries completed a year-long process of upgrading the underlying technology and reviewing the supporting policies, procedures, and resources of our institutional repository, the University Digital Conservancy.26 Employing an iterative approach to managing the technology migration and policy review proved to be an efficient method to effectively deal with challenges and new opportunities as part of the overall process. The results are a repository system built upon the foundations of the professional standards set by our peers and the trust of the university community in the University Libraries. The migration process proved to serve as a type of self-assessment allowing us to evaluate our repository in a way that we had not done before. The resulting outcomes to the Digital Conservancy program include the ability to remain current with our technological offerings, to be agile in our responses to new demands from our community, and to be more transparent in our daily activities in an effort to be a more trustworthy system.

			Introduction

			Launched in 2007, the University Digital Conservancy is the institutional repository (IR) program of the University of Minnesota Twin Cities Libraries. Beginning in the fall of 2013, the University of Minnesota began a migration project to upgrade the Digital Conservancy’s underlying DSpace application and migrate all associated data and bitstreams to a contemporary version of the software. The reasons behind the decision to implement the migration were threefold. First, there had not been any version upgrades to the underlying DSpace 1.4 application or JSPUI theme layer. The early changes to the application and interface, including the bypassing of the CNRI service, contributed to a forking of the core code. Additionally, over the years, there had been several fixes implemented in the system, some using third-party add-ons. For example, DSpace 1.4 began experiencing difficulties in providing reliable optical character recognition (OCR) indexing of newly uploaded content. To solve the issue, newly ingested content was routed through an install of ABBYY FineReader to create the needed text files for indexing the full-text content of the repository. These changes ultimately limited our options in following regular upgrade paths and the implementation of new feature sets. Second, there had not been a review of functional requirements prior to the initial launch in 2007. It seemed important to take the opportunity to review our needs, both our constituents as well as our program, to generate a priority configuration list of required and desired functionality. Finally, the hardware infrastructure supporting the application had reached its end of life. It was necessary to move to new servers and update the software application to meet these needs.

			Implementation Strategy

			To meet our migration goals, the University Libraries chartered a small project group to oversee the process and tasked additional individuals to assist in particular areas as needed. The initial group consisted of the repository co-directors as the business owners, the director of our digital preservation unit as the technology lead, a systems developer as the repository architect, and a project manager. This group later expanded to include a user experience (UX) analyst and a digital preservation analyst. Additional participants provided their expertise as needed, including the Libraries’ metadata strategist to assist in reviewing our data model, the copyright librarian to review policy statements and deposit agreements, and the repository manager for a complementary digital media repository.

			The migration project charter outlined an implementation strategy that would achieve benchmark results over the course of the project and encouraged real-time consensus and iterative development to inform the next deliverable. In the initial implementation, there were five identified phases to mark our progress.

			
					Analysis

					Data migration

					Functionality review

					Development

					Move to production

			

			These phases were specific to our iterative model for accomplishing the data, software, and hardware migration. The first phase was a technological analysis of the potential migration options. This allowed us to do a quick environmental scan of the health of our repository and determine the points at which it might break. The primary goal was to separate out the needs of the data from the software and user interface. Using information gathered in the first phase, the second step was an “as-is” migration in the then contemporary version of DSpace 3.2. To do so, the database had to receive an upgrade in order to work with the repository software and hardware. In this case, “as-is” required development time for the partial upgrade. Reaching this second phase corresponded to meeting the goal of transitioning the application to new hardware and software with a database that could speak to the system. From a user perspective, the interface and available tools had not changed, thus the “as-is” descriptor. The third step in our migration was a review of existing and desired functionality. Informed by several attempts to detail a functional requirement list and our experience with the “as-is” production install, the fourth phase was the implementation and configuration of the DSpace application (version 4.1) and a complete switch of the underlying code base for the user interface on a development server. This implementation strategy allowed for us to develop in parallel to our production version using real data and to compare configuration changes made in development to the production version behavior. It also allowed us to apply the new XMLUI interface code base and make desired changes to enhance the user experience based on data we acquired through usability testing. The final phase in our strategy was to move the newly configured development version of DSpace 4.1 along with the new user interface to replace the production version implemented in the second phase.

			Challenges and Opportunities

			From the outset, our methodology was to implement an iterative development strategy. This is evident in our phased approach to reach a production-ready application with identified configurable functionality. The iterative process allowed the migration team to react to both unexpected issues and new opportunities that arose during the project. The first two steps in the migration work (technical analysis of a data move from version 1.4 to version 3.2, and the actual movement of data into an “as-is” production version of 3.2) moved along quickly, with few challenges. The system developer was able to avoid a release-by-release upgrade path from DSpace 1.4 and instead was able to move more swiftly through a shorter series of Postgres database upgrades to reach version 3.2. The production side repository was then in a new stable hardware environment and required less attention for daily maintenance and up time, allowing both the repository architect and business owners time to begin a review of functional requirements as part of phase 3.

			Identifying and prioritizing our functional requirements was the migration project’s first major challenge. The challenge was multifaceted. First, the establishment of the functional requirements was a moving target. During the course of the project, there were two major releases of the application and several version updates, all of which added either new functionality or much-needed system improvements. With each DSpace version release, requirements would move from a “desired” column into an “included” column. Examples include a user interface for batch importing of metadata records and better end-user displays of content thumbnails. Second, the project’s charter purposefully imposed a limitation on application development to supported configuration options or well-documented and maintained add-on modules. The repository managers and the technology lead weighed each functional requirement against the possibility of localization of the code base that would inhibit regular version upgrades. Having spent the previous six years in an environment that was not conducive to following an upgrade path due to code customizations, all members agreed to limit functional requirements to those supported by the software. To follow this directive, the team relied on the repository architect’s feedback on available configurations and code changes. Yet, in what had been an iterative process, decisions were required that would limit available configuration choices going forward. For Example, DSpace offers two separate interface environments, a JSPUI and an XMLUI. Selecting one over the other would limit choices later on in the process. By selecting the XMLUI in DSpace 3.x, some configurations and user-interface options were then removed from our functional requirements, while others were gained. Another compounding factor in our functional requirement development was the release of DSpace 4.0 and a beta version of a new XMLUI interface, Mirage 2. Project team members recognized that the newly released software incorporated certain elements of our desired functionality as out-of-the-box configuration. The team then had to decide whether or not to continue developing an enhanced requirements list based on the functionality of the then production version (DSpace 3.2) or to start with the current release, remove from consideration any functional requirements not in the release as a configurable option, and focus all efforts to configuring the system as preferred and enhancing the site through the user XMLUI theme layer. Ultimately, the project team opted for the latter and began evaluating and testing the configurations and functionality of DSpace 4.1 in our development environment. Here, the newly acquired features in 4.1 of DOI support, SEO optimization for Google Scholar, and the availability of a simple embargo support in the user interface fulfilled desired functional requirements with no new development, only configuration. Our projected final move to production would not be just an improvement on our current version; it would be an upgrade to the most recent version, DSpace 4.1.

			A second challenge to the migration project came in the form of an opportunity. In early 2014, the University of Minnesota Libraries established the Data Management and Curation Initiative (DMCI) designed to address the issues of long-term access to research data. A goal of the initiative was to establish a data curation service that included a repository environment where research data could be discovered, disseminated, and preserved. In order to make the best use of resources and to manage scholarly content in a similar environment, the decision was made to include a data repository within our existing infrastructure of the institutional repository. This decision came at the same time that the migration project team was establishing the functional requirements. This extended the requirements review process and stretched our initial concepts of a traditional institutional repository. It quickly became evident that research data and other materials being deposited into the data repository would require a separate user upload process that included a curation process as well as a separate data model to gather the necessary information to describe data sets and ensure their reuse and distribution. In addition, the data repository required a custom user interface and record display to present the extended metadata profile and data files to a user.

			The iterative methodology not only allowed the project team to account for the data curation initiative, but also provided an opportunity to review and rewrite the Digital Conservancy’s existing policies and procedures. Most of the updated policy information contained new information specifically related to the data repository. The initial content guidelines for the Digital Conservancy had four components.

			
					Contributors must be U of M affiliates to deposit works into the Digital Conservancy.

					Works should be free from access restrictions and appropriate for open access.

					The Digital Conservancy must be granted nonexclusive permission to distribute and preserve all works placed in the repository.

					Digital preservation support will be provided at different levels for specific formats as specified in the Digital Conservancy Preservation Policy.27

			

			With the incorporation of the data repository and the work of the DMCI, the team added new policies specific to the data repository and had to crosswalk the policies to the existing program. In most cases, the policies of the Digital Conservancy are an umbrella policy for the data repository; however, for certain policies, including data guidelines, end-user access, preservation, and the deposit agreement, separate policies were needed to address the special issues in data management that were articulated in the functional requirements. In the case of the collection policy, the data repository included the four guidelines of the Digital Conservancy above, but also included specific data-only criteria for an acceptable deposit. These include the following:

			
					Data must be authored by at least one University of Minnesota researcher.

					Data must be nonrestricted or must not contain any private, confidential, or legally protected information.

					Data must be deidentified of sensitive data.

					Data must be deposited for open access. Authors have the option of embargoing access.

					Data are digital, and each file must not exceed 2 GB.

					Data must include adequate documentation for purposes of reuse and discovery.

					Data should be in a final publishable state.

					Data should consist of original and/or unique data.

					Data contributors must have the necessary rights or permissions to share materials.

					Data that contain third-party copyrightable materials may be subject to additional curatorial review and/or may not be accepted into the repository.

			

			In these expanded guidelines, issues that are specific to electronic data sets as well as to born-digital files that have not already gone through a traditional publishing or review process are detailed. These processes for ingesting these items include reviewing for private or restricted information, requiring adequate documentation to place the data in context, and that the data should be unique, or not easily accessible from another source. These criteria and the reasons for their implementation are closely coupled with the same challenges that archives face in their born-digital records programs.28

			The availability of certain new functions and configurations provided an opportunity to see how their incorporation would affect our existing policies and procedures. For example, our install of the DSpace 4.1 application had the ability to allow self-depositors the option for implementing an embargo. Existing Digital Conservancy policy required immediate open access to repository content and had not previously offered an embargo option to individual submitters, although an up-to-two-year embargo option was available to the graduate school for electronic dissertations and theses. The repository managers decided to continue our long-standing procedure of providing immediate, open access to all individually contributed content. In this case, the new configuration disabled the option for self-embargo, maintaining the existing practice. In the case of the data repository self-submissions, allowing self-imposed embargoes remained a configurable option. In this case, those submitting data sets could embargo the content for up to a two-year limit to allow for publication or other use. Although it differs from the general practice in the Digital Conservancy, the different embargo policy in the data repository is further detailed in the end-user access policy, which both details the two-year embargo option as well as the procedures an end user might take to request embargoed content.29

			Evaluating Our Trustworthiness

			The University of Minnesota’s Digital Conservancy is not a certified trusted repository according to the ISO 16363:2012 standard.30 Nor does it meet all of the criteria in the 2007 CLR-OCLC TRAC checklist.31 It is likely that a key opportunity was missed during the migration and data repository projects to conduct a real-time self-audit to better understand our functional requirements and mission to our beneficiaries, rather than as an after-the-fact self-assessment. However, in its policies, management, and daily operations, the Digital Conservancy meets a certain level of trustworthiness from its own institution. These underlying levels of trustworthiness were certainly enhanced by the repository migration and functional review efforts. Furthermore, the migration process likely brought the Digital Conservancy closer to a trusted repository as stipulated by the TRAC criteria and ISO 16363 standards.

			The TRAC criteria checklist provided by CRL and the metrics provided in the ISO 16363 standards list five major areas of organizational infrastructure to begin the evaluation of trustworthiness. These include governance and viability; organizational structure and staffing; procedural accountability and policy framework; financial sustainability; and contracts, licenses, and liabilities. These aspects of a trusted system offer an opportunity to reflect on the specific criteria for a trustworthy repository to determine where the Digital Conservancy meets the checklist either by the spirit or letter of the standard, and where it continues to face challenges after our recent migration and upgrade project.

			Governance and Viability

			The Digital Conservancy is a program of the University Libraries and consequently is supported by the Libraries’ mission and sustainability plans. As such, the Digital Conservancy operates under the organizational context of the University Libraries and subscribes to both the vision and mission statements available on its website.32 The Digital Conservancy does not have a formal mission statement. Rather, the Digital Conservancy functions according to a series of policies and procedures that direct its daily activities as well as provide consistency to decision-making processes. A series of principled statements and descriptions available via the Digital Conservancy help to correlate the program of the institutional repository to that of the principles that guide the larger presence of the Libraries and archives at the University of Minnesota. The Digital Conservancy defines itself as providing “long-term preservation and access services for the intellectual and creative output of the University’s academic, research, and administrative communities.” Furthermore, the content guidelines for the Digital Conservancy state that the “University Digital Conservancy is a program of the University of Minnesota Libraries that provides long-term open access to a wide range of University works in digital formats. It does so by gathering, describing, organizing, storing, and preserving that content.”33 These principles of preservation and open access are the underlying foundation to our trustworthiness.

			The Digital Conservancy meets both the ISO standard for Organization Structure 3.1.1 and the TRAC criteria for Governance and Organizational Viability A1.1. The information provided on the Digital Conservancy’s website informs the user that the IR is part of the parent organization, the University of Minnesota Libraries. The governing mandate for the organizational context is found in the University of Minnesota Board of Regents Policy on Libraries and Archives and implicitly calls for the preservation of information as is necessary for meeting the metric.34

			
				
					Table 2.1.  Governance and Organizational Viability

					
						
							
							
							
							
						
						
							
									
									Governance and Organizational Viability

								
									
									Evidence

								
									
									Meets Requirement

								
							

							
									
									TRAC Criteria and Checklist

								
									
									A1.1 

									Mission statement

								
									
									Mission statement for organizational context

								
									
									YES

								
							

							
									
									A1.2 

									Succession plan

								
									
									Statement documenting intent to ensure continuity of the repository; depositor agreements

								
									
									YES

								
							

							
									
									ISO 16363:2012 Standards

								
									
									3.1.1 

									Mission statement

								
									
									Mission statement of parent organization specifically addresses or implicitly calls for the preservation of information

								
									
									YES

								
							

							
									
									3.1.2

									Strategic preservation plan

								
									
									Administrative decisions and policies

								
									
									YES

								
							

							
									
									3.1.2.1 

									Succession plan

								
									
									Granting requisite rights necessary to ensure continuity of the content and repository services

								
									
									YES

								
							

							
									
									3.1.2.2 

									Monitoring organizational environment

								
									
									Parent organization monitors budgets and financial analysis

								
									
									YES

								
							

							
									
									3.1.3 

									Collection policy

								
									
									Collection and preservation policies

								
									
									YES

								
							

						
					

				

			

			The Digital Conservancy meets the ISO metric for succession (3.1.2.1) and TRAC’s criteria (A1.2) primarily through granting a license to all of its content to the University of Minnesota’s Board of Regents. As the state’s only land-grant institution of higher education and as the only major public research university, the University of Minnesota is unlikely to cease operation or substantially change its scope or mission. As a libraries-based repository, the succession plan for the repository content is similar to all content managed and held by the library system. As such, content that is entrusted to the Digital Conservancy is licensed to the university’s Board of Regents rather than the Digital Conservancy, or even the Libraries, directly. Instead the Libraries serves as the custodian of the content on behalf of the Regents. For this succession to fail, it would take an act of the state legislature in removing the university’s charter—an unlikely scenario. The repository, through its parent organization, meets the ISO metric 3.1.2.2 for actively monitoring the organizational environment to anticipate a need to implement a succession plan.

			Organizational Structure and Staffing

			The Digital Conservancy meets most, if not all, expectations of the TRAC audit checklist (A2) and the ISO (3.2) for organizational structure and staffing. The Digital Conservancy has three staff roles that are directly associated with the operations and additional staff who are associated with the repository (TRAC A2.1-2, ISO 3.2.1.1-2). First, there are two co-directors for the Digital Conservancy who share the work of a full-time person. The co-directors are both well versed in all aspects of the repository, including policy, ingest, metadata, and the public interface. One co-director also serves as the university archivist. The other co-director is a professional librarian with either a subject or content specialty. The third staff member is a full-time professional position that oversees daily operations, acquisition workflows, promotion, and project management. Each of these positions has a detailed job description that outlines competencies and requisite skills needed to support the repository.

			
				
					Table 2.2.  Organizational Structure and Staffing

					
						
							
							
							
							
						
						
							
									
									Organizational Structure and Staffing

								
									
									Evidence

								
									
									Meets Requirement

								
							

							
									
									TRAC Criteria and Checklist

								
									
									A2.1 

									Staff duties

								
									
									Staffing plan; job descriptions

								
									
									YES

								
							

							
									
									A2.2 Adequate staffing

								
									
									Definitions of roles and responsibilities

								
									
									YES

								
							

							
									
									A2.3 Professional development

								
									
									Professional training budgets; performance goals

								
									
									YES

								
							

							
									
									ISO 16363:2012 Standards

								
									
									3.2.1

									Staffing

								
									
									Organizational charts; definition of roles

								
									
									YES

								
							

							
									
									3.2.1.1

									Established duties

								
									
									Competency definitions; job descriptions

								
									
									YES

								
							

							
									
									3.2.1.2

									Adequate staffing

								
									
									Organizational charts; definition of roles and responsibilities

								
									
									YES

								
							

							
									
									3.2.1.3

									Professional development

								
									
									Professional training budgets; performance goals

								
									
									YES

								
							

						
					

				

			

			In addition to the core staff roles for the management and daily operation of the Digital Conservancy, a variety of staff are involved in specific aspects of supporting the repository. Additional staff include a software and database developer who maintains the system, oversees updates, and provides configurable changes as part of the Libraries’ overall support of digital preservation and repository technologies. Multiple staff in our cataloging and metadata unit also provide as-needed support for submissions and description. Finally, a larger network of professional librarians supports the work of the Digital Conservancy through the promotion of the repository as a resource and through recruitment of open-access scholarly content across campus.

			All staff associated with the Digital Conservancy receive access to professional development and training to support their roles in contributing to a trusted repository (TRAC A2.3, ISO 3.2.1.3). Conference attendance, presentations, skills training, and workshops are continually offered and available to staff. For professional staff, this development is an expectation within performance goals and for advancement.

			Procedural Accountability and Policy Framework

			The Digital Conservancy defines its designated community as the “academic, research, and administrative communities” at the University of Minnesota.35 Additional documentation provides content and preservation description information for the designated community. For example, scholarly articles will be made openly available on the Web and may be migrated to a more preservation-friendly file format in the course of deposit or at a later time. This provides documentation for meeting the ISO metric provided in 3.3.1 and the TRAC criteria A3.1.

			The Digital Conservancy relies on its written preservation policy and the University Libraries Digital Preservation Framework to publicly state the commitment to preservation of digital assets and service requirements.36 On its own site, the Digital Conservancy provides explicit guidelines on the types of works it will accept into the repository.37 These content guidelines require that contributors be affiliated with the University of Minnesota as faculty, staff, or students. The works the contributors wish to deposit must be free from access restrictions and be appropriate for open, online access. Finally, the contributor must be willing and able to grant to the university a nonexclusive right to distribute and take preservation actions toward the works to ensure their availability and longevity. All permissions are documented through the available click-through license, an electronically available license, or a signed hard copy of the deposit agreement. These meet the standards for the ISO metrics 3.1.3 and 3.3.2 and TRAC’s A3.3.

			
				
					Table 2.3.  Procedural Accountability and Policy Framework

					
						
							
							
							
							
						
						
							
									
									Procedural Accountability and Policy Framework

								
									
									Evidence

								
									
									Meets Requirement

								
							

						
						
							
									
									TRAC Criteria and Checklist

								
									
									A3.1

									Defined communities and accessible policies

								
									
									Mission statement; definitions of communities; documented policies

								
									
									YES

								
							

							
									
									A3.2 Procedures and policies in place

								
									
									Written documentation of policies, procedures, and workflows

								
									
									YES

								
							

							
									
									A3.3

									Written policies for legal permissions to reserve content

								
									
									Deposit agreements; digital preservation policies

								
									
									YES

								
							

							
									
									A3.4

									Self-assessment

								
									
									Self-assessment schedule; results of self-assessment; implementation of outcomes

								
									
									YES

								
							

							
									
									A3.5

									Feedback procedures

								
									
									Feedback mechanism; quality assurance records

								
									
									LIMITED

								
							

							
									
									A3.6

									Documented changes to operations and technology

								
									
									Changes to policies and procedures; repository software changes tracking

								
									
									YES

								
							

							
									
									A3.7

									Transparency and accountability

								
									
									Readily available documentation; unhindered access to content and associated information

								
									
									LIMITED

								
							

							
									
									A3.8

									On-demand information integrity measurements

								
									
									Audit system for

									collecting, tracking, and presenting integrity measurements

								
									
									LIMITED

								
							

							
									
									A3.9

									Regular self-assessment

								
									
									Dated audit checklists from self-assessment or objective audit

								
									
									NO

								
							

							
									
									ISO 16363:2012 Standards

								
									
									3.3.1

									Designated community

								
									
									Mission statement; definitions of communities; documented policies

								
									
									YES

								
							

							
									
									3.3.2

									Preservation policies

								
									
									Preservation policies

								
									
									YES

								
							

							
									
									3.3.2.1

									Development of preservation plans

								
									
									Current and past written documentation in the form of preservation policies, procedures, protocols, and workflows

								
									
									YES

								
							

							
									
									3.3.3

									Documented changes to operations and technology

								
									
									Changes to policies and procedures; repository software changes tracking

								
									
									YES

								
							

							
									
									3.3.4

									Transparency and accountability

								
									
									Technical audits and certifications; independent program reviews; contracts with service providers

								
									
									NO

								
							

							
									
									3.3.5

									Provide information integrity measurements

								
									
									Audit system for

									collecting, tracking, and presenting integrity measurements

								
									
									LIMITED

								
							

							
									
									3.3.6

									Regular self-assessment

								
									
									Completed, dated checklists from self-assessments and/or third-party audits

								
									
									NO

								
							

						
					

				

			

			The Digital Conservancy, having gone through the migration process, is committed to periodic review and assessment of technological developments and evolving requirements. It is doing so through the establishment of a formalized management group focused on the DSpace architecture. The Libraries recently charged this management group with the goal of overseeing future development of supported repository services that are well articulated, reviewed, and prioritized. The group mimics the migration project in both membership and scope, but it differs in its charter of ongoing assessment.38 The work of this group will be informed by both the developments of the larger repository community as well as through contributor and user feedback collected through our online form and conversations with our community.

			These examples of a digital preservation framework, a commitment to assess and grow the technology through a formalized charter, and the ability to receive user-contributed feedback meet most of the audit and certification guidelines. For accountability, the primary deficiencies under the ISO are a more transparent approach to tracking changes to the operations of the repository (3.3.4), better tracking and presentation of integrity tracking (3.3.5), and the commitment to a regular schedule of certification (3.3.6).

			Financial Sustainability

			Requirements for the metrics listed under TRAC A4 and the ISO 3.4 state that a trusted repository should be able to prove its financial sustainability. Evidence supporting financial sustainability and practices for the Digital Conservancy are largely part of the broader organizational context of the University Libraries and the University of Minnesota. It is difficult to provide exact details on the financial sustainability of the repository. As a program of the Libraries, the Digital Conservancy is part of a dedicated budget that details staffing, training, technology support, and capital investments. The Libraries as the home organization participates in regular internal and external audits and forecasts potential risks and encumbrances. In terms of being a trusted repository, the standards are generally met through the budgeting, auditing, and forecast planning of the Libraries.

			Contracts, Licenses, and Liabilities

			As part of the overall migration project, staff were able to review existing policies, update where needed, and create new policies to address changes to the repository, including the addition of the data repository. In this area, the Digital Conservancy would likely meet all aspects of the audit criteria checklist for sections A5.1-3. For the ISO, this meets all metrics under 3.5.1. The primary source of all of our policies and procedures is our deposit agreement. The agreement can be reviewed and signed in multiple ways. First, individual contributors can review and sign as part of a click-through agreement during the submission process. Second, for those contributing content but relying on a third party to complete the submission, the contributor can agree to an electronic version of the deposit agreement with an electronic signature. Finally, all contributors may access a copy of the deposit agreement for review or signature as a PDF document on the Digital Conservancy site. The deposit agreement specifies that the repository has the nonexclusive rights to “access, reproduce, distribute and publicly display the Content, in whole or in part, in order to secure, preserve and make it publicly available,” and to “make derivative works based upon the Content in order to migrate the Content to other media or formats, or to preserve its public access.”39 It states the available rights of both the contributor and the repository in terms of copyright and distribution. Finally, it asks the contributor to identify deposit concerns related to privacy or otherwise protected information.

			As a license, the deposit agreement supports the enforcement of certain policies, namely the Digital Conservancy’s strict no-withdrawal policy. Content submitted to the Digital Conservancy is considered permanent through the granting of the nonexclusive license. In certain cases, items are withdrawn due to what are determined to be a violation of the original terms of the deposit agreement. A thorough review is conducted by repository staff as well as consultations with members of the university community to verify a withdrawal decision. Items that have been withdrawn are indicated with a tombstone record that directs a user to contact the Digital Conservancy staff with any questions. Other challenges to the ownership or rights of content in the repository are managed in a similar manner as a withdrawal request.      

			
				
					Table 2.4.  Contracts, Licenses, and Liabilities

					
						
							
							
							
							
						
						
							
									
									Contracts, Licenses, and Liabilities

								
									
									Evidence

								
									
									Meets Requirement

								
							

						
						
							
									
									TRAC Criteria and Checklist

								
									
									A5.1

									Maintains contracts or agreements

								
									
									Deposit agreements; policies on third-party deposit arrangements; contracts; definitions of service levels; web archiving policies; procedure for reviewing and maintaining agreements, contracts, and licenses

								
									
									YES

								
							

							
									
									A5.2

									Agreements transfer preservation rights

								
									
									Deposit agreements; policy statement on requisite preservation rights

								
									
									YES

								
							

							
									
									A5.3

									Specified actions in appropriate agreements

								
									
									Submission agreements/deposit agreements; written policies and procedures

								
									
									YES

								
							

							
									
									A5.4

									Track and manage intellectual property rights

								
									
									Statements on managing intellectual property rights; deposit agreement; monitor intellectual property

								
									
									LIMITED

								
							

							
									
									A5.5

									Addressing liability and challenges to ownership

								
									
									Documented track record for responding to challenges in ways that do not inhibit

									preservation; examples of legal advice sought and received

								
									
									YES

								
							

							
									
									ISO 16363:2012 Standards

								
									
									3.5.1

									Maintains contracts or agreements

								
									
									Properly signed and executed deposit agreements

								
									
									YES

								
							

							
									
									
									3.5.1.1

									Agreements transfer preservation rights

								
									
									Deposit agreements; policy statements on requisite preservation rights

								
									
									YES

								
							

							
									
									
									3.5.1.2

									Specified actions in appropriate agreements

								
									
									Properly executed submission agreements and deposit agreements; written standard operating procedures

								
									
									YES

								
							

							
									
									3.5.1.3

									Indicates it accepts preservation responsibility

								
									
									Properly executed submission agreements and deposit agreements; written standard operating procedures; confirmation receipt sent back to producer/depositor

								
									
									YES

								
							

							
									
									3.5.1.4

									Addressing liability and challenges to ownership

								
									
									Policy on responding to challenges; documented track record for responding to challenges in ways that do not inhibit preservation; records of relevant legal advice sought and received

								
									
									YES

								
							

							
									
									3.5.2

									Track and manage intellectual property rights

								
									
									Statements on managing intellectual property rights; deposit agreement; monitor intellectual property

								
									
									LIMITED

								
							

						
					

				

			

			Final Thoughts

			The entire process of reimagining and then migrating our institutional repository as both a service and an application demonstrated several important lessons. First, developing functional requirements is a difficult task. They must include the basics needed for the service to be successful and must be realistic in terms of supporting a system that is so heavily customized that it cannot be upgraded. Eventually, our functional requirements transformed into our available configurations. Future requirement lists must be better documented and separate out the desired functionality of a system from the desired service. The two are not necessarily the same. When implementing the data repository, we were much more able to sort the two apart by defining the service in our policies and procedures rather than in our functional capabilities. Second, reviewing our policies and procedures was a very important aspect of the project and proved to be an important step. As the program of the Digital Conservancy expanded, first from a traditional scholarly and administrative IR to a data repository within the service, it was important to document how the policies served as an umbrella for the repository, or in certain areas, cascaded with certain types of content to be more nuanced in their application. The final outcome of our initial repository review and subsequent year-long migration process is a robust repository program that includes two major collecting areas: an institutional repository and a data repository. Each provides our community of contributors with a set of formal guidelines and procedures for the inclusion of content into the repository as well as a description of a set of services provided by the repository staff. Our technological platform is current and meets several benchmarks in the areas of security and accessibility. All content submitted to the repository is now managed through a system of virtual server machines managed by our Office of Information Technology. Access to the content and the user interface meets responsive design standards and meets open-access expectations.

			The conclusion of the migration project and of our iterative process of review of both the functionality and the accompanying policies has provided the University of Minnesota with a repository worthy of the trust of its community and, consequently, can verifiably meet many of the established professional standards of a trustworthy system. Other criteria could be met with little additional effort, requiring only an institutional will on behalf of the repository staff, which certainly is present. Our experience demonstrates that the standards of a professional community can serve as beneficial benchmarks for our own efforts in trying to support the needs and services of our repository’s community. To do so, a repository must understand how the standards translate into application. It can then apply and reiterate to meet future demands.

			Things to keep in mind when conducting a self-assessment as either part of an operational change, in this case a software and user-interface upgrade, or to evaluate your repository with a set of standards in order to benchmark its trustworthiness include the following:

			
					Repositories should function for a primary community. At the University of Minnesota, that community is the researchers, scholars, students, and administrators.

					Repositories should serve a mandate or purpose. The Digital Conservancy extends the Libraries’ mission and mandate to preserve and make available information as well as provides a solution to institutional mandates related to openness in research, open-access scholarship, and fulfillment of certain requirements related to the publication of student work. This ensures that the repository is incorporated into the larger policy framework for the organization and is more likely to be a financially stable program.

					Repositories should have well-formulated policies that both provide for the long-term access and preservation of the materials as well as clearly articulate the ownership and rights of the creator and the repository. The policies and associated deposit or submission agreements are the backbone of the ability to take preservation actions and become a trustworthy system.

					Documentation is key in understanding your system and being trustworthy. Having the ability to report out on changes to policies, requirements, software, or bitstream audits is a required element of any trustworthy repository. A key lesson learned after our migration process and a subsequent assessment is that it is difficult to track key decisions and changes after they are completed.
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			Building a Trustworthy System: Ingest Process

			Theory: Ingest Process

			Lisa Schmidt

		

		
			The archival threshold is the space where the officer of the public authority takes charge of the documents, identifies them by their provenance and class, associates them intellectually with those that belong in the same aggregation, and forwards them to the inside space. At the archival threshold, and beyond it, the authenticating function took place.1

			At a high level, Luciana Duranti’s description of the flow of documents in ancient Rome from their place of creation to deposit for preservation in the Tabularium could also describe ingest of electronic records into a trusted digital repository.

			A trusted digital repository must “provide reliable, long-term access to managed digital resources to its designated community, now and in the future.”2 Ingest may be defined as the processes of the digital preservation life cycle related to receiving digital information from an external source and preparing it for storage in the repository.3 These processes include negotiating submission agreements to define the roles and expectations of the creator and repository and ensure the ingest of appropriate content in formats acceptable to the repository; transfer of digital objects from creator to repository via physical transport of removable media and hard drives, or digitally through e-mail or file transfer; accessioning procedures, including acquisition and acceptance by the archive; appraisal and arrangement of the content according to the repository’s processing procedures; creation of a suitable archival package as determined in the submission agreement, including descriptive and preservation information (metadata); and transfer of this package to archival storage.4

			One key difference between a trustworthy digital repository and other types of information systems built primarily for operational data is the need to permanently store and ensure ongoing authenticity and integrity of the digital records. As noted in the InterPARES Project, “digital information technology creates significant risks that electronic records may be altered, either inadvertently or intentionally. . . . the presumption of authenticity must be supported by evidence that a record is what it purports to be and has not been modified or corrupted in essential respects.”5 Ingest workflows, policies, and the application of verification and integrity-checking software tools during and after the ingest process can help to ensure ongoing authenticity of digital content entrusted to the repository.

			In addition to repository system software and verification and integrity-checking tools, many other software tools and processes may be used with digital content during the ingest process. This includes software and write-blocking hardware for copying files, as well as software tools for naming and renaming files, duplicate file removal, file identification, virus checking, and metadata extraction; disk imaging, redaction, and other digital forensics tools; format normalization and migration tools to convert files into appropriate preservation and access formats; and processing software that aggregates many of these functions to automate the ingest process. The Community Owned digital Preservation Tool Registry (COPTR) collates and continually updates available ingest and other digital preservation tools.6

			The use of the term ingest for digital archives originated with the Reference Model for an Open Archival Information System (OAIS), the high-level conceptual framework for digital preservation first published by NASA’s Consultative Committee for Space Data Systems (CCSDS) in 2002.7 (OAIS is now an ISO standard.8) When the model was first developed, CCSDS wanted it to be free of aerospace and standard archival language.9 Many years and digital preservation standards, policies, best practices, projects, repository systems, software tools, and practical workflows later, OAIS compliance has become an archival standard, and ingest is an established term in the archival lexicon. The concept of ingest itself has expanded from referring only to the capture of the object and metadata to also incorporating the digital processing activities noted in the previous paragraph, including virus checks, checksums, file verification and identification, and file format normalization. Indeed, ingest is now recognized as one of the most important steps in archiving digital material, as these functions must occur on the front end of the preservation process to ensure the validity and accessibility of archived files.

			To date, however, there is no real standard practice about what activities occur at ingest; it is a negotiated agreement, and activities will vary according to the mutual needs of stakeholders and the technology utilized. For example, ingest activities performed by Dark Archive in the Sunshine State (DAITSS) repository software include identification, validation, characterization, virus checking, checksum verification, technical metadata extraction, migration/normalization, XML resolution, and packaging into a single file for archival storage.10 The Archivematica processing system likewise provides these services and more, referring to them as “microservices.” Additional services provided by Archivematica include transfer approval, verification of transfer compliance, name cleanup, quarantine, package extraction, and creation of an access file (dissemination information package, or DIP), among others.11 Through a Microsoft BizTalk middleware server, the Persistent Digital Archives and Library System (PeDALS) research project performs many of these ingest services; it also creates accession records in a register database and interacts with a Lots of Copies Keep Stuff Safe (LOCKSS) manifest server to ensure the availability of multiple reliable copies.12

			Conceptual Models, Standards, Policies, and Best Practices

			OAIS Reference Model

			As noted above, the OAIS reference model provided a seminal, high-level framework for digital preservation. OAIS includes Ingest as one of the six major functional entities of a digital preservation system, the others being Archival Storage, Data Management, Preservation, Access, and Administration.

			The OAIS ingest function includes receiving and accepting digital objects as submission information packages (SIPs) from “producers” (creators) and preparing and managing the contents for archival storage and management. This includes verifying the SIP, generating an archival information package (AIP) that complies with the archive’s standards, extracting descriptive information from the AIP for inclusion in the database, and transferring the AIP to archival storage and data management.13

			Note that SIPs and AIPs are variants of an information package, defined by OAIS as a conceptual container of two types of information: content information, or the information or digital object that is to be preserved, and preservation description information (PDI), or preservation metadata, which can include provenance (source or custody history), context (how the information relates to other information), reference (identifier[s] or systems of identifiers), fixity (checksum or other status to ensure against future unintended alteration of the object), and access rights. Packaging information physically or logically binds the content information and PDI together, and descriptive information associated with the information package makes it discoverable.14

			As described above, the SIP is sent to the repository by the creator, per terms negotiated and included in the submission agreements. OAIS notes that most SIPs will include some content information and PDI. One or more SIPs are transformed into one or more AIPs for preservation. The AIP will include a complete set of PDI and packaging information per the repository’s standards. A dissemination information package (DIP) is provided in response to a request from a consumer, or user/customer of the repository. This may include all or part of the AIP, a collection of AIPs, and some or complete PDI, packaging information, and descriptive information.15

			Producer-Archive Interface Methodology Abstract Standard (PAIMAS)

			Also developed by the CCSDS, the Producer-Archive Interface Methodology Abstract Standard (PAIMAS) identifies, defines, and provides a structure for the interactions that take place between an information creator and an archive. It covers the first part of the ingest process as defined by the OAIS model, namely the transfer process, as embodied in the “receive submission” and “quality assurance” ingest functions. “Negotiate submission agreement,” from the OAIS model’s administration functional entity, is also included in PAIMAS.16

			DCC Curation Life-Cycle Model

			The Digital Curation Centre’s model “provides a graphical, high-level overview of the stages required for successful curation and preservation of data from initial conceptualisation or receipt through the iterative curation cycle.” It may be used to plan curation activities, and more granular functions may be mapped against it. Sequential actions in the model related to the ingest function include Conceptualize, conceiving and planning the creation, capture, and storage of digital objects; Create or Receive, creation of or receipt of digital objects and metadata; Appraisal and Select; and Ingest, the actual transfer to a repository.17

			Trustworthy Repositories Audit and Certification: Criteria and Checklist (TRAC)/ISO 16363

			The TRAC checklist, now an ISO standard, is based on two frameworks: the OAIS model and the RLG/OCLC Trusted Digital Repositories: Attributes and Responsibilities document,18 the latter of which focused on high-level, nonprescriptive organizational and technical attributes as well as the matter of digital repository certification. Organizations may use the resulting checklist of audit and certification criteria and supporting evidence to prove the effectiveness of their digital repositories and to support the development of preservation improvement plans.19 The “Digital Object Management” section includes the subsections “Ingest: Acquisition of Content” and “Ingest: Creation of the AIP,” containing criteria related to the ingest function along with explanations, examples of supporting evidence, and discussion points.20

			“Requirements for Trustworthy Recordkeeping Systems and the Preservation of Electronic Records in a University Setting”

			Tufts University published this paper in 2006 as part of its NHPRC-funded Fedora and the Preservation of University Records project. The intent is for universities and other organizations to use the requirements “to evaluate existing recordkeeping or preservation systems or to plan and/or build new systems capable of facilitating long-term preservation of authentic electronic records.” Requirements were based on other established record-keeping and digital preservation system documentation. Each section in the records preservation requirements chapter corresponds to the functional entities of the OAIS model, further broken down into subsections based on the OAIS subfunctions, those for ingest including Receive Submission, Quality Assurance, Generate AIP, Generate Descriptive Information, and Coordinate Updates.21

			Tufts Ingest Guide

			As part of its Fedora and the Preservation of University Records project, Tufts University developed an Ingest Guide based on OAIS and PAIMAS. The guide describes the actions needed for a trustworthy ingest process, presenting a detailed description of the complex workflow, and includes two main sections: “Section A, Negotiate Submission Agreement,” which describes how the record producer and the archive craft a submission agreement; and “Section B, Transfer and Validation,” which details that part of the process. Prescriptive as a guide to a trustworthy ingest process, the Ingest Guide is not a detailed manual of procedures.22

			Implementation Projects

			Tufts Accessioning Project for Electronic Records (TAPER)

			TAPER is a Perl-based automated records transfer and accessioning system developed by Tufts University through NHPRC grant funding. This resulted in the implementation of machine-readable submission agreements to document archival transfer and accessioning. At the production level, TAPER encourages records creators to submit inventoried accessions through prompts. Other institutions wishing to customize TAPER for their own use may request the source code from Tufts University.23

			Archivematica

			An integrated suite of open-source software tools, Archivematica provides automated processing functionality for digital objects in compliance with the OAIS model. Archivematica uses microservices via a web-based dashboard to verify SIPs, extract metadata, generate trustworthy AIPs, and direct the AIPs to archival storage. Standards utilized include METS, PREMIS, and Dublin Core metadata, and the Library of Congress’s BagIt transfer specification. Workflows and format policies may be customized, and Archivematica integrates with many other software platforms designed to manage digital objects. Source code may be downloaded at the Archivematica website.24

			Curator’s Workbench

			Created for the Carolina Digital Repository at the University of North Carolina at Chapel Hill, the Curator’s Workbench is billed as a “collection preparation and workflow tool for digital materials.” As part of the ingest process for large batches of digital objects, Curator’s Workbench selects, arranges, and describes files; generates a METS file; and documents the processes. It also creates checksums and identifiers for each object, and it uses a crosswalk tool to map user-supplied metadata fields to MODS metadata elements.25 Curator’s Workbench is available for download at GitHub.26

			Data Accessioner

			First developed in 2008 at Duke University, the Java-based Data Accessioner provides an easy-to-use GUI for transferring content from removable media. It also creates and validates checksums, gathers metadata, and compiles an XML file containing preservation and descriptive metadata. Designed to require little or no IT support, the Data Accessioner may be easily adopted by smaller institutions.27 Source code for the Data Accessioner is available at GitHub.28

			Hydra Project

			Hydra is an “ecosystem of components” for building and deploying customized digital repositories. Supported by a collaboration of multiple partner institutions, Hydra may be used to create digital asset management applications and tailored workflows for end-to-end repository solutions, including ingest processes. Software platforms used include the OAIS-based Fedora Commons, the Apache Solr enterprise search engine, the Ruby on Rails web application framework, and the Blacklight discovery interface.29 Officially supported Hydra applications may be downloaded from GitHub.30

			Islandora

			Originally developed by the University of Prince Edward Island’s Robertson Library, Islandora is an open-source software framework built on the Fedora Commons repository software, the Drupal content management system, and Solr search technology using the PHP, Java, and Python programming languages. Islandora solution packs are available for a variety of data types in different knowledge domains.31 In terms of ingest, Islandora microservices may be used to create a transfer package (SIP) that integrates with Archivematica or customized archival processing workflows.32 Islandora is available for download from the website.

			BagIt Content Transfer Specifications

			In conjunction with the California Digital Library and Stanford University, the Library of Congress developed this specification for transferring digital content. By putting content into files known as “bags,” BagIt allows the transfer of large volumes of digital content from one computer to another. Manifests and checksums created for each bag allow built-in inventory checking to ensure the content remains intact.33 BagIt and an accompanying suite of transfer tools are available for download from SourceForge.34 Both Archivematica and the Islandora framework use the BagIt specification to package content for preservation.35

			BitCurator

			The BitCurator project, funded by the Andrew W. Mellon Foundation and jointly led by the School of Information and Library Science at the University of North Carolina at Chapel Hill and the Maryland Institute for Technology in the Humanities, was an effort to develop a system for collecting institutions that utilized the functionality of digital forensics tools. Features of BitCurator that can be incorporated into the ingest workflow include pre-imaging data triage, forensic disk imaging, file system analysis and reporting, identification of private and individually identifying information, and export of technical and other metadata. BitCurator is built on a stack of freely available, open-source tools and is available on the website for free download.36

			Project Reports

			The Archive Ingest and Handling Test (AIHT)37

			Public Record Office Victoria (PROV) Digital Archive38

			The Dark Archive in the Sunshine State (DAITSS)39

			The Persistent Digital Archives and Library System (PeDALS) Project40

			“AIMS Born-Digital Collections: An Inter-Institutional Model for Stewardship”41

			The Collaborative Electronic Records Project (CERP)42

			“Digital Forensics and Born Digital Content in Cultural Heritage Collections”43

			Paradigm Project44

			Distributed Custodial Archival Preservation Environments (DCAPE)45

			Spartan Archive Project46

			Implementation: Ingest Process: Michigan State University’s Digital Archives Program

			Cynthia Ghering

			Michigan State University Archives and Historical Collections (UAHC) began the development of a trusted digital repository in 2009 with the support of our central IT unit and the cooperation of a major university records creator, the Registrar’s Office. UAHC received a Collaborative Electronic Records Project award from the National Historical Publications and Records Commission (NHPRC) in April 2010 enabling the department to assemble a project team, hire a temporary full-time IT professional, and begin technical development. Many challenges were faced during the project ranging from high staff turnover to underestimating the difficulty of translating our business requirements to language our IT partners could understand and act upon. The grant-funded project was extended one year, allowing for a reorganization of the original project team, most significantly the addition of a project manager with experience developing IT systems. The project manager and the project’s primary investigator then developed a detailed project plan by breaking goals into actionable tasks, assigning resources (staff) to each activity, identifying dependencies between tasks, and applying a higher level of accountability through weekly project meetings. This overhaul of the project structure, with an increased emphasis on defining business requirements and technical environment, resulted in a fully functional and well-documented trusted digital repository (TDR) in June 2014. The team used the Trustworthy Repositories Audit and Certification (TRAC) Criteria and Checklist47 to identify outstanding issues and improvements. The project team has continued to build on this success by developing an Electronic Records Submission Tool (ERST) for records creators, department liaisons, and donors to transfer digital objects to the TDR and for archivists to administer transfers, electronic transmittal forms, and digital objects. The most significant achievement is that MSU’s TDR is no longer considered a onetime project but is instead an operational service supported by the University Archives and central IT. This mission-critical function of the University Archives will continue to expand as more digital collections are ingested and the technology evolves to better meet the needs of our MSU community.

			Michigan State University (MSU) was established in 1855 by an act of the Michigan legislature to create an agricultural college. MSU received the land grant for the state of Michigan in 1862, becoming the nation’s pioneer land-grant college. In its 154 years, MSU has grown to a tier-one research university with significant national and global impact. As the nation’s first agricultural college, MSU established itself as a leader in innovation and technology. MSU’s tradition of leadership and innovation has carried through in the University Archives’ approach to automating archival functions and preserving the university’s records, regardless of format.

			In 1969, MSU’s Board of Trustees established the University Archives and Historical Collections. UAHC was mandated to collect and preserve the historical records of MSU and to provide the university community, scholars, and the general public access to these records. In addition, the director of the UAHC was given the responsibility of approving the final disposition and destruction of university records. The UAHC actively assists university units in the efficient administration and management of official university records. Now in the twenty-first century, the focus of UAHC includes the management, collection, and preservation of both digital and analog records and life-cycle management of university records held in a variety of university business information systems.

			In 2008, when the initiative to curate born-digital records actively began, several enterprise-wide business initiatives were making records management a major focus at MSU; one such initiative was the Enterprise Business Systems Projects, now known as the Administrative Business Systems. In 2006 MSU began a multiyear series of projects to replace the current human resources and financial business systems on campus. Executive leadership desired improved systems to provide more flexibility, transparency, standardization, and delegation in facilitating the work of the university. To achieve these objectives, the new systems support an approach to data and information that is more open, apparent, and intentional. These new systems also facilitate improved documentation and consistency in the way common tasks are accomplished across campus. This large administrative information project laid the foundation for transformational changes in thought and application throughout campus and in the University Archives approach to documenting the historical records of MSU.

			When work on the digital archiving service, now known as MSU’s Trusted Digital Repository, began, the University Archives director reported directly to the vice provost of libraries, computing, and technology (VPLCT), David Gift, along with the MSU Libraries, the Enterprise Business initiative, and both the academic and administrative information technology units—Administrative Information Services (AIS) and Academic Technology Services (ATS). The University Archives received direct financial and technical assistance from the Office of the VPLCT, including support for two new electronic records archivist positions in 2007. Additionally, a technical analyst from the Enterprise Business team was assigned to work with UAHC staff to define systems requirements for the effective management of electronic records, both within the new administrative business environment and across the university as a whole.

			This close relationship with central IT was fundamental to the ongoing success of the university’s records management and digital curation programs and played out in many ways over the next eight years. In 2008, the vice provost of LCT funded the participation of three UAHC staff and the technical analyst in an Electronic Records Summer Camp at the San Diego Supercomputer Center to explore the use of Integrated Rule-Oriented Data Systems (iRODS) in the management and preservation of electronic records. In September 2008, the vice provost of LCT funded a collaborative electronic records forum to open a discussion among the Committee on Institutional Cooperation (CIC) members. Archivists, technologists, registrars, legal counsel, and librarians from the Big Ten universities attended the two-day forum. Legal, records management, and technical issues were discussed in a roundtable setting, resulting in an agreement that the CIC archivists and technologists would openly share models and lessons learned for better management of university electronic records and digital assets. With two electronic records archivists; a direct reporting line to the vice provost of LCT, essentially the university’s chief information officer (CIO); and a unique opportunity provided by the multimillion-dollar design and development of a new administrative information system, MSU was uniquely positioned to design and test an electronic records archive solution and share its finding with CIC members and other colleges and universities facing similar issues.

			The University Archives began by developing a well-defined prototype project, creating system and workflow requirements, and soliciting seed money for the project internally and externally. Awarded a Collaborative Electronic Records Grant by the National Historical Publications and Records Commission (NHPRC) in April 2010, the University Archives was able to begin sandbox development of a trusted digital repository for MSU. The original NHPRC project proposed to develop an electronic records archive for the university’s born-digital records and publications. The project began as a “proof of concept approach to test the sustainability of an archival solution for the long-term access and preservation of database records”48 from the Registrar’s Office, which until recently were printed as three distinct record series—the full catalog of academic programs, the description of courses offered each semester, and the annual student directory. These three record series were originally published in bound book volumes and distributed to MSU faculty and students annually or biannually. All three record series are used heavily by MSU students, alumni, faculty, and the general public due to their evidentiary value as proof of attendance, degree, and coursework, as well as their family history and genealogy documentation. As the official “depository for university records which are no longer administratively useful,”49 the UAHC has been responsible for maintaining and providing access to these university publications since 1969. However, in the past decade, the print publications were gradually discontinued, and public access was provided via the Office of the Registrar’s increasingly complex web applications and online interfaces. At the time of the grant proposal, and currently, these three records series are now all generated from large, relational SQL50 databases that utilize object-oriented query language to perform a variety of business processes for the university’s management of admission, enrollment, and academic data and business workflows.

			The original project proposal outlined the archival and technical deliverables, as defined by the best practices and technology in 2009, as well as defining collaborative elements required by the granting agency, NHPRC, and the peer support of fellow Big Ten universities. As stated in the NHPRC project summary, the Spartan Archive project was to be based on traditional archival principles and the Open Archival Information System (OAIS) model, utilization of iRODS, collaboration with multiple units within Michigan State University, and sharing results with the members of the Committee on Institutional Cooperation51 (CIC) and other interested universities. The original project included all components of the archival process—including the appraisal of born-digital records, the accession and ingest of electronic records, the long-term preservation and management of database records, and finally the online access and research use of the record series.

			The goals of the project were to develop and document policies and procedures to appraise, ingest, process, describe, and preserve institutional electronic records, including an electronic records processing manual and an administrative, technical, and descriptive metadata guide for staff and student assistants with responsibilities in this area. Deliverables included the ability to appraise, accession, ingest, process, and describe electronic records from the three series from the Office of the Registrar: academic programs, course descriptions, and student directory, totaling approximately 71,200 logical data records. Program deliverables also included demonstration that the records preserved in the “permanent archive” (later rebranded as the Trusted Digital Repository) were authentic and accessible to the designated communities. The project also included actively sharing the workflows, standards, and policies for archiving electronic records produced by MSU with the CIC Archives Group and other higher education institutions through a project website, presentations, and publications.

			The resources allocated to the original project were the University Archives director, two electronic archivists, a university records manager, an outreach archivist, a project-funded information technologist, an information technical analyst, an information technologist from the Office of the Registrar, two assistant registrars, and the support of technical staff as needed to build development (sandbox) and production server and storage environments. The methodology originally engaged was a project team consisting of key archivists and information technologists, with project management performed by an electronic records archivist and regular face-to-face meetings reporting on work accomplished and identification of tasks to be completed.

			In the project’s first year, work focused on the identification and appraisal of the Registrar’s Office (RO) database records. The project archivists analyzed the content, context, and structure of each records series, identified individual data elements to be archived for each records series, and determined preservation metadata requirements for each records series and the entire collection. This pre-ingest work was laborious and consisted of an in-depth analysis of operational databases to define data fields and determine their content and values. In addition, the project team identified a group of reference librarians from the MSU Libraries as representatives and members of the project’s designated community. The project archivist utilized this group, as well as RO staff, to determine search, navigation, and access requirements for each records series. By understanding the current and future research needs of our community, the project archivists were able to identify the data and metadata to be extracted and preserved from the three records series.

			Once the project-funded technologist was hired, the team developed and automated an ingest workflow focused specifically to the RO’s database environment. This included automating data extractions from the RO’s databases after each semester’s drop/add period ends, ensuring that accurate data would be archived. The data extract included the use of Fedora and XML schemas to store relevant PREMIS and Dublin Core metadata, creating the official submission information package (SIP). The SIP was then automatically transferred to a NetApp52 server dedicated to pre-ingest processing. Most of the code developed for the ingest workflow is in Java, utilizing object-oriented programming for portability and flexibility.

			
				
					Table 3.1.  Database Fields and Course Descriptions

					
						
							
							
						
						
							
									
									Field Name

								
									
									Full Name: Description

								
							

							
									
									Subj_Code

								
									
									Subject Code: Defines the general subject of the course. Need a list of full names.

								
							

							
									
									Crse_Code

								
									
									Course Code: Identifier for the specific course.

								
							

							
									
									Initial_Action

								
									
									Appears to contain “Converted” or “Changed.” What do these refer to? Are there other values?

								
							

							
									
									Course_Status

								
									
									Whether the course has been approved or archived. If archived then this indicates that there has been a change to the course’s attributes. Are there other values?

								
							

							
									
									Start_Term_Seq_Id

								
									
									?

								
							

							
									
									Start_Term_Code

								
									
									?

								
							

							
									
									End_Term_Seq_Id

								
									
									?

								
							

							
									
									End_Term_Code

								
									
									?

								
							

							
									
									Interdprmntl_Flag

								
									
									Y/N Identifies an interdepartmental course.

								
							

							
									
									Interdepartmental_With

								
									
									Identifies the cooperating department. Can there be multiple values? Is the code used the same as the department code?

								
							

							
									
									Administered_By

								
									
									Identifies the department that actually runs the course. Uses department code (?)

								
							

							
									
									Coll_Code

								
									
									College Code: Identifier of college that offers the course. Need a list of full names.

								
							

							
									
									Dept_Code

								
									
									Department Code: Identifier of department that offers the course. Need a list of full names.

								
							

							
									
									Crse_Title

								
									
									Course Title: Name of the course

								
							

							
									
									Crse_Description

								
									
									Course Description: Description of the course contents

								
							

							
									
									Semester

								
									
									Semester in which the course is offered. This is a text field that describes the general rule for when the course will be offered.

								
							

							
									
									Credit_Type

								
									
									Values seem to be F, V, or Null. Null appears to be associated with archived courses. What do the other codes mean (V means variable?, F fixed?) and are there other values?

								
							

						
					

				

			

			In order to facilitate the ingest process, the project-funded technologist also developed a rudimentary administrative interface for the archivists to manage incoming SIPs, process the packages, and create AIPs for long-term preservation. During this same time period, Canada’s Artefactual Systems developed Archivematica,53 an open-source, standards-based digital preservation system and began heavy promotion and marketing. After the project-funded technologist retired a year into the project, the project team shifted focus from developing our own archival administration interface to testing and implementing Archivematica as an integral part of the Spartan Archive preservation workflow.

			The first phase of the project resulted in a functional ingest workflow for structured data managed and produced in the Registrar’s Office’s SQL databases. More recently, in 2015, this ingest workflow was duplicated for a different structured data set—the faculty and staff directory. These data are extracted from a hierarchical database and application protocol, Lightweight Directory Access Protocol (LDAP), storing the names, phone numbers, e-mail addresses, offices, and more of current MSU employees. The pre-ingest activities were similar to our earlier efforts to archive the student directory and included analyzing and identifying historical data, utilizing an XML schema to extract both data and relevant PREMIS and Dublin Core descriptive metadata, and processing through our Archivematica system. Both of these projects required a close working relationship with departmental technical staff and demonstrated that ingest workflows for structured data sets must be modified to work within different technical applications, systems, and environments.     
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					Figure 3.1.  XML Schemas

				

			

			The Spartan Archive project also included developing ingest workflows for unstructured data—the PDF files of two of the RO records series. Originally the ingest workflow for unstructured data was much less automated and included manual transfer of PDF files from RO staff to archivists. Archivists manually produced SIPs and processed files through Archivematica to generate AIPs and DIPs. While this initially fulfilled the grant project’s deliverables, it was not scalable for an expanding digital preservation program.

			After the completion of the Spartan Archive project in March 2013, the project team shifted focus to developing a scalable ingest workflow for the university’s many digital records generated by colleges, offices, and departments. In this phase of the program, the Spartan Archives project label was dropped and replaced with the name of the service now being provided, the Trusted Digital Repository or TDR. Work began by building on an already successful program, Tufts University’s recently completed project, TAPER: Tufts Accessioning Program for Electronic Records.54 MSU staff contacted Tufts to obtain a copy of the TAPER programming code and build a test environment for internal use. Tufts University Archives and Special Collections staff were receptive to sharing the TAPER code and generous in their time and assistance. However, the typical issues soon arose, including understanding and implementing another team’s code without professional documentation and instructions and modifying specialized workflow based on one institution’s processes.

			Meanwhile, the archivists identified another record series that recently migrated from paper records to electronic format and is historically significant and critical to the business of the university—the electronic newsletters and publications created by the thirteen colleges of MSU. Our outreach archivist was tasked with reaching out to the communication staff in all thirteen colleges and requesting their participation in testing our new Electronic Records Submission Tool. Most college newsletters are produced by communication staff, many of which belong to an internal university communicators group that meets monthly and are receptive to the importance of documenting the university’s history. By focusing on a specific records type and creator, the project team was able to engage with our designated community on their specific ingest requirements and needs.

			It took several months of internal testing and iterative modifications to develop a submission and ingest tool that reflected MSU Archive’s new digital workflows and processes. These workflows included both the submission process from a records creators’ perspective and the archivists’ administrative role in managing records transfers and preparing SIPs for ingest into our Archivematica installation. MSU’s Electronic Records Submission Tool (ERST) is available for university use at https://submitrecords.archives.msu.edu and is scaling out well for use by the larger university. ERST allows offices to prepare a submission agreement with the University Archives and to transfer records on a regular basis, workflows that had been paper based until this project. After preparing a submission agreement and activating an account, the records creator may transfer digital files as frequently as needed, with user-generated metadata such as record format type, date span, description, and inventory. Archivists utilize an administrative console to manage submission agreements, review and approve transfer requests, manage approved transfer requests, manage users, manage departments/units and donors, and view transfer request logs.       
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					Figure 3.2.

				

			

			Archivists are notified by the system when a submission agreement is received, a transfer request is initiated, or files are transferred. The digital files submitted via ERST are transferred to the pre-ingest workspace in the TDR, where the archivist verifies files and metadata, and then are processed per the standard workflow. The new ERST workflow allows the MSU community to submit digital files online to the University Archives and provide descriptive metadata in the process. This information, including the office’s submission agreement, forms the SIP and allows records creators and donors to initiate the ingest process.

			Looking back on the past six years developing MSU’s Trusted Digital Repository and the ingest workflows in particular, it is easy to see both the lessons learned and the work yet to do. Major takeaways include the naiveté of proposing to build a TDR, even a “proof of concept” system, with only one dedicated technical staff person, as originally proposed to NHPRC. This posed a major challenge in terms of recruitment and time to hire, as well as a single point of failure with one person coding and documenting. When the project-funded technologist moved on in the middle of the project, the team realized the importance of spreading the technical work across several technologists. We also realized that building a TDR and developing ingest workflows for structured and unstructured data required several different areas of technical expertise—programmer, server administrator, database analyst, and web developer. Trying to find all of these skills in one individual did not do the complexity of the project justice.     
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					Figure 3.3.

				

			

			With the benefit of hindsight, it is also easy to see that the University Archives underestimated our role as business owner of the TDR and all its related processes. We needed to fully understand our own business requirements and develop new digital preservation workflows before we could translate these specifications into actionable technical tasks. It is critical in working with our IT partners that we take responsibility for defining our business needs and specifications in as much detail as possible. Our lack of experience also led us to underestimate the critical role of a project manager in successfully completing complex technical projects. In later phases of the project, we employed a PMI-certified55 project manager with experience in designing and implementing IT projects. We were able to develop a detailed project plan in Microsoft Project that identified major implementation goals, decision points, tasks and activities, staff responsible, and estimated hours to completion. Developing a detailed project plan was time consuming for the incoming project manager and the University Archives director (acting as principal investigator [PI] and business owner) but was critical to the ultimate success of the project.

			In the middle of the project we had a unique opportunity to essentially reboot the project. As mentioned above, we added several technical staff to the team, secured a new project manager, and developed a detailed project plan. These changes also afforded us an opportunity to start fresh with the expanded project team. We did this by providing an in-depth overview of ISO 14721:2012, Reference Model for an Open Archival Information System (OAIS), to the project team, including a glossary of the new terminology identified in OAIS. This helped us to avoid the same communication issues we experienced in the first half of the project. From this point forward all team members used the OAIS vocabulary as appropriate and agreed to define discipline-specific acronyms and jargon. We started fresh with a shared understanding of our goals and deliverables, and it made a significant positive impact on the project and our future work together.

			Another lesson learned was that while the archives profession has come a long way in recent decades in developing standard practices, processes, and workflows, there is still much work to be done before automating existing processes. More standardization and simplification of archival workflows is possible and, frankly, critical when translating paper-based archival workflows to automated processes. When facing a large development project, it is easy to miss how necessary it is to understand current workflows and then spend valuable time reviewing and simplifying these processes. Technologists will ask, “What do you need?” and it’s easy to duplicate the existing workflow without taking the time and opportunity to update a process that’s twenty years old and based on the restrictions of the University Archives’ old copier or shared print office.

			We also learned that branding and naming are important. The grant-funded project was named “Spartan Archive” and focused on record series from the Registrar’s Office. Unfortunately this initially created a myopic view of the overall project—using a proof-of-concept project to develop a sustainable program with ingest processes that meet the needs and requirements of the university’s digital content. After the NHPRC grant was closed, the program was renamed from Spartan Archive to MSU’s Trusted Digital Repository (TDR) to illustrate that, while the NHPRC “seed” money was critical to the foundation of the project, the overarching goal was to build a sustainable program that would allow for other digital objects and records to be accessioned, ingested, processed, preserved, and accessed by the MSU community.

			While developing ingest workflows for MSU’s Trusted Digital Repository, we learned to make mistakes faster. It’s important to create an environment in which failing is acceptable and not penalized and where perfect is not the enemy of the good enough and functional. We now focus on identifying mistakes quickly, instead of wasting time pursuing unfeasible options, and on learning from the failures to improve the next iteration. MSU’s preservation environment and ingest workflows are living processes that evolve as technology and resources change.

			As we work in an environment that embraces change, we’ve learned the hard way that documentation is critical. A critical component of developing digital preservation workflows is to insist that all staff (archivists and technologists) document their work. The project manager is responsible for documenting the project plan, noting project risks and solutions, creating action logs for each meeting, and utilizing a “parking lot” to record issues that may lead to scope creep but need to be addressed at a later date. Even decisions should be documented for future reference. We found that creating a shared documentation space (e.g., wiki, SharePoint, Google Docs) with a folder and file structure assisted greatly in producing, managing, and building on our documentation.

			These projects also taught us to utilize code-sharing repositories. Reliance on open-source code or individualized programming can be risky. The code of the Spartan Archive project is available to the public via GitHub and our internal MSU code repository. While staff needed to be trained on how to utilize code repositories, now we know that our programming is accessible internally and externally to others. This is helpful to both MSU in case of staff turnover and to other institutions interested in “borrowing” or learning from our Java programming. We are submitting the new ERST code, based on the original TAPER code and converted to Java EE, to GitHub for other universities to use. By sharing open-source code for digital preservation workflows like ingest, we can build on the work of our colleagues and move closer to our goal of sustainable and efficient trusted digital repositories.

			Implementation: Ingest Process: Submission and “Pre-Ingest” Activities

			Jared Lyle

			Overview

			Archives are based on trust. Records deposited into an archive have long-term value and are expected to live on for decades, if not forever. Depositors trust that an archive will accept responsibility for and safeguard their digital objects. Users trust that the objects they access at the archive are accurate and true to their original form. Trust is not built on self-selection or self-aggrandizement; rather, it is based on transparent adherence to and certification against community standards.

			Archival trust is initiated with the ingest process, which serves as the gatekeeper of all other archival functions. Existing standards define the ingest process, which encompasses acquiring content and then creating an archival package that is the basis for preservation and access.56

			This chapter will focus on the portion of ingest dealing with acquisition of content—also referred to as “submission and ‘pre-ingest’ activities.”57 These activities include the following:58

			
					Checking for viruses and validating the integrity of the digital object

					Assigning objects unique identifiers

					Ensuring that everything expected upon submission has been received

					Ensuring that all necessary metadata for long-term maintenance and continuing access accompanies the object

					Assessing the significant properties of the digital object, such as its look and feel, or functionality

					Selecting content based on a collection development policy

			

			Specifically, this chapter will detail how submission and “pre-ingest” activities are implemented at the Inter-university Consortium for Political and Social Research (ICPSR), a data repository of social and behavioral science research. While some aspects of the ICPSR repository system are specific to data-intensive scientific workflows, the overall design and implementation are still applicable to any repository looking to safeguard and provide access to digital materials in a trustworthy manner.

			ICPSR, which is based at the University of Michigan, has been archiving social and behavioral science research data for over fifty years. It is in the business of providing long-term access to content. Media and formats have changed over time, as have staff and infrastructure; in the early years, for instance, data were preserved on punched cards and nine-track tapes, while files are now managed across a replicated preservation system on servers and cloud storage.

			ICPSR needs a trustworthy repository system to ensure long-term access to its valuable research data. Why? There are several key reasons. First, science is based on data, to both validate past research and generate new ideas.59 Without trustworthily archived data, accurate replication and validation would not be possible. Second, ICPSR provides data to specific communities of practice—for example, political scientists, economists, and criminologists. These communities look to professional repositories as trustworthy sources of information.60 With the explosion of the Web, finding data is easy; finding data from trustworthy and reliable sources, however, is not as easy or straightforward. Third, governments are increasingly requiring data from funded research to be preserved in trustworthy repositories rather than through any of the countless data storage options available.61 Fourth, repositories themselves are looking for operating standards for trustworthiness against which they may self-assess management, operations, and technologies.62 63

			While ICPSR staff have provided thoughtful data stewardship over a half century, steps taken within the past decade, in particular, have proven crucial toward solidifying the repository practices and procedures. In 2006, ICPSR participated in a formal external test audit of the Trusted Repositories Audit and Certification (TRAC) criteria and checklist.64 “While some issues requiring resolution were identified in the audit,” the final report noted, “when taken as a whole ICPSR appears to provide good stewardship of the valuable research resources in its custody. . . . Contributors of data to the ICPSR archives and users of those data should feel confident about the state of the organization, as well as the processes, procedures, technologies, and technical infrastructure it has in place.” ICPSR made internal corrections to improve those issues identified by the external test audit. Additionally, in an attempt to increase transparency, repository practices and procedures, unless confidential, were posted on the public website. More recently, ICPSR has opened itself to further external audits—the Data Seal of Approval65 and the ICSU World Data System.66 Like previous analyses, these audits allowed the organization to further improve procedures and policies. Becoming a trustworthy repository is an ongoing process of refinement and revision.

			Submission and “Pre-Ingest” Workflow at ICPSR

			What follows are implementation details of the submission and “pre-ingest” workflow at ICPSR. Figure 3.4 provides context to where submission and “pre-ingest” activities (found within the section labeled “Deposit”) fit into the overall ICPSR workflow.        
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					Figure 3.4.  The ICPSR Processing Pipeline

				

			

			All electronic content is submitted to ICPSR via an online deposit form.67 The form serves multiple functions. It enables the depositor to transfer the content, describe the content, and provide legal permission for ICPSR to reformat, archive, preserve, and disseminate deposited materials.

			For the upload process, a user simply uploads files via a web browser. Preferred file types and formats are suggested within the upload section.

			For the description (otherwise known as metadata), basic information is asked: title, principal investigator(s), and description or abstract (see figure 3.5). Additionally, the depositor may provide more detailed metadata, including methodological details such as response rates, sampling selection, and mode of data collection.     
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					Figure 3.5.  ICPSR Deposit Form—Describe the Collection1

				

			

			The legal deposit agreement (see textbox 3.1) addresses intellectual property, confidentiality, and permissions to reformat, archive, preserve, and disseminate deposited content. While depositors retain ownership of their data, it is important that they give permission so ICPSR can transform the files for long-term preservation and access.

			
				
					Textbox 3.1.  ICPSR Deposit Form—Deposit Agreement1

					
							I have implicit or explicit copyright to this work and have the right to make it publicly available through ICPSR.

							I give my permission for the data collection to be used by ICPSR for the following purposes, without limitation:	To redisseminate copies of the data collection in a variety of media formats
	To promote and advertise the data collection in any publicity (in any form) for ICPSR
	To describe, catalog, validate, and document the data collection
	To store, translate, copy, or reformat the data collection in any way to ensure its future preservation and accessibility
	To incorporate metadata or documentation in the data collection into public access catalogues



							I give my permission to ICPSR to enhance, transform, and/or rearrange the data collection, including the data and metadata, for any of the following purposes:	Protect respondent confidentiality
	Improve usability



							To the extent allowable by law or permitted by the sponsor of the data collection, in preparing this data collection for public archiving and distribution, I have removed all information directly identifying the research subjects in these data, and I have used due diligence in preventing information in the collection from being used to disclose the identity of research subjects.

							I further agree to release and hold harmless ICPSR (including staff and the ICPSR Council) and the University of Michigan from any and all liability from claims arising out of any legal action concerning identification of research subjects, breaches of confidentiality, or invasions of privacy by or on behalf of said subjects.

					

					Note

					1. ICPSR Deposit Data web page. Accessed January 13, 2016, http://www.icpsr.umich.edu/icpsrweb/deposit.

				

			

			To formally complete the deposit, the depositor electronically signs the document. If the depositor does not have permission to sign off on the deposit, she may complete the deposit and designate another person as the final signatory, who then receives a separate e-mail request to sign off on the deposit.

			Behind the scenes, ICPSR’s system runs virus checks, calculates checksums, identifies file formats, and records the technical metadata for all uploaded files. These are important steps to ensure the integrity of deposited content; the technical details captured upon ingest can be compared against future states of the materials to ensure long-term maintenance and continuing access. The deposited data are also transferred to secure storage.

			After the deposit is submitted, the depositor receives two e-mail notifications. The first is immediately after submission and simply confirms that the files were received. The second (see figure 3.6) is sent that evening and inventories the deposited content, including file name, format, and checksum.       
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					Figure 3.6.  Deposit Inventory E-mail Notification

				

			

			Immediately after deposit, ICPSR staff receive an e-mail notification. This signals staff to review the deposit using a web-based “deposit viewer” (see figure 3.7). The deposit viewer contains the same metadata that was submitted by the depositor, although augmented by additional technical metadata and notes internal to ICPSR, including the unique ID automatically assigned to each deposited object and a record of all communication with the depositor.     
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					Figure 3.7.  ICPSR Deposit Viewer

				

			

			Using the metadata and transferred files tracked in the deposit viewer, staff review the submission for completeness—i.e., they ensure that everything expected upon submission has been received. This includes manual review of files and metadata to check for completeness and functionality. Depositors occasionally upload unintended files, including family photos, draft documentation files, and superseded data. Similarly, depositors sometimes upload only partial documentation—for example, submitting all codebooks but forgetting the questionnaires and user guides. We’re only human. Review of content allows staff to negotiate with depositors to update and correct any unintended errors or omissions. Staff also evaluate the collection against the ICPSR collection development policy (see figure 3.8).        
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					Figure 3.8.  ICPSR Collection Development Policy

				

			

			While ICPSR “casts a broad net in order to add a wide range of data that would be of interest to the diverse fields representing the social and behavioral sciences . . . at the same time the organization applies additional appraisal criteria to determine the appropriate level of curatorial investment that ICPSR will make to ensure long-term and effective use of the data.”68 The policy defines what ICPSR will and won’t accept. Not all data have long-term value, are accompanied by enough supporting information to enable secondary analysis, or can be economically preserved.69 Content may be rejected or redirected to another, more appropriate repository.

			Once staff are sure deposited content is complete and adheres to collection development guidelines, the overall collection is assigned an internal tracking number—referred to as a “study number”—and moved into the second phase of the ingest process: creating an archival package that is the basis for preservation and access.  

			Future Improvements

			We continue to make and plan revisions to the ICPSR ingest process. These refinements are typically made to increase usability, transparency, or metadata. Some ideas for improvements include the following:

			Update the Deposit Interface to Minimize “Metadata Friction”

			As explained in a 2011 article by Edwards, Mayernik, Batcheller, Bowker, and Borgman, “every movement of data across an interface comes at some cost in time, energy, and human attention . . . [and] represents a point of resistance where data can be garbled, misinterpreted, or lost. . . . Research scientists’ main interest, after all, is in using data, not in describing them for the benefit of invisible, unknown future users, to whom they are not accountable and from whom they receive little if any benefit.”70 While ICPSR makes every effort to capture as many details as possible at the time of submission, we also seek to make the process streamlined and minimally invasive—all with the goal of eliciting from the depositor a complete and self-explanatory data collection.71 Can we reduce the number of fields, buttons clicked, or files to upload? Is an online form the best mechanism for accepting deposits? Would it be better to not have the depositor complete an online form but instead convey metadata by phone or video conference with an archive staff member? This might capture more complete and accurate information for the archive and be a better experience for the depositor. Sometimes our attempts at computer-mediated approaches obstruct rather than improve communication.

			Provide Instantaneous Notifications to Depositors

			While ICPSR provides notifications after deposits are initiated and completed, the messages can be distributed several hours after the point of contact. This might mean that notifications and updates are ignored, discarded, or misinterpreted by the depositor. For deposit inventories, for instance, which include file formats and checksums, immediate notice could make it easier for depositors to spot discrepancies or errors.

			Conclusion

			Trust is based on transparent adherence to and certification against community standards. Archival trust is initiated with the ingest process, particularly the portion of ingest dealing with acquisition of content. Examples of submission and “pre-ingest” activities implemented at ICPSR have been provided. Possible future refinements also have been discussed. These activities help ensure long-term access to valuable research data.
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			Implementation: Submission Agreement in the e-Health Domain

			Giovanni Michetti

			“Ensuring long-term usability for the spiralling amounts of data produced or controlled by organisations . . . is quickly becoming a major problem.”72 This is especially true in health care: digital-imaging technology has speeded up the transition from terabytes to petabytes. As a result, “we are on the brink of data and information overload.”73 Therefore, there is an increasing demand for digital preservation in health care not only for cultural reasons, to ensure that digital content remains available and understandable for future generations, but also for a very practical cause—digital preservation in health care can make a big difference in the life of individuals, families, and communities, since medical data are crucial for scientific research in the domain.

			Medas (Advanced Medical Services & Solutions) is an Italian software house offering IT services and products for the health domain. Since its creation in 2004, the company has focused on management and preservation of digital documents resulting from diagnostic, medical, and administrative processes in the health domain. Medas partners with the leading companies in this domain, and its solutions are incorporated into many Italian hospital information systems (HIS), radiology information systems (RIS), and picture archiving and communication systems (PACS). In particular, Medas Scryba is a digital preservation system supporting the creation and management of a trustworthy digital repository. It is a set of web-based applications allowing for preservation of authentic digital content: it processes digital objects from ingest to access in compliance with the OAIS model74 and the Italian regulatory and legislative framework. Medas Scryba has been designed and developed as a general-purpose solution aimed at supporting the preservation of digital objects, whatever their nature. However, the system has been implemented mainly in the Italian e-health domain, and therefore it has been customized in order to meet the specific needs of this area.75

			This chapter illustrates the submission agreement process through which the different parties involved in a preservation process led by Medas interact and define an agreement. The resulting document serves as a fundamental tool for performing data quality controls and selecting the materials that will be ingested into the system by Medas Scryba.

			Objects

			One of the most relevant entities in e-health—and the focus of any preservation action in this domain—is the electronic health record (EHR), a “repository of information regarding the health of a subject of care, in computer processable form.”76 Such a definition does not tell it all, in that it does not clarify that an EHR is a “longitudinal electronic record of an individual that contains or virtually interlinks to data in multiple electronic medical records and electronic patient records, which is to be shared and/or interoperable across healthcare settings and is patient-centric.”77 In other words, an EHR is a collection of electronic health data about individual patients or populations, “designed to reach out beyond the health organization that originally collects and compiles the information,”78 whereas electronic medical records (EMRs) and electronic patient records (EPRs) are electronic records of individuals in a physician’s office, a clinic, a hospital, or a health-care facility; that is, they refer to a specific setting and are provider-centric.79

			Therefore, an EHR may contain any kind of health data, including diagnoses, medications, treatment plans, immunization dates, medical reports, radiology images, laboratory and test results, patient summaries, and administrative data. For this reason, Medas Scryba manages an XML file containing a rich taxonomy of document types. Each typology is associated with its own code, label, icon, and description, as well as with the code, label, and description of the broader typology, if any, to which it belongs (i.e., the parent class), as illustrated in table 3.2.

			
				
					Table 3.2.  Taxonomy of Document Types

					
						
							
							
							
							
							
							
							
						
						
							
									
									Code

								
									
									Label

								
									
									Icon

								
									
									Description

								
									
									Parent Code

								
									
									Parent Label

								
									
									Parent

									Description

								
							

							
									
									10.10

								
									
									Passport

								
									
									img10

								
									
									Travel document that certifies the identity and nationality of its holder for the purpose of international travel

								
									
									10.00

								
									
									Certificate

								
									
									Written document that qualifies a fact and provides juridical relevance toward third parties, including the concerned subject. Such act produces effects into the juridical sphere of the concerned subject. It is reliable evidence until proved otherwise

								
							

							
									
									10.20

								
									
									Certificate of exemption

								
									
									img10

								
									
									Document that attests the total or partial exemption from paying for drugs or medical services

								
							

							
									
									10.30

								
									
									Certificate of illness

								
									
									img10

								
									
									Document that attests the illness of a subject

								
							

							
									
									10.40

								
									
									Birth certificate

								
									
									img10

								
									
									Document that attests the birth of a subject

								
							

							
									
									…

								
									
									…

								
									
									…

								
									
									…

								
									
									…

								
									
									…

								
									
									…

								
							

							
									
									20.10

								
									
									Cardiology report

								
									
									img20

								
									
									Report from the cardiology unit

								
									
									20.00

								
									
									Medical report

								
									
									Document that contains the results interpretation of tests or medical examinations

								
							

							
									
									20.20

								
									
									Hematology report

								
									
									img20

								
									
									Report from the hematology unit

								
							

							
									
									20.30

								
									
									Pediatrics report

								
									
									img20

								
									
									Report from the pediatric unit

								
							

							
									
									…

								
									
									…

								
									
									…

								
									
									…

								
									
									…

								
									
									…

								
									
									…

								
							

							
									
									30.10

								
									
									RX image

								
									
									img3010

								
									
									RX image

								
									
									30.00

								
									
									Result

								
									
									Document created by a medical device as the outcome of a test

								
							

							
									
									30.20

								
									
									ECG trace

								
									
									img3020

								
									
									ECG trace

								
							

							
									
									30.30

								
									
									Pap test image

								
									
									img3030

								
									
									Pap test image

								
							

							
									
									30.40

								
									
									Lab test results

								
									
									img3040

								
									
									Lab test results

								
							

							
									
									…

								
									
									…

								
									
									…

								
									
									…

								
									
									…

								
									
									…

								
									
									…

								
							

						
					

				

			

			Such a wide variety of document types corresponds to an ample assortment of file formats, hence increasing the complexity of the digital preservation process. However, the widespread adoption of international standards in this domain helps in governing such diversity, since it limits the proliferation of proprietary or customized solutions: DICOM (Digital Imaging and Communications in Medicine) and HL7 (Health Language level 7) are the most relevant standards in this domain. Therefore, the bulk of documentation in need of preservation is usually made up of DICOM files, HL7 CDA files,80 PDF files, and other files adopting common formats (e.g., JPG, TIFF).

			Agents

			Electronic health records are designed to share medical information among stakeholders; therefore “they contain information from all the clinicians involved in the patient’s care.”81 Moreover, different subjects may be responsible for different stages of the health records’ life cycle, or may have different roles or levels of responsibility in relation to the same management function. As a result, there is a plethora of agents populating an EHR. More precisely, there are different subjects who have different responsibilities over health records, related to their content or their management.82

			
					For example, the chief of a hospital department has overall responsibility over the health records created within his or her department, be it the maternity ward or surgery. As such, the chief can be considered a producer in OAIS terms, that is, the entity providing the information to be preserved.83

					The medical director of a hospital is formally responsible for the management, preservation, and access of the medical records created within the hospital.

					The director shares such responsibility with records managers and archivists—the former are responsible for designing, implementing, and managing the records management systems in compliance with the legislative and regulatory framework, while the latter are in charge of the specific preservation function.

					The privacy officer is entrusted “as the officer responsible for the overall governance and implementation of the privacy protection requirements for information life-cycle management, not only within [the hospital] but also with respect to any electronic data interchange of personal information on the individual[s].”84

					The risk manager identifies and evaluates risks in order to reduce injury to patients, staff members, and visitors within the hospital. Risk managers work proactively to prevent incidents, and reactively to minimize the damages following an event—to this aim, they share a quota of responsibility over health records.

					Last but not least, physicians and other health-care operators, possibly working outside the health-care organization where records are created and maintained originally, access those records and add new ones, modifying and reshaping the EHR.

			

			Process

			The submission agreement process is the first, fundamental step toward preservation of health records. This process aims at reaching an agreement between the health-care provider and Medas, acting as the producer and the trustworthy repository respectively, so that the records that would be accepted for preservation and ingested into the repository are identified clearly and any information relevant to their preservation is described explicitly. The different actors involved in records’ creation or management are encouraged to participate in the process. This leads to the identification of the prospective submission information packages (SIPs), as they are called in the OAIS model.85 For example, an agreement with a department of radiology may lead to a very simple list of prospective SIPs, as shown in table 3.3.

			
				
					Table 3.3.  Documents Accepted for Ingestion

					
						
							
							
							
						
						
							
									
									Type

								
									
									Description

								
									
									Format

								
							

							
									
									DICOM Study1

								
									
									Image document created by a radiology machine

								
									
									DICOM

								
							

							
									
									Radiology Report

								
									
									Text document containing the interpretation of the results of a radiology test

								
									
									PDF

								
							

						
					

					1 In the DICOM hierarchical model, a patient is associated to one or more studies (that is, exams or procedures). Each study consists of one or more series corresponding to a specific type of data, or the position of the patient on the acquisition device. Each series contains one or more instances (most usually images).

				

			

			Once the document types are identified, it is important to define their relevant features with respect to preservation. In short, at this stage the stakeholders are asked to identify the elements that will be assessed later to determine whether an object can be considered a SIP. In general, metadata and actions play an important role here, because they can be used as a criterion for determining the quality of the objects: the former refer to specific data elements providing information on the objects being preserved, the latter to the procedures adopted in managing the objects. For example, metadata may refer to size, resolution, or bit depth of an image, while actions may refer to the presence of a digital signature or the submission to the repository within a fixed deadline. In the specific example of the radiology department, a whole set of metadata would be embedded within the DICOM files as integral part of the documents. Parties usually agree not to use such metadata as a criterion for rejecting ingestions. In other words, Medas Scryba takes the metadata as they come from the producer, be they embedded in the file that has been submitted (either by injection or by reason of the syntactic structure of the file as in the case of DICOM images) or be they contained in a separate file. The constraints leading to a possible rejection are usually posed on other features (e.g., the presence of signatures or the times of submission), as showed in table 3.4.86

			
				
					Table 3.4.  Documents Accepted for Ingestion (Refinement)

					
						
							
							
							
							
						
						
							
									
									Type

								
									
									Metadata

								
									
									Signature

								
									
									Submission to Repository

								
							

							
									
									DICOM Study1

								
									
									Self-contained

								
									
									Not signed

								
									
									Within 3 days from creation

								
							

							
									
									Radiology Report

								
									
									Associated XML file 

									or 

									Self-contained (i.e., injected XML CDA R2 file)2

								
									
									CAdES-BES3

								
									
									Immediately after the signature

								
							

						
					

					1 See previous note.

					2 HL7 CDA is an XML-based markup standard that defines the encoding, the structure, and the semantics of clinical documents for exchange. CDA R2 identifies CDA Release 2. Therefore, according to the example in the table, the metadata may be contained either in a generic XML file separated but associated to the PDF file, or in a CDA R2 file injected into the PDF file.

					3 CAdES Basic Electronic Signature (CAdES-BES) is the basic form of the CMS Advanced Electronic Signature (CAdES), a standard for advanced electronic signature introduced in 1999 by the European Union’s Directive 1999/93/EC, issued in 2000 by the European Telecommunications Standards Institute as ETSI TS 101 733 v 1.2.2 (2000-12) Electronic Signature Formats and later updated to ETSI TS 101 733 Electronic Signature and Infrastructure (ESI)—CMS Advanced Electronic Signature (CAdES).

				

			

			Metadata constitute a relevant aspect of the agreement process, since they are assumed as a fundamental indicator of the quality of the objects submitted for preservation, even though inaccurate or missing metadata do not cause their rejection. In other words, the two parties identify a detailed set of metadata that should accompany the objects submitted for preservation; nevertheless, they agree that the ingestion process should fail only for a very limited set of reasons. Medas Scryba will warn the producer about any issue with the metadata so that he or she can possibly take action.87 The set of metadata may vary according to the different needs of the producer, but Medas has identified a basic set of information elements that are required in order to guarantee the quality of the preservation process. Some of these elements do not come unexpected—many metadata schemes convey information on objects’ URI,88 type, format, creator, date, and time of creation. Some of the elements are very domain specific—for example, those conveying information on patients (such as name, birth date, and sex), physicians, and health-care organizations. A few elements are quite technical, such as those providing the objects’ base64 encoding89 and the SHA-256 hash value.90 However, the distinguishing feature of the metadata set is the relevance given to the context in which objects are created and managed, which shows awareness of the fundamental archival principles. The written agreements explicitly state, “When submitting a document for preservation, the associated metadata must describe the relationships between such document and other documents created for the same patient. It is extremely important that such relationships are described, because they are needed in order to preserve the documents as a network of connected objects.” Based on the same need to identify the context, some information elements focus on the activities that led to the creation of the documents so as to establish connections between documentary objects, functions, and activities, which is a key principle in archival science. Therefore, the metadata set includes elements providing information on the organization creating the document, the physician requesting the health-care service, the health-care service, and the relationships with other relevant documents. In short, a complete set of metadata elements is identified and agreed between the parties so that it can be used to both govern ingestion and assess the quality of the objects, as described below.

			A further step leads to the identification of the responsibilities of the different agents. In our example, the chief of the radiology department would be considered as the producer (in OAIS terms) and the subject having the overall responsibility over the records. However, it is important to clarify the role of the other agents, since they are accountable for specific aspects of records creation and management. Following the example, the radiologists would be responsible for the creation of records showing a sound semantic content along with a complete set of metadata conveying information about patients, operators, health services, and any relationship with either other records or the documentary and business context in general (e.g., classification codes).

			Not unexpectedly, though such investigation of roles, responsibilities, and records’ features is clearly focused on the preservation stage, it often leads to significant revisions of the action performed in the current stage. For example, the identification of a set of metadata serving as a de facto benchmark for ingestion (i.e., when dealing with preservation) affects records’ creation and management, because those specific metadata elements will need to be created and managed from the early stages of records’ life cycle. The same is true if we consider the procedures: with reference to the example discussed so far, in their role of creators, radiologists are responsible for planning—with the support of records managers—technical and organizational measures aimed at ensuring continuity of records creation in an emergency, for example when records cannot be signed digitally for some technical reason. If the signature is a requirement for submitting records to the repository (as shown in table 3.3), such measures may need some tweaking in order to take into account the impact on preservation. In other words, investigating the requirements for preservation may lead to significant changes of the requirements for records management.

			Records managers may help in identifying further features that might be assumed as requirements for ingestion. The creation of sound documents along with related metadata providing adequate information on the context of creation and use is a fundamental step in establishing not only the business relationships, that is, the connections between the documents and the medical operators and services to which they refer, but also the documentary relationships, that is, the linkages among documents, which altogether identify, shape, and define a records system. The party responsible for ingesting the objects into the preservation system (Medas, in our case) may raise awareness on the strong connection between records management and preservation, highlighting how the former affects the latter, but it does not usually interfere with the records management practices of the creator. Therefore, the creator (i.e., the department of radiology in our example) is responsible for:

			
					Versioning. All the documents selected for preservation should have a unique identifier along with a version identifier (except for DICOM Studies, which need only a unique identifier). Any alteration of a document should leave the unique identifier unchanged, while the version number should be incremented.

					Digital signature. All the documents selected for preservation should have a digital signature.

					Management of obfuscation. All documents selected for preservation should be associated with information on document obfuscation, be it required by the patient or by some privacy protection law. This is a crucial topic in e-health.91

					Management of relationships. All documents selected for preservation should be associated at least with the identifier of the clinical record (if they relate to medical services supplied during hospitalization) or the ticket number of the emergency ward event (if they relate to emergency ward services) or the access number (if they are X-ray images or medical reports).

			

			The submission agreement process aims also at identifying relevant information about the records systems in which health records are maintained, since such information can be used as a further criterion to assess the quality of the records that are submitted to the repository. Therefore, during the agreement process, Medas Scryba identifies all the records systems that create or store health records and gathers information about them, including the name and type of the product and the name of the company, as in table 3.5.

			
				
					Table 3.5.  List of Systems Managing Health Records

					
						
							
							
							
							
						
						
							
									
									Diagnostic Systems (objects managed: DICOM image studies)

								
							

							
									
									App ID

								
									
									App Type

								
									
									App Name

								
									
									Company

								
							

							
									
									01

								
									
									Ultrasonograph

								
									
									SSD-ALPHA 10

								
									
									Aloka

								
							

							
									
									02

								
									
									Mammographer

								
									
									Discovery Wi

								
									
									Hologic

								
							

							
									
									…

								
									
									…

								
									
									…

								
									
									…

								
							

							
									
									Radiology Information Systems (objects managed: radiology reports)

								
							

							
									
									App ID

								
									
									App Type

								
									
									App Name

								
									
									Company

								
							

							
									
									10

								
									
									RIS

								
									
									Polaris

								
									
									ELCO

								
							

							
									
									…

								
									
									…

								
									
									…

								
									
									…

								
							

							
									
									Picture Archiving and Communication Systems (objects managed: DICOM image studies)

								
							

							
									
									App ID

								
									
									App Type

								
									
									App Name

								
									
									Company

								
							

							
									
									20

								
									
									PACS

								
									
									iSite

								
									
									Philips

								
							

							
									
									…

								
									
									…

								
									
									…

								
									
									…

								
							

						
					

				

			

			A fundamental step in the agreement process is the definition of the operational interaction between the producer and the trustworthy repository. An ad hoc application must be developed in order to allow the producer to submit candidate SIPs for preservation and guarantee that the two parties can communicate and interact smoothly. Such application is called an adapter and acts as an interface between the parties’ systems. When a SIP is submitted, the adapter sends back to the producer a synchronous notification to acknowledge receipt of the package. Such notification does not provide any information about ingestion or rejection of the SIP—a specific functionality of Medas Scryba (called the notifier) is devoted to this task.92 The development of the adapter is a joint effort of the two parties during the agreement process: Medas usually proposes a predefined model that is then tweaked by both parties until they come to an agreed version that is signed and assumed as contractual documentation. Then the parties develop their side of the adapter according to the model in order to allow SIPs to flow smoothly from the producer’s systems to Medas’s application, and they run joint tests to check the operation of the adapter until it is implemented successfully. The model not only defines the technical specifications needed to make the systems interoperable; it also sets down the metadata elements that have been agreed to by the two parties—as illustrated above—and that need to be passed to the adapter when submitting a document.

			Outcome

			The outcome of the overall process is a written agreement between the producer and the repository (in the example, the department of radiology and Medas, respectively). Such a document identifies a set of requirements that all packages submitted to the repository for preservation are supposed to meet. Such a set is defined according to the needs of the different agents participating in the agreement, so it may be quite large or complex, including diverse types of responsibilities and metadata, ranging from descriptive to administrative and relational. As a matter of fact, the submission agreement defines the quality requirements of submission packages, so it can be considered as a tool supporting and enhancing the quality of the preservation process as well as the health records, in favor of all stakeholders. For example, the agreement may state that—while the creator is responsible with respect to versioning, signatures, and so on, as illustrated in the previous section—the preserver is responsible for the following:

			
					checking whether submitted objects can be ingested into the repository;

					ingesting the documents to be preserved and related metadata into the repository;

					creating and submitting the AIPs93 to the storage system;

					preserving the documents for a specified period of time (back to our example, it may be ten years for DICOM images and forever for radiology reports);

					preserving documents in compliance with relevant law and regulations;

					guaranteeing accessibility, readability, and integrity of the preserved documents;

					migrating documents and replacing media as needed;

					accessing documents in the repository for auditing and checking purposes; and

					managing the patient database populated with the metadata extracted from the documents submitted for preservation.

			

			Medas Scryba ingests and preserves a package only if its quality is assessed and meets certain standards. The quality of a package is in the first place guaranteed by the producers—they assume that the records created within their organizations are authentic and present no flaws. However, as we have seen above, the submission agreement process is a collaborative effort whose indirect outcome is the refinement of the creation and management action, aimed at designing and maintaining records that can be moved to the submission stage with no extra effort. In a sense, the submission agreement produces its effects before the submission is performed. However, it is when the packages are submitted to the repository that the submission agreement deploys its full power. In fact, at that point, Medas Scryba checks the quality of the packages. The result may be positive, that is, the package passes all controls, in which case it is ingested in the repository; it may be negative, that is, the package does not meet some crucial requirement, in which case it is rejected; or it may be quasi-positive, that is, the package fails to meet some noncrucial requirement, in which case it is ingested in the repository and a warning is sent to the producer. The concept of crucial requirement has been defined in order to allow the preservation process to keep going in the presence of some flaws that do not affect significantly the quality of the packages. For example, Medas Scryba calculates the hash of any package submitted for preservation and rejects a package if it has already been stored and preserved in the system. This is a crucial requirement, since it compromises the uniqueness of the preservation packages. On the other hand, the lack of some descriptive metadata, such as the social security number of a patient, may be considered a minor flaw; hence it would not require the interruption of the preservation process.

			The data quality verification performed at ingestion time is based on the submission agreement—all the requirements identified during the agreement process are included in a sort of checklist that is the fundamental tool for the data quality assessment. For example, in the case of the DICOM images submitted by a radiology department, a typical checklist would include the following:

			
					Check whether the document has already been ingested and preserved. This control compares the hash of the DICOM file with the hash of all other objects already preserved in order to avoid preserving the same object twice.

					Check metadata about document type in order to verify whether the data element conveying information on the document type has been instantiated.

					Check the DICOM SOP class of the file submitted in order to ascertain that it belongs to a supported DICOM SOP class.94

					Check the presence of the patient’s data in order to verify whether the tags of the DICOM study conveying information on the patient have been instantiated. More precisely, the minimal set of tags may include name, ID, birth date, and sex.

					Check the creation date of the DICOM file in order to verify that such date is written according to a specified syntax and is earlier than the date of preservation.

					Check the accession number in order to verify that the metadata conveying information on the patient number is instantiated.

					Check the matching between the series number and the images.

			

			As shown in table 3.4, DICOM files do not need to be signed, while medical reports do. Therefore, the checklist for a medical report would include some checks on the signature:

			
					Check the presence of a digital signature that is valid at the time of submission.

					Verify that there is only one digital signature in CaDES format.

					Check the algorithm of the signature in order to verify that it is SHA-256.95

					Check the registration authority of the digital signature. Such control aims at verifying that, at the time of submission, the document is signed with a digital signature associated to a certificate issued by an authorized certification authority.

					Check the validity of the certificate of signature in order to verify that it is not expired, revoked, or suspended.

			

			Conclusion

			The e-health domain is complex indeed, but the widespread adoption of international standards and a certain homogeneity of functions and activities help governing the diversity of document types, agents, procedures, and contexts.96 The submission agreement process as designed by Medas has been proven successful, because it has been built on these contrasting elements. On the one hand, it has taken advantage of the large use of standards like DICOM and HL7 and the little variation of the processes in this domain; hospitals and medical services in general work on well-consolidated protocols that tend to be reused by different actors in the field. On the other hand, it has leveraged the diversity to design a more inclusive agreement process; quite often submission agreements involve a very limited number of people and do not take into account the different needs of the agents working on the producer side. The intervention of several agents in the creation and management of health records requires a different approach: a submission agreement needs to be considered the result of a collective effort where different voices are heard and harmonized.

			The adoption of very few requirements for ingestion is another factor that contributes to the success of this agreement model. Limiting the number of crucial requirements (i.e., mandatory constraints) apparently reduces the quality of preservation. However, the rationale for this choice is to avoid arresting the preservation process, while keeping track of any noncrucial requirements that have not been met; in fact, Medas Scryba sends a warning to the producer in order to inform them about any noncrucial issue with the submitted object. The object is ingested, though, unless established otherwise by the producer. In other words, it is fundamental to calibrate the process (i.e., models and tools) so that it is not arrested because of some minor flaws—that would not be affordable in terms of time and money, which is especially true when ingesting huge amounts of objects, as in the case of images coming from PACS.

			The critical factor of this process is neither technical nor procedural, it is cultural. Technicalities can be governed: metadata sets can be refined or changed, checksums can be calculated at any stage with any method, and virus checks can be performed with different tools. However, the real difficulty is to persuade the producers that (1) preservation starts when documents are created, and (2) records management affects preservation.97 Without a solid knowledge of records management and archival principles, a submission agreement is just a checklist, a binary tool to let objects into the repository. Preservation requires a proactive intervention and a convinced and active commitment of the producer so that possible flaws may be corrected before objects reach the preservation stage. This is not a rhetorical or passionate argument. This is about efficiency and optimization—the more documents are created and managed adequately, the less work has to be done when planning ingestion, designing agreements, and ingesting materials for preservation.

			Therefore, the submission agreement should be taken as an opportunity not only to create a checkpoint to pass the frontiers of the repository, but also to establish a privileged communication channel with the producer and develop with them a strategy that aims at preservation passing through records management.
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			91. In Italy, health records submitted for preservation to a repository need to be accompanied with data on obfuscation, in compliance with the legislative framework.

			92. The adapter and the notifier play together the role that in the OAIS model is assigned to the receive submission function, which provides the appropriate capabilities and/or devices to receive SIPs from the producer. The notifier sends asynchronous notifications to inform the producer about the ingestion and storage of SIPs. Therefore, it sends ingestion notifications, rejection notifications, AIPs’ creation notifications, and several types of notifications reporting some issue with the SIP (for example, when a document is not signed, or it is signed but the certificate is expired or revoked).

			93. See previous extended note on OAIS.

			94. A service-object pair (SOP) class is defined by the union of an information object definition (IOD) and one or more DICOM message service elements (DIMSEs). The SOP class definition contains the rules and the semantics which may restrict the use of the services in the DIMSE service group or the attributes of the IOD.

			95. SHA-256 identifies a cryptographic hash function that returns values that are 256 bit.

			96. The juridical context, for example, affects records management and preservation practices significantly.

			97. More precisely, preservation starts earlier, because it has to be planned when designing records systems.
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			Creating and Capturing Metadata

			Theory: Creating and Capturing Metadata

			Philip C. Bantin

		

		
			Definitions

			The term metadata comes from the world of information technology. In this environment the concept is used primarily to describe the structures, characteristics, location, and usage of data, tables, applications, and programs. As information and records management professionals began to look at the concept of metadata for describing the types of objects they managed, they found that the metadata as typically defined by systems designers and technologists was often not as complete as necessary to describe the object. For example, archivists and records managers were particularly concerned about the paucity of contextual and management metadata. Consequently, in the last two decades the concept of metadata within the digital management communities has expanded and broadened to include considerably more documentation on the context of creation and use, on defining the relationships between digital objects, and on describing how the object was managed over its life cycle. One such definition defines metadata as “structured information that describes and/or allows us to find, manage, control, understand or preserve other information over time.”1 Another useful definition of metadata provided by the National Information Standards Organization states that “metadata is structured information that describes, explains, locates, or otherwise makes it easier to retrieve, use, or manage an information resource.”2 Archivists and records managers have provided a number of useful definitions of metadata as it relates to records. For example, ISO 15489 states that “in a records management context, metadata are data describing the context, content and structure of records and their management through time.”3 Similarly, ISO 23081 defines record-keeping metadata as “structured or semi-structured information that enables the creation, registration, classification, access, preservation and disposition of records through time and within and across domains. . . . Records management metadata can be used to identify, authenticate and contextualize records and the people, processes and systems that create, manage, maintain and use them and the policies that govern them.”4

			Types or Categories of Metadata

			Overall, there is general agreement among information and records management professionals about the categories of record-keeping metadata that need to be present. Most metadata models group their specific metadata elements into the following three categories:

			
					Descriptive metadata, which typically contains information on the content and the context of creation and transmission, and information on the relationships between the object and other objects, or to files or classes of objects.

					Structural metadata information on the object’s physical characteristics and internal organization, such as data format, media types, hardware and software needed to render the object, etc.

					Administrative metadata, which provides information on how to manage a resource and on what activities or actions were performed on the object. Typically this latter type of metadata is known as audit trails. Within administrative metadata, a number of lists include the separate subcategories of rights metadata and preservation metadata.5

			

			Archivists and records managers typically categorize metadata elements for records into the following groups:

			
					Identification or registration metadata: metadata uniquely identifying the record and documenting when it entered the record-keeping system.

					Content metadata: information on the words, numbers, images, and sounds that make up the content of the record.

					Contextual metadata: metadata on the context of creation and transmission, and information on the relationships between the record and other records, or to files or classes of records.

					Audit trail metadata: metadata on activities performed on individual records or on classes or files of records over the life cycle.

					Access and use metadata: metadata that defines the terms of access or use, including restrictions such as those related to security classification and intellectual property rights.

					Disposition metadata: metadata that defines how long the record will be retained and how disposition will be managed over time.

					Preservation history metadata: metadata that defines how the record will be preserved over time and the impact of preservation activities on the record.

					Structural metadata: metadata information on how to render the records and on its internal organization.

					History of use metadata: metadata documenting access and use of the record over time.

			

			More Detailed Sets of Metadata

			Over the past couple of decades, information and records management professionals have created many sets of metadata requirements, each designed to accommodate the specific type of digital object that a community manages, whether that be an electronic record, a digital map, a photo, audio, or video. An excellent example from the records management community is the detailed set of metadata requirements established for government records created by the National Archives of Australia. The Australian Government Recordkeeping Metadata Standard, last revised in 2015, contains “26 properties, eight of which are mandatory for multiple-entity implementations. Another 12 properties are conditional, and a further six are optional. Many of the properties comprise a number of sub-properties, some mandatory, some conditional and some optional. There is a total of 44 sub-properties.”6 The twenty-six properties break down into the following elements:

			 0. Entity type: Specifies the type of entity being described, such as record, agent, business, mandate, or relationship.

			
					Category: specifies the specific category or aggregation of the entity being described, such as a series for a record, a work group or person for an agent, a piece of legislation or a policy for a mandate, or a record-keeping event for a relationship.

					Identifier: a unique identifier for the entity.

					Name: the title or name given to the entity.

					Date range: start and end dates and times associated with an entity.

					Description: a free-text description of the entity.

					Related entity: a means of identifying other entities in a relationship.

					Change history: a means of recording changes to an entity’s metadata property and subproperty values.

					Jurisdiction: specification of a jurisdiction within which an entity operates, exists, or is valid.

					Security classification: a label that denotes the security status of a record, mandate, or business.

					Security caveat: a caveat is a warning that a security classified record or mandate requires special handling, and that only people cleared and briefed to see it may have access.

					Permissions: the security clearance or other accreditation of an agent or business function or activity that determines its access and use rights to records.

					Rights: policies and requirements that govern or restrict non-security-related use of and access to records.

					Contact: information about how to contact an agent.

					Position: the name of the current position occupied or held by an agent.

					Language: the language that is used for a record or that is spoken or used by an agent in doing business.

					Coverage: the jurisdictional applicability, or the temporal and/or spatial topic, of the entity.

					Keyword: the subject of the record, or the general or agency-specific functions and activities that are documented by the record.

					Disposal: information about current records authorities and the disposal actions that relate to the record.

					Format: information about the logical form of a digital record.

					Extent: the physical dimensions or logical size or duration of the record.

					Medium: the physical “carrier” on which a digital record is stored. For physical records, the material of the record.

					Integrity check: a method for determining whether the bits that make up a digital record have been changed in the course of transmission or storage. Sometimes referred to as “fixity.”

					Location: the current (physical or system) location of the record.

					Document form: information about the recognized form the record takes, which governs its internal structure and relates to its transactional purpose.

					Precedence: a mechanism by which the current time sensitiveness of a record can be flagged.

					Dissemination limiting marker (DLM): a label that denotes the sensitivity of a record, mandate, or business.7

			

			Future Directions and Issues

			Again, as is so often the case in digital management, the requirements and even standards for metadata are in place; what is needed are implementation projects and the creation of best practices based on real-life testing of the theory. Some of the key issues that need to be tested in a variety of environments on many types of digital objects include the following:

			Automated Capture of Metadata: To be successful, some, or even most, of the metadata must be automatically captured by the system. Many of the documented failures in the application of metadata within records management systems have been due in part to the requirement for extensive manual entry of metadata elements. Automated capture is especially critical for audit trail data, which continues to accrue during the life of an information object or system and often includes the capture of a great deal of data. Testing how systems will automatically capture critical metadata elements is essential to successfully designing trustworthy systems that work in the real world.

			Classification: To make trustworthy systems work effectively in assigning and capturing metadata, administrators must be able to make decisions at the aggregate level (i.e., for files or entire classes of objects rather than for one object at a time). The idea behind this concept is that digital objects within a classification will share characteristics, such as a retention period or access rights, and as result a single value can be applied, at least as a default, to all the objects in that classification. The result is a much more efficient and automated system for assigning or capturing metadata. Many more implementation projects are needed to test various classification schemes and strategies for capturing metadata.

			Logical Relationships: There must be a logical relationship between the metadata elements and the digital object. In other words, the system must ensure that all components of an object, including relevant metadata, can be accessed and displayed as a unit or as a complete record of a business transaction or a set of activities. There are various ways this can be achieved, including encapsulating metadata with the digital content, or relying on links or pointers to values stored in lookup tables or other software applications. Especially in systems where links to metadata predominate, it will be a challenge to maintain the viability of these pointers over long periods of time. There needs to be much more testing to determine how best to ensure that logical relationships between object and metadata are managed and preserved over the life cycle.

			Mandatory Elements: Defining the balance between what is a mandatory metadata element and what is optional is a critical decision. Too many mandatory elements may result in an unworkable strategy; too many optional elements may mean that critical evidence is not captured. Of course, decisions on what is mandatory will vary depending on the object type and the nature of the institution. Nonetheless, more test cases are required documenting decisions involving the selection of mandatory metadata elements and attempts to implement the strategy in a variety of environments.

			Integrity of Records: Similarly to the content of the digital object, its metadata must also have integrity (i.e., the metadata must remain unchanged and inviolate while the objects it documents still exist). Depending on the strategy, this metadata may reside in a variety of locations quite apart from the digital object itself. In fact, because metadata is so voluminous, many systems store and manage metadata in their own, separate database structures. Implementation projects need to test how best to protect the integrity of this metadata for as long the digital object exists.

			Access Metadata: Clearly not all the metadata created about a digital object needs to be reviewed by users of the data. For example, much of the management metadata will only be of value to the administrators managing the systems. Determining which metadata the user will routinely see is an important decision. OAIS has laid the foundation for thinking about this issue with its concept of the dissemination information package (DIP). Implementation projects need to test in a variety of environments and for many types of digital objects how to routinely extract and deliver this content and metadata to users.

			Lists of Metadata Specifications and Standards

			A comprehensive glossary of metadata standards can be found in a publication by Jenn Riley in 2009–2010 and is available at http://www.dlib.indiana.edu/~jenlrile/metadatamap/seeingstandards_glossary_pamphlet.pdf.

			A detailed list of records management requirements for digital systems, which often include metadata specifications, can be found at http://www.moreq2.eu/other-specifications.

			Implementation: Adventures in Metadata: A Satellite Office’s File Share Cleanup Project

			Mimi Dionne

			Context

			An oil company recognized its shortcomings in metadata management early into its electronic document management system (EDMS) implementation. The global CFO eagerly supported calculating the organization’s information value of objects on its file shares in order to identify and transfer the most vital records into an EDMS. He partnered with the company’s global data and information management director to create an approach. Local chief information officers (CIOs) in satellite offices implemented best enterprise content management decisions under the guise of cost reduction.

			The fundamental challenge: the data and information management (DIM) program was barely formalized among its European corporate office and satellite offices located around the globe. The terms and agreement between the DIM function and the rest of the organization were minimally expressed in a one-page statement published to the corporate intranet. Only virtual tools were available for DIM brainstorming sessions; neither travel nor training budgets were available for peer interaction. Therefore, individual roles in satellite offices implemented and reported each location’s content management approach to headquarters in a piecemeal fashion. Nevertheless, a corporate project manager was hired, and the executive request developed into a formal EDMS implementation framework under the business information technology (BIT) team. The original scope would include only one European location.

			Strategy

			Nominating a project team with representatives from both corporate and satellite offices was relatively simple. In the beginning of the project, the requested information value calculation was locked in the minds of a few strategically placed information management subject matter experts around the globe. The budget for the project divided into a global and local implementation. The data and information management business lead role in the domestic US office reported via matrix to the global DIM director and directly to the local equivalent of the CIO. The DIM business lead was tasked to return dollars to the local CIO’s budget in terms of file share cleanup, which would also create a vital records population set for the global EDMS. The DIM business lead targeted a return on investment of twice her salary. The success or failure of the local project fell entirely on the shoulders of the DIM business lead, who was the local project manager for the effort as well.

			The DIM business lead broke the project down into nontraditional project phases. First, advertise. Gauge the satellite office’s mood carefully. Evaluate tolerance levels for this project with a clear eye. Next, capture everything in baseline and behavioral metrics. Publicize the statistical analysis against the business drivers to reduce storage and promote good content governance. Regularly loop in user feedback during every stage. Document team preferences. Create a mind hive of the business users in order to ensure that all decisions are adopted democratically. Most importantly, deliver on all promises, scheduled or not.

			Through a series of conversations, the DIM business lead realized immediately that the user community did not embrace the potential business process improvements that basic Windows metadata brings when implemented in a thoughtful and holistic manner. However, each user drew a corollary between the (better) functionalities of freeware accessed at home as compared to the limited functionality of corporate applications and information architectures. The typical chorus: “It’s 2014. If Google can do this, why can’t I have this in the workplace?” The users were ready to explore the advantages of Windows metadata, even if the business was not.

			The DIM business lead discovered that the user community was thirsty for conversation—any conversation—with the BIT team. The lack of dialogue between the IT department and its customer base was painful. The DIM business lead redefined the project mission to include breaking down rigorously defined information silos constructed by senior leadership. Meanwhile, although a global project management library was available, the local DIM program was nonexistent. The core portfolio of project and information governance would include the following:

			a.	A local records retention policy

			b.	An industry-specific, comprehensive records retention schedule

			c.	An orphaned electronic objects policy

			d.	A database of applications and each of their extensions sorted into eighteen file categories

			e.	An updated list of active versus terminated employees

			f.	Both project and corporate organizational charts

			g.	Process documentation

			h.	A budget that included an overview of tiered versus tape storage costs

			i.	A formal project charter

			j.	A formal project initiation request

			k.	A business case that mapped the effort into the global EDMS project

			l.	A progress dashboard

			m.	A detailed risk register

			n.	Custodian approvals

			o.	Duplicate and unique object reports

			p.	Archive, deletion, and move execution lists

			Although it was published first, the domestic US records retention policy shared a similar tone with the global data and information management statement. The DIM business lead built into the policy the first clarification for the user community: where does our information’s “recordness” begin? Option 1: a document enters into the life cycle of the record only after it is no longer immediately valuable and used. Option 2: a document is controlled during its use, which equals active records management, and therefore its life cycle is comprehensive. A sample visualization was easier for the user community to ingest and decide (see figure 4.1). The DIM business lead determined early in the project that to encourage adoption, all content management decisions would be democratic; every colleague would have the right to express their opinion. The majority vote, while facilitated by her, would win the day.      
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					Figure 4.1.

				

			

			The DIM business lead favored a comprehensive retention schedule with aggressively short retention periods. To help the user community, the DIM business lead illustrated the delta between retaining content for the shortest versus the longest time according to industry legal and best practices. A comparison like the one in figure 4.2 for a financial report illustrates not only the high growth rates during certain years when the company expanded business, but also the earliest that the content could be significantly reduced. Every record series was described in similar fashion and presented to the stakeholders uniquely and then as a group. Peers agreed to shorter retention periods, with one exception: technical data would be permanent.        
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					Figure 4.2.

				

			

			The functional records retention schedule (RRS) was built into Excel and included SharePoint 2010 records management services for the EDMS implementation. For administrative ease, the RRS included references to SharePoint 2010 information management services. The intent was to create a heat map of best metadata practices. The DIM business lead prepared a simpler two-page Word document with aggressive retention periods for business user consumption, including the local CIO and the legal department’s signatures. Meanwhile, the orphaned electronic objects policy assigned custodianship to department heads (and their appropriate surrogates) to make content management decisions on all objects in unstructured locations.

			The DIM business lead turned her attention to the orphan electronic objects policy, which assigned responsibility or custodianship of electronic objects created by departed employees to senior leadership.

			[The company’s] unstructured ESI metadata are limited, which inhibits the organization’s ability to maximize information to its best advantage and to govern its content strategically. Implementing this policy will support [the company’s] mission to be a good content steward of [the company’s] assets by

			• curtailing growth in the size of electronic storage volumes,

			• reducing expenses associated with the storage and discovery of unstructured ESI,

			• qualifying objects as content and records, and

			• transferring unstructured ESI from approved storage locations to the records repository on schedule.

			Annually, Data and Information Management (DIM) will review objects and their metadata stored on local drives, file shares, and SharePoint. This review will generate a preliminary analysis that outlines if unstructured ESI objects are working documents or records. Upon receiving the report, the employee (or their appointed surrogate) will coordinate with DIM to reconcile its suggested classifications for each object: remain in one of the collaborative locations, delete it, or move it to the records repository. Once the justification is complete, either the surrogate or DIM will execute the decision. Updated metrics will be redistributed to the Directors.

			The policy outlined the difference between working documents (works in progress or drafts) and records (final and approved content). If more than a year passed between last modified date and use, then working documents would be discarded or archived out of production. Records and their metadata provided business, evidential, or historic value and were retained according to the demands of the industry. Finally, if the object belonged to a departed employee, the ultimate custodianship was assigned to the director level. All directors must accept custodianship.

			The DIM business lead created archive, deletion, and move execution lists to inform everyone on their file share usage behaviors. Leveraging an inexpensive enterprise hard disk survey tool called SpaceObServer facilitated this task. “SpaceObServer scans local and network drives as well as Exchange mailboxes using a background service and stores their structure, sizes and properties in an SQL database. Linux and Unix file systems can be scanned via SSH (Secure Shell). In an Explorer-like user interface the collected data can be viewed and browsed in hierarchical or tabular views, 3D bar, pie, line charts and tree maps. Using the archived data you are able to track the development of the space usage from past to present, and forecast future size usage.” (http://www.jam-software.com/spaceobserver/) These lists were leveraged for both duplicate objects (duplicates unique to each file share as well as duplicates amongst file shares) and unique objects. Each list included the name of the object, file path, size of the object, date created, date modified, and the creator.

			The extension of the file could be extracted from the file path column into its own. As the file extensions were tallied and mapped to both teams and applications, a quantitative and qualitative storyboard of the company’s information activities emerged. A database was built, mapping file extensions to applications and their companies; the DIM business lead shared it with information security to help their team monitor suspicious activity on the file shares. Slowly, the project marketed across functional teams as well as organizational ones.

			The DIM business lead created and maintained a current list of departed and active employees. The exported metadata from SpaceObServer included the original creator of the file expressed as an employee identification tag (AAA-###). The DIM business lead mapped the tag to the most likely current team and introduced the total space consumed by that team as well as the creator with the largest space consumption to each team’s director. The space consumed equaled a number of terabytes, the value of which generated an expense which would be charged to each team in the following year.

			Only a few departments and matrix teams recorded their processes. The DIM business lead chose to illustrate the pilot project by cleaning up home directories of terminated employees. The simple legend included number of saved terabytes, archived files, and early budget numbers (see figure 4.3). This modest attempt would be expanded later to include more formal and complicated archiving/deletion approval processes captured in Visio.         
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					Figure 4.3.

				

			

			The DIM business lead borrowed a simple RACI chart from global DIM to identify local content custodians. The grid in figure 4.4 was circulated locally among the most senior leaders to get their reactions.  
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					Figure 4.4.

				

			

			If they balked at the responsibility, the DIM business lead was in trouble—especially if disciplines reacted differently. The DIM business lead needed a uniform, regular, and therefore defensible implementation. This idea was entirely new to the organization.

			The DIM business lead chose to keep the project management framework simple: only a project initiation request and formal business case was written. The business case, like the retention schedule, was comprehensive. It mapped the local file share cleanup project to the global EDMS effort. As the work progressed, she edited a risk register and dashboard. The tasks listed on the dashboard included the following:    

			
					Statistical analysis (including duplicates and lists of total objects per unique, current ADID [Active Directory Identification Code])

					Presentation to the team director to introduce the project and begin deduplication interviews

					A kickoff meeting with the team’s administrative professional to schedule deduplication interviews

					The deduplication meetings

					A first version of the destination folder structure

					Presentation of the version 1 folder structure to the director for constructive criticism

					Automated deletion of duplicates

					SIDs (Security Identification Code) identification

					Final folder structure defined and implemented on the destination file share

					Objects mapped to final folder destination

					Determine the three choices: keep, move, or delete significant, unique objects

					Move or deletion of significant, unique objects automated by infrastructure services

					Regular communication with object creators/custodians

					Information security permissions created and applied to new folder structure

					Governance plan and training sessions

					Team closeout

			

			Those four documents comprised the entire project portfolio. The choice was due to lack of resources; because the DIM business lead was a unique resource, the framework must be sufficient. The DIM business lead would shift her focus to the remaining deliverables of custodian approvals, deduplicate, archive, delete, and move lists.

			Challenges/Outcomes

			Analyzing information was time intensive. Baseline metrics revealed over 16.5 million objects on the four file shares within scope of the project, which equaled almost 300 TB. Metadata would magnify the number of objects times eight:

			
					Name

					File paths

					Total size

					Each object’s unique size

					Date created

					Last accessed

					Last modified

					Owner

			

			The structure of the analysis algorithms required multiple views of the eight metadata per object. Every two weeks, the DIM business lead would run, export, and analyze comprehensive object reports, including duplicate object listings. An Excel workbook was unstable if it contained more than a million object rows in the first sheet, especially with more than one formula imbedded. In addition, when the data sets were large (for example, 2.5 million objects per folder), SpaceObServer took several days to index and output its contents. Users were editing information so quickly that as soon as a set of folder reports completed, a new set was required. The weeks and reports became seamless. Tracking some changes would occur at the end of the project.

			Content was divided into shared content custodianship (i.e., duplicate objects), unique objects of current employees, and unique objects of departed employees that could be identified by an alphanumeric identification sequence (AAA-###) or by a security identifier (-#####). The content review launched with the identification of two kinds of duplicates: duplication by metadata and duplication by content. Duplication by metadata would be reviewed first, and duplication by content would be recognized later. The DIM business lead chose to leverage the MD5 checksum inside SpaceObServer; despite the universally accepted limitations of the MD5 checksum, she felt confident in the identification of duplicate objects in the exported text files. The metadata of 4.25 million duplicates were distributed to 1,200 content owners. Decisions about metadata duplicates inside a team of peers were easy. Decisions about duplicates shared among teams were more complicated and required constant, waterfall reconciliation. Visualizations like the one in figure 4.5 helped the DIM business lead communicate what a minor impact deduplication would make on the server environment.       
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					Figure 4.5.

				

			

			The DIM business lead explained the assorted categories that the content divided into:

			
					Miscellaneous8

					Container

					Data

					Text

					Temporary and backup

					Graphic

					System

					PC virtualization

					Database

					Office

					Program

					Internet

					Software development

					Video

					Configuration

					Mail

					Audio

					Help

			

			Meanwhile, the DIM business lead prepared the first report set of unique objects organized by departed employees’ security identifiers. Ideally, the business would be compelled to delete or archive off all content belonging to departed employees, should their departure have been more than six months from the date of the report. A few teams agreed—but the majority reviewed the content with the DIM business lead and directed what to retain or archive.

			Significant layoffs began in the first four months of the DIM business lead’s employment and continued through her tenure with the company. This reduced the number of information management roles who contested the project. But at a corporate level, resource management (and therefore focus on the project) to reduce duplicates became a challenge. Executive-level support was nonexistent. The CIO declined to share the progress dashboard publicly. The company personality was contentious at best and required several tactics if it was to be convinced of the merit of the project. For example, once it was introduced, the question of numeric sequencing was debated for two months alone. Of course the democratic inclusion of all opinions would force the implementation schedule to a painful crawl.

			Reaction from the user community to the reports was unpredictable. The DIM business lead leveraged the metadata early in the project as an argument for a logical cleanup; however, the user community’s reaction was frequently emotional. The DIM business lead could never predict what the user community would accept. Although the Socratic method was employed heavily, the user community’s control issues reared immediately. For example, the largest technical team’s duplicates were reduced first. The remaining three technical teams were volubly dissatisfied with their placement in the project schedule. Each team was confident they should drive the review and the remaining teams should follow its example. Meanwhile, the remaining technical teams were dissatisfied with the pace of their phase. These myopic perspectives forced the DIM business lead to create a democratic working group of representatives from all teams.

			Both technical and administrative personalities comprised the working group. The technical personalities bid early to assume the mantle of leadership; however, the DIM business lead’s heavily controlled task and decision matrix in the progress dashboard as well as the schedule storyboard reined those personalities in with minimal confrontation. Interestingly, the other ten of the twenty members were reticent to make any content management decisions. They merely expressed relief when the DIM business lead offered to partner with them on their team’s tasks. The DIM business lead’s time was stretched entirely too thin, and the project slowed.

			Deduplication was a constant task through the project. Duplicate objects equaled 4.5 million at the beginning. During the consolidation to one file share, they dropped to 750,000 (see figure 4.6). They would grow to 2.5 million before the final serious deduplication review. The current metadata duplication rate is holding at 500,000 (technical files are often named the same).      
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					Figure 4.6.

				

			

			Results

			The objective of the data analysis phase was to cull all of the objects to the final set of most valuable files that would be uploaded into the global EDMS. Thanks to early conversations with her global DIM colleagues, the DIM business lead mapped the metadata that the DIM team predicted would be important. Her plan seemed simple: she proposed to combine views with metadata to create algorithms. Figure 4.7 shows an early draft of the final set that would clean up content off the local file shares.         
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					Figure 4.7.

				

			

			The DIM business lead found, however, through a series of conversations with the global project team that its final set of target metadata was very different from the local set of metadata (see table 4.1).  

			
				
					Table 4.1.  

					
						
							
							
						
						
							
									
									Local Metadata (File Share Cleanup)

								
									
									Global Metadata (EDMS)

								
							

							
									
									File Name

								
									
									Library

								
							

							
									
									File Extension

								
									
									Content Type

								
							

							
									
									File Type

								
									
									Classification

								
							

							
									
									Volume

								
									
									Name

								
							

							
									
									Size

								
									
									Title

								
							

							
									
									Creation Time

								
									
									Revision

								
							

							
									
									Owner User Name

								
									
									Document Type

								
							

							
									
									Last Access Time

								
									
									Function

								
							

							
									
									Last Modified Time

								
									
									Date Revised

								
							

							
									
									Days Since Last Access

								
									
									Incoming Transmittal Number

								
							

							
									
									Days Since Last Modify

								
									
									Date Received

								
							

							
									
									Days Since File Creation

								
									
									Related Organization

								
							

							
									
									
									Related Identifier

								
							

							
									
									
									PMP Stage

								
							

							
									
									
									Related Identifier

								
							

							
									
									
									Asset, Project, or License

								
							

							
									
									
									Related Organization

								
							

							
									
									
									Revision Status

								
							

							
									
									
									Issued/Receipt Purpose

								
							

							
									
									
									Geospatial

								
							

							
									
									
									Keyword

								
							

						
					

				

			

			The global project team tried unsuccessfully to fit the circle of the local metadata set to the square of the EDMS ones. It was too soon in the file share cleanup project; the DIM business lead should have waited until the vital records in their destination folder structures were finalized. Both the DIM business lead and the global DIM team were disappointed.

			The topic of retention management in the production environment versus tape was hotly debated by all stakeholders. When figure 4.1 was introduced, the pros and cons of each choice were shared as well. The DIM business lead explained the two choices: launching retention management during the active phase of each object was preferable; however, less content would be eligible for deletion or archiving off. More content duplicates were likely, version control would be problematic, and the consolidation of folder structures would be messy. If the company chose to launch retention management in the tape environment, a higher percentage of content could be archived off to tape. However, it excluded document control from the decision workflow. Surprisingly, the focal point working group chose the second option.

			The DIM business lead spent significant time preparing arguments to support the marketing campaign. She culled statistics to imbed further into each department’s business processes. Visualizations and status updates were regularly distributed to maintain interest in the project. The DIM business lead met with the focal point working group once a month in person. However, unless the visualizations were unique and lovely, no one read them. Templates from SpaceObServer were insufficient to maintain interest. The DIM business lead created simple ones as shown in figure 4.8.      
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					Figure 4.8.

				

			

			Almost a year passed before the population set on the two main file shares dropped below ten million objects and became easier to analyze. As the company released two-thirds of its head count slowly over nine months, each departing employee would upload their content to the appropriate file shares. The file share sizes were dynamic at best. Moves versus copies of content to new information architectures complicated the issue. The DIM business lead preferred to suggest and manage them on behalf of a team because they were recorded monthly in Excel. If a team managed theirs, chaos reigned (for example, one team’s folder structure grew as much as 28,000 percent in the first six weeks of publication).

			Of principal concern to the DIM business lead was the adoption of the framework documents. It took months after the project started to create and advertise statistical analysis that would encourage their adoption. The project management documents and accompanying policies were officially adopted eight months into the project. It helped that the project manager role and the DIM business lead role were occupied by the same person; however, the DIM business lead was painfully aware that the project was framed against drafts.

			The project was subject to the resource management of the infrastructure services team. The DIM business lead procured the written approval of every stakeholder before their objects were archived off. IT archived or deleted the data; the DIM business lead never hit the execute button. Very few objects were recalled on-site once they were archived off: three folders with twenty-five to thirty-five objects in each. While specific users made much of this, IT was satisfied with these results.

			Eventually, even the DIM function could not outrun the layoff cycle of a company in a bear market. The DIM organization was broken apart by the departure of the global DIM director as well as several DIM business leads in other organizations. Fortunately, the US DIM business lead remained to continue the bottom-up implementation.

			Lessons Learned (to Date)

			Naively, the DIM business lead was surprised that the framework was called into question each time a new team onboarded to the project. Each introductory presentation was retooled more than once per team to accommodate requests for framework information from the more vocal stakeholders. The users were more often than not technical colleagues considered subject matter experts—not the senior leadership from whom the DIM business lead sought support. The lack of senior leadership support was as much a blow as the constant reframing. Against the onslaught of new content added to the shares on a daily basis, it was easy for the DIM business lead to be disappointed in the first six months of the project (see figure 4.9 below). The project low point for her: one Friday morning a subject matter expert new to the project described it as “anarchy.” That moment compelled her to change her approach. The following month, in partnership with the users, she edited the file shares by 36.25 TB.              
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					Figure 4.9.

				

			

			Evaluation and Analysis

			Very little content was deleted—less than .00001 percent. The majority of content was archived to tape. At the end of 2015, the company removed 22 percent of its original file share users and almost a third of the terabytes.

			The company is on track to save only three million objects in its new information architecture. Calculated against the highest object count in July 2015 of 17.2 million, this equals an archive collection of 83 percent. The original expectation was to archive 66 percent to tape.      
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					Figure 4.10.

				

			

			Practical Advice and Lessons Learned

			The DIM business lead’s role morphed into a big-little-data scientistas much as a records management/information governance one. At the start of the project, the organization had ADHD—it only used 17 percent of content from 1.5 years before the last modified date. As it sifted and organized its content, the value of the remaining unique objects increased. The rules that applied to archiving off content in the beginning of the project grew more subtle and complex as the project progressed. The DIM business lead learned quickly how to negotiate and partner with a diverse group of users.

			Project progress was painfully slow. The DIM business lead began the project preparing and distributing reports, working with each user, and executing their decisions on metadata duplication reports. Deduplication took three months to reduce the quarter of the total space it consumed. The DIM business lead tried to speak with each content owner about this issue. Eventually, each task required a minimum of 125 conversations: introduction of the project, deduplication, new folder structure creation, unique object treatment (delete, move, archive), training sessions on the new folder structure and information governance framework, as well as lessons learned. The DIM business lead couldn’t work typical hours and make progress against the number of terabytes that users added back (in the form of new content) as soon as IT removed the older ones. Simple is elegant; simple does not equal simple.

			The typical culture conflict between IT and DIM became more obvious as content moved out of production. Phrases like, “I’m working myself out of a job,” and “What am I going to manage if nothing is on the share?” became commonplace from the infrastructure team. Concentrated, focused humor diffused tension. The DIM business lead found herself managing not just the tempers of the users, but also those inside her own department. If infrastructure services had been comprised of less-than-professional colleagues, her responsibility would have been at least twice as hard. In other words: good hires across the team are invaluable.

			Data and information management project managers tend to love the one they are with; this project was no exception. The opportunity to analyze data in a concerted, linear way as well as the opportunity to work closely with business users was pure joy. The highs and lows of the project averaged into saved dollars and cents—at its conclusion, the DIM business lead saved the company over a million dollars. The ultimate lessons learned: be humble, be attentive, be positive, and do not be shy.

			Implementation: Creating and Capturing Metadata: An Australian Digital Archives Case Study

			Cassie Findlay

			This section concerns record-keeping metadata and its management and use in the migration of a record-keeping system into a digital archive. The objectives of the section are to

			
					explain the context for the digital record-keeping work that will be described;

					confirm the centrality of record-keeping metadata and a systems-centric approach to achieving not only trustworthiness but many other essential qualities for records;

					position record-keeping metadata strategies within a broader project management approach to record keeping;

					highlight tools and resources developed and used by the State Records NSW digital archives team; and

					list some observations about the concept of trustworthiness in digital record keeping and archives.

			

			In record keeping, context is king. So it is only proper to start this section by explaining where the approaches that will be described here came from and the drivers that assisted, and in some cases constrained, their development.

			The government of New South Wales is one of eight state and territory governments that sit in the middle tier of public administration in Australia, with federal and local government above and below. State government is largely concerned with matters such as law and order, health, schools, and transport. Like many Western democracies, functions shift and merge frequently. At present, the federal, or Commonwealth, government is taking a greater share of activities that were formerly the responsibility of states, such as social services, the registration of businesses and professions, and environmental protection. The currently conservative New South Wales state government is privatizing or “leasing” many services and assets. These trends have a range of implications for record keepers, including the protection and management of “orphaned” record-keeping systems, left behind when a function changes jurisdiction. Such a system was the subject of the project that is our case study.

			State Records NSW is the state government’s records and archives authority. Established in 1961, it gained a strong and forward-looking legislative basis with the State Records Act of 1998,9 replacing the reactive and life-cycle oriented Archives Act of 1960. The State Records Act takes a format-agnostic approach to requirements for records and record keeping and gives State Records the power to set record-keeping standards. Using these enhanced powers, State Records embarked from 1999 on a period of greater focus on the digital record-keeping capabilities of state government agencies, offering specialized advice and assistance via a dedicated digital records team and then through its “Future Proof” strategy in 2008. Future Proof was conceived with a dual goal: to improve the state of digital record keeping across government, and to enable State Records to execute its responsibility as the protector and access provider for the state’s archival records in digital form. Progress toward this second goal was boosted with the announcement in late 2010 of funding for a three-year development project to build the state’s first digital archive.

			The digital archives project team was formed in 2011 and commenced work in earnest in July of that year. The scope of the task was large: not only to develop a sustainable and appropriate approach to the management of the state’s digital archives, but to put in place physical infrastructure, procedures, and capabilities to support a continuing program for digital archives. The team formed that year consisted of a project manager (myself) along with two archivists, a programmer, and a systems administrator.

			Understanding Our Goal and Indicators of Success

			In describing our approaches, it is also important to explain what it was that we agreed “success” would look like.

			Building a digital archive for the state of New South Wales was first and foremost about the building of a record-keeping system—indeed a record-keeping system for record-keeping systems. Here system is used in its most holistic sense, inclusive of the people, processes, infrastructure, and software needed to keep records. This was not a system for library items nor a digital “asset management” system, though we were not in the business of ruling out any useful tools or methods from other types of systems that we encountered and would incorporate these as appropriate.

			It was vital that the records kept in the digital archive would continue to serve as authoritative evidence of the business they documented. It was also very important to preserve the meaning and contextuality of the records as part of the system(s) they had been kept in prior to transfer. We wanted—as much as was going to be feasible—for the records to reflect the characteristics that they had possessed when they were kept by the agency that had been responsible for them (probably, but not necessarily, the creating agency). Metadata, the lifeblood of any record-keeping system, was essential to achieving this goal.

			Balancing this imperative to protect the integrity of the records and ensure that they would continue to meet identified record-keeping requirements with practical considerations regarding their management over time was a key challenge. We were building what needed to be a unified archive, able to be supported by a small team, containing a highly diverse variety of record-keeping systems, with a need for effective search across these systems, each with their own metadata structures and semantics. These were the main differences in our work building a digital archive for the whole of a jurisdiction, as opposed to building a record-keeping system for a single agency or function. As for any system design, our project needed to take account of the environment, resourcing, and risks as well as the users of the system.

			Use of Standards and Sets of Requirements

			Early on we took stock of existing standards and sets of requirements that might prove useful in designing our tools and methods.

			The International Standard on Records Management, ISO 15489 (2001), for example, recommends that record-keeping systems should possess a number of characteristics:

			
					Reliability

					Integrity

					Compliance

					Comprehensiveness

					Systematic

			

			In these and equivalent sets of high-level requirements for record-keeping systems, it is a combination of the characteristics that brings trustworthiness—both of the system and of the records managed by it. Metadata and its creation and management are critical to achieving success with any one of these characteristics.

			We examined the International Standard on Metadata for Records (ISO 23081). ISO 23081 sets a framework for creating, managing, and using metadata for records and explains the principles that govern its creation, management, and use. In particular, this standard’s description included “point of capture” and “process” metadata for records. We were mindful that any logical or technological frameworks we used should support the creation, capture, and management of such metadata and offer us a means to do it in a way that key record-keeping entities (agents, functions, records, etc.) could be properly documented over time.

			In addition to the prevailing standards for record keeping, one of the other sets of requirements guiding our approach was the Policy on Digital Records Preservation, which had been in place since 2007 (and later revised in 2011).

			The principles of this policy10 are as follows:

			
					Digital state records should be migrated forward as technologies change.

					The content and essential characteristics of digital state records must remain unchanged through preservation processes.

					Digital state records must be preserved in context.

					Digital state records must be secure and tracked throughout the preservation process.

					Digital records preservation programs should be flexible.

			

			Our approach was what might be described as “standards light”—we picked the bits we liked from standards and frameworks where we could, or adopted standards where this would have a clearly demonstrable positive impact, for example in using terms and their associated rules from accepted standards for discovery online. Our approach did not presuppose that we would conform to standards such as OAIS, or functional requirements such as MoReq, in their entirety.

			This “pick and mix” approach to existing standards and requirements was partly because of our mandate and role in New South Wales, as well as having to do with the nature of these standards. As the state archives, we also found that a great deal of trust was assumed. We found that the curiosity from agency representatives or archives users with regard to how we managed and maintained the records and how this might affect their trustworthiness was very low to nonexistent. The fact that we were a trusted custodian seemed to be more important than any public declaration of adherence to standards.11 Sets of requirements such as MoReq are extremely useful but contain much more functionality and different functionality than was required by the digital archive we were constructing. The parts of the MoReq document that were most useful were, we felt, already addressed through our consideration of the capture and management of record-keeping metadata and our need to conform to the whole of government requirements on information security.

			So we opted for an approach that was based on sound record-keeping principles, but also pragmatic and responsive to change (the only constant!).

			Principles Guiding Our Approach

			Following a period of research and investigation, our team agreed on a number of principles that would underpin our approach to keeping digital archives. These were as follows:

			Standardized, but Flexible. We will support industry standards and protocols wherever possible instead of creating our own.

			We will keep the Robert De Niro principle in mind when adopting any software or hardware solutions: “You want to be makin’ moves on the street, have no attachments, allow nothing to be in your life that you cannot walk out on in thirty seconds flat if you spot the heat around the corner” (Heat, 1995). In other words, our digital archives technology will be designed to be sustainable given our limited resources, so it will be flexible and scalable to allow us to utilize the most appropriate tools at a given time to carry out actions such as creation of preservation or access copies or monitoring of repository contents, but replace these tools with new ones easily and with minimal cost and with minimal impact.

			It’s All about Record Keeping. We consider archival transfer to be a migration of records from one record-keeping system to another record-keeping system. Therefore we will treat each migration as a separate instance—to be considered as a “project”—and we will use the best tools and techniques for the record-keeping system concerned, based on a thorough analysis of the record-keeping system, its structure, format dependencies, metadata, and export functionalities. Like any records migration, careful planning, testing, and quality control measures are required throughout to ensure that the integrity of the records is protected and their value as evidence is maintained and accessibility is not diminished. We will be accountable for decisions made about the transfer and management of digital archives, keeping documentation of our system analysis and reasons for our decisions. The transferring agency should be confident they can continue to rely on the records they have migrated to us after they have been transferred. It should be easy for the transferring agency to access, copy, and use their records when they need them, so we will seek to utilize agency record-keeping system structures to provide access to their digital archives.

			Let’s Not Make Too Much Work for Ourselves. We will keep as many (or as few) versions of each migrated record as is necessary to ensure accessibility and integrity, with all versions to be logically linked to each other and to the “original” record. We will keep the “original” digital records transferred to us by the agency inviolate and in their original formats, and make copies for access purposes or to combat technology obsolescence threats as required. Some digital records formats that are transferred to us will require minimal or no preservation actions to be performed on them. This will be determined as part of the assessment of the records prior to transfer. We will only generate additional versions of a record or group of records for access or preservation purposes after we have analyzed the risks and options open to us and have determined that it is necessary. Our digital archives systems will incorporate continuous monitoring of the risks associated with particular groups of records that may require actions, such as the creation of a version in a different format for preservation or access reasons.

			Metadata Is Better Data. For each migration, we will capture as much metadata as possible from the agency record-keeping system. We will also keep metadata that demonstrates that an authorized and accountable transfer process has occurred, with no loss of integrity to the records. We will register all digital records in State Records’ control system linked to their broader administrative and functional contexts and to their access rules. We will also capture other business-specific metadata that we determine in the pre-transfer assessment would add value for management purposes. Additional metadata can also add value to users of records where rich description of records can aid in searching, identification, and use. All metadata must be persistently linked with the records themselves. We will keep metadata on all processes carried out on records from their arrival in our systems onward. This metadata will be persistently linked with the records themselves, and as much of it as possible will be available to users of the records.12

			Our characterization of transfers as systems migrations was further explained in a post in January 2012 titled “Systems Migrations to Archives (a Research Paper from the Digital Archives Team).”13 Reading these guiding principles, it is clear that metadata was—and is—central to the approach taken. We had had the benefit of observing and learning from the digital archives “trailblazers” in Australia, notably the Public Record Office Victoria (PROV) and the National Archives of Australia (NAA). We were able to focus on the aspects of their approaches that we liked and discard those we didn’t. A shortcoming of the original NAA approach, in our view, was the loss of metadata that occurred on ingest into their digital archive. We felt that the tools and adherence to paper-based transfer procedures were having the unwanted effect of stripping records of a lot of metadata. And a record without its metadata fails to fulfill the required characteristics of “recordness.” It loses its connection to the system(s) in which it was kept, its linkage to business, its usability, and, perhaps most concerningly, its value as evidence. We wanted to make it possible to keep as much metadata from the source system as possible, while “normalizing” the records so that they could be managed in one environment, and to make the best use of that metadata, along with the metadata generated in the record-keeping processes we carried out, for the continued management and use of the records.

			Migrating the Special Commission of Inquiry into Electricity Transactions Database

			The digital archives team worked on six main pilot projects during the three-year development period. One of these was a database used by an entity set up in New South Wales known as the Special Commission of Inquiry into Electricity Transactions. This was an inquiry that was established, carried out its investigations and hearings, reported, and was shut down. As “orphaned” records, such systems are commonly presented for the state archive to take control of relatively early.

			The records of the Special Commission of Inquiry into Electricity Transactions comprise over forty thousand digital objects, with over forty file format types that sit in a web of 3.5 GB of metadata. The system that they were created and kept in was a highly configurable database application (Relativity, set up and run as a service to government by a third-party provider) that enabled the commission to do its business of inquiring into the sales and proposed sales of a number of state-owned electricity-generation assets in 2010–2011. The consideration of the metadata required from and about this system was central to our project.

			Each digital archives project entered into by the team is a partnership with the responsible agency or agencies and comprises four phases, which may run consecutively but which can also overlap. The methodology, drawn from classic project management approaches, was designed with flexibility in mind. However, there is also a need for some rigor and formality where the legal transfer of control over records is concerned. To be completed, a set of deliverables is required to be “signed off” by both the transferring agency and the archive. These requirements, advice on roles and responsibilities, and a series of checklists are found in the digital archives migration methodology.14

			The phases of the digital archives migration methodology are shown in figure 4.11.       
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			Tools and Relationships with Other Systems and Resources

			As described above (“Standardized, but Flexible”), an important characteristic of the approach taken by the team to Electricity Transactions and other projects is finding the right tools and software to “plug in” to the basic infrastructure. A summary version of the tools and systems/resources relationships used at the time of the Electricity Transactions project is presented in table 4.2. This includes in-house developed software tools and commercial products that were adopted and usually adapted to accommodate the needs of the migration process, and each will be briefly described in the sections below. Undoubtedly this technology landscape will continue to evolve as the digital archives program matures and new tools and approaches become available, and as the need to migrate the records forward re-occurs.   

			
				
					Table 4.2.  Tools and Related Authority Sources

					
						
							
							
							
						
						
							
									
									Migration Phase 

								
									
									Tools 

								
									
									Relationships

								
							

							
									
									Project Planning

								
									
									Basecamp (Adopted)

									Migration Methodology (Built)

								
									
									State Records Act 1998

								
							

							
									
									Migration Planning 

								
									
									DROID/PRONOM (Adopted)

									Apache Tika (Adopted)

									ExifTool (Adopted)

									Preservation Pathways Registry (Built)

									Metadata Registry (Built) 

								
									
									Disposal Authorities

									Access Directions 

									Archival Control System 

								
							

							
									
									Migration 

								
									
									Aspose (Adopted)

									EMC Isilon (Adopted)

									Pairtree (Adopted)

									Mongo DB (Adopted)

									Apache Solr (Adopted)

									Migrate Tool (Built)

								
									
									Search: State Records NSW’s online collection search tool 

								
							

							
									
									Project Closure

								
									
									Basecamp (Adopted)

									Receipt Tool (Built)

								
									
									GA33 Source records that have been migrated 

								
							

						
					

				

			

			Phase 1: Project Planning

			In this phase, the responsibilities, scope, and deliverables for the project were established. In the Electricity Transactions project, this was an opportunity for the team to get a sense of the scale and complexity of the migration task, including the nature of the metadata generated and captured in the business of running the inquiry and maintaining its records.

			The key deliverable for this phase of the project is the project plan. It is important to recognize that digital archives transfers of this type, like any migration project, require careful consideration of matters such as resourcing, time frames, risks, and stakeholder management. To this end, the project plan is designed to

			
					maintain business justification for the project,

					capture knowledge and reuse lessons learned in previous projects,

					establish project governance,

					identify project stakeholders,

					define roles and responsibilities,

					manage project resources,

					manage required changes to project operations,

					manage project targets and deliverables,

					manage project schedules and time frames,

					identify project costs,

					flag action on source records, and

					manage project issues and risks.

			

			The team developed a number of templates to assist both State Records and the transferring agency to document each step of the process.

			Some of the notable “project management” aspects of the Electricity Transactions project that were discussed and documented early on included the following:

			
					the involvement of a number of key stakeholders including the controlling agency (the Department of Premier and Cabinet for the state of New South Wales) and the software and services company that had been contracted to run the system used by the commission and maintain it once the commission had closed down;

					the proprietary software in use for the management of the records of the commission; and

					the complexity of the way records in the system were related, involving multiple parties to the proceedings and a large volume of e-mail with attachments and relationships to other e-mails.

			

			Like any project with a number of participants, stages to complete, and documentation to share, the need for a tool to efficiently manage the process was apparent. The team adapted the online project management tool Basecamp to its needs to enable State Records staff, agency representatives, and others to share documents, send notifications, and pass milestones. Importantly, this tool enables the download of a full archive for each project to ensure that the parties could meet their record-keeping requirements with regard to the project.

			Phase 2: Migration Planning

			Phase 2, depending on the project, is often the most substantial piece of work. Its key output is the migration plan. The migration plan details how the migration will be undertaken. It defines the following:

			
					required actions, including format transformations, source-to-target mapping, and metadata mapping;

					access requirements (agency and public access);

					how the migration will be tested and validated (pre- and post-migration); and

					actions on source records and decommissioning planning.

			

			In the Electricity Transactions project, this phase was the one in which we needed to carry out more detailed metadata analysis; in a broad sense this was examining the different types of metadata, assessing their quality, and thinking about what to migrate and what metadata would serve us for the management and use of the records. What metadata would be essential for preserving meaning and relationships? For this to proceed, it was necessary to liaise with the company that had set up and managed the commission’s system. They were able to furnish the team with documentation on the system and its configuration, including user guides and metadata schemas, and a full export of the system’s contents in XML for detailed analysis.

			It is useful at this point to explain the nature of the records and metadata in the system. The database was organized by the inquiry participants, mainly law firms, along with government agencies. Authorized agents from these entities were given credentials to send and receive e-mail within the system or to upload documents. It was the e-mails and documents that formed the core “records” of the system.

			The approach State Records takes for digital archives metadata involves the use of a metadata registry application to which preferred terms and constraints can be added over time. The schema made using this application was designed to be a starting point for the description of metadata captured and created about records that would grow over time. It was also designed with the understanding that this metadata could come from multiple domains and that standards for these would be used as appropriate. The digital archives metadata registry

			
					allows digital archives staff to progressively register preferences for published metadata terms to represent common metadata elements in the digital archives,

					allows digital archives staff to progressively coin new terms (by providing a URI and description) to represent metadata elements in the digital archives for which no suitable published term can be identified,

					informs NSW government agencies wishing to transfer digital archives of State Records’ metadata preferences,

					informs users accessing the digital archives of the full set of searchable metadata fields in the system,

					provides a “best practice” reference for NSW government agencies wishing to standardize metadata used in agency record-keeping systems, and

					provides a useful resource for the digital preservation and record-keeping communities.15

			

			The metadata registry application is based on the Dublin Core description set profiles constraint language. As a publicly available web service, it will also provide a best-practice resource for agencies to refer to when designing new record-keeping systems. It will also provide a reference point for users wishing to do structured querying of the digital archives. The registry is implemented with a JSON schema and made available on GitHub.16

			It is useful here to place the metadata registry within the bigger picture of metadata creation, capture, and management. In relation to the Electricity Transactions records, the metadata to be analyzed and, if needed, added to the schema using the registry is what, in ISO 23081 terms, would be called “point-of-capture metadata”—that is, the recording in our (digital archive) record-keeping system of these records coming from a “source” system. This metadata was selected as necessary so the records would continue, in their new environment, to be useable, meaningful, and well described in terms of technological dependencies. This included the protection of the relationships between records, agents, and aggregations of records (such as e-mail–attachment relationships).

			The decision was taken by the team to make use of existing standards and tools wherever possible, and to this end, use of the National Archives of the UK’s PRONOM file format registry seemed sensible. PRONOM is widely used and supported, with a growing suite of tools enabling its application. The use of these identifiers is central to the way the team deals with format conversion (where required). From a metadata perspective, any decision to create a new rendition of a record in a more manageable or easy-to-access format is executed through an automated workflow, which also records the event as process metadata (see below). The tool developed by the team and made available online supporting this activity is the Preservation Pathways Registry.17 Making this tool and the team’s preservation choices available online was not only done to assist agencies in making their own preservation decisions but also as a transparency measure to support the trust in the archives’ processes.

			At the point of capture it is also necessary to put records into their archival context; this involved adding terms for the authority under which they were made “state archives” (disposal rule); the aggregation of records to which they belong as recorded in State Records’ control system (series); the government entity responsible for the records and that created them, if different; and the archival access rule (access rule). Recording metadata at the record level on series and (controlling/creating) agency embeds them into the broader archival context managed by State Records across all records, whether paper or digital. This context is structured according to a version of the Australian Series System, widely used across Australasian government archives.18

			The digital archives’ metadata universe needed also to accommodate process metadata. Actions taken on records such as the creation of a new rendition in a more up-to-date format, changes to access rules, and more will need to be progressively added, including the “who,” “when,” and possibly also under what authority. Controlled terms for recording these actions are also added to the schema.

			Importantly, metadata applying rules that are superseded is not “wiped” from the metadata record linked to each record, but rather these grow and build over time to provide an accountable story of the record’s existence in the archive (see figure 4.12).

			In the Electricity Transactions project, a number of tools proved useful for conducting metadata and content analysis and mapping, including DROID, Apache Tika, and Exiftool. These were all practical, low-cost additions to the team’s tool kit.      
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			Phase 3: Migration

			The migration of records to the digital archive incorporates automated and customizable workflows in the digital archives system, which are deployed based on the requirements of the migration plan. To prepare for the migration of the Electricity Transactions records, the results of the metadata analysis and mapping were used to develop the programmatic workflow needed to move the records into the digital archives environment. Aspose, a commercially available set of file format APIs for Java, was incorporated by team developers into migration execution processes to handle the transformation of certain file formats using directions drawn from the Preservation Pathways Registry.

			In executing the tailored instructions for the migration, the tool

			
					validates the consignment,

					allocates identifiers,

					atomically stores the consignment in both the file system and the metadata store

					creates a receipt using logs, and

					triggers a search index update.

			

			All of the digital archives content (data and metadata) is stored on EMC Isilon scale-out, networked-attached storage—a simple networked file system (flexible and easy to move from to the next thing in line with technology refresh cycles). The team adapted the Pairtrees for Object Storage protocol from the California Digital Library to organize the digital archive’s filestore. This protocol provides a scheme for creating unique folder hierarchies for individual digital objects based on unique universal identifiers (UUIDs). Within those unique folders, original digital objects, any additional versions of those objects (created for preservation or access purposes), extracted text, metadata, and a preview image are stored according to a very simple scheme displayed in figure 4.13.        
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			One of the main files stored alongside digital objects is the metadata file, titled “metadata.json.” This file contains the following:

			
					original metadata that came with digital objects;

					additional metadata that has been automatically or manually created in order to further describe digital objects;

					links to State Records NSW’s model of NSW government over time (the entities in our main catalog search)—these links contextualize record-keeping systems in the digital archive and enable discovery;

					links to access and disposal rules issued by State Records NSW; and

					preservation, process, and chain of custody metadata.

			

			The archive uses a document-oriented NOSQL database, MongoDB, as the secondary store for metadata (the primary storage is the metadata.json files on disk). MongoDB is designed for storing JSON-like documents with a dynamic schema (to cope with progressive changes over time). This is complemented with a Solr search index for full-text and faceted searching over the contents of the digital archive.

			Testing of the workflow, execution, and validation made up the remainder of this phase.19

			Phase 4: Project Completion

			In this phase, typical project wrap-up activities are carried out, including reporting and formal sign-off. The records are formally transferred into the control of the archives. In the case of the Electricity Transactions records, the archives is also taking custody; however, in other projects this may not be the preferred option. In these cases, metadata for context and control will be managed by the archive but will “point” to records securely stored by others, under formal agreements struck under the terms of the State Records Act of 1998.

			The project completion phase also means that the transferring agency receives instructions on continued access to their records (likely to be by a temporary, authorized login permission to the records, where the records are closed to public access).

			Metadata naturally forms a key element in successful continuing use of the records by the transferring agency, including for business purposes, for responding to Freedom of Information requests, and more. Currently this is achieved via a case-by-case approach of granting remote access to a secure server where closed records such as these may be searched.

			Challenges Encountered and Lessons Learned

			In the Electricity Transactions system migration, we encountered a range of challenges, some of which were unique to that particular project and others that would feature in most digital archives projects. These included the following:

			
					Structuring the Records: Here the challenge was to work out how the records could be structured in the archive—how much of their original linkages and relationships could be carried across? In considering records made and kept using database technologies, this can often be a preoccupation of the archivist—exactly where is the record? Which data are given “the lead” in putting the record-keeping structures back together in the target system?

					What Gets Left Behind? This is related to the problem of conceptualizing the records noted above, but it comes down to a much more basic concern—very rarely would the entirety of a large and complex database and all its data be necessary for the capture of a decent archival version of the system. Making decisions about data that get “left behind” could often be asked for on the fly, with project participants impatient to produce the export sets the archive has asked for.

					Incentive Trumping Strategy: In digital archives projects, a common problem is incentivizing the processing of these sorts of transfers, whether control and custody, as in the current case, or even just control. In most cases there is a lack of compelling reasons to expedite the process—on both sides. While the archive does not want its priorities to be set by the agencies or functions that have closed down, these often end up being the projects that are pushed to the top of the list owing to the existence of such an incentive. Electricity Transactions was one such case, of several carried out in the pilot phase. In dealing with these challenges along the way, the team needed to formulate appropriate responses as we went. Some of the work in doing so produced a few key “lessons learned.”

					Horses for Courses: There has been a reluctance in some digital archives circles to hang the data of databases off documents, e-mails, or other unstructured data. In our work on the Electricity Transactions project, we analyzed the records and saw that the bulk of the business done was around the act of e-mailing documents, uploading documents, and the like. So for the project, we determined that such a structure was entirely appropriate. However, in some instances the project team does encounter data that must be grouped and kept without the common “hook” of a document or e-mail. This would require a different approach. The lesson we learned early on was that to try to devise an approach that would suit all circumstances and all forms of record-keeping systems was a futile task. When the team does encounter a wholly data/metadata preservation challenge, they will incorporate an approach to it into their tool kit and ensure that the way these records are structured is compatible with the existing archive’s contents.

					Appraisal Remains a Core Activity: In Australasian practice, the work of appraisal is a recurrent activity of analyzing business and assessing risk to determine record-keeping requirements in consultation with stakeholders. It can have a variety of outcomes, including record-making decisions, access decisions, and retention decisions. Appraisal work resulted in the disposal authorization that indicated the eligibility of the Electricity Transactions system for inclusion in the state archives. However, these were record-keeping requirements expressed in broad terms, contained in the General Retention and Disposal Authority’s Royal Commissions, Special Commissions of Inquiry, Commissions of Inquiry and Inquiries Established by Letters Patent or Ministerial Directive (GA31) issued in 2008. They describe documents submitted to the commission, the commission’s establishment, legal advice received, and more. The database contained these important records, but also a variety of facilitative data sets and other traces of the day-to-day operations of the commission. Rather than attempting to make generalized decisions using only the General Authority, it was important for the digital archives team to involve the appraisal archivists and other stakeholders in decisions about which data would not be migrated, bearing in mind any risk, legal, or other factors that might be new or unique to the business of inquiring into the electricity industry (a matter of some interest politically in the state of New South Wales, then and now).

					Need for Proactive Identification and Support for Key Record-Keeping Systems: Given the lack of incentive for transfer in the digital world, it would be easy for a government archive to only ever handle “orphaned” sets of records—of defunct agencies and ceased functions. However, if the archive is serious about assisting its jurisdiction to make and keep critical records so that they may be used for business, legal, and wider societal needs, it must take a more proactive approach. For me, therefore, it was an important lesson from the digital archives project overall that work on dealing with the pressing needs of “orphans” must be balanced with a whole-of-government overview of key evidence-making systems and the delivery of specialist skills and assistance to the responsible entities to make sure those records persist in good shape for as long as required, including as state archives.

			

			Conclusions

			The digital archives migration methodology used for the Electricity Transactions pilot project offered our team a flexible approach to the transfer of digital records into an archive. By putting the capture and management of metadata at the center of that approach, including process metadata to ensure an accountable migration and application of additional context, the process is demonstrably trustworthy. Both the mandate and reputation of the keeper of the records (the state archives) as well as well-constructed and managed technology and permanently employed skilled staff further support the trust in the system and in the records—whichever use and purpose they are being put to.

			In weighing up the pros and cons of the approach taken at State Records, some would argue that it is too “bespoke” and requires a large investment of time and expertise on the side of the archives. This is a fair observation—the tailored migration project approach is resource intensive. However, our view at the time it was constructed was that it was preferable to attempting to build a single automated process that could only cope with a set metadata schema and a limited number of formats and structures for records. Our reasons are articulated earlier in the chapter but should be supplemented here by reiterating how important we felt it was for the digital archives to become a center of research and continuous development, able to solve problems, capture knowledge, and reapply techniques and tools to future projects. The team will, as the years pass, build up a library of resources and approaches that will be of benefit not only within the state archives as it deals with digital transfers, but across the New South Wales government and beyond as part of a connected digital preservation and record-keeping community. By sharing in this way and bringing value to other projects, the team—its staff and their experience—becomes a trusted player in digital preservation, which, arguably, sits on equal footing with trustworthiness of the systems in place in achieving the archival mission.
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			Implementation: Finding a Black Cat in a Dark Room: Capture and Creation of Usable Metadata

			Jane Gorjevsky and Dina Sokolova

			The gradual shift from paper to digital records, with the attendant proliferation of software and hardware tools, can sometimes result in multiple archival management and storage solutions employed even within a single institution. As a result, archival repositories face an even greater need for well-organized and standardized metadata strategies in order to allow integrated access to and long-term curation of diverse digital holdings. Given the number of transitions and transformations that digital objects undergo on their way from capture to ingest into a preservation repository, attention must be paid not only to metadata creation, but also to its maintenance throughout the process. Metadata also acquires an additional function of providing an audit trail for the actions that take place during the intake and processing of digital materials. While documents in electronic formats allow for automatic capture of certain key information, the overall metadata creation and maintenance remains time consuming and labor intensive. Our experience in capturing, creating, and managing metadata, accumulated in the course of archiving digital records of the Ford Foundation International Fellowships Program, illustrates the challenges encountered during this process, as well as technical and procedural solutions used to resolve them.

			Context

			Faced with an increasing quantity of electronic materials, the Columbia University Libraries (CUL) has been exploring the idea of setting up a trustworthy digital repository (TDR) in accordance with the specifications provided by the Center for Research Libraries and ISO 16363.20 However, we found that our institution was, in many respects, not ready to implement all the requirements of a trustworthy digital repository at this time.

			In the context of Columbia University, creating a trustworthy system is a huge multifaceted task. It involves the preservation and management of research data sets, institutional repository content, and digitized and born-digital books and periodicals; archiving Internet resources; and, finally, management of electronic archival records either produced within the university or acquired from external institutions. The scope of this challenge meant that we had to employ a variety of solutions to ensure long-term preservation of authentic and authoritative copies of electronic records.21 In some cases, it was decided to pursue consortial arrangements, such as HathiTrust and Academic Preservation Trust, while other digital archiving tasks lent themselves to utilizing external service vendors, such as the Archive-It subscription service from the Internet Archive for collecting web resources. At the same time, a subset of these digital records were not suitable for a consortial model due to various restrictions based on privacy or confidentiality requirements.

			Columbia’s Rare Book & Manuscript Library (RBML) is our largest repository for primary-source collections and must address the significant challenges presented by the acquisition and preservation of digital archival content. Even our existing analog collections increasingly accumulate associated digital content, resulting in the need for a metadata strategy that allows for the broad, integrated discovery of related assets—such as legacy media materials, newly acquired born-digital or recently digitized records, digital copies of existing analog originals, and online resources harvested by the CUL web archiving program.

			In 2011 we were fortunate to receive a grant for processing an archival collection that was sufficiently diverse to serve as a pilot project for developing digital asset management tools and workflows for CUL and to enable us to build out a large segment of our in-house digital preservation and access system. This grant from the Ford Foundation provided funding to archive the records of its International Fellowships Program (IFP) and to build technical and metadata solutions to do this in a way that adhered to developing standards and practices for born-digital archives.

			The IFP program had originally been launched by the Ford Foundation in 2001, and it completed its work in 2013. The program offered fellowships for postgraduate study to social justice leaders from the most disadvantaged communities in Asia, Africa, Latin America, Russia, and the Middle East. The IFP archive comprised both paper and born-digital organizational program records created by twenty-four organizations, including twenty-two international partners from all over the world, the program’s Secretariat in New York, and the Center for Higher Education Policy Studies (CHEPS), which was responsible for conducting statistical analysis of the data provided by IFP and tracking alumni progress. Digital materials, totaling about 4 TB in over 270 file formats, included administrative records, audiovisual materials, databases, e-mail correspondence, archived websites of all the international offices, academic records, academic work of individual recipients of the program fellowships, and, finally, statistical analysis provided by CHEPS. The IFP collection presented a unique opportunity to develop policies and procedures for creating, tracking, and preserving metadata for different types of digital content. Some types of metadata, primarily technical, administrative, and structural, could be extracted automatically, but descriptive metadata at the group or item level had to be added or edited manually. Workflows for document intake and tracking had to include steps to gather, preserve, and maintain metadata harvested or created at different stages of the digital preservation process.22

			Another crucial purpose of our metadata approach was to facilitate appropriate access to and delivery of content that could not be given item-level cataloging at the document level. The project’s principal goal was to make as much information relating to the design, planning, recruitment, and results of the program available to researchers worldwide. At the same time some documents contained personal and confidential information and had either to be closed to outside researchers until 2075 or made available only on request locally in the RBML reading room.23

			Strategies

			Our original plan was to rely on the content expertise of staff in the twenty-four IFP offices to identify sensitive information and other issues that might trigger access restrictions. In turn, in order to minimize post-acquisition weeding and rearrangement, the archival team assisted the donor offices with simple records management and naming and sorting guidelines. Among other tasks, the donor offices were asked to submit their materials already presorted into three top-level directories corresponding to the access requirements—that is, public access, closed, or accessible on-site. Our plan was to derive our access restrictions metadata from this sorting.

			Another pre-accessioning procedure was related to ensuring and documenting the integrity and authenticity of the content. For this purpose, CUL created the makeInventory tool,24 a simple custom script based on the hashdeep25 program. This tool generates a list of file locations in their original directories (file paths) and calculates file sizes and checksums (both MD-5 and SHA-256) for each file. We asked the donors to run this program against their transfer media prior to sending it to CUL. Upon receiving the materials, we ran this program again, comparing its results with the data received from the donors to make sure that the content had not been corrupted during shipment.

			Our initial steps also involved generating provenance metadata. All incoming RBML collections, including born-digital, have always been accompanied by deeds of gift or transfer agreements. These documents need to become part of the corresponding OAIS26 archival information packages (AIPs)27 used to verify the identity of the content donors, the nature of desired access, and other conditions of the agreement, which could potentially influence the choice of preservation strategies.28 For example, in the case of the Ford IFP archives, the deed of gift stipulated that all digital materials had to be preserved in their original formats and also selectively migrated to more stable formats in accordance with the current best practices whenever feasible. Therefore, in this case, CUL was required to maintain metadata related to preservation of both the original files and their corresponding preservation copies.

			At the next step of our procedure, the transfer media was connected to the processing computer through a write blocker, a tool that permits read-only access to data storage devices without compromising the integrity of the data. This setup allowed us to prevent any changes to the original media and preserve file metadata, such as original dates. At this point, we also performed a virus check and generated our own file inventory, as described above. Then we created compressed RAR archives for the hard drives we received and disk images for optical media and floppy disks, both of which preserved the original file creation dates and disk states.

			We then performed a forensic analysis using the Forensic Toolkit (FTK) software29 and further confirmed content integrity by comparing FTK-generated checksums for each file against those extracted by the makeInventory program. FTK generated its own customizable metadata reports, which could be compared with donors’ recommendations in order to make final decisions on selection, sorting, and access. The Ford IFP materials were assigned to one of the three access categories, as described above, based on the combination of original donor sorting and the metadata from the FTK review reports. These reports also helped to identify certain content as duplicate files, files having no archival value, corrupted files, and encrypted files. These items were removed from the packages designated for long-term preservation. The “labeling” function of FTK was used for adding descriptive metadata for individual files or groups of files, and these descriptions also populated descriptive metadata fields in the METS (Metadata Encoding and Transmission Standard) file created at a later stage. FTK also captured additional descriptive metadata for several types of files; in the case of e-mails, for example, it extracted subjects and dates, as well as names and e-mail addresses of senders and recipients.

			We explored a number of ways to create preservation metadata—an essential feature of a trustworthy digital repository—and considered the advantages of writing custom scripts and using specialized preservation software, such as Preservica or Archivematica. We eventually chose Archivematica because it was open source and also because it created PREMIS metadata for each preservation event. Archivematica is an OAIS-compliant digital preservation system for automating preservation steps for large numbers of files that need similar workflow decisions; it integrates a variety of open-source tools for processing digital content from ingest to access. It uses Dublin Core, METS, and PREMIS elements and the Library of Congress’s BagIt format for storing metadata. All metadata related to the preservation process is written into a standard AIP’s METS file, where it can be easily extracted by our Fedora-based asset management system.

			The main challenge of preserving complex collections like the IFP archive, with multiple content types ranging from office documents to audiovisual materials, databases, and e-mail, is to address the inevitable differences in descriptive and technical metadata requirements. The advantage of Archivematica is that it offers a variety of format characterization tools depending on the type of file, with FITS (File Information Tool Set) as its default. Metadata extracted by Archivematica’s characterization tools is also recorded in the AIP’s METS file. AIP creation also involves normalizing the files to preservation formats.

			We put a lot of effort into ensuring proper capture and creation of technical metadata. Unlike traditional content management systems that deal with records of short-term value, a trustworthy repository needs to ensure that the content is preserved unaltered for the long term. This requirement calls for the creation of metadata that describes file formats, relations between the files within a directory structure, and relations between the original files and their preservation counterparts so that the digital objects, deposited into long-term preservation storage, can be reconstructed after many years if necessary and properly displayed through a repository system.30

			Before packaging digital objects into OAIS submission information packages (SIPs), Archivematica also allows adding the SIP-level rights and descriptive metadata. Descriptive metadata can be either entered manually at the SIP level using a template or provided in a separate CSV file at the item level using the Dublin Core standard. Archivematica automatically extracts this metadata from the CSV file at ingest and records it into the corresponding METS fields. Descriptive metadata entered manually at the SIP level appears in the METS file once but can later be extracted by our repository management system and added to the metadata for the individual files.

			Since directory and file names were, in most cases, our only descriptive metadata for individual files, it was important to provide as much descriptive metadata as possible at the SIP level. For each SIP, we filled out the following Dublin Core fields: series title, content type, content description, creators, and a unique identifier.

			Using the Archivematica PREMIS rights metadata template, we recorded information on access restrictions and conditions derived from the donor agreement. In the METS file, these rights become assigned to each individual file from that SIP, so the rights metadata can be subsequently modified on the file level if necessary. On ingest, Archivematica created a BagIt bag for each resulting AIP. Each final bag contains bag metadata, original files and their preservation derivatives, and a METS file holding descriptive metadata for the entire package along with technical, preservation, structural, and rights metadata for each individual object. The METS file also records the original file checksums, so the references are established between an original file, the same file with the normalized name, and the preservation copy. The resulting AIPs are transferred to our Fedora-based long-term preservation repository.

			Challenges Encountered

			Digital materials received by CUL as a part of the Ford IFP project presented numerous metadata challenges, pertaining primarily to descriptive metadata. Born-digital materials differ from most digitized special collections in that, because of their scale, it is usually impossible to provide even minimal item-level descriptive cataloging. In our case, the only item-level descriptive metadata we had to work with were file and directory names, and these often failed to provide much information about the content of the documents.

			Since the IFP operated in a number of different countries, we expected to receive content in a number of languages. However, seven out of the ten languages had non-roman character sets, which turned out to be problematic for some of our processing with Windows-based metadata creation software. Non-roman file names were often rendered by the processing software as series of unrecognizable characters. The version of Archivematica that we used in the beginning of the project unexpectedly normalized all these characters to underscores, making the file names completely unreadable, though this was addressed in a later version of the software.

			Excessively long file names or file paths presented another critical problem.31 When a path name plus the file name exceeds 260 characters, the file cannot be processed by many Windows programs and in some cases cannot even be copied from the original drive to the processing computer. A number of file names and, occasionally, even directory names had to be shortened manually, often forcing us to be rather creative in our attempts to retain as much information as possible.

			After some discussions and experiments, we found two ways to partially resolve the character set and long file name issues. First, instead of using existent Windows-based programs, we developed the above-mentioned Unix-based makeInventory program, which was able to retain the file names in their original language. We used these inventories as a basis for assigning descriptive metadata and tracking the files as they went through the processing workflow steps. In addition, we also contacted Archivematica’s developers, and they added a new feature—transliteration of non-roman file names into roman characters—resolving the issue of non-recognized characters being replaced with underscores. (We cannot vouch that this functionality works for every language!) We also suspect that some of the transliterated file names no longer have meaning and would not make sense to a speaker of the language. Still, considering that Archivematica can also retain the file names in their original languages and scripts, the new option was far superior to having file names that consisted of strings of underscores. Since then this functionality has become a standard Archivematica feature.

			Our next challenge had to do with the rights metadata. Similar to other archival collections, Ford IFP came with a set of rights and permissions established by the collection donors. As described in the preceding section, we used Archivematica to provide preservation and rights metadata on a SIP level, that is, files from each office were divided into three SIPs according to their access categories. The wording for the rights and permissions statements was derived from the formulas used by the RBML to indicate similar restrictions for analog collections. However, the permissions and access levels are subject to change over time as restrictions on materials expire.

			Our efforts, described above, focused primarily on born-digital office documents, which constituted the bulk (in terms of file quantity) of the IFP electronic records. However, as part of the project, we also encountered the need to create or capture metadata for digitized materials, archived websites, and obsolete digital media identified during processing. Metadata for digitized records had to comply with our existing CUL metadata schema, which is essentially standard MODS,32 but in many cases they required only a subset of the available MODS elements, depending on expected use and format type. Metadata for twenty-six IFP-related websites, which we captured via the Archive-It service, was added manually via the Archive-It Dublin Core–based template.

			Our original grant plan assumed that all digital materials would arrive on flash/travel USB drives, and we did not expect any obsolete media formats. This assumption was proved wrong, since diskettes and optical disks were found among the paper materials during processing. We used standard separation sheets—one copy to accompany digital items, the other one denoting its original location among the paper—to track these materials and make sure their original location becomes part of the metadata. Contrary to our expectations, we amassed so much obsolete media in need of conversion that this task is being outsourced to a trusted vendor. Information about the original and the derivation will be added to a descriptive metadata file submitted to Archivematica.

			Results and Outcomes

			Our digital preservation workflow includes preliminary work with our content donors: accessioning the content, virus checking, verifying integrity of the incoming files, preserving a bit-by-bit copy of the original transfer, content analysis and reorganization as necessary, processing the files with the OAIS-compliant digital preservation software, ingesting the resulting AIPs into our long-term preservation repository, and providing access to the digital content in accordance with donor specifications. All these steps are accompanied with gathering, creating, and preserving metadata. Taking into account the ever-increasing amounts of digital content, it is crucial to automate as many steps of the workflow as possible. Our software tools include our custom makeInventory program and the AccessData Forensic Toolkit (FTK) (which together allow us to create and track technical and some descriptive metadata starting at the early stages of preservation cycle), as well as Archivematica,33 used for providing descriptive, preservation, and rights metadata.

			The end result of the preservation process for each group of the IFP materials was a set of two preservation BagIt bags. The bit-level bag contained the original files, virus check results, file inventories created by donors and CUL, transfer agreements, and digital media processing reports. If the media itself was considered an archival object, photographs of the back and front of a media item were added to the bag as well. The other full preservation bag, created for a subset of the original submission that required more granular processing with FTK and Archivematica, had a more complicated structure and included original materials, their preservation copies, and metadata for every processing step.

			In the course of the IFP project, we were able to build the workflow for metadata capture and maintenance using a combination of commercial products and customized in-house solutions. Most of the metadata necessary for basic navigation and delivery of the content can be extracted from Archivematica’s METS file. Descriptive information is best provided at the group level, but item-level descriptive metadata, when available, can be loaded into a SIP on ingest or added and modified later using a metadata editor. Metadata records are stored in Fedora and can be output in a number of schemes, such as MODS, for use in content management and access systems. For the IFP archives, metadata extracted from the METS file in conjunction with Solr indexing of content allowed us to provide searching by original full file paths and perform full-text search of the file contents. Both types of search can be performed in multiple languages. Some of the tools created in the course of this project are now available for the archival community in general.

			Evaluation and Analysis

			Even though Columbia University Libraries at present does not aspire to becoming an ISO 16363–certified trustworthy digital repository, there is still a need to develop routines for reliable record accessioning, ingest, and metadata capture for the materials worthy of long-term storage, which can then at some point be transferred to a TDR. Metadata-related criteria for trustworthy repositories defined in the ISO 16363 standard include tracking provenance, authenticity, preservation activity, technical environment, and rights management,34 and all these issues had to be addressed for our digital assets. Therefore, Columbia University Libraries is, in effect, building a hybrid system, combining outsourced or consortially managed elements with custom-built in-house solutions.

			Our work plan called for collaboration with donor organizations on the earliest possible stage in hopes of utilizing their content expertise for arrangement and description of records. However, our assumptions in the beginning of the project proved to be overly optimistic. We found donor-provided categorization to be unreliable and also had to deal with unexpected language and encoding problems, as well as excessively long file names. Unexpected amounts of time and resources during the project went into manual metadata creation and review. At this time, no automatic validation has been implemented for manually input descriptive metadata. As we expand our electronic archiving efforts, this functionality will become one of our top priorities.

			Our system is largely compliant with the functional requirements for managing metadata presented by the 2008 Model Requirements for the Management of Electronic Records (MoReq2). The number of metadata elements allowed for each entry is practically unlimited; the workflow provides for automatic population of metadata fields whenever possible, specifies elements to be entered manually or obtained from lookup tables, and takes into account different sets of metadata elements for different record types. The system also allows any metadata from the METS file to be extracted and used as a search field in a free text search.35 For the IFP project, the search was implemented for descriptive metadata—chiefly file and path names—and selected technical metadata fields, such as file format.

			Practical Advice and Lessons Learned

			Work on capturing and creating metadata starts prior to physical acquisition of the records. Gift and transfer agreements can define preservation workflows and processing procedures, which in turn determine certain kinds of metadata requirements. These implications need to be kept in mind when such documentation is being crafted; they also need to be carefully analyzed by the project team at the start of the project.

			The process of creating and validating metadata still remains one of the most labor-intensive and time-consuming parts of the project. This needs to be taken into account in the course of project planning. Guidelines provided to donors can outsource some metadata creation and prevent certain problems (such as excessively long file paths) from happening, but donors vary widely in their reliability and ability to follow technical instructions. Active involvement by repository staff is crucial.

			Inability to provide much description at the item level is compensated for by utilizing group (SIP-level) descriptions. Metadata for a SIP is entered manually and then propagated to each file in the SIP automatically. Repositories need to consider this functionality when selecting their digital preservation software.

			Technical and preservation metadata extraction and creation should be automated as much as possible. Numerous commercial and open-source software tools, such as BitCurator, FTK, Archivematica, and Preservica, are available for this purpose. Despite using commercial products and receiving technical support, we still spent time and effort to deal with unexpected glitches. Given the pace of technical progress, the variety of software and hardware configurations, and the challenging nature of preserving digital content, some initial malfunctions and fine-tuning were likely unavoidable. The ability to modify metadata, particularly metadata pertaining to access restrictions, is necessary even after materials are ingested into a long-term repository, for example whenever corresponding restrictions expire, or in case a document had been miscategorized by a donor. As indicated in MoReq2, the history of changes in security category values also needs to be kept as metadata. We are now in the process of adding such functionality to our metadata systems.

			When faced with diverse digital materials, archivists need to be prepared to utilize a wide variety of processing and preservation routines. Metadata plays a key role in keeping track of the multistep preservation process as well as in assembling digital assets to present them to researchers as a coherent intellectual whole.
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			Capturing Audit Trail Data

			Theory: Authenticity and Audit Trails

			Daniel Noonan

		

		
			Maintaining an audit trail—the chronological record of activities that is sufficient to enable the reconstruction, review, and examination of the sequence of environments and activities that have occurred in relation to a particular record—is inextricably linked to the provenance of a record, not just at the point of appraisal and accessioning, but from the record’s point of creation, through its primary and active use by an individual or within an organization, and throughout its archival life.1 Archival theory developed from humans having the physical abilities to read and analyze information, which is linked to the media on which it was written; however, as Stielow noted, “this approach is no longer sufficient. Stare as you might, the floppy disk is indecipherable to the human eye.”2 Hedstrom stated that, “on the most basic level, electronic records are not inert physical items; rather, they are dynamic, interactive documents that combine information from many different sources and several different formats into complex, virtual documents. . . . The content of an electronic document is recorded separately from the software that organizes it into an intelligible, logical structure for transmission or viewing on a screen.”3 There is the need to authenticate the provenance—information regarding the origins, custody, and ownership of an item or collection—of all the items that are accessioned, regardless of format, albeit a more complex undertaking for electronic records.4

			The international standard for records management, ISO 15489, suggests that authoritative records have the characteristics of authenticity: an authentic record proves to be what it purports to be; reliability: a reliable record is one whose contents can be trusted as full and accurate; integrity: referring to a record being complete and unaltered; and usability: a usable record is one which can be located, retrieved, presented, and interpreted.5 As logical, not physical, entities, it may be harder to establish the authenticity, reliability, and integrity of electronic records. However, electronic record-keeping systems and trusted digital repositories that capture audit trails should be able to provide evidence of authenticity over time, document the reliability and integrity of the records, and assist in their usability.

			A key incentive for developing more systematic audit mechanisms to establish and certify authenticity is the fact that archivists are unlikely to be working with original archival electronic materials. All archival electronic records may be more accurately thought of as copies of original records—preservation copies made according to the particular standards, and use copies that may be generated according to user needs.6 An audit trail for electronic records and digital objects consists of the “documentation of all the interactions with records within an electronic system in which any access to the system is recorded as it occurs.”7 Whether approaching the topic from a records management or an archival point of view, the audit process and trail assists in establishing not only the authenticity, integrity, reliability, and usability of records but documents the handling and transformations that have taken place during preservation activities.

			If archivists are able to identify potential electronic record-keeping systems, influence the technical standards for such systems, and ultimately capture the type of documentation necessary to facilitate the future use of records created by these systems, then it is likely that electronic records of historical value can later be transferred to archival custody more effectively with some of the cost of processing, arrangement, and preservation already paid. While these types of cost benefits have not yet been fully realized—in part due to systems that are not designed with archival input or with the need to provide for authentic, reliable, usable records with integrity beyond the systems’ life cycle—the profession and its allied partners have been developing national and international standards to that end.

			The Advent of Electronic Record-Keeping Standards

			Prior to the advent of the aforementioned ISO standard, Bearman and Sochats’s Pittsburgh Project laid out a foundation for functional record-keeping requirements. They suggested that “any organization that wants to use electronic documentation as evidence in the future will need to satisfy the requirements of evidence [audit trails] in the normal course of conducting its business.”8 Simultaneous to the Pittsburgh Project, Luciana Duranti and others collaborated with the US Department of Defense (DoD) to transform theoretical electronic records authenticity hypotheses into implementable and assessable functional requirements for systems that generate electronic records.9 The project led to the establishment in 1997 of DoD 5015.2-STD, Design Criteria Standard for Electronic Records Management Software Applications, as well as to the InterPARES Project in 1999.

			DoD 5015.2-STD (originally adopted in 1997, revised in 2002 and 2007, and reissued in 2015) established a set of criteria by which a records management software application can be certified.10 Developed as a standard for the DoD, as early as 1998 it was endorsed by the US National Archives and Records Administration, and it has become a de facto standard in the United States.11 Of the nineteen major mandatory requirements, two pertain to the need for and management of audit trails—C.2.2.9 System Audits and C.2.2.11 System Management Requirements.12

			The first phase of InterPARES (1999–2001) focused on establishing requirements for authenticity of inactive records generated and maintained in large databases and document management systems created by government agencies.13 It established audit trail related benchmark criteria that an institution should maintain to demonstrate that it has defined, implemented, and monitored access privileges for all interactions with records (A.2); developed procedures to prevent and correct loss or corruption of records (A.3); and developed procedures for the transfer of records to a preservation environment (A.8). Further, it established baseline requirements that support the production of authentic copies of electronic records. B.2 requires that “the activity of reproduction has been documented,” i.e., an audit trail.14

			Similar to the DoD 5015.2-STD standard, the European Commission’s DLM Forum15 developed the Model Requirements (MoReq) in 2001 as a framework to guide the development of electronic records management systems. It evolved in 2008 to become MoReq2, and in 2011 it assumed its current form, MoReq2010. A key conceptual difference between MoReq2010 and its predecessors is the articulation of “event histories” in lieu of “audit trails.” While MoReq2010 acknowledges the need for audit trails to satisfy ISO 15489 requirements for “complete and accurate representations of all transactions that occur in relation to a particular record . . . [it] adopts this approach but extends it by adopting the concept of an event history for each record from ISO 23081-1:2006: Information and documentation—Records management processes—Metadata for records.” Further, it infers the use of audit trails by noting that they “may be conceptualised as a view of all events from the event histories of all entities across the whole MCRS [MoReq2010 compliant record system] (in timestamp order).”16

			Finally, from a record-keeping point of view, ARMA International articulated in 2009 the need for audit trails in its Generally Accepted Recordkeeping Principles. The second principle, integrity, calls for an acceptable audit trail, stating that these “are essential in proving reliability of the recordkeeping actions of the organization . . . [and that] . . . acceptable audit and quality assurance processes should be in place.”17

			Archival Preservation and Audit Trails

			In transitioning and transferring records from electronic record-keeping systems to archival control and a preservation platform, archivists need to ensure that archival records are preserved in authentic form with intellectual control that describes the records according to standards that include contextual information sufficient to define the provenance, context, and structure of the records; it also means applying controls to any technological migrations or transformations in order to preserve authenticity—that is, an audit trail.18

			The Consultative Committee for Space Data Systems (CCSDS) developed the Reference Model for an Open Archival Information System, which has become commonly known as OAIS.19 Adopted as an international standard in 2002 by ISO, the OAIS model accounts for actions by producers of information that is transferred to an archival preservation environment, where it is managed and eventually disseminated and utilized by consumers of information. Provenance information that is maintained in an OAIS provides an audit trail; it documents “the origin or source of the Content Information, any changes that may have taken place since it was originated, and who has had custody of it since it was originated . . . [providing] . . . future users some assurance as to the likely reliability of the Content Information as it contributes to evidence supporting Authenticity.”20

			In 2007, the Center for Research Libraries (CRL) which administers the Trusted Repository Audit Checklist (TRAC), the developers of the Digital Repository Audit Method Based on Risk Assessment (DRAMBORA), and representatives of the Network of Expertise in Long-Term Storage (nestor) authored the “Core Requirements for Digital Archives” in order to “[develop a] consensus on core criteria for digital preservation repositories, to guide further international efforts on auditing and certifying repositories.” Among the ten requirements is one that addresses metadata management and audit trails: “Creates and maintains requisite metadata about actions taken on digital objects during preservation as well as about the relevant production, access support, and usage process contexts before preservation.”21 TRAC and nestor’s Catalogue of Criteria for Trusted Digital Repositories22 identify directly the need for audit trails, whereas it is only implied in DRAMBORA.23

			The objective of TRAC, developed by OCLC’s former Research Libraries Group and the US National Archives and Records Administration, was to articulate criteria to identify digital repositories capable of reliably storing, migrating, and providing access to digital collections, with the criteria being derived from the OAIS model, thereby determining whether the repository is OAIS compliant or not. TRAC provides more than a dozen criteria that correspond to the use of audit trails.24 OAIS and TRAC led to the development of two additional ISO standards: 16363, the audit and certification of trustworthy digital repositories, and 16919, which establishes requirements for bodies providing audit and certification of candidate trustworthy digital repositories.25

			Initially a German Federal Ministry for Education and Research sponsored initiative, nestor since July 2009 has acted as an independent network of partners comprised of digital preservationists, librarians, archivists, museum curators, and other professionals who work together in the attempt to ensure long-term preservation and accessibility of digital sources.26 The Catalogue of Criteria for Trusted Digital Repositories establishes criteria to evaluate digital repository trustworthiness from both technological and organizational points of view, similar to both the TRAC and DRAMBORA projects. Section B of the Catalogue of Criteria is dedicated to object management. Item 12.4 acknowledges that digital repositories, which utilize migration as a long-term preservation strategy, as a side effect are ultimately changing the object to some extent. Therefore, it requires the digital repository to record adequate metadata to document all the changes made by the digital repository to the digital objects. This includes not only the changes made to the digital object itself, but recording the people, systems, and corresponding rights involved to document authenticity of the object and to help ensure the technical preservation of the digital object. And it finally notes that the provenance/history/audit trail can be managed via metadata.27

			Conclusion

			National and international standards have been developed over the past two decades to identify system, process, and metadata requirements for the management and preservation of electronic records. Among these requirements are those for audit trails. Maintaining an audit trails is crucial for demonstrating the authenticity, reliability, integrity, and usability of electronic records, not just at the point of appraisal and accessioning, but to provide provenance for electronic records from their point of creation, through their primary and active use by an individual or within an organization, and continuing throughout their archival life. This is especially necessary as permanent electronic records are transformed throughout their archival lives in order to remain accessible and understandable. Ultimately, if conducted methodically, it may actually provide electronic records with a greater level of authenticity than their paper counterparts.
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			Implementation: Adventures in Audit Trails: A Satellite Office’s File Share Cleanup Project

			Mimi Dionne

			Context

			An oil company recognized that it was not leveraging electronic records audit trails to their fullest potential early into its electronic document management system (EDMS) implementation.

			The fundamental challenge: a European corporate office and its satellite offices barely publicized its data and information management (DIM) services. This oversight was not due to lack of effort by DIM employees or lack of support from senior leadership. Indeed, the executive team invited the DIM program to introduce itself and its value to the organization many times. As DIM employees struggled to write a cohesive mission statement based on a healthy combination of elements from diverse information management schools of thought, opinions differed on basic tenets of electronic and hard-copy document management. DIM personnel delayed any conversations on advanced tools such as audit trails. However, reporting to local chief information officers (CIOs) was an advantage for each DIM employee; this arrangement allowed DIM employees to empirically test and collect data on their respective DIM approaches.

			Strategy

			As the DIM program launched its EDMS implementation globally, each satellite office prepared its storage locations. The local office in the United States chose to streamline and upload content from four of its file shares, which served as the unofficial document repository. Baseline metrics revealed that two of the four most populated and heavily modified file shares contained almost seventeen million files (files were referred to as “objects”). The storage size equaled roughly 300 terabytes (TB). Metadata magnified the number of objects times eight:

			
					Name

					File paths

					Total size

					Each object’s unique size

					Date created

					Last accessed

					Last modified

					Owner

			

			The metadata were analyzed regularly to evaluate project success. The DIM business lead, the project manager for the cleanup effort in the US office, built algorithms to easily manipulate the metadata. The algorithms could not be measured, however, without context from audit trails. Therefore, the DIM business lead identified and built two types of audit trails. The first type was an internal tool: the text outputs from a commercial tool called SpaceObServer. The second type was an external-facing tool: illustrated “destination” information architectures.

			The DIM business lead assembled the text outputs from SpaceObServer, which was an internal device. She arranged the text outputs according to three categories: archive, deletion, and move execution. The DIM business lead constructed every list in a digestible way according to the personality of each content custodian in order to facilitate digestibility and to inform them on their file share usage behaviors. Leveraging the inexpensive enterprise hard disk survey tool called SpaceObServer facilitated this task.

			SpaceObServer scans local and network drives as well as Exchange mailboxes using a background service and stores their structure, sizes and properties in an SQL database. Linux and Unix file systems can be scanned via SSH (Secure Shell). In an Explorer-like user interface the collected data can be viewed and browsed in hierarchical or tabular views, 3D bar, pie, line charts and tree maps. Using the archived data you are able to track the development of the space usage from past to present, and forecast future size usage.

			The DIM business lead prepared lists of duplicates a few ways. At the macroscopic level, DIM prepared lists of duplicates within each file share as well as duplicates across the four file shares. Reports were driven by organizational charts and therefore employee identification code (sequenced XXX-###). If the metadata matched 99 percent or better, SpaceObServer organized the cluster of duplicates by file name and added the cluster to the report. The DIM business lead manually organized objects with different metadata but the same content based on interviews. As duplicates were identified and archived or deleted, the DIM business lead would refresh each content custodian’s list.

			The deduplication cycle continued through the manual sorting of duplicates and the unique object lists review with individual users. The DIM business lead provided users with lists of unique objects that included a new column with two options: keep or delete. Users reviewed each object and edited every row of their content workbook with one of the two possible decisions. Users returned their workbooks to the DIM business lead, who reviewed all workbooks. DIM either haggled with the user or accepted their comments. DIM sorted the users’ lists into a keep workbook and a delete workbook. DIM regularly transferred these workbooks to the infrastructure services (IS) team every Friday, who executed the changes.

			As users identified duplicates, the DIM business lead partnered with each team to create its new information architecture. These “destination folder structures” housed content located across the file shares in multiple locations into one structure per team. Each team’s folder structure consolidated into an enterprise content management structure. The DIM business lead reviewed and edited each proposed folder structure with the team. As users chose objects to keep, DIM highlighted those folder paths and delimited each folder path into keywords. The DIM business lead analyzed the keywords for frequency and value and presented them to the teams during the first-draft folder structure review.

			The DIM business lead outlined each team’s folder structure in Excel. The guidelines to the team were simple: minimize duplicate folders, do not create more than eight subfolders, prefer functional folder titles, a numerical sequencing would be decided upon by the focal point working group, ensure that the structure allows for easy application of retention management, and create a list of personnel to guest into the team’s structure. Every structure had four common folders: Administration (for team leadership and guests), Archive, Delete, and No Fit. No Fit required the most explanation: the folder housed objects that did not have a corresponding subject content folder yet or the user was unsure where to file the object in the existing structure. If the teams followed these rules, the DIM business lead adamantly defended the right of each team to create a structure to reflect their ways of working. Matrix teams built of interdisciplinary personnel guested into the appropriate architectures. DIM published the “final” versions of each team’s folder structure to the file share. As deduplication and unique object reviews progressed each month, DIM documented their organic development.

			The DIM business lead reviewed the remaining objects that belonged to each team across the two file shares on a monthly basis with content custodians. The objects that remained were identified to be moved to the new destination folder structures. The DIM business lead ran fresh lists from SpaceObServer every two weeks. DIM annotated the lists regularly with proposed destination folders for each object. The custodian reviewed the objects with DIM and edited or approved the suggested destinations. DIM submitted the workbooks to IS for execution.

			Challenges

			Running reports from SpaceObServer was a daunting, time-intensive task. A normal workday did not exist. While the DIM business lead was required to be in the office from at least 7:30 a.m. to 5:30 p.m., SpaceObServer did not observe those rules. For example, when the first duplicate metadata lists were indexed and output from the first file share, the report took five days to generate. It kicked off Monday morning and finished midnight Friday. The DIM business lead was there to launch the next metadata duplicate report. This availability in order to maximize time management continued for a year and a half. Late nights were common.

			As the DIM business lead introduced the project, users expressed confusion and dismay. How could storage cost so much? How could transferring content from production to tape provide the company with space and cost recovery? How could reviewing objects one at a time be worth the level of effort? they asked. To their credit, users acknowledged the state of information governance chaos immediately. When the question was posed to them, no one could recall the purpose or scope of each of the file shares. The DIM business lead learned quickly to moderate conversations among the teams. DIM listened carefully to promote business intimacy.

			DIM could not achieve true business intimacy without a steering committee. DIM asked for and was granted at least one participant from each technical and administrative team. Three served on the committee if the team had twenty people or more. Members accepted the reports design without question. Consolidating opinions on the appropriate framework for folder structure development, construction, and publication as well as version control was a struggle.

			The lack of guidance from corporate headquarters on document control naming conventions for objects and folder structures was keenly felt by both the users and the DIM business lead. Both parties wished for more structure and input from corporate headquarters. To compensate for the lack of it, the DIM business lead followed users’ ways of working closely during informal and formal conversations. DIM in the United States would regularly share the latest versions of folder structures with its sister office in Africa as well as with the DIM director in Europe. The DIM director chose to depart the company mid–file share cleanup; the new, interim director arranged for the US DIM business lead to present the project framework to colleagues within every location. The company slowly digested results and lessons learned.

			Results

			The reticence of the business user community to understand the project gave way to a frenetic embrace as the oil and gas industry downturned into the current bear cycle. The first round of layoffs occurred within four months of the DIM business lead’s employment: 325 employees were gradually whittled down to 80. The stress of each layoff cycle distracted everyone from the target goal of thirty-five remaining terabytes of storage. The constant shift required a grace period of six months before assigning previously employed personnel’s content to new custodians. New lists were run each layoff cycle (four to date), and existing lists were edited closely. The lists of duplicate objects were especially useful, but the DIM business lead knew that deduplication would only provide 1 percent to 2 percent of immediate space savings at best.

			The DIM business lead reduced storage space quickly with a few early and significant wins. One entire file share was archived off. DIM partnered with the largest technical team first. They were a pilot phase within the project; they created the precedent for the subsequent project approach. The team had a new hire—a technical specialist—who partnered with the DIM business lead. It was a mutually beneficial relationship. The technical specialist voiced support for the DIM approach during crucial moments of the focal point working group, and the DIM business lead supported the technical specialist during all project tasks.

			The focal point working group distributed duplicate lists from the DIM business lead to their team members. Users selected content to save and delete—and the duplicate lists were submitted from the focal points back to the DIM, which adjusted the lists. During the first deduplication, 4.25 million duplicates with matching metadata dropped to 750,000. The remaining metadata matching duplicates were technical files that were named the same but were versioned differently. DIM isolated content duplicates in a workbook maintained by DIM only. DIM viewed and prepared them once a week prior to submitting unique object lists to IS. Duplicates grew by 250,000 over the year due to team cross-pollination among remaining technical personnel.

			Lessons Learned (to Date)

			One of the first lessons learned addressed custodianship of departed employees’ content. Senior leadership especially felt the loss of intrinsic knowledge about the file shares. The number of security identifiers (SIDs) to objects—instead of current employee identification sequences—was substantial. The DIM business lead leveraged the duplicate and unique objects reports to analyze where security identifiers and current employee identification sequences shared folder paths. DIM assigned the SID to one or more employees for additional review and discussion. DIM notified senior leadership of the assignment as well.

			Consolidating every voice/opinion into one per team was diplomatic but excruciating. For example, the DIM business lead sincerely committed to recommending that each destination folder structure would divide into sections that closely adhered to the company’s project management life cycle: initiate, plan, execute, monitor and control, and close. The focal point working group that provided feedback to the DIM business lead from each business unit, however, disliked that idea immensely. Users objected to applying a phase of the project management cycle when the for-profit project was constantly cycling through the initiate and plan phases only. Users were certain they would have to at least duplicate if not triplicate content in order to have a complete package of information at project turnover. The DIM business lead listened and agreed to their arguments—but it was a significant project adjustment.

			Evaluation and Analysis

			The 16.5 million objects multiplied by eight pieces of metadata equaled 132 million pieces of information. The DIM business lead edited SpaceObServer and built algorithms to manage statistical analysis. Together with the user community, the DIM business lead reviewed every piece of metadata at least twenty times prior to the respective keep/delete/archive and move decisions. Object reviews began in earnest in March 2015 and continued through October. Archiving suspended in November; IS did not have the resources to execute decisions through the end of the year. DIM turned to documenting each team’s folder structure growth.

			In the beginning of the folder structure phase, the two most heavily used of the four file shares had over 125 primary-level folders. Each primary folder had at least twenty-two subfolders. Thirty-two percent of each structure under the 125+ primary folders was empty. One user created 3,322 empty folders. The destination folder structure contained ten primary folders. Two of them belonged to the company’s two major for-profit projects. Seven primary folders were designated for each shared service such as administration or financial services. The last folder on the primary level was a general archive folder. The two project folders broke down into their respective teams based on their organization charts. For-profit project number 1, for example, has an additional ten folders—one for each sub-team. The focal point working group decided that the number sequence begins on the third level—the team’s view.

			Practical Advice and Lessons Learned

			Due to resource availability as well as the annual deduplication cycle, the project is still in the objects move phase. The destination folder structure is currently the fourth-largest folder on the most populated file share. The numbering sequence is two digits per layer, separated by a period. The sequencing will be applied to three layers only once all objects are moved. The No Fit folder will be removed from every structure. When all objects are moved to the destination folder structure, it will become the new root. All other folders on the primary level of the most populated file share as well as the second file share will be deleted. In early January 2016, senior leadership publicly expressed support for the project’s conclusion. It was the first time the DIM business lead heard that the only content links senior leadership have received in the past three months were mapped to the destination folder structure.

			Senior leadership became vocally supportive after they were presented with illustrated folder structures. The Excel workbooks highlighted duplicate folder structure names. Unique values were color coded with green and red folder titles. Green font equaled additional subfolders, and red font confirmed no additional subfolders. Information security classifications, external guests, and retention categories were included in the folder structure worksheets. As structures were edited by users on the file share, DIM tracked those changes in the respective workbooks. These workbooks are updated regularly and shared with IS and the African office.

			While senior leadership especially appreciated these folder structures as audit trails, users did not. The constructions of algorithms was hard for the DIM business lead to express and difficult for the user community to absorb. It was not interested. Content custodians wanted the final set of information only. Most workbooks were too granular—“too raw,” as one user expressed it. More often than not the “raw” data incited dour looks. Users preferred to look directly at the file shares and visualizations: for example, number of departed employees whose content now belonged to them, number and name of folders in which all content was located, starburst patterns of object extensions, percentages of current duplicate objects, and percentages of current unique objects are common tools today. As DIM struggled to understand users’ needs and construct audit trails and data analysis based on preferences, DIM advanced its skill sets in big-little data science as opposed to audit trails.

			DIM learned the hard way not to complicate the users’ world. This approach was equally important in procuring senior leadership’s buy-in. A year ago, no one in the user community understood or accepted the project. Today DIM regularly speaks with at least twenty users on a daily basis. The progress is largely due to the two types of audit trails outlined in this section. They are significant communication tools to garnering file share cleanup project success.

			Implementation: Auditing through Infrastructure Migrations: The Use of the Audit Control Environment (ACE) in the Chronopolis Digital Preservation System

			Sibyl Schaefer, Michael Smorul, Michael Ritter, and David Minor

			Context

			Chronopolis History

			Chronopolis was founded in 2007 by an organizational partnership that included the San Diego Supercomputer Center (SDSC) and the UC San Diego Library, working with the National Center for Atmospheric Research (NCAR) in Colorado and the University of Maryland Institute for Advanced Computer Studies (UMIACS). The network was originally funded by the Library of Congress’s National Digital Information Infrastructure and Preservation Program (NDIIPP) and housed data generated by other NDIIPP projects. From the start, Chronopolis was designed to preserve hundreds of terabytes of digital materials, of any type or size, with minimal requirements imposed upon the data provider. Chronopolis uses high-speed networks, mass-scale storage capabilities, and the expertise of its partners to provide a geographically distributed, heterogeneous, and highly redundant preservation system. Chronopolis was certified as a trusted digital library by the Center for Research Libraries in 2012, and it plans to undergo ISO 163163 certification in the future.

			As of 2015, Chronopolis remains a production environment and has greatly increased in scope as part of the Digital Preservation Network (DPN).28 Original partner organization SDSC is no longer an active member of the collaborative, and the UC San Diego Library has assumed full management authority.

			The Chronopolis digital preservation network provides services for the long term, to ensure data preservation for decades into the future and across a wide variety of disciplines. Data within Chronopolis are considered “dark.” That is, once data have been ingested, there are no access services provided directly to the data. Instead, Chronopolis carries out all needed preservation actions, and any dissemination of data is mediated. Chronopolis’s fundamental premise is that data will be maintained in such a way that they can be handed back to data owners in exactly the same form in which they were provided.

			Chronopolis is based on two driving principles: geographically distributed copies of all data, and constant curatorial audit reporting. Both of these principles require a tool that enables active, constant management of content, especially the ability to verify that any changes are desired. Since its founding, Chronopolis has used the Audit and Control Environment (ACE) as its core tool to accomplish these tasks. Throughout shifts in the Chronopolis architecture, ACE has remained an adaptable tool that allows for great flexibility and nimbleness.

			ACE has been the fundamental tool for Chronopolis since its inception. The network’s founders realized that the only way to guarantee bit integrity at a network of sites was to have a tool that was able to rigorously verify data within a node and among nodes. The history of Chronopolis development and ACE development are intertwined, as the needs of the former were one of the main drivers for the latter. Primary development of the ACE software has been handled by the ADAPT (A Digital Approach to Preservation Technology) team at UMIACS.

			Strategies

			The Chronopolis project currently achieves its goals of providing dark, distributed digital preservation services by implementing two key pieces of software: ACE and ChronCore. These two components have come into existence at different points in Chronopolis’s life cycle as the archive has changed its technological underpinnings.

			ACE: Audit and Control Environment

			ACE was the first custom component deployed within Chronopolis. A standalone product developed at the University of Maryland, it was deployed to provide a platform-independent audit service for the archive.

			ACE addresses the integrity of long-term archives by using rigorous cryptographic techniques using concepts found in a digital notary. Specifically, it performs two crucial roles. First it provides software that continuously audits the contents of the various objects in a repository according to the policies set by the archive. Second, by the use of a small cryptographic token issued for each object, it is able to assert that the digest used to verify an object has not changed since the token was issued. This token is linked to a widely published value and can cryptographically link the signing of an object to a twenty-four-hour time window. Tokens are constructed in a way that does not require the maintenance of a heavyweight key infrastructure.

			ACE Tokens

			The novel feature of ACE that differentiates it from other auditing systems is the use of a small token stored alongside a file. This allows ACE to prove three things about a file and its digest:

			
					Using the digest of a file, you can show that the file is intact with respect to that digest.

					Using the token and an external Integrity Management Service (IMS), a digest can be shown to have changed since it was issued.

					Using an external, publicly available third-party witness value (a hash), the external IMS may be challenged to show that its token validation services have not been compromised.

			

			ACE tokens and their external witness values are generated as follows:

			
					Any digests a particular Audit Manager (AM) wishes to secure are gathered and transmitted to the IMS.

					The IMS takes all the submitted values from various Audit Managers within a time window, along with internal random hashes and the previous round’s cryptographic summary information (CSI) value, and generates a Merkle tree from all hashes to create a CSI. This CSI is saved and used to seed the next round. For each submitted hash, the IMS creates a token containing all the values from that hash, called a proof, to the root of the tree.

					Every twenty-four hours, a tree is constructed using all the day’s CSI values seeded with the previous day’s witness value. The root of this new tree is called the witness value and is widely published to a number of publicly available mailing lists (see figure 5.1).

			

			A powerful feature of ACE is that as you progress from CSI rounds to witness rounds, less data has to be preserved at each level in order to fully secure the system. The fully open nature of the round aggregation also means that no secret key must be preserved in order to maintain integrity. This allows tokens to be publicly published alongside the data is securing, allowing for easy external auditing. Starting with a trusted external witness value, an external auditor can challenge both the IMS and the AM to produce a proof for any round it wishes to test.      
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					Figure 5.1.

				

			

			ACE Components

			ACE has two components: (1) the Audit Manager (AM), which checks files locally to ensure they have not been compromised, and (2) the Integrity Management Service (IMS), which issues tokens that the AM uses to verify that its local store of file digests has not been tampered with (see figure 5.2).       
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					Figure 5.2.

				

			

			To audit files with ACE, one only needs to install an Audit Manager locally. The Audit Manager is a web-based application that can audit millions of files and terabytes of data. It performs two types of audits. The first, a file audit, will check files in registered directories against stored hashes to ensure that files have not been corrupted. The second, a token audit, will check the stored hashes against a remote integrity management server to ensure that nobody has tampered with the stored hashes. The Audit Manager keeps extensive logs about the status of each file and any changes that are noticed. Any changes in collections can also be easily monitored through a status report (see figure 5.3).      
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					Figure 5.3.

				

			

			The ADAPT project runs a publicly available IMS at ims.umiacs.umd.edu that any group may freely use.

			ACE has been installed at all three Chronopolis sites to monitor the integrity of replicated files. Each of the three partner sites administers local ACE installations independent of the other sites. After replication to a partner site finishes, the partner site registers the new collection into ACE for monitoring. During registration, collections are grouped by data provider, and an audit policy is assigned to them. (This workflow is discussed in detail below.) Each collection is assigned a unique audit policy that determines when the Audit Manager will scan collections for changes. The current default policy in Chronopolis results in an audit of collections approximately every forty-five days.

			During the initial audit, SHA-256 digests are registered for all files in the collection. These digests are secured and used to validate the contents of a collection during subsequent audits. After the collection has been registered, auditing will occur as dictated by the collection’s audit policy, or manually as triggered by an administrator. After each audit, a report is generated summarizing what activity occurred during the audit.     
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					Figure 5.4.

				

			

			After a collection has been fully registered, an administrator may compare the collection to either a supplied manifest or to a peer site. After replication, partner sites that recently received data compare their new, replicated collections to the master collection in order to detect any files that may not have been properly replicated. In Chronopolis, both partners at UMIACS and NCAR compare their collections against UCSD to ensure they have been replicated properly.

			Chronopolis Core Software

			In addition to ACE, the other key software employed by Chronopolis is a bespoke system named ChronCore. ChronCore consists of three critical services: intake, ingest, and replication. Currently only one partner site runs the intake and ingest services, which package, record, and stage data for replication. All partner sites run the replication service, which polls the ingest service hourly to determine if new collections have been staged for replication. The vast majority of the data held in Chronopolis is UCSD generated, either by the UCSD library or by research initiatives throughout the campus. In addition to being the nexus for data generation, UCSD manages the pathways needed for the receipt of data from other systems, such as DPN, DuraCloud, and DuraCloud Vault.29 This dual role as data generator and data recipient makes UCSD the obvious choice to run the ChronCore intake and ingest services. Once data move through the intake and ingest services at UCSD, replication services at each node—UCSD, NCAR, and UMIACS—pick up the staged data and begin transfers.

			The main purpose of ChronCore is to package and securely distribute data throughout the system, providing several levels of bit auditing to ensure that nothing is lost in transmission. ChronCore works closely in conjunction with ACE to achieve this goal.

			Intake

			Content coming into Chronopolis is required to be curated and have a manifest of its items so that it can be validated against an authoritative resource. This content will be deposited through one of the intake services running at Chronopolis that handles the transfer of content. For example, they could be a DuraCloud account holder with access to the Chronopolis storage provider and be able to deposit through DuraCloud. Upon receiving data, the intake service will verify the manifest, and if it is validated, the collection is registered with the ingest server.

			Ingest

			Once content has been verified by an intake service, the ingest service is notified of its status. This serves as a central registry for content in Chronopolis. It will generate ACE tokens for use throughout Chronopolis, which provides useful provenance data about when content first came in and what checksums it arrived with. In addition, by distributing the tokens to each partner site, we get further assurances such as (1) the validity of each checksum, (2) recovery options if a node has catastrophic failure, and (3) distributed responsibility for the integrity of the content.

			Once tokenization is complete, the ingest service will create replication requests from which each partner site can replicate both the content and tokens which are served through a RESTful API. The API serves information about each replication, restoration, and BagIt bag in Chronopolis.

			Replication

			At each partner site, a service is run to query the ingest API and perform replications on any requests. The general flow of events for a replication is as follows:

			
					Query for new requests.

					Transfer data (rsync/https/gridftp).

					Respond with checksum of transferred content.

					If content is valid, register with local AM and audit.

					Close transaction.

			

			If a replication fails in any way, the ingest server is notified of the failure and a new request will need to be made with the replication server, but the cause of failure is first looked at manually to see if it was intermittent (network issues) or something deeper (bit flip).

			Looking toward the future of Chronopolis, software has been in development to help facilitate automated ingestion and recovery of content. By building upon the foundation of Chronopolis, three layers of tools came out, extending from interaction with a data depositor down to our individual nodes and their Audit Manager instances. There is a single node for ingestion of content into Chronopolis, which will run intake and ingest services and is replicated out to the main repository for each partner site through a replication service.

			Resources Required

			Initial Development

			Research on the ACE system was initially developed under a grant from the National Science Foundation and the Library of Congress under the DIGARCH program. The primary motivation for developing ACE was to create a system that would allow independent third-party auditing and not require the maintenance of a public/private key infrastructure. This prototype showed the feasibility of the ACE method and resulted in prototype components for the IMS and a simple Audit Manager. Follow-on development with funding from the Library of Congress and the Chronopolis grant allowed the components to be rewritten and additional features added to make the Audit Manager more generally useful both in its role in auditing collections and also in reporting and logging features.

			ACE in its current form is available as open-source software hosted at the University of Maryland. Installation files and source code may be downloaded from the ADAPT project website at https://adapt.umiacs.umd.edu.

			Running ACE requires a few different pieces of software. ACE itself is a Java web application, and as such it needs a servlet container to run. In addition, it communicates with a relational database when tracking files, tokens, etc. Of these, the supported platforms are Apache Tomcat as the servlet container and MySQL/MariaDB for the database.

			In addition to the system requirements and development resources, system administrators are needed at each node to ensure that at a minimum ACE is up and running, the replication service is up to date and connected, and replications are occurring as expected. As one may expect, the system administrators have changed at each node throughout the years. Part of the motivation for simplifying the Chronopolis architecture is to ease the learning curve for these administrators and to use technologies they would most likely be familiar or at ease with.

			Challenges Encountered

			Chronopolis has existed for almost a decade and has undergone several migrations of infrastructure. Any time a migration occurs, the risk of data corruption rises exponentially, so ACE has been a central piece of the migration process. Migrations within Chronopolis have been of two general types:

			
					Standard storage upgrades: storage disk, servers, network, and rack components are generally updated on a rolling three- to five-year cycle within the Chronopolis data centers. Sometimes these changes are coordinated among the three nodes, but at other times the changes happen asynchronously. Every time a significant change occurs, it is important to verify that the data being stored have not changed. Since ACE is continuously run at each site, it provides a way to check the status of all objects.

					Middleware upgrades: Chronopolis has gone through two major data management software upgrades. The first generation of Chronopolis used the Storage Resource Broker (SRB) to manage data. When the SRB was superseded by the Integrated Rule-Oriented Data System (iRODS), sites within the network migrated to it. This required complete re-registration of all objects at the sites, necessitating the verification of every single object. After several years, due to a number of factors, the Chronopolis sites all migrated out of iRODS and into a homegrown data management system. This again meant that every single object had to be verified. In both of these major changes, ACE was crucial to proving the expected status of objects.30

			

			Early Replication Experience

			The original replication scheme in the SRB attempted to use as much as possible the built-in capabilities of the SRB to handle migration. As Chronopolis moved into larger, terabyte-sized test collections, the replication time required for each collection started to increase substantially. At this time, UMD’s node was connected via a shared 1 Gbps connection to SDSC and NCAR, which would occasionally experience congestion. Specifically, Chronopolis started to encounter the following issues when attempting large data transfers:

			
					Increased impact of services outages. As total transfer times started to exceed twenty-four hours and in some cases up to a week, unplanned and planned service outages started to interfere with and disrupt continuous transfers. As Chronopolis had to replicate data to all three sites, requiring all three sites and the network to be in a state to receive data at the same time for an extended period of time became impossible.

					Small-file penalty. During this time, and continuing today, the average round-trip latency between UMD and SDSC or NCAR was about 75 ms and 50 ms respectively. As a result, the overhead from metadata-heavy operations such as file or directory creation and file opening eventually dominated the total transfer time. Given that the bandwidth delay product (BDP) or the amount of data that can be in flight between UMD and SDSC was 9 MB, metadata operations and acknowledgments very quickly became the bottleneck. A single file copy may involve three to four metadata operations plus transfer, which would result in a total copy time of hundreds of milliseconds per file. On a collection containing millions of files, this penalty becomes severe. Due to architecture choices, we were unable to make use of built-in containerization, which would have helped alleviate some of this problem.

					Bit flips and retry. One concern during this time was that Chronopolis would start to experience false positive errors due to TCP checksum failures during transfer. In practice, due to the overall good quality of the network connection, this did not appear to be much of an issue; however it required that we perform integrity checks after transfer above and beyond the basic cyclic redundancy check (CRC) scheme that was built into the SRB and TCP.

			

			Technology Migrations

			SRB to iRODS

			The first middleware migration involved moving from the initial SRB setup to iRODS. This upgrade provided particular challenges to the Chronopolis network. Because the SRB did not preserve original file names when files were stored on disk, an export of collection data was only possible using SRB tools and creating a duplicate copy of all data in both the old Chronopolis storage and the new iRODS storage. This migration occurred at each site. Clearly, requiring duplicate copies of all data at each site or re-replicating all data between nodes would constrain Chronopolis in the future.

			During this migration, one of the motivating factors for using a storage middleware was removed as NCAR and SDSC had both transitioned to a large centrally maintained storage pool that was visible to Chronopolis as a single file system. Previously, each site’s underlying storage was a mix of disk and tape, and the SRB provided a unified view of this storage. At SDSC and NCAR, iRODS directly controlled this new storage, meaning it was responsible for creating, writing, and reading files on it. At UMD, a large unified file system was not available, so a custom solution called SWAP was developed. SWAP efficiently mapped files across locally attached disks in a way that required no centralized metadata catalog. Files from this storage were then registered into iRODS post-replication to provide read-only federated access to peer sites. This ensured that future migrations could be performed using standard Unix utilities.

			iRODS to Local File System

			As described above, the integration of iRODS in Chronopolis varied at each partner site. Although the federated file system provided an easy way to view the entire federation, the administration of iRODS at each site became more of an issue over time, and only a small subset of features was really being taken advantage of. Given the desire of Chronopolis to avoid technology lock-in, this meant the network was not able to fully use the sophisticated rule mechanism and metadata capabilities of iRODS. In the end, the overhead of maintaining an iRODS infrastructure while not fully utilizing its capabilities motivated Chronopolis’s decision to migrate to a third system. Specifically, there was no institutional support for iRODS or its required metadata catalogs.

			In ACE, moving off of the iRODS storage provider meant updating each collection, then auditing to make sure all the files and tokens were valid. Updating each collection and starting audits was done through the REST API for ACE, so not much time was consumed making small changes. After auditing, errors were reported in ACE showing a difference in the registered checksums for files and the captured checksum on local disk. As collections are stored as BagIt bags, they were checked against the manifests stored with each collection, as well as compared to each partner site. Upon being validated that the files were intact on disk, they were removed from ACE and re-registered.

			New Technologies

			When migrating to the new architecture, many of the changes did not make use of newer technologies as much as taking advantage of older, simpler technologies that have been demonstrated to operate at the necessary scales over time.

			
					SSH: By providing access to a service account at each site, a federated system can be “mocked,” with strict access control ensuring no data are tampered with.

					rsync: A proven transport mechanism for transferring data to each site. It allows for transfers to be restarted, meaning intermittent network problems have less of an impact. Over Chronopolis’s life cycle, the community at large had shown that this tool could scale to Chronopolis-sized connections.

					HTTP/Rest: Rest/JSON has rapidly become an accepted communication protocol, replacing older vendor-specific binary protocols. In addition, its support by numerous languages and tool kits assures vendor lock-in will not be an issue.

			

			Error Obfuscation

			A majority of the operational problems encountered during the early years of Chronopolis centered around the fact that the two middleware systems provided an extra layer of abstraction on top of a *nix base. This often led to misdirection when trying to figure out the root of a problem. Was it a network issue? An authentication issue? A bug in some other layer of the stack? In addition, each middleware had a complex technology stack that required significant IT staff expertise to maintain. This goes from doing simple installs, to configuration, to understanding the language used, to resolving errors. The overhead in many of these tasks is not trivial, especially compared to the technologies many admins already know and use daily (SSH/rsync). Switching to more commonly available tools means that each site is able to draw upon the expertise of a much larger system administration staff.

			Chronopolis Replication Strategy

			The solution to the replication problem was to develop a piece of software that would manage the process of creating the initial replica after a collection was loaded into one of the three sites. The manager was a stand-alone service running at UMD which performed the following steps on any collection that was added:

			
					Create a local index of all files that are part of that collection.

					Open a metadata connection to a replica site.

					Test to see if a file exists, and initiate a copy if not.

					Verify the completeness of a collection.

			

			While these steps are very straightforward, the service had a number of features to alleviate the problems we encountered early on.

			
					Parallel file transfers. The service would initiate multiple, simultaneous copies of files within a collection to a replica site. This allowed us to have multiple file operations in flight in order to overcome the latency between sites. The number of simultaneous copies varied between sites to account for latency and database performance.

					Independent replication. File transfers to each site were independent. This means that the replication of data from site A to site B ran independently of the same collection being transferred from site A to site C. This allowed Chronopolis to continue replication to a site in the event of intermittent failure of a single replica.

					Connection health. During certain types of operations, the SRB would occasionally leak memory and/or database connections on SRB connections that had been open and used to perform massive amounts of operations. In order to prevent resource waste, connections were pooled and only reused for a set number of operations before being reestablished.

					Retry logic. The most common type of failure we noticed between sites was intermittent failure of various components. These failures may last a few seconds and may be attributed to a brief network failure, rebooting of a piece of equipment, database load, or any number of reasons. The retry strategy would first attempt a configurable number of rapid retries (one-second delay), followed by increasing the time between retry and ultimately continuing indefinitely to retry a connection every five minutes. A retry would discard any files that hadn’t been confirmed working and attempt to fully close and restart a connection.

			

			Continued ACE Development

			As Chronopolis has moved toward automating our services and supporting a larger corpus of content, updates to ACE have been needed both to function better internally and to improve usability. In order for any automated service to talk with ACE, a set of RESTful API calls were created to perform the same tasks as one would do manually. In addition, automating Chronopolis services meant various tests could be done to test how the Audit Manager would handle a larger scale of content.

			This exposed various technical and user-facing issues, which are being worked on and fixed within ACE.

			
					Race conditions. Within ACE, multiple operations on a collection could result in malformed and duplicate database entries. A new threading model was made so that a collection can only be changed by one operation at a time. More often than not we want events to be executed synchronously so that we capture the correct state for a collection before moving on.

					Memory leaks. When testing against a larger quantity of content, small issues are magnified. In some instances, this would only be a little bit of memory that could not be reclaimed by the Java virtual machine (JVM), but over tens of thousands of audits, leaks would add up and cause ACE to run out of memory.

					General UI constraints. The usability issues when ingesting content of this scale which can be alleviated by techniques such as pagination, searching, and filtering, which ACE did not originally have built in. This improves the responsiveness of the Audit Manager when browsing or looking for certain collections or by the collection audit status, which helps with the overall administration of the content.

			

			Results and Outcomes

			Throughout the life span and technology migration of Chronopolis, it has been able to move a set of replicated collections forward in time while maintaining the integrity of the individual bits within the collections. Every aspect of Chronopolis has changed since its inception. In fact, there is no single hardware, software, or personnel component that has not been replaced over the past decade of operations.

			A key part of Chronopolis’s ability to adapt has been its gradual move from a tightly federated model controlled by a single middleware to a much looser, independent federation in which each site is free to choose its own technology stack, where the “glue” has been simplified and is based on proven technologies.

			Evaluation and Analysis

			In use for almost a decade, ACE has proven to be an invaluable tool for the Chronopolis system. Abstracting the auditing system from storage or middleware dependencies has allowed the project to switch out layers of architecture while preserving data integrity and provenance. While ACE has remained a constant service in the system, it does have its drawbacks. Like all software, it needs ongoing maintenance and upgrades, which requires development time and resources. The ACE interface has not been altered much since its initial development, presenting usability issues. In particular, the Chronopolis team is investigating storing and tracking individual objects exported from digital library platforms, rather than groups of objects, which will result in the presentation of millions of items in a display designed for much smaller numbers. The ACE user interface will need to be adjusted to display this data in a more user-friendly manner. More complex searching capabilities will also need to be designed.

			Practical Advice and Lessons Learned

			During the life cycle of Chronopolis, a number of lessons were learned that in retrospect appear to be quite trivial. However, combined, they have allowed Chronopolis to evolve into a state that is much more accommodating of technological change than its previous incarnations.

			
					Use independent services. Chronopolis has migrated from a very centralized middleware-based system to a much looser combination of off-the-shelf technologies. By creating a system of independent microservices, each service is allowed to follow its natural technical life cycle and be replaced as appropriate. ACE was an early example of this independent service model, and its independence from other components allowed it to persist as other components were swapped out. For example, replacing ACE or the replication component in the future with another service will not impact the core functionality of other components beyond adapting any necessary messaging services. Where possible the interaction between services or storage is done using technology that has a wide adoption and little risk of becoming obsolete within five years, or worse, orphaned.

					Choose boring technology.31 By migrating from proprietary, large systems to proven, albeit older technology, Chronopolis has greatly increased its resilience to personnel changes at any site. All of the core tools are well supported, with large active communities, and are common to the skill sets of most systems administrators. This means that in the case of a personnel shortage at a site, it is fairly easy to contract the necessary expertise to keep a site functioning.

					Always have direct data access. Chronopolis has moved from a system where access to raw file data was hidden behind several layers of middleware and required the use of specialized tools to a model where data are stored on a standard file system. While this conceptually is a subset of the independent services lesson above, it is important, as it enables Chronopolis to switch out technologies as necessary. Ensuring that data are always accessible from disk also protects against possibly losing metadata due to a higher-level service failure. In previous iterations, care had to be taken so that the middleware metadata catalog was highly available and recoverable. Complete loss of the metadata services would render the on-disk data unusable. The additional expertise required to properly maintain, back up, and run this service additionally added to the cost of maintaining the archive.

					Design an archive your staff can support. Throughout the life cycle of Chronopolis, the level of reliance from the archive on local systems administrators has varied. Where possible, the archive has chosen to use technology that has broad adoption and support within each of our respective institutions.

					Identify trade-offs early. The transition from tightly integrated middleware to a more custom system based on widely available tools meant that Chronopolis staff has traded a large turnkey system with obvious areas of risk for a more static environment where Chronopolis has to develop code and procedure to manage additional tasks. In the case of Chronopolis, this switch was well suited to the strengths of the various members.

					Commoditization of mass storage. Over the life cycle of Chronopolis, the mass-storage market has seen mass storage systems become accessible to the mass market. In the beginning, terabyte-sized storage was supplied by very expensive raid systems or even more pricey hierarchical storage systems such as High Performance Storage System. Today, systems such as GlusterFS, Nexenta, or Scale Out File Servicer allow for relatively affordable massive storage clusters. This affordable scaling has somewhat removed the need for highly complex middleware systems.
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			Assigning Retention and Disposal Data

			Theory: Assigning Retention and Disposal Data

			Donald Force

		

		
			Retention and disposition of data is one of the fundamental activities for records and information management (RIM) professionals. These actions serve several purposes within an organization, such as promoting the control of records, increasing worker efficiency by reducing the amount of data that employees must manage, and identifying records of permanent value. Ultimately, the consistent implementation of retention and disposition schedules may help an organization reduce costly risks—financial, operational, or legal—associated with the accumulation of vast quantities of data. Contrary to its value to organization, the disposition of data has been a topic that has received little attention from RIM professionals, especially those in the United States. This chapter proposes reasons why this is the case and offers several recommendations for future research that may lead to the further development of improved methodologies for the disposition of digital information.

			Case Studies and Literature

			Since the early twentieth century, RIM professionals have grappled with issues of appraising records. T. R. Schellenberg, who is most often associated with the development of archival appraisal theory in the United States, laid the theoretical groundwork by introducing ideas that records have primary and secondary value, as well as informational and evidentiary value.1 His ideas have led to the advancement of appraisal theories and methodologies, such as the documentation strategy,2 the Minnesota method,3 the “black box” method,4 and functional appraisal, often referred to as macro-appraisal.5 Of these strategies, functional appraisal has shown the most promise. Since the early 1990s, the strategy has received positive reception from projects conducted at the World Bank,6 at least one academic institution in the United States,7 and several national archives, including those of the Netherlands,8 Canada,9 and Australia.10 All these case studies had to conduct a meticulous and thorough investigation of their organization to identify how records were created and managed. The analysis resulted in mostly positive results of these studies successfully revising and updating the retention schedules for their organization. The methodology is not without its limitations. One study questioned whether the determinations of value reflected reality because functional appraisal does not examine individual records, and therefore it is often unknown if the records are maintained and used in accordance with organizational requirements.11 Another study found that the methodology requires an extensive amount of time, resources, and patience, especially when RIM professionals encounter resistance from organizational cultures.12 Finally, noticeably absent from the case studies are references to digital records; however, at least one study implies that the functional appraisal methodology is format neutral,13 but this is an area that requires further research.14

			In recent years, functional appraisal has taken on a slightly different form as RIM professionals explore the concept of “big buckets.” This theory argues that the reduction in the number of schedules associated with organizational data facilitates the systematic retention and destruction of data.15 By applying bigger buckets to disposition, RIM professionals continue to move away from scrutinizing records at the series level and take a broader approach to identify which functions should dictate disposition dates. Bigger buckets, however, may cause the unnecessary retention of data past disposition periods, which exposes the organization to legal and security risks.16 Ironically, these issues may be driving organizations to focus on the retention of data rather than discover more systematic processes for its destruction.

			Disconcerting Developments

			As emphasized in this chapter, retention and disposition of data is a vital component to any trustworthy system, but implementation practices are sorely lacking in research and debate. The absence of discourse may be the result of the confluence of old and new developments within the profession.

			First, the appraisal for purposes of the destruction of documentation has not undergone the scrutiny of academics. Rather, scholarly publications and research projects have primarily focused on the preservation of information.17 Although some archivists have addressed the relationship between electronic records and appraisal,18 these conversations are oriented toward archival value and preservation, not disposition.

			Second, from the practitioner perspective, issues related to storage, classification, retrieval, legal issues (i.e., discovery), and security have dominated the conversation. Thus, there has been little effort to develop an appraisal strategy that can be effectively implemented to handle the seemingly sudden exponential growth of unstructured and structured data. Further complicating the picture has been the recent emergence of a third type of data: “semi-structured” or “social” data. This data “lies between unstructured and structured data and is a result of the explosion in Web 2.0 technologies (e.g., blogs, wikis, web pages, activity feeds).”19

			Each of these forms of data comes with its own challenges. For example, structured data is information found in databases—the fields and rows in tables. Only when the end-user creates a query that orders the database to compile a series of the fields does the data become unstructured in the form of a report or other business document. Structured data are problematic because it can be difficult to efficiently remove data that are scattered across numerous databases, where removing information from one data set may be detrimental to other data, and therefore other documents in the organization.20

			A third reason for why the disposition of information has received a significant amount of attention in recent years is because of a question that RIM professionals are frequently asked: “Why not save everything?” This position contends that the disposition of data is no longer necessary because of the decreasing costs associated with storage space. The trend is further complicated by cloud computing services, or third parties that store the organization’s data and reduce certain IT costs associated with hardware purchases and maintenance.21 Moreover, “big data” has also contributed to the “save everything” discussion. Advocates of preserving big data contend that all information created and managed by an organization may be mined and analyzed, which may contribute to the growth of the organization.22 And lastly, during the past ten years, several organizations have been severely sanctioned for failing to fulfill discovery orders and/or for the spoliation of potentially relevant documentation.23 As a result, to avoid these penalties, organizations may be more inclined to preserve documentation rather than destroy it in a systematic and legally defensible process.

			Issues related to access and risk management have also caused disposition issues to be overlooked. Many businesses continue to turn toward technology to improve the access to their increasingly deep wells of documentation for their day-to-day operations. For example, predictive coding and visual analytics may lead to organizations believing that they will be able to effectively and efficiently recall data, regardless of its location and accumulation.24

			Risk management has also contributed to diminished attention being given to the disposition of information. Within the past several years, many major companies and some government offices have experienced data breaches, leading to the theft of their data.25 As a result, IT security has become the primary focus for many organizations.26 These risks only increase for organizations that continue to rely on decentralized record-keeping systems, or shared network drives, that lack the ability to consistently apply retention and disposition schedules or that do not contain the necessary robust administrative controls over access and deletion options.27

			Overall, it is clear that the value of retention and disposition schedules has decreased in recent years.28 Therefore, rather than develop processes for systematically reducing their digital footprint, organizations continue to preserve data. The growing popularity of cloud services and information technology resources that decreased IT costs and seemingly facilitate access to information, coupled with attention to securing digital infrastructures, have reduced the calls for the disposition of data to nearly silent voices.

			Conclusion

			RIM professionals need to demonstrate that disposition is, in fact, a vital component for any organization’s record-keeping program. The lack of attention to these issues cannot continue. As organizations continue to accumulate data at exponential rates, the risks associated with its growth also increase. A new round of research and case studies must be conducted and published to illustrate the value of data reduction, especially within electronic environments. Although appraisal strategies, such as functional analysis, are intended to be format neutral, it remains to be seen if in fact this methodology is the one best suited for addressing all types of data, including structured and semi-structured. Moreover, cases must be made that illustrate how the systematic destruction of information reduces the security and legal risks an organization may face. Only once these discussions occur will RIM professionals be able to shine a much needed new light on the value of the disposition of data.
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			Implementation: Records and Archival Management Strategies for Electronic Records Used by the Kentucky Department for Libraries and Archives

			Glen McAninch and Jim Cundy

			The Electronic Records and Institutional Context

			Very generally, electronic records appraisal by staff at the Archives and Records Management Division (ARM) of the Kentucky Department for Libraries and Archives (KDLA) takes place in a twofold context: One aspect of the appraisal process involves the challenges posed by electronic records themselves. The widespread use of digital technology for records creation and retention presents its own set of fairly unique problems that the records analyst must take into account when attaching value to electronic records for retention and management purposes. The other broad facet of electronic records appraisal is the institutional context in which it occurs. ARM exists in a specific governmental, legal, and cultural setting that affects the ability of records analysts to conduct appraisal and draft records retention schedules to be applied to records in digital format.

			The issues that electronic records themselves present arise regularly as ARM’s records analysts work to analyze their value. One question that comes up is that of what constitutes a record. Formerly, a record could be seen as a set of data elements in a fixed format. Many current digital environments, however, promote an emphasis on the individual data elements of a record rather than the fixed structures, such as database views and queries that are commonly thought of as the “record.” The question then becomes one of where the “record” is in a database. In these cases, it is useful to look at the various functions of the information an agency produces and evaluate it based on those. In the last decade, ARM’s records analysts have worked with agency staff to draft records retention schedules that group records and information into records series based on their functions, and suggest retention periods based on those functions rather than listing individual documents and assigning retention periods to them individually. This approach has been particularly useful in revising schedules that have not been updated in quite some time. The older schedules are lists of documents, while the revised schedules tend to have fewer, function-based records series.

			Ideally, retention periods for Kentucky’s public records are format neutral: the period of time a record is kept should depend on the actual value of the information regardless of the physical format in which the agency maintains it. However, ARM’s records analysts have recently encountered materials for which the format of the records directly affects the ability of the agency to maintain them for a specified period of time. One example of this is the scheduling of digitally recorded security surveillance recordings. Digital surveillance recordings can result in large files, the storage of which could be very costly if an agency were to maintain them for a significant period of time. One of the central talking points when appraising these recordings was the cost of maintaining them, with most agencies insisting they did not have the money or the technical capabilities to keep these records. While the files were acknowledged to have potential value in documenting occurrences on agency property, the cost of maintaining them over a long period of time was seen to be prohibitive, and a shorter retention period was recommended and approved.

			A further issue with digital surveillance recordings, and an emerging one with electronic records generally, is whether the agency is the custodian of the records produced for its use. Agencies often use outside vendors to record the surveillance videos, and in many cases the vendors retain the files that are created. As a result, retention periods for the digital recordings have been suggested that are based on the period of time the vendor will be maintaining them, or on the ability of the vendor to retain the files, rather than on the administrative or legal need the agency may have for them. Again, traditional appraisal has been supplanted because of considerations grounded in the format of these records. This is an example of the need to supplement general appraisal of records and information with technical appraisal. This will allow documentation of the technical formats of the records involved and the specific requirements for maintaining and managing those records.

			The behavior and attitudes of state agency staff also present a challenge in this context. There seems to be a prevalent belief that records and information kept in digital format are not, or should not be, subject to records retention requirements. Perhaps because it does not take up as much office space, agency personnel seem to think digital information should be maintained for an unspecified period of time. Agency staff members have told ARM’s records analysts that a seven-year retention period was acceptable because, “if I destroy the paper, I’ll still have the files on disk.” Others have suggested that records be kept until the agency replaces the system in which they are maintained. Thus, in certain cases, not only is the format driving appraisal decisions for electronic records, but it seems that the notion that materials should be kept only as long as they have value, and then making an effort to determine that value (i.e., appraisal itself), is going out of fashion, at least for digital records.

			Appraisal of Kentucky’s public records involves three main entities: government agencies, the State Archives and Records Commission (SARC), and the Archives and Records Management Division (ARM). State agencies are legally required to manage records they create, use, and maintain, regardless of the format of those materials. This includes appraising them for retention and disposition purposes. Agencies are required to work with ARM to conduct that appraisal and to implement records management and archives programs generally. The head of each state agency is required to appoint a records officer, who acts as a liaison with ARM and generally coordinates records and information management at his or her agency. More specifically, the records officer is responsible for helping with the appraisal of his or her agency’s electronic records and for working with ARM staff to see that appropriate electronic records are transferred to ARM for storage and preservation.

			SARC is the body that approves records retention schedules for Kentucky’s public agencies. Records cannot be destroyed unless they are on a commission-approved schedule. Staff members from public agencies work with ARM’s records analysts to draft the retention schedules that commission members consider at quarterly meetings. While records appraisal begins with agency and ARM personnel and requires SARC approval, it by no means concludes with that approval. Digital records are reappraised and retention periods reconsidered periodically. Currently, state agencies use a general schedule for state agencies to cover common records, while agency-specific retention schedules have been approved for over 130 entities.

			ARM is legally required to work with government agencies on management of their respective records, including appraisal of public records for retention and disposition. As its name indicates, ARM includes staff devoted to both archives and records management, so that internal agreement on appraisal of records is much easier to coordinate than if these functions were in separate agencies. Within ARM, the State Records Branch (SRB) employs two records analysts who are assigned to agencies and work with records officers and other staff to inventory and appraise digital records. Digital records and information are generally appraised based on the administrative, fiscal, legal, and research need for the files. Again, appraisal is supposed to be format neutral, though the requirements of digital formats have recently affected proposed retention periods. ARM’s electronic records analyst, in the Electronic Records Management Branch, undertakes technical appraisal in the form of system descriptions, which are attached to approved records retention schedules. System descriptions give a brief summary of the electronic systems an agency uses, along with the data element types found in the system. They also list the records series from the general schedule for state agencies and the agency’s own retention schedule that are contained in the system, along with the retention periods for those records. The system descriptions combine traditional appraisal in the form of the retention periods for the records in the system and technical appraisal in the form of system data elements and upkeep requirements.

			ARM has been quite stable while implementing its trusted digital repository and deciding which records should be housed there. Staff members involved in electronic records appraisal have tended to stay with ARM, and the agency has remained stable in its administrative structure. The stability of the staff and the organizational structure has allowed the conception and implementation of a philosophy of appraisal that has developed gradually without any sudden, drastic modifications. Technical appraisal has been implemented while, at the same time, the standard needs-based appraisal criteria have held sway for most electronic records, with a small number of exceptions as noted above. The continuity and dedication of hardworking staff also make up for the lack of money. Like other state agencies in the Commonwealth, KDLA’s funds are short, but ARM staff members have been willing to address issues related to the management and preservation of electronic records and develop appropriate strategies with the resources available to them.

			Strategies for Management of Electronic Records

			The expected outcome from the records management portion of KDLA’s electronic records program has been to encourage state and local agencies to manage records according to the appropriate records retention schedules, when one or more copies of records are electronic. Realizing this outcome has been made more difficult because formats are evolving and because no single unified electronic records management system (ERMS) has been used by state agencies that would meet records management or archival requirements. Many state agencies keep their own electronic records even if they are assigned long-term or permanent retention by the schedule. Furthermore, the standards for managing electronic records as trustworthy systems, including triggers for destruction and audit trails, mandate adoption of procedures throughout the life cycle, not just when they come to an archive.29

			The selection of electronic files rather than paper to maintain records for the assigned retention periods depends on use of the record for access or research, the length of retention, and the cost of retaining electronic copies. Formats have differing elements that affect the disposition of the record. In addition to the traditional disposition question of records destruction, electronic records such as databases, e-mail, and websites have scoping issues such as frequency of collection, point of collection, and data elements to collect. Additionally, long-term records present format issues related to maintaining multiple copies and standardizing records on sustainable “preservation-ready” formats. Preservation issues make it necessary to determine which agency is best able to properly maintain the record throughout its lifetime. All these decisions may play a part in the format in which a record is kept and the disposition statements in records retention schedules.

			The strategies that KDLA has employed over the past fifteen years include engaging agencies on a variety of fronts both as a part of records scheduling and addressing specific record-keeping policy issues. While this often involved record-keeping issues in general, the state archives was particularly interested in identifying the challenges and developing methods to facilitate permanent storage of records including the creation of preservation-ready files by records creators. To do that, KDLA needed to assure agencies that the trustworthy digital repository at the state archives would faithfully maintain permanently valuable records in a secure environment that honors access restrictions required by law. As agencies developed systems to manage electronic records, they quite often believed the claims that storage costs would continually decrease and there would be no need to determine retention and manage records accordingly. Frequently some agencies also adopted the position that electronic records are not really records and therefore do not fall into the scope of records management. Thus, the challenge became one of engaging agency expectations and making them aware of the reach of the records retention schedule and the need to plan systems that enable managing records as well as archiving them.

			To those ends, KDLA’s electronic records strategies first included the creation of a program to deal with what were called “machine readable” records in the mid-1980s and later the funding of a designated person for aiding records analysts in the scheduling of electronic records for all of state and local government. Since the program began, the electronic records unit developed mechanisms, such as system descriptions, for identifying and managing electronic records both in agencies and at the state archives. The system description structure, which links the system to traditional record series, enabled agencies to identify parts of their systems that contained records that should be deleted according to the schedule, as well as series that contained long-term records that require special attention such as format migration, de-encryption, and keeping multiple copies that are checked for integrity, not just backed up.

			As part of the scheduling process, records analysts and the electronic records specialist at KDLA work with staff in individual agencies, including programmatic personnel, records officers, administrative officials, and those managing technology. In larger agencies it is common for these individuals not to consult one another, particularly with regard to records management. While the records officers and programmatic personnel grew used to cooperating with KDLA on records management in the paper and other analog environments, the technologists charged with managing systems have had little exposure to records management and often use different terminology than archivists and records managers. For technologists, a “record” is not as it is defined in law, but it is thought of as a row of data elements in a database. Furthermore, systems administrators often have different objectives, which can best be aligned with records management if they are related to system performance and costs. Furthermore, identifying who is the best technologist to talk to has been an obstacle. More and more, systems are being controlled by a central technology agency and disassociated from the agencies using the system, making it even harder to identify personnel knowledgeable about the records in a system.

			In the context of broader electronic record-keeping issues, input from agencies such as the attorney general, the auditor of public accounts, the Court of Justice, and the Commonwealth Office of Technology (Kentucky’s chief technology agency) is most useful in understanding the complexities of electronic records. To develop a dialog on the issues, in 2003 KDLA formed an Electronic Records Working Group (ERWG), which included the previously mentioned organizations, as well as other agency and university staff who are knowledge about technology. The people selected to serve on the group have displayed a willingness to participate in meetings and a knowledge of both technology and record-keeping practices. The function of this group is to foster a dialog among agencies regarding electronic record-keeping issues, including appraisal of records in electronic format, to issue guidelines and to track related legislation.

			The ERWG develops guidelines when a record-keeping issue is identified as problematic, and they get updated when needed as perspectives change. The guidelines, which are posted on KDLA’s website, provide context for retention scheduling and serve as the basis for training agency personnel regarding electronic records issues. They serve as best practice for electronic record keeping, representing the combined wisdom of agencies and taking into account current governmental policies, administrative regulations, and statutes, but they do not carry the full weight of official policy or statute. Rather, they attempt to explain the record-keeping perspective and offer best practices on topics that may not have been fully addressed in official policy and regulations or by interpretation of statute.

			The best example of a guideline that walks the line between best-practice recommendations and regulation is the “Guidelines for Responding to Open Records Request for Public Records in a Database.”30 After listing the official responsibilities of various agencies and noting the authority of records retention schedules, the document skirts the issue of “what is a record” in a database by dividing requests into standard and nonstandard types based on legally defined terminology. Agencies are often reluctant to fill the nonstandard requests for access to information that serves no administrative need, although public demand, and in many cases court rulings, have required it.

			Filling of open records requests also involves issues of privacy and security versus open government, documentation of fields, budgets, and management of structured data in government. While reports are often structured to exclude data elements that are private, filling a nonstandard request may require identification of excluded data elements or text within data elements, as well as full documentation of the data elements for public consumption. To establish the public’s trust regarding these systems, agencies need to prove that they have deleted records according to the retention schedule and have not exposed restricted information. They can accomplish this through the use of audit trails and the establishment of triggers that aid in the destruction of records and the honoring of legal holds.

			The issue of managing long-term records found in structured data systems first emerged with the use of imaging systems in the 1990s. As agencies sought state funds to implement scanning systems, KDLA joined in the review of these electronic document management systems (EDMS), insisting that long-term records kept in high-volume imaging systems should be accessible for the entire retention period of the record. KDLA staff warned agencies that filing off older records to tape storage and not updating them when systems changed was prohibited. If cost and performance were issues requiring that older long-term records be taken off-line, the use of microfilm was advised. KDLA established a policy that is still in place to work with agencies to identify series in imaging systems and to determine how the agencies would keep the records accessible for the full life of the record.

			Selection of the most appropriate media or formats for use and storage of records involves a technical appraisal of the record when it is being scheduled or when the schedule is being updated. If the record will be used frequently during a part or all of the record’s life, use of electronic copies is generally preferable, if that is affordable. If the record has a low reference rate for even a part of its retention period, then microfilm is often the medium of choice for the low-reference period because it is more affordable. However, if the record is born digital, particularly if it is a complex database, a website, or an e-mail system, it is not likely to be fully represented or understood in a nonelectronic format. While born-digital records may spare the agency the cost of conversion techniques like scanning, the cost of maintaining these records, particularly over the long term, may force an agency to make decisions on frequency of capture, conversion to another format, or saving in a lower resolution as ways of addressing cost or long-term maintenance issues. KDLA helps agencies make these decisions as part of its records management mandate.

			In 2003 KDLA established a fee-based backfile conversion service to scan from film or paper and convert scans to microfilm. This provided agencies with a lower-cost option for format selection, especially for agencies that could not afford to convert high volumes of older paper or microfilm records. The service also provided agencies with a means of creating a low-cost backup for fragile long-term scanned records even if the agency had done the scanning. To further aid agencies that could not afford imaging systems, KDLA established a fee-based electronic records center service for records scanned by KDLA as an extension of its backfile conversion service. Agencies log on to KDLA’s system via web-based software to retrieve their records using simple indexing terms entered by KDLA that meet the agencies’ requirements for retrieval. The main purpose of both of these services was to provide centralized, low-cost conversion services, but the added revenue helped the archive fund the TDR and other archival programs that were not fee based.

			Challenges Encountered and Changes Made

			Each new format that emerges, particularly ones that are complex and interactive, presents new challenges, both as to how records are managed and as to the definition of a record. In Kentucky, “public record” means “all books, papers, maps, photographs, cards, tapes, discs, diskettes, recordings, software, or other documentation regardless of physical form or characteristics, which are prepared, owned, used, in the possession of or retained by a public agency.” By this definition all electronic records used by a public agency are “public records.” In the case of databases, which can be configured in a variety of ways, the records, reports, or views that can be created from the database may be much more numerous than the ones used by the agency. State law maintains that an agency need not create a new record for an open-records request, but courts have supported requestors wanting to examine data elements that are not in any report and are not excluded by law. This essentially changes the idea of a record from being a fixed report or view to something that is more flexible. This conflict also extends to the archiving of records that exist in a database or spreadsheet. Archivists frequently have to choose whether or not to save a whole database or only its regular outputs. This is particularly true when the records have research value that might be enhanced if the database is reconfigured. Hence the notion of a record, though not the legal definition, is gradually changing.

			Noting which records series are contained within a system in a system description allowed ARM staff to address the issue of separate retention periods within a system. However, certain systems, such as geographic information systems (GIS), do not require separate retention periods because the information has been assigned a permanent retention. Systems that had been assigned a record series number before KDLA established the system description format have been removed from the records retention schedules. Like the concept of a “record,” the concept of the “records series,” and placing series within systems, is also problematic. Systems often serve more than one organizational unit, and thus the traditional placement of series within a single organizational unit does not work as well. The solution to this is often to place the system at the highest level of an organization. The various parts or modules of these systems often do not lend themselves to being described as a series. Traditionally, the series relates to a function or a report (what would be an output of a system), but now there are so many outputs in most systems that the retention period and the function are the focus of the grouping in a system.

			A website is generally assigned a single retention period, although it could contain multiple types of records that are scheduled as series. The site as a whole represents a type of dynamic record that has had increasing research and historical value as the agencies’ websites cover more and more of their activities. KDLA began collecting the websites of Kentucky’s twenty-first century governors because so many of the records on the website (speeches, press releases, videos, and photographs) are scheduled as permanent records. As the means to harvest and retrieve whole websites improved, KDLA expanded website collection, first to additional elected officials and recently to all agencies. This mass collection of websites presented records management challenges that were unique to electronic records. The archive needed to decide how often to collect an ever-changing website. Weekly or even monthly collection was impractical from a cost perspective, and many of the records on the sites of nonelected officials were not considered archival in the retention schedule. The websites document the agencies’ activities in general, but this documentation does not require frequent harvesting. KDLA decided to harvest once per year for all websites and quarterly for the governor’s office. This scoping of the websites for frequency of capture was added to the disposition statement in the retention schedule. For archival records (example, minutes and state publications) located on websites, harvesting by the archive altered traditional transfer procedures. Transfer no longer has to be initiated by the agency and accompanied by a transmittal, but KDLA continues to make the agencies aware of what the archives have harvested and seeks acknowledgment from the agencies.

			With the archiving of GIS records, scoping similar to websites occurred. Working with a consortium of Kentucky agencies during a National Digital Information Infrastructure and Preservation Project (NDIIPP),31 KDLA agreed to take regular snapshots for the consortium’s massive database because research data of significance was being overwritten and a massive volume of image files dating back to 2000 would someday need to be filed off. In consultation with knowledgeable agency personnel, it was decided that KDLA would archive a copy of the image portion of the database, and the data portion would be harvested as quarterly snapshots to effectively capture changing data at significant intervals. Knowledgeable staff from the consortium extracted the snapshots and transferred the files to a KDLA trusted storage area. This plan was worked into the disposition of a new records series in the retention schedule devoted to the consortium’s records, and an additional series was created for agency GIS or map records not in the consortium’s database. After a technical appraisal during the NDIIPP grant project, the archives and the consortium representatives agreed to format the archived files as a database rather than as a less proprietary output format to preserve the elaborate relationships in the database, which were familiar to the agencies most likely to use them.

			Changes have also been made to policies regarding the imaging of records. During the early years of scanning, KDLA mandated paper or microfilm backup for scanned records with a permanent retention or with a vital retention period of ten years or greater. As scanning systems became more sophisticated, the policy was changed so that a backup was only needed for permanent records. KDLA put into place a procedure to identify series in the imaging systems so that they could be monitored for compliance with KDLA policy. As image management systems give way to more full-featured electronic document management systems (EDMS) or digital asset management systems (DAMS) Kentucky’s Commonwealth Office of Technology wants to settle on a limited number of recommended DAMS offerings. While nothing has been settled on the standards front, KDLA knows that SharePoint is becoming the software that most agencies will use and the best opportunity for automatically exchanging both objects and metadata between agencies and the archives. The list of DoD 5015.2 compliant records management software is also trending toward use of SharePoint as its market share grows.

			Change has also come rapidly to non-database electronic environments often called unstructured data. Photographs, videos, and audio recordings are being published more and more in the web environment, but raw audio and video footage or unpublished photos are also being saved for various periods. Video size is an issue with permanent and nonpermanent records, whose retention for even as long as ninety days is being questioned due to limits on storage in local agency systems. New devices, such as body-worn cameras used by law enforcement officials, are generating raw footage that is increasingly difficult to manage not only from a storage perspective, but also from that of retrieval, editing, transferring to the courts/litigants, and honoring holds on destruction.

			When agencies cannot manage records such as videos in their own technology environment, they often turn to vendors who offer records management and other services in the cloud. This presents other records management issues. For example, when maintenance of records is outsourced, particularly when they are managed in the cloud, agencies can face loss of control. In order to make agencies aware of these issues, KDLA worked with various agencies to draft and publish guidelines that inform agencies of cloud computing record-keeping issues and describe best practice, such as negotiating contracts with cloud vendors to ensure that proper records management (security, encryption, destruction of all copies, holds, data integrity, etc.) is possible, if not assured.32 The guidelines were attached to the Commonwealth’s Enterprise Technology Architecture and Standards. Additionally, KDLA used the guidelines to justify purchase of a cloud-based preservation solution, addressing each issue raised in the guidelines and raising questions with the vendor, particularly with regard to long-term storage, before the contract was signed. Fortunately, the preservation service had answers for KDLA’s questions because they had previously raised them with the storage provider. Many records management services are only beginning to address the problems raised by outsourcing storage through cloud vendors.

			E-mail is another record that presents records management challenges, particularly because nearly all government workers create e-mail, and they all are capable of deleting their copy of the e-mail or retaining it to the limits imposed by their individual accounts. The added complication is that multiple copies of e-mail exist in numerous accounts. Retention of an e-mail message is based on the type of record it is. For example, non-business-related correspondence, routine correspondence, and official correspondence have different retention periods.33

			While KDLA was most concerned from an archival perspective about the collection of official correspondence, from a records management perspective, routine correspondence was a concern because its retention period is “Retain no longer than two years.” The lack of a fixed retention period could, at the least, lead to inconsistency on the part of agency staff or create the appearance of impropriety. In 2006–2007, KDLA conducted a campaign to teach agencies about the need to manage e-mail according to the appropriate retention schedules, including setting a fixed retention period within each agency period for routine correspondence. To help agencies address this problem, the ERWG created a model e-mail management policy for each agency to complete and adopt, which included an entry that allowed them to set a fixed retention period for routine correspondence.34 To begin addressing official correspondence, KDLA participated in a grant-funded e-mail preservation project to establish the capability for agencies to automatically transfer official correspondence to the archives on a regular basis.

			Results and Outcomes

			After working thirty years to mold archives and records management policy for electronic records, KDLA has created a management infrastructure and worked consistently with agencies to implement policies through technical analysis and mutually accepted guidance documents. Despite the difficulties of working with agencies and technologists to develop systems descriptions and implement the records retention schedules in the electronic environment, Kentucky has in place the makings of an implementation structure. Frequently, costs of integrating full records management functionality into systems have made it hard for agencies to justify this step. Ideally, though, effectively grouping records according to series or retention periods should be done at the initial system design stage. Designated staff members continue the efforts, even given limited resources, to stay in contact with over 130 agencies. To facilitate technical appraisal, system descriptions have become a common part of the records scheduling process.

			Grant-funded electronic records projects over the past ten years have provided support and allowed the electronic records program at KDLA to experiment with possible solutions, while remaining mindful of the records management implications during those projects. Agency receipts from KDLA’s scanning operation have been an important program resource, since KDLA’s general fund dollars have not been at optimal levels over the years. The trusted digital repository at the state archives, with some support from agencies, continued to collect records via a variety of methods, though there remain underdescribed records that need the help of agencies and staff at the archives to make them more accessible.

			Evaluation and Analysis

			In light of the limited expansion of KDLA’s archival paper and microfilm storage space over the past twenty years, electronic records have provided a partial solution for collecting and preserving archival records, particularly because the electronic versions are viewed more favorably by resource allocators compared to their traditional counterparts. While a trusted digital repository based on international standards has been developed at the state archives, many records maintained by agencies, particularly permanent records, are not consistently managed according to record-keeping standards either for an EDMS or for a trusted digital repository. In the paper environment, records were regularly transferred to the archives according to a records retention schedule, often because agencies did not have the room or the administrative use for records with long-term research value. With electronic records, the storage limitations are only gradually becoming apparent. The implementation of records retention schedules as part of electronic systems, especially during the planning and installation phases, should provide the means for agencies to recognize the most cost-effective use of those systems, especially as storage costs become an issue and the difficulties of preserving records long-term become more apparent.

			For unstructured records not tied to systems, the solutions are less apparent, but the storage of high-volume records such as video files is driving agencies to make decisions that need to be coordinated with the archives before archival materials are improperly deleted or are no longer accessible. KDLA continues to work with the Commonwealth’s agencies to capture official videos, audio recordings, and photographic images and to harvest archival materials from agency websites, but the cost of full description and preservation of these records will continually challenge the archives’ resources. Many voluminous unstructured records get little use, and certain formats, while popular with the public, may contain records that have little research value. It remains to be seen what is worth the expense, and it is predicted that use will be very important in deciding what to keep in the future. Electronic records that are formatted to be made easily accessible and searchable are more likely to justify costly preservation.35

			In Kentucky, management of e-mail has yet to evolve into a system that obligates users to manage permanently valuable official correspondence in its native format. In the case of the Governor’s Office’s handling of constituent mail, records are managed in a database tracking and scanning system that parallels the previous paper-based system. Incoming paper correspondence is scanned, and the text of e-mails is copied to database fields. Many elected officials of the state who controlled the most significant official correspondence between high-level offices have been reluctant to create a mechanism to manage e-mail according to a records retention schedule and transfer permanent e-mail to the archives. However, identification of e-mail that can be destroyed based on a retention schedule has been found valuable by agencies faced with a seemingly unmanageable volume of messages.

			One aspect of records management for which KDLA has found only a partial solution is that of tracking destructions. In the paper environment, procedures were in place to notify KDLA before and after destruction took place. In the structured database environment, portions of records are commonly overwritten without establishing retention periods. In some cases the solution to this problem is to take snapshots at reasonable intervals and not individually track records being overwritten. In the case of e-mail, there are too many individuals regularly doing destruction for KDLA to fully track all destructions. Emphasis has been placed on permanent retention of the most significant e-mail—“official correspondence”—generally managed by high-level administrative officials.36 KDLA advocates automated solutions to help ensure long-term stability of and access to the messages. For those state employees who do not produce official correspondence, KDLA finds it more practical to train people to manage e-mail messages responsibly, that is, according to the appropriate retention schedules rather than to regulate retention beyond e-mail size limits. With e-mail, as with most electronic records, the concepts of original record and duplicate record are less important than the selection of the “official” record to be retained for the full retention period, with duplicate copies destroyed at shorter intervals.

			Broad-based harvesting from agency websites serves as a records management technique to help ensure that records posted on the Web are properly retained beyond their life on the Web until long-term records can be transferred to an archive.37 Transfer mechanisms to ensure long-term retention at the state archives are evolving away from use of the open-source software DSpace due to technical problems that hindered cooperation by agencies. Instead KDLA is using e-mail and selective web harvesting, which produces better results but requires additional staff to organize and preserve files. It is the intention of KDLA to follow appropriate standards and procedures for these transfers to ensure that a trusted relationship is established.38 KDLA plans to test automatic transfer of unstructured records via SharePoint in the future and is planning a survey of agencies to document the type, amount, and exact formats of electronic holdings. Both the survey and the transfer are intended to improve adherence to scheduled retention periods described in system descriptions and to help automate workflow so that records management is less dependent on individuals whose turnover rate at their respective agencies is often fairly high. The broader goal of these plans is the creation of audit trails that document deletions and transfers of records with links among various renditions of the same record and triggers for actions as described in the standards.

			Practical Advice and Lessons Learned

			The following practical advice is based on KDLA’s experience with electronic records:

			
					Cooperate with and inform staff at record-creating agencies that know the records but don’t know all of the records management and preservation issues with regard to electronic records. KDLA did this through modification of the records scheduling process and the appointment of staff members devoted to management of electronic records.

					Develop records retention schedules to accommodate electronic records, regardless of format, within the framework of the schedule and the scheduling process. KDLA accomplished this through the creation of system descriptions that listed a system’s records series and the creation of a general schedule for electronic and related records.

					Track record-keeping issues associated with emerging technologies and work with agencies, particularly those with some prominence or authority related to record keeping (for example, the attorney general, auditor, and courts). KDLA did this through the existing technology organizations, such as the Enterprise Technology Architecture and Standards Committee, and by creating advisory groups, such as the Electronic Records Working Group.

					Establish a trustworthy digital repository (TDR) that can preserve records in a variety of formats, but with permanent value based on appraisal criteria established in the appropriate records retention schedules. The TDR can serve as a laboratory for perfecting preservation techniques that can be passed on to records-creating agencies. KDLA sought automated workflows that facilitated transfer and encouraged agencies to send permanently valuable records in preservation formats with useful metadata.

					Offer useful records services to state agencies. These services should promote and support both the archiving and the management of agencies’ records. KDLA has offered backfile conversion services and electronic records center services connected with scanned images.

					Records management training for electronic records creators plays a vital role in encouraging agencies to participate in records appraisal and to find value in properly following the mandated records retention periods. KDLA regularly holds training sessions for small and large groups of records creators, particularly records officers and high-level officials. It also uses its website as a resource for further information when questions arise.

			

			While other environments will face somewhat different challenges in implementing records management, some of the solutions KDLA has found will be instructive to others.
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			Creating an Access Strategy

			Theory: Creating an Access Strategy

			Kris Stenson

		

		
			All systems used to manage digital objects must have access considerations built into the framework, but no two organizations have exactly the same access needs. A multitude of factors come into play when considering the relative importance of access to a system as a whole, and administrators must carefully weigh which areas are given more importance. Some considerations are purely technical: How will the system index information for retrieval? How will users interact with the system? Will it allow users to directly access files, metadata, or both? Others speak to the overarching mission of a given organization: What is the reason for granting access? What is the intended user base? How will access rights be prioritized? Many organizations must also contend with various restrictions on the information in their care. Security classification, HIPAA, FERPA, attorney-client privilege, trade secrets, copyright, and donor agreements all can affect how an organization approaches access strategy. It is also important to distinguish between the everyday business systems that are commonly used to create and manage digital information and trustworthy repositories intended to preserve and manage such information for the future. The former focuses on immediate and short-term access needs, while the latter must take into account the access needs and requirements of users over many decades. While there can be overlap among the different varieties of system, trustworthy systems must deal with challenges that most businesses are not designed to handle. Organizations have developed numerous strategies over time to deal with these challenges, but consensus has not yet been reached.

			Evolution of Access Theory

			Some access strategies began as a simple updating of existing frameworks of access that had long been used in the paper world. The traditional “black box” method of reference, with the archivist playing an active role in converting researcher requests into document identification retrieval, was one of the first methods adapted as a model for access software.1

			The model as proposed by American Management Systems in 1986 was meant to illustrate how computer tools could be used to perform many of the same search and discovery tasks traditionally performed by archivists as related to paper collections. One can easily see the nucleus of virtually any current online search interface within the model. However, such a model presupposes the creation of rich finding aids, filled with the information gleaned through in-depth collection processing. In the modern world, few archives have the resources or time to devote to such intense description,2 and so one needs another source of description for the model to work.

			Enter standardized metadata. As libraries and archives found themselves increasingly involved with the digital world in the 1990s, a number of projects emerged to create standardized metadata schemas that would allow institutions to better manage and present the resources (digital and analog) in their collections. Notable examples to emerge since include Dublin Core,3 the Metadata Encoding and Transmission Standard (METS),4 Encoded Archival Description (EAD),5 and Preservation Metadata: Implementation Strategies (PREMIS).6 While the specifics of elements and tag structure can differ greatly, the use of standardized metadata schemas allows institutions to provide many access points to a particular digital object or collection. This has been demonstrated in archives through the use of EAD to enhance finding aids.7 This has in turn allowed for digital collections to be discovered by users not only through traditional finding aids and catalogs, but also through online search engines using those metadata elements.

			Major Conceptual Models, Theories, and Best Practices

			Today there is no one overarching repository model that has been adopted by all organizations, but one can place them loosely into several groups, each with its own primary user base and driving concerns. Private businesses, government agencies, medical providers, and educational institutions, while not archives or libraries in total, often take on some of the duties those institutions typically would undertake. Dedicated archives and libraries, as well as museums and other cultural institutions, have a different set of priorities.

			The “active business model,” for lack of a better term, is the default for most organizations. The driving force behind this model is the management of digital information and records to facilitate efficient and effective day-to-day operations. Most information in this model has a relatively short life span, so preservation for far future access is not a top priority. Legal compliance is another prime concern, as is system security (to protect trade or state secrets, safeguard student or patient data, etc.). Users in this model are typically internal, and so there are little to no external access concerns. The prevalence of this model is reflected in the proliferation of commercial software in both the private and public sectors that seeks to manage both records and nonrecord information in a secure and efficient manner. The terminology used to describe such systems also varies widely, with health care, finance, education, government, human resources, and so forth all having niche systems that take broad principles and apply them to specific subsets of the market. Commonly used varieties include electronic document management systems (EDMS), electronic records management systems (ERMS), and electronic content management systems (ECMS).8

			Representing the opposite end of the spectrum are institutions whose primary purpose is to provide broad access to digital collections with long-term, indefinite value to society. These libraries, archives, museums, and other similar institutions must be concerned with providing access not to a limited internal community but to a much wider external user base. They also face the challenge of managing digital objects so that they can continue to provide ongoing access to them indefinitely. The sheer range of institutions that fall under this umbrella means that they will deal with access strategy in many different ways, but patterns have emerged here as well.

			As technology has advanced, so too have the habits of the users of library and archival resources. Increasingly such institutions are expected to provide online access to collections, which presents both challenges and opportunities for those institutions. Many institutions have taken cues from their users in designing access portals that allow for a greater range of search and browse strategies. Some studies have shown that potential users tend to prefer a “Google-like” search interface and eschew traditional subject categories in favor of simple keyword searching, and thus a shift to a more populist approach that uses metadata to provide better access to users.9 Surveys of user preferences can be hard to quantify into distinct plans of action, however. Fortunately, the same online environment that has raised the question about how archival access should work also provides tools to help. Christopher Prom has suggested that web analytics can be used to generate hard data on user habits, thus allowing repositories to make more informed decisions when planning the design and implementation of online access portals.10

			Several standards and best practices for systems used to manage digital content have emerged in the past fifteen years. Notable examples include DoD 5015.2-STD11 in the United States, MoReq12 (and its revisions) in Europe, and ICA-Req13 in Australia and New Zealand. Each of these standards lays out functional requirements for the effective management of electronic records within an active business environment and has been widely adopted by national and state/provincial governments as well as the private business community worldwide. These standards focus primarily on internal rather than external users and pay a great deal of attention to user profiles and access permissions in order to provide access only to designated groups.14 DoD 5015.2 places a particular emphasis on the restriction of sensitive information and has an especially stringent set of requirements regarding classified information, as might be expected given the environment in which it was produced.15 While all three standards require that authorized users be able to search by classification scheme and metadata elements and use Boolean operators to facilitate discovery, MoReq and ICA-Req place greater emphasis on the search function of systems. An example of this is how both standards require full-text searching of textual records, whereas DoD 5015.2 only lists it as a desirable feature.16 While adherence to such standards can contribute to the creation of trustworthy digital environments, they generally assume that access is something to be restricted rather than broadened. They also do not address the need of many institutions to provide access to outside groups, which may have dramatically different access needs than users of active business records.

			While ERMS systems can provide trustworthy storage, they are not necessarily dedicated digital repositories. They are particularly lacking when looking at long-term access concerns. Since such systems are inward looking, they do not have to consider alternative access needs from outside groups. For true service to long-term access needs, another type of system is called for. Another standard does exist for the creation of dedicated trustworthy preservation repositories: the Open Archival Information System (OAIS) reference model. At the most basic level, the OAIS model lays out a system for the ingest, management, preservation, and access of digital objects and their metadata. In 2002 the Consultative Committee for Space Data Systems (CCSDS) issued their recommended practices for the creation of an OAIS, which was shortly thereafter adopted as an international standard in ISO 14721. Both CCSDS and ISO issued an update in 2012.17 The OAIS model is a different sort of standard than those mentioned before, as it lists requirements only for a trustworthy digital repository, including the ingest, management, and presentation of archival content. Active business processes, records management, and other functions are not included. An OAIS must serve one or more “designated communities” of users, which may have different knowledge bases and different access needs. An OAIS must therefore be designed to maintain representation information that will have meaning for that community. In short, the digital objects are not left to speak for themselves, but rather come wrapped in rich contextual and descriptive metadata which allows users to understand them.18 Users accessing digital objects within an OAIS also never directly interact with the preserved objects themselves. Instead, the system translates their requests into “orders,” which then create dissemination information packets (DIPs), containing not only the requested object but pieces of metadata that match the user’s needs.19 This allows users to see information that is relevant to their needs without being inundated with all of the metadata that exists within the archival information packet (AIP). This makes the desired information easier to find for users, and the digital object is protected from damage or loss due to manipulation. Through the creation of new DIPS, the same object can also be presented different ways to different designated communities.

			Projects That Have Advanced Knowledge

			While no two organizations have precisely the same needs in regard to the preservation and access of digital objects, related communities have coalesced around shared aims. A number of notable projects have been launched that have sought to tackle the problem of ensuring future access to digital resources.

			In the library realm, many institutions are wrestling with the challenge of ensuring that digital published resources such as e-books and journals remain accessible to patrons. Technological glitches can cause short-term access loss, but publishers also have been known to go out of business or stop hosting backfiles of old issues. To combat this problem, Stanford University developed LOCKSS (Lots of Copies Keeps Stuff Safe), an open-source system that allows libraries to download copies of paid content on-site to ensure ongoing access to their patrons. Other institutions using the same software can be leveraged to provide redundant storage, although access is only allowed if the content has been paid for or is open source. In the event of loss of access from the publisher, the LOCKSS system automatically provides a copy to the library.20 Similar to LOCKSS, the HathiTrust Digital Library21 represents a consortium of over one hundred institutions that maintains a digital archive of digitized publications of all types. The works preserved range from copyrighted works to public domain; access is granted only if legally permitted. For copyrighted works, the goal is to ensure future access through preservation today. All content is preserved in an OAIS-compliant repository.22

			Unpublished digital content presents a different management challenge. An OAIS repository can facilitate access to content within the repository, but what about all the content that lives elsewhere? The traditional paper-based processes of most government archives have meant that digital collections are frequently difficult to secure, and once received, they often require intense processing before they are rendered usable to patrons. The Oregon State Archives23 has chosen to avoid this problem entirely by inserting themselves at the beginning of the records life cycle. Records are classified at creation, and access is provided to the public automatically using classification schemes within the system. This is possible because the archives provides their Oregon Records Management Solution (ORMS) for other state and local government agencies, using software from HP and overseeing its implementation throughout the state.24 This approach turns the traditional archives model on its head, but the exponentially growing volume of electronic records in government means that transferring and appraising content at the end of its life cycle may not be a sustainable long-term strategy. Following a records-management forward approach may allow archives to provide better access to the public without greater staffing and resources at the archives itself.

			Notable Writings on Access Theory

			Current scholarship on archival access reflects the rapidly evolving technological and cultural landscape. In recent years more attention has been given to users’ access needs, a topic that has not always been well addressed by existing standards and best practices. In addition to resources noted previously, several pieces of work are recommended for further reference. Barbara Reed calls for a renewed attention to public access in international standards in “Reinventing Access” by noting that the profession has long marginalized the varied perspective and searching needs of the public at large.25 Matt Gorzalski’s 2014 article “Examining User-Created Description in the Archival Profession”26 looks at institutions using user-created metadata to enhance access to collections and finds that there is growing acceptance for this still controversial practice within libraries and archives. Gregory Rolan considers technological barriers to increased online access to archival collections in “Towards Archive 2.0: Issues in Archival Systems Interoperability” and finds that proprietary access portals may be making archival collections harder to find for potential users.27 For an excellent treatment of restricted access collections, see “Exploring the Evolution of Access: Classified, Privacy, and Proprietary Restrictions,” which provides perspectives on access related to classified government records, private corporate records, and protected medical records.28 Access restrictions are further explored by various authors in the 2015 collection Rights in the Digital Era.29

			Conclusion

			Developing an access strategy continues to be a challenging pursuit for organizations of all types. Due to the breadth of possible user communities, it is impossible to make a one-size-fits-all solution, but a number of capable alternatives have emerged to address the needs of different types of organizations and their users. A clear understanding of user groups and their access needs is key, as is prioritization of access requirements. Preservation and access technologies continue to evolve rapidly, but a clear access strategy will allow an organization to adopt and replace tools as needed over time without losing sight of core objectives.

			Implementation: Access Partnerships: Washington State Archives’ Shared Responsibility Models

			Debbie Bahn

			A Digital Repository Is Born

			A citizen panics after viewing a document containing her full social security number on the Washington State Archives’ Digital Archives website. She urgently contacts the repository and demands to have the information removed from public view. While this type of occurrence is rare, the electronic records archivist follows protocol by disabling online access to the document image while leaving the limited information in the index record available and notifies the county auditor from whose system the record was transferred. The repository states on its website, “The Digital Archives will not knowingly display scanned images or indexes which contain a living person’s social security number. If an agency submits a document containing a social security number, the Digital Archives will hide the image from public view. This personal identifying information is exempt from public inspection and copying under RCW 42.56.230.”30

			Despite the posting of this policy, do such incidents weaken records creators’ or users’ confidence in the Digital Archives as being trustworthy? Monitoring for social security numbers is just one of many access responsibilities entrusted to the Digital Archives. But, with millions of public records from thousands of state and local government agencies available on its website, just how does a digital repository manage multiple access policies while successfully complying with best practices for trusted digital repositories?

			In creating a new digital repository model, designers did not foresee the different access scenarios that would arise after Washington’s highly anticipated Digital Archives website opened on October 4, 2004. Initially, the searchable database consisted of curated collections of nonrestricted public records. This included scanned and indexed documents from the state archives’ paper collections and indexed images of marriage records downloaded from three counties’ document recording systems. The archives chose the most frequently requested local government records—birth, death, marriage, census, and naturalization—to populate the database for the website’s opening. In fact, volunteers spent two years scanning and indexing records for the website’s debut. A simple interface, shown in figure 7.1, allowed users to search for and retrieve item-level records that were arranged by the system’s architects into artificial collections. The only search fields offered were first name and last name.          
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					Figure 7.1.  Washington’s first Digital Archives website

				

			

			This simplicity was short-lived. Government agencies with unique statutory requirements for access and delivery were eager to begin using the Digital Archives’ services for centralized preservation and access of electronic records. The archives was challenged with creating a remote, self-service search and retrieval engine for a growing database of public records. While a single preservation strategy would suffice for all electronic holdings, the repository needed to develop an access strategy flexible enough to meet agencies’ disparate policies. Two projects—public records transferred directly from county auditors’ document recording systems, and Superior Court case files transferred from county clerks’ document management systems—best illustrate how the Digital Archives collaborated with partnering agencies to negotiate, implement, and refine access strategies to establish trust for its designated communities.

			The County Recordings Project

			Washington’s county auditors, who serve as local government recording officers and custodians of the records, began using electronic recording systems in the 1990s. Supportive of the new Digital Archives, a number of county auditors participated in what became a pilot project to transfer scanned images of recordings and their associated metadata (the index record) directly from proprietary recording systems to the archives. During the pilot project, which ran from 2004 to 2008, the first generation of Digital Archives staff performed manual captures of recordings from auditors’ systems, developed an ingestion process by which auditors could push their recordings to the archives using a secure file transfer protocol, and created artificial collections through which the records could be searched and retrieved on the website. By 2009, when the second generation of Digital Archives staff reengineered the ingestion process, the participating county auditors had either upgraded to newer systems and ceased transferring, or had drifted away from the cumbersome transfer process. Thus began a multiyear effort to reestablish sustainable partnerships with the auditors. Each negotiation involved complex export and ingestion issues that are beyond the scope of this essay. What is relevant here is that although the Digital Archives offered a new, improved ingestion process, the repository retained the access strategy established during the pilot program. Since then, the staff has worked to refine the access workflows and tools in response to increasing needs for efficiency, consistency, and the mitigation of inadvertent access policy violations, such as the one described in the opening scenario.

			To record citizens’ documents, customer service representatives in the county auditors’ offices scan the hard copies presented for recording, create and associate indexing metadata to the scanned images, and return the original documents back to their customers. “Document Code” is one of the required metadata fields and is used to identify the type of document being recorded. In the absence of a document code standard for recordings in the state of Washington, each auditor can create an unlimited number of document codes, and the code designators can be unique. For example, a deed of trust is designated as DT in Spokane County and DTRUST in Cowlitz County. The option of customized document codes is an attractive sales feature offered by many recording system vendors. But, for the digital repository tasked to create ingestion and access strategies for identical records from multiple creators, this feature proved to be anything but attractive.

			Furthermore, each auditor practiced a different access policy on his or her county’s website. While statutes define general public records access, the voluntary provision of access in an online environment for the public’s convenience is discretionary. Much has been written about the debates concerning broad, online access to people’s information in the digital age. Elected officials, who are answerable to their constituents, are sensitive to the issues of privacy and identity theft. Individual county auditors have, to a greater or lesser degree, weighed these issues against the convenience of online public access in establishing their own policies. It was no surprise, therefore, that the auditors expected the Digital Archives to reflect those choices on the repository’s website.

			The state archivist recognized the need to work cooperatively with those who helped make the Digital Archives possible and created a policy of flexibility and shared responsibility between the state archives and the county auditors. The Digital Archives would provide a central repository for preserving authentic electronic copies of the records, manage the access business rules, and coordinate e-commerce transactions for the auditors, while each auditor would determine his or her county’s online access conditions and fulfill certified copy orders directly from the recording system. An auditor’s flexibility would be exercised when website users were either allowed or denied access to the scanned image of the original after retrieving a document’s index record. This option would be applied only at the document code level and not at the higher series level or the more granular item level.

			Thus, the work began. Preparing a county to begin transferring document images and metadata from its recording system to the Digital Archives includes working with the agency and its vendor on export compatibility (conducted by the chief applications architect and the ingestion coordinator) and preparing the Digital Archives’ system to manage the preservation and access of the records (conducted by the electronic records archivist). A partner’s initial transfer contains recordings for all years in the auditor’s recording system up to that time. From that point forward, the county auditor conducts a monthly batch transfer. Before the very first record in the initial transfer can be ingested, however, the archivist must program the system to associate each record (based on its document code) with an artificial collection, the auditor’s choice of access to the index record, and the auditor’s choice of access to the scanned image of the original document. This information is gathered during partnership negotiations through the completion of a spreadsheet as part of a transfer information plan. A list of the county’s document codes, having been obtained from the vendor at the partner’s request, pre-populates the spreadsheet’s first column. The partner then completes the remaining columns by indicating, for each document code, the artificial collection to which it will be associated, whether to enable or disable access to the indexing metadata, and whether to enable or disable access to the scanned image of the original document. The electronic records archivist enters this metadata into the Digital Archives’ system to establish the automation of the access rules. By “reading” the document code for a record, the system knows whether to enable or disable access to the index record and to a scan of the original document.

			Figures 7.2, 7.3, and 7.4 show partial spreadsheets for the same document types from three hypothetical counties, identified here as A, B, and C.                           
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					Figure 7.2.  County A sample document codes
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					Figure 7.3.  County B sample document codes
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					Figure 7.4.  County C sample document codes

				

			

			Although the auditors for county A and county B will both provide access to scans of deeds along with the indexing metadata, only county A’s auditor will provide online access to scans of federal tax liens. He may be aware of sensitive information contained in federal tax liens and chooses to mitigate the risk of exposing personally identifying information, while county B’s auditor has no such concerns. On the other hand, county B’s auditor may think the information contained in marriage licenses should be withheld from broad public access, while county A’s auditor chooses to display the original document image. Finally, county C’s auditor understands the importance of transferring recordings to the Digital Archives for preservation purposes but chooses to withhold access to original document images for all record types. Her office depends on the small amount of funds generated by providing copies, which can be ordered on the Digital Archives website and fulfilled by the county. Individuals seeking information not found in the limited indexing metadata must then order copies of the records to obtain the information contained in the originals. The sample spreadsheets also indicate that all three auditors will deny access to the index metadata, as well, for military discharge records. In theory, disabling access to indexing metadata for recordings would defeat the purpose of centralized, remote access, but the choice is necessary for records that need to be ingested and preserved but withheld from public access by statute. Disabling access to index metadata results in a query response of “no search results found” when the search matches a preserved record. This flexibility ensures that adjustments can be made quickly by the repository’s staff if future legislative actions result in restricting other types of information currently available on the Digital Archives’ website.

			As of this writing, twenty-one of Washington’s thirty-nine counties are successfully transferring their recordings to the Digital Archives each month. The project’s success, based on the archives’ mission of preservation and access, can be easily demonstrated with quantifiable data, the reality of its continued sustainability and extensibility, and the increasing number of counties waiting to become partners. But, internally, success in achieving optimized access management is subjective and must be gauged through the staff’s perceptions of efficiency, reliability, consistency, and their responsive efforts to improve workflows and tools.

			The first major change in the project occurred with a shift in responsibilities for document code and access management. The ingestion coordinator had been responsible for document code management during the pilot project. In the meantime, the repository hired its first electronic records archivist, who would lead the efforts at a new county recordings transfer project. The archivist—a position traditionally tasked with managing access restrictions and practiced at dealing with patrons’ concerns—assumed responsibility for access and document code management. Unfamiliar with navigating system monitoring applications, however, the archivist often requested assistance from technical staff members to accomplish her tasks. This lack of independence led to the next major change in the workflow.

			To facilitate efficient metadata management tasks, including those associated with access, the developers created a dashboard interface for the archivist’s use. The simply named Washington Digital Archives Intranet featured drop-down menus, easy-to-use screens, and editing capabilities. The archivist could open a Document Codes screen (see figure 7.5) from any auditor partner’s account and scroll down the page to view every document code and its associated metadata.         
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					Figure 7.5.  Partner’s document codes screen

				

			

			The document codes from the pilot project had been retained in the system, making it easy for the archivist to manually add new codes that had been employed by the counties since the project’s halt. This was facilitated using a Create Document Code link on each partner’s Document Codes main screen. For every new partner, however, hundreds of document codes, each with seven metadata fields, needed to be added to the system. Entering these manually proved cumbersome. In response, the developers created the ability to bulk load the data from an auditor’s Document Codes spreadsheet directly into the system, again using a link on each Document Codes main screen. The archivist’s first attempt to bulk load document codes from a spreadsheet revealed a minor problem; the data in some columns were rejected for formatting reasons. For example, in several columns, the system required that the text be all capital letters—a fact unknown to the archivist. The archivist’s next step was to ascertain the standards for each column and communicate them to new auditors when providing a blank Document Codes spreadsheet to complete.

			The most recent change to this workflow was to formalize and better document auditors’ requests for adding document codes to the system. When an auditor adds a new document code to his or her recording system, the archivist must add it to the Digital Archives’ system as well. Neglecting to do so results in failure of ingestion for all documents associated with that code. For several years, partners submitted requests for document code additions through e-mail correspondence. If the requesting agency omitted one or more of the required metadata fields, the archivist sought the missing information through phone calls or e-mail responses. To be consistent, to avoid access mistakes, and to properly document the auditors’ choices, the partners must now complete a form and submit it to the archivist, who then attaches the form to the partner’s account, along with the transfer agreement and other documentation.

			While access rules for recorded documents are automated and the Digital Archives improved workflows to reduce potential access mistakes, the inadvertent display of exempt information cannot be avoided entirely. For example, early in the project, full social security numbers, which would normally be redacted when copies are provided manually, were viewable in different types of liens. Many of these were older documents that had been scanned into recording systems during digitization projects in the auditors’ offices. Because there is no community more vigilant at policing exempt information violations on the repository’s website than the citizens themselves, the archives received a number of phone calls from users expressing concern. In response, the chief applications architect created a post-ingestion process that searches for the social security number pattern. The system automatically disables access to scanned images containing information displaying this pattern. The archives also worked with the partners to identify all document codes associated with these types of liens, and the partners willingly agreed to disable access to the images for these document codes. As more auditors’ recording departments conduct projects to scan, index, and transfer older recordings to the Digital Archives, greater care must be taken to prevent viewing of information that was of little concern before broad, online access to public records became a reality.

			The Superior Court Case Files Project

			During the past two decades, traditional archival practices were amended as the profession navigated its way from analog to digital acquisition, preservation, and access. In 2004, the National Archives and Records Administration (NARA) introduced its pre-accessioning policy for federal government archival records. The policy allowed for the transfer of records into the repository’s digital preservation environment while the transferring agency retained legal custody of, and access control over, the records through the end of their retention period and subsequent transfer. Five years later, a policy change allowed for records that are cumulatively and dynamically maintained to be transferred under pre-accessioning criteria.31 Although the Digital Archives did not set out to intentionally adopt NARA’s policy, it nonetheless established the same model for the Superior Court case files. In 2009, working in partnership with the county clerks, the Digital Archives began its second project for creating an access strategy that departed from the traditional model.

			Like the auditors, county clerks’ records management practices had changed dramatically in the 1990s with the adoption of electronic content management systems for court case files. Individual records docketed and entered into a case file system could be scanned images of paper documents or born-digital objects, such as electronic forms. Authentic copies of the electronic files could then be distributed to other institutions, like Washington’s Superior Court Management Information System for centralized management and report functionality and, more recently, the Washington State Archives for permanent preservation and centralized public access to nonrestricted documents. The county clerks asked the Digital Archives to build a record series for Superior Court records where a case file’s documents (digital objects and associated index metadata) would accumulate in the preservation environment. The partner would retain legal custody, maintain complete access control, and fulfill certified copy requests, while the archives would manage the ingestion and preservation system, oversee the trustworthiness of the access strategy, coordinate the e-commerce transactions, fulfill noncertified copy requests, and provide immediate response service when inadvertent access to restricted information occurred. One county clerk participated in the pilot project. She had served for over thirty years, was highly trusted by the other county clerks, and brought a wealth of knowledge to the project. The model she helped design has been sustained and adopted as final. Since then, three additional clerk partners have been added, and the Digital Archives is working with the clerks and vendors of many other counties to make this a broader reality.

			Building a series for records that had strictly defined mandates for access depended on understanding the legal business rules and county clerks’ workflows for Superior Court cases. In Washington, management of and access to court records is defined not by the public records statutes, but by the Washington State Court Rules. Of the eight case type codes for Superior Court, three are fully restricted, while the other five are open to public access but can be sealed (at the case or the document level) or expunged by order of the court. Each case is assigned a case number, which includes a case type identifier. Individual documents within the files are identified by the case number followed by a document subnumber. The chief applications architect, then, had to design a collection model for which access was automated and uniform across all partners, and required that access metadata be assigned in the partners’ systems and be transferred with the records. During the planning phase, the partners presented a variety of potential access scenarios, and it became apparent that the binary approach of confidential/nonconfidential was not a workable solution. Furthermore, each partner expressed a different understanding of “confidential” in the context of Digital Archives website access. One interpreted it as access to the metadata but not the digital image of the record. Another thought it indicated no search results for that case number (file level) and subnumber (document level). Ultimately, the parties agreed on a simple set of four access metadata codes. C represents confidential (not retrievable from the archives database), N represents nonconfidential (metadata retrievable with ability to order document), M represents show metadata only (metadata retrievable with no ability to order document), and D represents delete (for expungement).

			As it works, the clerks’ offices must manage all access changes by retransferring the records with updated access codes. For example, if a judge orders an open document to be sealed, the clerk’s office must retransfer the document using C in the access metadata field. Upon ingest, the document’s access changes from retrievable and orderable to nonretrievable in the archives’ database. The time delay between a court order to seal, docketing in the clerk’s office, and retransfer to the archives with the updated access status is usually two to three days. Auditing the docketing before transferring to the archives rather than transferring errors contributes to the time lapse problem. The delay is a risk factor that the clerks considered and hope to mitigate in the future. Court rules do not define a time period between court order for sealing and docketing the order, but the clerks practice expediency for the public good.

			The meaning of access was another issue confronted during the planning phase. Viewing the digital objects did not mean full, unlimited displaying of the documents, as it did to the auditors. Privacy issues aside, a statute that applies only to the county clerks mandates a copy fee for documents in electronic format. As such, the archives could not deliver full views of documents without charging the statutory fees on behalf of the clerks. To assist users in identifying the correct documents before placing orders, the pilot project clerk chose to provide a link to the top half of the first page of each image along with a bright red, eye-catching notice (figure 7.6) prompting the user to pay for a copy of the record to obtain access.      
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					Figure 7.6.  Access notice for court case files

				

			

			Once copies are ordered, delivery is a shared responsibility. The Digital Archives fulfills orders for noncertified copies by e-mailing a link to copies loaded on a cache server. The link is active for thirty days. If the user fails to access the documents within the allotted time, the Digital Archives can reset the link upon request. Clerks, or a third-party vendor of their choice, provide certified copies.

			The Digital Archives and the clerk partners identified several weaknesses in the delivery model based on user experience and feedback. Initially, the active link to download noncertified copies automatically expired after ten calendar days. Law firms—by far the most frequent requestors of court case files—often ordered files anticipating near future need but did not always perform the download within ten business days. The archives expanded the links’ active window to thirty calendar days. Another recent improvement is the ability to order a complete case file as a single unit, rather than filling the e-commerce shopping cart one document at a time before checking out. In addition, the clerks have requested the development of a subscription service for law firms, which would enable them to purchase an unlimited number of documents for a set monthly price. This request will be given consideration for a future upgrade of the e-commerce feature.

			Finally, human error is inevitable, and the archives’ ability to manually intervene proved valuable when a clerk’s office transferred a batch of confidential documents that were mistakenly identified as nonconfidential. The Digital Archives staff immediately disabled access to the entire collection of that county’s Superior Court case files, allowing the partner time to rectify the situation. During the few hours it took to adjust the access codes and retransfer the records, the Digital Archives posted a notice on its website indicating that County X’s Superior Court case files database was undergoing maintenance and would be back up shortly. In providing a seamless manual solution to the access “emergency,” the repository reinforced the partner’s trust.

			Pulling It All Together

			Protected behind robust intrusion prevention systems, recorded documents and Superior Court case files set a high bar for security needs that the repository applies uniformly over its holdings. In other words, all public records transferred to the Digital Archives are afforded the same high-security measures—from those without restrictions, like recorded deeds, to those with the most critical protection needs, like Superior Court adoption and paternity case files. The system was designed to allow all transferring agencies secure login access to their records, regardless of online public access status. Authorized staff from partner auditors’ and clerks’ offices are issued individual credentials for “backdoor” access to their preserved records. When an agency’s local system is temporarily inaccessible, their staff uses this secure access portal as a limited business resumption action to view records. This function is coordinated with the Digital Archives’ network administrator, who permits access through the firewalls only to authorized users’ specific IP addresses. In eleven years of existence, the Digital Archives’ security has not been compromised.

			Pioneering efforts often produce insights into problems that inform subsequent projects. The activities described in this chapter are no exception, and the resulting wisdom is offered here in the spirit of shared professional development. Foremost, “build it and they will come” may work for ingestion and preservation strategies, but it is an unrealistic expectation for access strategies. This is especially true for repositories establishing pre-accessioning partnerships and shared access responsibilities. Planning is the key to success in these cases. Records managers spend considerable time analyzing legal requirements, business rules, and workflows to determine records retention and disposition needs. This should become the norm for digital repository staff, as well, when developing automated access rules. Project participants should strive to identify all possible access scenarios, taking into consideration not just the present and future, but also the past; restricted information previously identified and redacted under traditional manual access practices is now at risk of exposure when older documents are scanned for broad, online public access.

			For the most effective planning, participation must extend beyond a digital repository’s multidisciplinary team. Archivists, developers, and network administrators should welcome records creators (partners) and their vendors as valuable sources of knowledge. Fewer changes will be needed after a project moves from development and testing to production if considerations include legal requirements; current and past records creation, management, and disposition workflows; the archival repository’s system architecture and its capabilities; the export capabilities of partners’ proprietary systems; and vendors’ levels of commitment. Full representation is also critical while negotiating roles and responsibilities, which can occur well past the period of planning and implementation. In fact, one of the Digital Archives’ benefits in continuing a close working relationship with its partners is to more easily reassign tasks. This allows the repository to control its workload as the collections grow rapidly without a much-needed expansion in staff. In the near future, auditors’ offices will be able to add their own new document codes to the repository’s system using a custom interface, moving this task from the archivist to the partners.

			Focusing primarily on the technical aspects of a project makes it easy to lose sight of end users’ needs, despite knowing that trusted digital repositories must support all of their user communities. A repository should make policy statements available, including “what is accessible to which community, and on what conditions.”32 The Digital Archives did not provide an explanation of recorded documents’ access inequalities; staff realized this only after website users began questioning discrepancies in image availability for similar documents from different counties. It has been an ongoing issue for the archivist to remedy this oversight. Because numerous access points to the records exist, identifying strategic places on the website to communicate policy statements is not straightforward. Many of the Digital Archives’ website users conduct direct searches using the search fields on the home page. By doing so, they bypass all description of the records at the collection and record series levels, including any access notes. Currently, the archivist is reviewing content in the Digital Archives Policies page under the Services tab and will add statements that better comply with trusted digital repositories’ best practices. The lesson here is to identify, during the planning phase, potentially opaque access policies incorporated into automatic systems.

			Finally, a trusted digital repository must establish and practice good internal procedures in order to protect its reputation and its substantial investments of time and resources. While succinct in their descriptions here and limited in scope to the access functions only, these two projects represent several years of planning and testing for the Digital Archives. Staff members are now cross-trained with enough knowledge to help mitigate inadvertent access violations. Each carries a card containing team contact information with them outside of the office, and each is able to remotely access the system when necessary. Further internal procedures include documenting and responding to all agencies’ and citizens’ concerns and alerting a partner when access changes need to be made, whether it is to disable the link to a single image or to suggest that all images for an auditor’s document code be disabled in the archives system.

			Pulling it all together, a digital repository aspiring to incorporate trustworthy best practices—for all functional areas, not just access—has much to consider. The best bit of wisdom, though, comes from the Digital Archives’ chief applications archivist, who said after completing these two projects, “Driving the bus is definitely easier than being a passenger.” Keep that in mind!

			Implementation: Creating an Access Strategy: The Oregon Records Management Solution (ORMS)

			Mary Beth Herkert

			Context/Overview

			The job of the archivist is to preserve and provide access to historical records. In the simpler world of paper records, we did a decent job; however, it is a safe bet that if you surveyed all archives and manuscript repositories, all would have a processing backlog for paper records in their holdings. Some will blame resources, others past collection practices—whatever the reason, there is a backlog. And where there is backlog, there is limited to no access to the records. Now if we look at electronic records, we get an entirely different picture. To say that the problem of managing electronic records is relatively new is a gross misstatement. What we can say is that for the better part of fifteen years, we—the archives/records management community, as well as the information technology community—have, for some reason, deferred the problem. For example, in 1995, then Oregon state archivist Roy Turnbaugh, his staff, and a representative from the state’s Department of Justice tried to manage e-mail by defining how e-mail could be used—e-mail could be used for routine messages, and anything of substance would have to be sent as an attachment, thus keeping the “official copy” of the record outside of the e-mail system. Unfortunately, no one saw the need to manage such a small amount of e-mail. By 2001, the problem of what to do with the ever-increasing volume of e-mail and now electronic records was haunting the state’s information systems directors and made the job of ensuring compliance with state records retention schedules and archival policies, as well as providing access to this information, cumbersome, confusing, and time consuming.

			Is it because we are looking for the perfect solution; have tried to apply theory to reality; have tried using our manual, paper-based processes and procedures for a format so totally different? Whatever the reason, archivists have not been up to the challenge. Strides have been made in preserving the electronic record, but access to these permanently valuable records is woefully behind, leaving some to question why we even bother to preserve the record if we can’t provide access to it. Aren’t we just replicating our “backlog” problem of the paper world?

			In 2004, an Oregon state agency was found in contempt of court for failure to comply with a public records request: cost—$2,500,000.33 Next, an Oregon city34 failed to produce the requested records relating to another public request, costing them nearly $1,000,000 in costs to produce the record requested and attorney’s fees. The state archives tried to get the state to invest in a statewide electronic records management system (ERMS) and were denied the request primarily because of cost. By 2007, the state archives knew something had to be done to manage the growing electronic records problem and decided to take a different tack. This time the archives went to the state legislature asking only for an appropriation to implement an ERMS in the secretary of state’s agency, of which the archives is a part, with the goal of possibly implementing the system statewide if the process worked internally. The legislature approved funding, and in 2009 we knew we had a solution to not only manage the ever-growing amount of electronic records but could provide access to them as well—the Oregon Records Management Solution (ORMS) was born. So, in the summer of 2012, when a request came in for all of the secretary of state’s e-mails from the time she took office in January 2009 to the present day, instead of general panic over having to search backup tapes, we searched ORMS and in approximately ninety seconds returned over eighty-three thousand e-mails sent or received by the secretary of state (see figure 7.7).         
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					Figure 7.7.  Search Results Using HPTRIM for Secretary of State E-mails

				

			

			Because we classify all information for access that goes into ORMS, we only had to review about 250 e-mails to see if they could be released. Since implementing ORMS in the secretary of state’s agency, we have seen an increase in public records requests that are specific and to the point; have seen a decrease in public records requests that are vague or more appropriately referred to as “fishing expeditions”; in most cases have not had to charge fees for the results; and, most importantly, have established credibility of being truly transparent and accessible to Oregonians.

			Strategies

			Complying with the Law. Not unlike most states, Oregon’s Public Records Law was written at a time when all of our “records” were tangible, something you could see and touch, whether it was paper, maps, photos, or the “problem children” audiotapes and motion pictures. Records may have been generated by a computer, but the official copy of the record was always the tangible hard copy. Oregon’s law was written in 1961, when e-mail, social media, texting, and cloud computing were not even concepts, let alone terms permeating society. A “major” upgrade to the law occurred in 1989, when “machine-readable records” was added. As time went on and with new advances in technology, we found the law too confusing and difficult to apply retention and disposition, so we went to the legislature and had it changed to be clearly content driven and technology independent.35 Unfortunately, the access part of the law still remains largely unchanged from its 1973 adoption.36 The expectation is that access to public records must be made available throughout the records’ scheduled retention period; and with the 2011 change to the retention and disposition part of the law, the archives can now manage information created electronically, and better managed information makes access to that information much easier.

			Marketing and Rebranding. Archivists have always seen themselves as crusaders for preserving history. Archivists know that without documenting the past, we are lost as a society—destined to repeat the same mistakes over and over again. Besides, we have cool stuff. How neat is it to see your state’s constitution, Abraham Lincoln’s signature, or a letter from some other historical leader? However, how can the fact that we preserve history and have cool stuff be argued at the same level as children starving, school years shortened, or releasing criminals in tough budgetary times. In reality, what are archivists and records managers? We are the state’s information manager and information broker. If we do our job well, we hold government accountable and make it more transparent and accessible. Only the state archives and state records managers know what information every state and local government entity has—in reality we are relevant even in tough budgetary times. By no means am I suggesting that history is not important, but what is more important is that we are the key to the front door that unlocks how government works. It also brings archives credibility with their legislature, and instead of being a nice-to-have agency, they see us as a necessity in keeping government accessible, transparent, and accountable.

			It is this philosophy of being the state’s information manager (records management) and information broker (archives reference) that was at the forefront of any ERMS solution that we would pursue. Not only did the solution have to manage information for retention and disposition systematically and routinely, but it also had to be easy for the end user to use and even easier to find public records being requested. It had to have a “Google-like” search engine that staff and the public could use. Google’s success has raised the bar in terms of accessibility. The days of predefining search terms and results are seen as archaic and another barrier to government transparency. If we were going to truly succeed as the state’s information broker, our solution had to deliver in a “Google-like” manner.

			Establishing Relationships. As part of marketing and rebranding, we realized that we, the archives, had to build relationships with the information technology (IT) sector in order to be successful as information managers and brokers, and the timing was perfect as IT was becoming increasingly burdened with trying to satisfy public records requests. Because our government information wasn’t being managed, access to public records could only be obtained by searching backup tapes, a time-consuming and costly endeavor.

			The archives worked hard to develop relationships with our agency’s CIO, the state’s CIO, and the technology attorneys from the Department of Justice. These relationships didn’t just happen and were brushed aside more than once by the state CIO before getting a meeting. We needed to prove to him that we knew what he was saying and that we could communicate to him the need to manage government information, making it more transparent and accessible. He listened, understood that what was proposed was a business issue that had a technological solution, and was willing to work with the secretary of state’s agency in building a workable solution that would get IT out of the business of providing access to public records. Together, we came up with a solution.37

			Managing on the Front End. As stated earlier, all archives have backlogs of unprocessed paper collections. The “information explosion” that we face with electronic records makes our paper backlogs seem trivial. In a 2012 article titled “Finding Value in the Information Explosion,” the authors state,

			Modern enterprises are awash with data, and in most organizations the volume of data is expanding by 35%–50% every year. Today’s companies process more than 60 terabytes of information annually, about 1,000 times more than a decade ago. Moreover, most of the data companies collect, create and manage today are unstructured—located in word processing documents, spreadsheets, images and video that can’t easily be retrieved or interpreted.38

			Early on, the archives determined that managing the massive amounts of electronic information being created and sent within government was too much to handle on the back end—the traditional archival approach. In 2003, we received over ten gigabytes of e-mail when then governor John Kitzhaber (Oregon’s first governor to use e-mail) left office. Shortly after he left, we received a request to search his e-mail, and what we found were tens of thousands of difficult-to-search PST files that included public records but also jokes, after-hours dinner invites, general mailings, and so forth. Just like paper, we would again be stuck weeding through the 98 percent trash, non-public-record e-mails to find the relevant few e-mails that had some historical merit or even fit the definition of a public record. The next governor came and went, leaving us with three terabytes on an external hard drive. The Governor’s Office is a small agency with roughly seventy employees. If they were generating this type of volume, what type of volume would we see from larger agencies? We already knew that the state’s e-mail had spiraled out of control when in the early 2000s the state purchased an “e-mail archive” that was supposed to be able to retain all e-mails for ten years. The system filled up within one year.

			Oregon’s Archives Division also includes records management, and in the mid-1980s it determined that we were going to manage records from creation until final disposition by incorporating the appraisal process as part of the records inventory and scheduling process. By 2000, we had inventoried and scheduled every state agency at least three times (schedules expire every five years) and knew how much information was being created and how little it was managed. We also had a paper backlog to process and no resources for a processing unit, due to almost biennial budget cuts. We had a choice to make—continue to be a “nice-to-have agency” plodding along with a traditional approach and watching our budget continually being cut or take a different and new approach by keeping government accessible, transparent, and accountable. Taking all of this into consideration and fully understanding how an ERMS works made our decision to manage electronic records on the front end an easy choice.

			Statewide System for All to Use. It was always the intent of the archives to have a single, statewide system that all state and local government agencies could use taking advantage of economies of scale. The goal of the statewide implementation was to provide an effective and affordable ERMS to all state and local government entities, including the smallest cities and special districts. We went to the legislature in 2003 and in 2005 to ask for the funds to implement statewide but were turned down—despite the fact of two major public records lawsuits—mostly due to costs and the lack of understanding of why managing electronic records with technology was necessary. We began building our case for 2007 by focusing on ERMS software, the advantages of each, and Department of Defense 5015.2 (DoD 5015.2) certification. We also established a working relationship with our agency’s CIO so that they could understand the need for ERMS and how it would eliminate them from the role of public records provider. The secretary of state’s CIO was an easy sell on an ERMS, in part because, in working for an elected official (secretary of state), public records requests were all too frequent and required multiple staff searching and reviewing backup tapes, often taking up to six weeks to complete. We determined that we wanted a DoD 5015.2 certified system because it afforded the updateability, portability, and accessibility that were critical to both the Archives and Information Systems (ISD) Divisions, and the next step was to review as many DoD 5015.2 certified systems as possible, often visiting agencies that had already implemented them. This included a trip to Victoria, British Columbia, to see their province-wide implementation of Tower TRIM. During the visits, ISD focused on the technology implications while I focused on end users and business processes to better understand the issues to expect during implementation.

			We determined that our best approach would be to go to the legislature, request funding to implement an ERMS in the secretary of state’s agency, and, if successful, roll it out statewide. We were given a $1 million appropriation and immediately began the procurement process,39 resulting in the selection of Tower TRIM for its ERMS application. The reasons for selecting TRIM were many and included the following:

			
					Stability. The product had not been bought or sold in its twenty-plus-year existence. Much to our surprise, six months after buying TRIM, Hewlett-Packard bought it.

					Cost. It was significantly cheaper than its nearest competitor because it was truly an off-the-shelf product that needed little IT intervention. The total cost for agency-wide (220 users) implementation was $915,018.00.

					E-mail. It was one of the few DoD 5015.2 certified products that worked with GroupWise, the agency’s e-mail system at that time and used by almost one half of the other state agencies.

					Satisfaction. In interviews with other entities using DoD 5015.2 certified ERMS, we never heard end-user complaints about difficulty in using the system.

			

			By early 2009, we knew we had a system that could be rolled out statewide, and our new secretary of state, who was trained and began using TRIM within the first week of coming into office, was very supportive of moving forward with our approach. Ideally we wanted to keep it in-house but could never get a price point that was cost effective. The solution that the team (archives, state CIO, agency CIO, and the Department of Justice) came up with was a software-as-a-service (SaaS) model, where a private-sector vendor would provide the hardware and software for the management of public agency records, and the archives would configure the ERMS software for each participating agency. The result is the Oregon Records Management Solution (ORMS). We ensured that through the request for proposal and contracting processes, what we had was a private government cloud where participating agencies retained custody of their records; followed authorized records retention schedules; and controlled access to their records based on existing statutes, rules, and policies. Some of the technical requirements of the provider relating to access included

			the use of TRIM (now HPRM) a DoD5015.2 certified ERMS ensuring updatability, portability and accessibility; it needed to be hosted on a maintained, redundant, load balanced and high-availability infrastructure in a secure data center environment meeting the standards of a Tier Two Data Center; storage had to be managed so that corrupt or missing data could be recovered in less than 2 hours; 24x7 Helpdesk support; scalable for up to 100,000 users; redundant ISP’s with acceptable connectivity and speed; 24x7 infrastructure monitoring and support; ability to manage across multiple repositories; be compatible with the State’s classification system and record retention laws; have a proven set of migration processes; include retention and e-discovery capability; ensure Authorized Purchaser’s records are transported, stored and accessed in a secure manner; address specific encryption methods, strengths, network protocols, etc. and must be able to abide by the State’s Security Plan and Standards, State Information Security Policies and the Oregon ID Theft Act; ensure records transported by and stored on proposer’s servers remain unaltered from its original form; service availability shall be a minimum of 99.99% measured on a monthly basis; record retrieval delivery time shall be three minutes or less, 95%, measured on a monthly basis; virus protection; etc.40

			The successful bidder and our business partner is Chaves Consulting Inc. in Baker City, Oregon, a mere 350 miles east of Salem with a population of 9,828. Chaves and its technical partner Arikkan own and operate the highly redundant, highly secure Synergy Data Center, a state-of-the-art facility. Its location in Baker City, which is closer to Boise, Idaho, than either Portland or Salem, provides us with built-in redundancies such as being on two fuel and power grids. We knew in the beginning that securing the right business partner was crucial to the success of ORMS. Chaves and Arikkan have worked with us to bring on new customers and have been more than responsive to troubleshoot any and all technical issues that we have faced, including those that are definitely not related to our solution.

			Today, thirty-eight state and local government agencies are using ORMS and providing access to over seven million records.41 These agencies represent all levels of government and range in size from four users in the Reedsport Justice Court to the potential of six hundred users at the Department of Environmental Quality. They pay a per-user fee of $37.02 per month—a cost that goes down as more users are added until we reach a low point of $10.54 per user, per month when we reach twenty thousand users.

			Challenges

			The challenges of implementing a system like ORMS and actually having it succeed are many. However, this did not deter us from trying. IT folks ignore archivists, it costs too much, why bother when storage is so cheap, my staff is too small (Oregon State Archives has a total of six staff to work on this in addition to their other duties in records management), and the list goes on. Challenges can be seen as roadblocks that kill a project or as inspiration to prove that it can be done. Below is a list of some of the larger challenges affecting access that the state archives faced and what we did to overcome the challenge.

			Virtual Hoarding. There is still the notion that “storage is cheap so why not save everything?” Yes, buying additional storage is cheap, so most of our file servers resemble the worst episode ever shown of Hoarding, Buried Alive, multiplied exponentially. Storage costs do not end with the purchase of additional memory. You need to consider the costs for maintaining that information in a climate-controlled environment, buying additional servers to manage the volume, and migrating the information to new formats when software changes. If we look at this alone, the costs become more expensive than buying an ERMS and managing information for retention and disposition.

			Costs aside, the biggest issue with this idea of cheap storage is the consequence of trying to wade through the terabytes of stored information in order to provide access to our public records. A search in the “storage is cheap, so why not save everything?” environment takes days, weeks, and often months of searching and reviewing backup tapes. The result is incomplete results that are cost prohibitive to the general public and files that cannot be accessed because the software is obsolete, solidifying the notion that government is not transparent.

			Prior to ORMS, the state archives would present the above, only to be told that it is too hard to do. We now can show agencies considering ORMS how easy it is to access their records (a) because of the “Google-like” search engine and, more importantly, (b) because their records are more accessible because they are actually destroying records according to their retention schedules. If we look at the earlier example of the request received for all of the secretary of state’s e-mail over a four-year period, this request would have taken a minimum of six weeks to fill. Our agency CIO was all set to have her staff begin the search of e-mail backup tapes when she was reminded that we have ORMS! Prior to ORMS, that request alone would have cost the requestor easily $10,000 when labor is figured into the cost.

			In February 2015, Oregon’s governor resigned, and because of the order of succession in Oregon, the secretary of state became the next governor. This meant that we received numerous requests for records of the secretary and methodically answered each and every one of them by searching ORMS to get our results, and there was no charge to the requestor. However, the same can’t be said for the requests received for the former governor’s records, which were not being managed in an ERMS. It was apparent to the new administration, because now they did not have ORMS, that public records were not readily accessible, and the general mood was that government was secretive and not transparent. In one of her first moves as governor, the former secretary called for a public records audit that not only would address access but retention and disposition as well, because they are interrelated.42

			One would think that the negative publicity brought about by not managing information or having the ability to access information without having to search backup tapes would have agencies flocking to solutions such as ORMS. In some cases it does, but to most it presents our largest challenge, the perception of the loss of control over their information.

			If It’s Not on My Desktop/Server . . . . The biggest challenge regarding implementation is the perception of the loss of control over information when in reality managing information in an ERMS gives more control. In some ways this is a hard one to understand, but if we ask a records manager how many times they have been told by agency personnel that they needed their information permanently when in reality it only needs to be kept for a couple of years, it makes sense. Because we don’t or can’t manage our information, we save it just in case someone wants it. The problem with this mind-set is that it creates the virtual hoarding scenario, which makes it highly likely the record won’t be found even if it does exist.

			Because participants in ORMS are required to review and sign off on destruction lists every quarter, this is viewed as a reason not to participate by some, despite the fact that there are all sorts of checks and balances in the system to create legal holds and to prevent unwanted destruction. The remedy for this has been intensive education and training on why it is good to manage information.

			Nothing Is Safe in the Cloud, or It’s ORMS’s Fault! Managing information in an ERMS is scary enough, but add to that that the ERMS is in a shared environment, and it’s in the cloud—how can our information possibly be secure? TRIM/HPRM, the ERMS used in ORMS, has numerous levels of security built in, not only on the records side but on the users’ side as well, securing who can have access to information. In addition, some agencies were hesitant to “poke a hole” in their firewall, but in most cases, careful explanation and diagramming by our technical partners (Arikkan) assured agencies that security is not compromised. In one instance, we had to compromise by putting a dedicated workgroup server within the agency, which then authenticates and transfers information directly to the Synergy Data Center. Other security measures include user authentication through agency protocols (i.e., Active Directory). Users cannot access the data set without this authentication. The data center itself has numerous, redundant security features ensuring that information is secure to current standards. In addition, the 2007 legislature passed into law an “asset classification system” requiring all state agencies to classify information on a 1–4 scale (1. Published; 2. Limited—access is through the agency instead of the Internet; 3. Exempt—specifically exempt by statute, rule, or law; and 4. Restricted—disclosure is a threat to state or national security). See figure 7.8. This scale allows us to provide better access to all of the state’s public records because only those with a level 3 or 4 classification need to be reviewed prior to disclosure. This classification system has not only been added to all state agency records but to all of the local jurisdictions as well.      

			
				
					[image: ]
				

			

			
				
					Figure 7.8.  Note the Security Level of “Limited” for Highlighted E-mail Message

				

			

			Because ORMS is set up as a multiple-tenancy environment, which had never been done before, archives staff had to take extreme care in how they built agency administrator profiles. Early on, it was brought to our attention by a client that he could see another city’s records when he shouldn’t have been able to. The culprit was using the stock user profile of administrator. This was quickly rectified by creating custom users, clearly defining privileges and access.

			The other main challenge that we face on a regular basis is that IT security is not standard. Levels of security vary from agency to agency, and at some point, someone will forget about a firewall or other security measure that they have implemented and blame ORMS. This happened with our first pilot agency, and our vendor very patiently went through everything on their end to ensure that ORMS was not the cause of the problem. Despite much protestation to the contrary, the pilot agency discovered a third firewall that they had forgotten. Once addressed, ORMS worked fine. The key to overcoming security challenges is to be patient, understand your product and process, and have an excellent technical team!

			I Need Order before I Start. During our very first presentation to an agency, the attorney and the CIO fixated on legacy data and felt that until they could find a solution that could manage legacy data, they couldn’t possibly move forward. Fortunately for us, the decision makers stated that there will always be legacy data, and that will continue to grow unless they adopt something to manage their information. They came on board with ORMS and have segregated pre- and post-ORMS information. Legacy data can’t be ignored, and order is necessary. Archives staff create the order when they configure ORMS for each agency, program, and staff, and this order manages information on a go-forward basis. Some legacy data are easy to ingest into ORMS using the tools of HPRM, and new applications are being built to assist in getting legacy information into the system.

			Results/Outcomes

			ORMS was born out of the need to better manage public assets and to make the state archives relevant in very tough budgetary times. Since implementing ORMS, we have provided more access to more individuals about their government in a more efficient and expeditious manner, and the legislature, CIOs, the state’s CIO, attorneys, elected officials, and agency directors see the difference we are making and know who to consult when questions about public records and technology arise. As stated earlier, we now have thirty-eight state and local government agencies participating in ORMS, with more agencies in the process of signing agreements and coming on board. Has ORMS solved all of our problems? No. Are we providing better access to state and local government records while managing for retention and disposition? Absolutely! To think that over eight million records are being managed in a single, statewide system may not seem like a big deal, but that’s eight million less records being “hoarded,” and it’s eight million records that are easily accessible. In our first quarterly destruction, twenty-one thousand records were permanently destroyed, freeing up valuable server space and saving agencies money by deleting records that had met their scheduled retention period. In addition, we have taken advantage of the other tools that HPRM provides, such as workflow management, which allows us to truly automate and streamline business processes while cutting down on the unnecessary and duplicative records that agencies create to document what they do.

			A major outcome in the implementation of ORMS has been the ready access that we can provide to public records. Tillamook County, a smaller coastal county, was looking for a way to provide access to the County Commission meetings and the decisions being made. Traditionally, meetings were recorded and then abstracted to create minutes. Citizens not able to attend the meetings, and in some cases those that did attend but wanted to listen to the proceedings, often had to wait days if not weeks for the information to become available. The county clerk had to create minutes before the tapes could be released, and minutes had to be approved before they could be viewed by the public. In an effort to make this process easier, the legislature approved a bill that no longer required written minutes as long as meetings are recorded. Unfortunately the bill was shortsighted in not recognizing that technology changes and renders these recordings obsolete and, in some cases, totally inaccessible. In addition, the state archives required written minutes, so we would always have some record of commission actions. Tillamook County signed on to ORMS to try and solve this problem. Today, the recordings of commission meetings are immediately accessible as they are put into ORMS once the meeting is finished. The recording is saved as an MP3 and given a level 1 classification, sending the record to a public store and making it accessible via HPRM’s web portal called WebDrawer. Exhibits presented to the commissioners as part of testimony are converted to PDFs and also sent to WebDrawer. Figures 7.9 to 7.11 show WebDrawer and the results of a search.                       
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					Figure 7.9.  Tillamook County Search Screen in HPRM WebDrawer Web Portal
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					Figure 7.10.  Tillamook County Search Results List for Above Query
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					Figure 7.11.  Tillamook County Search Results—Actual Records

				

			

			The secretary of state’s Corporations Division has used ORMS to streamline a business process, resulting in better and faster access to their customers and the public. The Corporations Division is responsible for registering all businesses in Oregon and years ago developed a database to track the information required for a business registration. They automated their process, allowing businesses to register or renew online, and then scanned the necessary forms. This process, although automated, still took almost two weeks to complete from filing to scanning, and if there were corrections to be made, the process could go longer. When the agency implemented ORMS, it was determined that the information in their existing database could be tied to the image in TRIM, and since each document had a unique business registration number embedded in a barcode, the required metadata to link the image in TRIM to the existing database could be obtained by scanning the barcode. This allowed staff to reduce the time to process a registration from two weeks to less than twenty-four hours. The database that was already available online for the public to search now included the actual image of the filing retrieved from TRIM and viewed via WebDrawer (see figures 7.12 and 7.13).               
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					Figure 7.12.  Corporations Division Search Screen
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					Figure 7.13.  Search results list. Note Image Available column. When double-clicked, image is retrieved from HP TRIM and displayed.

				

			

			The state archives has dealt with obsolete technologies for years. Not unlike other state legislatures, our legislature has recorded its biennial sessions for as long as it could, never really paying attention to the recording medium and often using the latest format available. During the 1967 and 1969 sessions, they chose to use Sawyer-Rols, a combination dictatape/audio format that allowed clerks to write notes directly on the tape. By the early 1990s, the last, semi-working playback machine was sent out for repair and never came back. It seems the owner closed up shop and took everything with him. For twenty-plus years, there was no way to listen to any of the audio from these two sessions, which contained landmark legislation such as the beach and bottle bills and Oregon’s land use and minimum wage laws. In 2013, we found a playback machine on eBay, purchased it, and sent it out for repairs and a general cleaning to the tune of $3,000. We now had a working machine but couldn’t possibly let our patrons use it for fear of it breaking. Fortunately, a member of the Reference Unit likes to tinker and with $15 worth of wire and connectors figured out a way to digitize these records and, of course, once digitized as MP3s put them into ORMS, where they would be accessible to the public for the first time in over twenty years (see figure 7.14).43       
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					Figure 7.14.  Search results. When you double click on the result for “Tape,” the audio is “retrieved” from TRIM and can be listened to from the comfort of your own home.

				

			

			We are also in the process of finalizing an API that will allow us to export the audio files from the legislature’s proprietary system and import them directly into ORMS. Upon completion of the export/import process, the audio as well as the exhibits and logs will be readily accessible from the state archives’ WebDrawer portal.

			Practical Advice/Lessons Learned

			What have we learned throughout this process? A lot. And here are a few of the more important lessons. First is the need for careful evaluation and oversight of ERMS products. Know what you want the system to do and make sure it can do it for you. Implementing an ERMS requires a change in behavior and is a great opportunity to update and change outdated or less effective business processes.

			Our organization looked at over half of the DoD 5015.2 certified products to see what their strengths and weaknesses were. We went to organizations that had implemented the product or were in the process of implementation and interviewed not only the IT staff but the end user as well. In the end, it was the feedback of the end user that carried the most weight since they are the ones who access or provide access to the information in the ERMS.

			Information security and ensuring that the public cannot access exempt information (i.e., attorney-client privilege, medical information, police records, etc.) is a large concern. We have had to demonstrate that the software can handle this and that information that is exempt will stay exempt. In addition, state archives staff and our business partners have been required to go through LEDS and CJIS certification processes. It comes with the territory of working with police and other highly secure information, but if we want our agencies to manage and more effectively access their information, we need to be willing to give them the assurance that background checks and certifications bring.

			Changing behaviors is a necessity of this process, and I can guarantee that not everyone will like it. Be consistent, patient, and have upper-level management support. Every pilot agency has had their upper-level management, county commission, or city council approve this program before implementation, and we have had to go back to them on occasion to get the project moving when we have hit a roadblock with staff. We spend a large portion of our time training end users on how to find the records that they have put into ORMS. Once they see how easy it is to do and how relevant the search results are, they are sold and ready to move on to pushing more information out to the web portal where the public can do their own searches.

			In the end, it is the ease of accessing information that sells ORMS.

			Implementation: Determining Access Requirements for a Federal Government Scientific Data Repository

			Lorraine L. Richards

			Cultural heritage organizations such as libraries, archives, and museums are aware of the importance of managing records in a trustworthy manner. In contrast, non-cultural-heritage organizations often focus narrowly on compliance when considering what types of records and information should be maintained and for how long. However, federal government open-data and open-science requirements recently have created a new and rapidly growing arena in which records and information must be managed and maintained well.44 This has led to a gap between the number of personnel needed to provide curation services and the number available and qualified to help these agencies develop their curation capabilities.

			Records managers and archivists with an understanding of the unique access requirements of federal agencies stand to play a large role in data curation in the near future. This case illustrates the nature of such a role by discussing the strategies, techniques, and sometimes purely serendipitous activities that a Drexel University research team performed when they determined curation requirements for a federal research organization. The focus is on the specific and practical actions that helped agency personnel define access requirements for scientific data curation.

			Background

			In 2013, a research team from Drexel University’s College of Computing and Informatics (CCI) entered a contract with the Federal Aviation Administration’s (FAA) William J. Hughes Technical Center (Tech Center) in Atlantic City, New Jersey (http://www.faa.gov/about/office_org/headquarters_offices/ang/offices/tc), to perform research and to assess requirements for an OAIS-compliant digital curation repository that would house research data created in the course of Tech Center scientific experiments and simulations. The Tech Center’s mission is to conduct scientific research, development, testing, and evaluation of all facets of air transportation within the National Airspace System (NAS). Historically, the numerous laboratories at the Tech Center have each managed and maintained their own research data sets separately.

			When the Drexel research team and the Tech Center scientists kicked off the digital curation project in mid-2013, the primary motivation for the project appeared to be one of open access to scientific data to allow reuse of data and verification of scientific results. However, the Drexel team quickly realized that the Tech Center scientists did not view open access as a key value added by the envisioned repository. Rather, they believed the value of the repository would come from an ability to support day-to-day analytical activities. As a result, the Drexel team had to wed the broader, public benefits that increased access could bring, such as greater accountability and improved likelihood of innovation, to the private benefits such as the trustworthiness of scientific results based on authentic data and reduced search and discovery costs due to better curated metadata.

			Providing open, public access to all Tech Center unclassified research data was an impossible requirement to support in the short term, given the limited resources available and the immensity of data flowing through the multiple systems. As a result, the Drexel team negotiated with scientists from two laboratories—the Human Factors Laboratory (HFI) and the Target Generation Facility (TGF)45—to work on access issues in phases, first considering access between the two laboratories in detail, and then beginning to flesh out more generic access questions that would arise when other laboratories and agencies began to participate.

			Methods

			The Drexel team used face-to-face interview sessions and group discussion meetings with principal investigators (PIs), scientists, and analysts within the two laboratories involved in the project.46 The team created a semi-structured survey protocol to inform their discussions with scientists and data analysts about a number of different areas. For example, they requested detailed information about the general functions of the data, file formats, the use of data sets within scientific workflows, ongoing data management activities, metadata, access and collaboration, publication, restrictions on data use, and policies regarding authenticity, integrity, and version control. These questions aimed to understand the current data environment, the community of data users, and scientists’ attitudes toward sharing their data.

			The survey itself was not designed to be completed individually by scientists, largely because the number of questions that needed to be answered was too large to expect an acceptable response rate. Instead, team members presented the questions in face-to-face interviews and meetings throughout the entire fifteen-month time span of the project, often deliberately repeating earlier questions in order to validate answers and elicit potentially new or revised answers as the nature of digital curation became clearer to the Tech Center employees.

			Questions from the survey that are directly related to access can be seen in textbox 7.1. Some of these questions aim both to determine access requirements and to introduce the need for a data inventory. The team also conducted an analysis of legal compliance regulations and federal mandates. Access requirements were one of several key components of the scan.

			
				
					Textbox 7.1.  Access Questions for Tech Center Scientists and Analysts

					
							Do you at present access other researchers’ data? If so, please tell us how you access the data.

							What are the hard copy records, information, and data that you can think of that you use on a regular basis? Electronic?

							How do you find or discover the data that you access from other researchers? (E.g., common descriptive terms, joint projects, keywords, text search metadata attached to files, tags on files, common file organization system, search of data repository, and use of a controlled vocabulary.)

							Do you at present use tools to facilitate collaboration with other researchers, scholarly discovery, and data sharing? If so, please indicate the tool.

							Are you interested in accessing more data from other researchers or receiving support in order to access other researchers’ data? If so, would you need support in selecting or discovering data from other researchers to use in your own research?

							Would you like assistance with extracting and manipulating the data you may retrieve from other scientists or researchers?

							Do you share information or data in your work processes with other people in your lab or with people in different labs or departments? If so, who?

							Could you please tell us if you at present share your research data? If yes, to whom do you give access? (E.g., colleagues/students at Drexel, colleagues/students at other universities/research centers, as supporting evidence for publication, general public, other.)Do you or would you have any reservations about sharing research data and other information with others? If so, please tell us about your reservations.
Please summarize your concerns in regard to:


					

					
							Confidentiality of data

							Commercial value of data

							Possible misinterpretation of data

							Time/effort required to make data availableCould you please tell us if you see any benefit to researchers sharing research data?
Who do you believe should be granted access to your data? For instance, will it be available publicly or will only a limited number of people be able to access it?
Could you please tell us if you have grant obligations which stipulate who must be able to access your data? If so, please tell us who must be able to access your data.
Who do you believe should be able to exercise control (edit, view, change, delete) over the data deposited in the repository?
Could you please tell us if there are any conditions or restrictions related to your research data? (E.g., personal identifiers, contractual restrictions, copyright, government regulations, etc.) 
Are you concerned about intellectual property rights in relation to others accessing and using your data? If so, could you please tell us what your specific concerns are?
Would you like support in relation to understanding and ensuring the intellectual property rights associated with your data?


					

				

			

			In addition, the Drexel team included questions related more directly to publication, but also relevant to access. These are given in textbox 7.2.

			
				
					Textbox 7.2.  Publication Questions Relevant to Access Decisions at the Tech Center

					
							Have you ever been asked to publish or make your electronic research data openly available outside of an article or research publication?

							Are you aware that there are data services that will accept, store, publish, and share your research data?

							Are you aware that data services will accept and store your metadata or data about your research data?

							Do you currently deposit your data with a data service? If so, would you please tell us the service or services with which you deposit your research data?

							Do you currently store or publish the metadata associated with your research? If so, would you please tell us the service or services with which you deposit your metadata?

							Who are the consumers of your research data and projects? Are there different consumers for each project, or do you provide information to the same group or groups over and over?

					

				

			

			Assessing Access

			A number of questions about access arise when planning a scientific data curation repository. The Drexel team considered who (and what systems) would need to access the data, what kind of search and discovery mechanisms would be necessary for these users, what types of privacy and security measures needed to be considered, how to satisfy the potentially different access requirements of disparate domain areas and geographic users of the data, what kind of information architecture would be needed, and how to ensure interoperability such that geographically distributed users would be able to access needed information while still maintaining control of their own data. In addition, because access requirements also influence the selection and appraisal of new information, the team paid a great deal of attention to the sources of data that inform or derive from the research activities in the two participating laboratories. The team’s initial focus on determining the Tech Center’s current data holdings and understanding the scientific workflows also helped them ask Tech Center personnel about access requirements.

			The Drexel research team spoke with key stakeholders during the kickoff meeting in May 2013, asking what communities the scientists believed should have access to Tech Center data and research. Several responses made it clear that no consensus on access requirements existed among the stakeholders. The participants disagreed on the ability of reusers to understand the data sets within the context of the experimental and simulation processes, and on the relative scarcity of people outside the laboratories who would find the information valuable. Some scientists believed that because they already had their data placed on the FAA website, they were therefore making it publicly accessible, in spite of a lack of search mechanisms. In addition, because the Tech Center has a very wide variety of laboratories associated with different branches of science, the scientists all questioned whether their particular data sets would be useful to other laboratories or organizations.

			Several scientists insisted that reusing data was not possible because, as one explicitly stated, “the entire context of an experiment or study must be conveyed to make the data meaningful to anyone.” He maintained that without this context, the data are useless to anyone else, and that there is no point in providing access to information that is not useful. In response, the Drexel team introduced the idea that metadata and other information linked to a particular study could be included in the repository to give fellow scientists an understanding of contextual elements such as experimental processes, data generation, and results. Then, over the early project meetings, the team mapped scientific workflows to data inputs and outflows in order to show how the data relate to the scientific activities and conclusions to which they are tied. In collaboration with the participating laboratories’ primary investigators (PIs), the Drexel team created a list of the minimum digital objects that would need to be linked to create an “aggregated object” that could provide a comprehensive understanding of the data associated with any given research study. These data objects included the following:

			
					a client’s request for a study, and/or the PI’s proposal for a study;

					the PI’s test plan;

					the Institutional Review Board (IRB) request and approval;

					the completed ISO 9000 (quality) form;

					experiment/simulation work process documents;

					pre-simulation source data;

					process data (i.e., that data generated during simulations, such as sensor data);

					post-simulation or post-experiment data (e.g., survey responses by project participants);

					the study’s final report; and

					publications associated with the study.

			

			These individual data objects would be linked to create an aggregated object such as that illustrated in figure 7.15. In that figure, one can see that each component object is linked via metadata to all of the other components. In addition, the entire set of objects is identified with a name, or key, that points to the aggregate object, for example, “Experimental Study A.” Some of the component objects may also be mapped to other aggregate objects. For instance, the element in figure 7.15 called “Pre-Simulation Source Data” may be a part of not only Experimental Study A, but also of Experimental Study B, Experimental Study G, and so forth. A line linking this element to those elements would then connect all the studies that use the same source data.47     
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					Figure 7.15.

				

			

			In addition, the scientists noted that other scientists could reuse data sets only if they were going to use the same, or very similar, experimental parameters in their own studies. If the parameters are not the same, then the reuser would not have his or her experiment set up properly for achieving experimental goals. In this context, a parameter is one of the attributes of a system that defines and determines how entities within the system will behave. For example, suppose a researcher wants to determine how placing a new button on the airplane’s dashboard will affect a crew member’s response time and accuracy in a given situation, such as an engine failure. A number of parameters could influence outcomes in this study, such as the plane’s altitude, the particular sector of airspace in which the plane is flying, air speed, the model and age of the aircraft, the experience level of the cockpit crew, and perhaps even the time of day. A scientist who wishes to study the potential impacts of a change in cockpit configuration (e.g., a new button in a new place) would want to include all this information in his or her study to be sure that the important factors are all considered. Another scientist would only be interested in using the data from this experiment if the parameters of his or her new study are the same as in the original experiment or can be modified easily to fit the second scientist’s required parameters. Thus, when considering the question of access, it is important to consider which communities of scientists might be interested in reusing the data and what metadata must exist to enable potential reusers to find that data set relevant.

			This points to one of the difficulties of opening up scientific data sets to a large group of heterogeneous reusers: the original scientists do not usually know what information scientists from different domains will find most useful, so they can only speak to the types of information that they would find useful if they wished to reuse the data. This limitation speaks to the need to think about access iteratively when building a data curation repository—a data curator needs to include new domain areas in a systematic manner to determine whether specific data sets have the necessary metadata and supplementary information for the new domain. This also implies the need to update ontologies and thesauri on a continuing basis, as needed.

			The Drexel team also discussed with the Tech Center personnel how to capture provenance information by documenting administrative metadata and scientific workflows. After reiterating the ways in which particular data objects and metadata could support reuse value in the data set, the PIs from the participating laboratories began to offer information on various scenarios in which they, and other scientists, may be able to reuse data sets. 

			Apparently believing that availability equals access, another scientist stated, “All of our data is already available on the Web.” Upon further discussion, however, the research team found that there were no search mechanisms in place to allow individuals who do not already know about the existence of these data sets to discover them. In addition, when the Drexel team queried the Tech Center personnel about the quality and quantity of metadata they receive or create from their source and derived data sets, participants conceded that the metadata was inadequate to allow someone to receive a data set and easily understand how to use the data elements within a new study. Laboratory supervisors, who are the studies’ PIs, said that if someone wanted a data set, they would have to contact the PI directly, both to gain access to the data and to understand enough about the data to reuse them. They agreed that it would be helpful to have sufficient metadata to allow some of these conversations to be replaced with online searching.

			Data privacy figured into access discussions as well. The scientists did not state any concerns about their individual or laboratory ownership of the data. They did, however, bring up the issue of sharing data that the Tech Center purchases from vendors. They said that they would either have to receive special permission to share that data or, in some situations, they were not allowed to share the source data they purchase from outside vendors. In spite of saying that they did not feel particular ownership of the data, however, they did exhibit a hesitance during the project to share their own data with Drexel team members. They eventually allowed the team to perform a data inventory, but they insisted on nondisclosure agreements first. In the interest of privacy, they only allowed access to data from two projects that did not have external clients. (That is, the sample data used for analysis came from an internal project for the HFI and TGF laboratories alone.)

			Information architecture played an important access role in this project. The various laboratories at the Tech Center engage in research projects with other laboratories in the Tech Center, but they also engage in projects in which numerous participants internal and external to the Tech Center participate or act as clients. As a result, a data curation repository needs to take into account a variety of access rights, data semantics, and naming conventions that individual locations rely upon. In addition, scientists from different locations often exhibit a strong feeling of ownership over their own data sets. As a result, the Drexel team needed to offer an information architecture that would allow each potential site to have local control over their own data sets while supporting global use and understanding of those data sets. As a result, the team recommended that the curation repository rely upon a data grid structure that would support distributed (i.e., local) management and control over data, with access rights defined globally. They recommended the iRODS data grid because it is already widely used within the government sector. As a result, federal agency personnel will have the ability to seek contacts within other agencies to provide best practices and lessons learned for managing the grid technology. The Drexel team also recommended a Fedora repository structure, again because of its widespread use in the federal sector. iRODS will allow each individual site that participates in the repository to manage and maintain their own data sets and upload them to the iRODS grid, where an iRODS identifier keeps track of the usage and different logical namespaces that each site uses for the data sets, through a metadata mapping facility. The Fedora repository application provides robust search capabilities and has been proven to interface well with iRODS.

			Discussion

			A Holistic Approach Is Required

			Determining access requirements for scientific research data is quite difficult because access is tied tightly to other records-related functions, such as selection and appraisal, metadata creation, and intellectual property rights definition (see table 7.1). As a result, access requirements—while a crucial component to any digital curation repository design—often “hide” under other, more explicitly recognized research needs of federal scientists. Because of this, access planning must often be discussed in an iterative fashion, whereby the development of an access plan is recognized to be a long-term, incremental and additive process. In the case of this project, developing capacity for opening up access was a crucial component that needed to be pursued before final decisions could be made about which public and private entities will be able to access research data “eventually.” The primary focus was on developing consistency in access decisions across the two participating laboratories, which engage in a lot of joint research. As the development of the repository continues, the focus will shift to including additional laboratories and ensure consistency of decision making about access.

			
				
					Table 7.1.  Ways Access Can Be Affected by Curation Functions

					
						
							
							
						
						
							
									
									Curation Function

								
									
									Relationship to Access

								
							

							
									
									Selection and Appraisal

								
									
									• Determines what datasets and data elements will be available

									• Affects how reusers will interpret the data

								
							

							
									
									Arrangement and Description

								
									
									• Influences discoverability

									• Affects reusers’ interpretation of data objects

									• Affects users’ trust of the data

									• Affects data creators’ willingness to submit data sets

								
							

							
									
									Ingest Techniques

								
									
									• Affects data creators’ willingness to submit data sets

								
							

							
									
									Preservation Strategies (e.g., migration vs. emulation)

								
									
									• Influences cost of preservation, thereby affecting trade-offs between access and usability

								
							

							
									
									Storage Structures

								
									
									• Influences ease and speed of access

								
							

							
									
									Information Architecture

								
									
									• Influences the ability to manage one’s own data and share across geographically distributed sites, which can influence willingness to share and willingness to reuse data sets

								
							

						
					

				

			

			The Importance of Understanding Scientific Workflows

			Scientific workflows are essential for understanding the nature and uses of data. They follow the steps of scientists, from their decision to conduct a study, to project initiation, through source data collection, experimentation, and/or simulations, up until the final data have been output and analyzed, leading at times to publications and always to a final project report. One needs to understand the workflows of scientists in order to understand what types of scientific scenarios need to be considered by a potential reuser of scientific data. The scenarios reveal the contextual information a reuser will need to validate that the data themselves are is going to be useful for his or her own study. By tracking when data sources are touched and data are input into (or output from) the scientific process, one can gain a better idea of the provenance of the data and final outputs as well. One can also use workflows to troubleshoot when something unexpected occurs.

			Although generalized workflows can be created to understand who “touches” (or creates) the data at particular points in a project, the more granular the workflow is, the more unique the contextual information across research studies and the more useful for allowing reusers to assess the relevance of a previous experiment to their own planned project. However, granularity of data also influences the likelihood of deductive discovery, a concern one must consider when taking privacy needs into account. Deductive discovery is a term often used to refer to the ability to identify personal information when one has enough data from a variety of sources.

			Consider figure 7.16. There are several points at which data are input, modified, or output. During the “data shakedown,”48 contracted pilots and air traffic controllers assess how well a simulation maps to their experience. Once approved, the data that have created the simulation are accepted as raw data for the experiment. These data may be modified again during a simulation, because sensors capture more data as the test crew goes through the simulation. Likewise, the test crew may have heart rate monitors, eye trackers, or neurological sensors attached to their bodies, which will create even more data—data that can be mapped to the activities that occur during the simulation. At the end of the simulation, these final data may be “post-processed,” which is to say, some additional analytical activities may occur to make the interpretation of the final data set clearer and more usable. In addition, surveys might be given to the test participants, creating even more post-study data. Being able to track when and where data have entered and left the workflow enables one to track provenance and authenticity more readily, enhancing trust on the part of potential reusers and thereby incentivizing increased access. The workflows also act as a talking point between repository designers and scientists, enabling discussions about which sets can be accessed and by whom.         
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					Figure 7.16.

				

			

			The Role of Context

			As mentioned earlier, Tech Center personnel emphasized the importance of contextual knowledge, a finding that is consistent with previous research in scientific sharing and reuse.49 Such research has shown that at least three characteristics of previous scientific research must be available to scientists to increase the likelihood that they will be willing to reuse the data from a previous experiment:

			
					Relevance: Do the existing data map to the potential research parameters? Do they use the same parameters?

					Understandability: Is there enough documentation to ensure that the scientists know the precise way the data are defined, created, and collected?

					Trustworthiness: Understanding both how the data are produced and how the previous scientists dealt with data-production problems increases trust in the data.

			

			To the extent that metadata can allow some of these concerns to be addressed, project teams will save both analyst and PI time and thereby reduce the costs of access and reuse.

			Incentives to Provide Access

			Currently, the Tech Center experience suggests that the incentives that influence organizational scientists’ willingness to work on a system development project are not conducive to encouraging the provision of public access. In order to be willing to provide access, scientists want to know that they can receive value from the system themselves by creating interfaces with their analytics systems to make scientific workflows run more smoothly and cost effectively. In addition, although federal mandates to enable data sharing create some legal incentive to engage in data management and curation, they are unfunded and therefore do not necessarily lead to the willingness to expend resources that would allow the general public to take part in the data sharing. Therefore, if one desires to strategically plan for greater access, unfunded mandates alone can be expected to have a relatively low impact on action. One must instead consider the actual reasons why scientists would want to engage in data curation and attempt to incentivize those reasons. In the case of this project, the Drexel team had to find a specific project that the laboratory PIs were genuinely interested in pursuing—a data curation system that would eventually be synced to a data visualization system they desired to build.

			Good Metadata and Usability Improve Access

			Complete automation of search and discovery cannot be expected for the Tech Center data, due to the complexity of the data and work practices and the situated nature of each experimental study. However, improved metadata for the source data and the interlinkage of known contextual information would increase usability a lot, enabling the PI to spend less time on queries from external scientists (and less time trying to track down that information for him- or herself in later studies). To the extent that descriptive metadata can be improved and links between the various data objects can be created within a system, search time will drop and source data research time will fall, allowing data analysts to spend more time on other analytic activities, such as interpretation of study results.

			Definition of the Record

			Early in this chapter, it was noted that the Tech Center had no archivists or records managers on-site and that the scientific data sets created in the course of research were not defined within any retention schedules. That appears to be a direct result of the way in which the federal government defines a record, as well as the traditional way that the agency has interpreted that definition. Records are defined to be

			all books, papers, maps, photographs, machine readable materials, or other documentary materials, regardless of physical form or characteristics, made or received by an Agency of the United States Government under Federal law or in connection with the transaction of public business and preserved or appropriate for preservation by that Agency or its legitimate successor as evidence of the organization, functions, policies, decisions, procedures, operations, or other activities of the Government or because of the informational value in them. (44 U.S.C. Chapter 33, Sec. 3301)

			The receipt and creation of data sets by an organization whose primary mission is to engage in research and scientific discovery should be recognized as “in connection with the transaction of public business.” However, in public agencies, retention is usually tied to compliance, so if a set of information does not officially fall under the definition of a “record,” or if employees do not think of the information as records, retention will not be valued and access will not be provided. Traditionally, the data received or created for the purpose of the Tech Center’s research have not been considered to merit the designation of “record” by the Tech Center’s personnel and, except for a few classified types of data, do not appear to fall under the agency’s retention schedules. This “invisibility” makes it a challenge to convince personnel that they should be saving the data in a trustworthy repository, even though the scientists clearly understand the need to maintain such information for scientific purposes, such as validation of results. Thus, the Tech Center faces a situation in which the scientists keep their data “forever” but do not have a formalized mechanism for ensuring search and discoverability of data sets by entities outside the original experimental team.

			Information Architecture Influences Accessibility and Control

			Large federal agencies that engage in big-data research typically reside at multiple sites throughout the country. The FAA is no exception. Multiple centers of excellence and laboratories are highly geographically distributed. The laboratories in these locations create and maintain their own data sets. Because shared services and the reuse of scientific data are becoming more important as time passes, these different locales need to both be able to maintain and manage their own data, access rights, etc., and have those data amenable for sharing within and without the individual source locations. As a result, an information architecture that supports local management and naming while allowing global use is essential. Cloud computing is one possibility, but it often requires a centralized service provider. Grid structures, on the other hand, provide the protection of localized data management with the flexibility of global sharing.

			Conclusion

			The scientists at the FAA’s William J. Hughes Technical Center have a keen knowledge of the particular sources of data they need for their own studies. They also have a specific individual or individuals who research the data sets to ensure that they map to the necessary scientific parameters and scenarios for a given research study. What they seek for the future is to increase their ability to take advantage of data sets created in the process of scientific experiments and reuse them. They also desire to meet federal mandates for data sharing, to the extent that they can do so without significantly increasing the cost of scientific projects.

			In order to ensure that improved access to scientific data sets occurs, the Tech Center will need to consider building its data curation repository in incremental steps. By doing so, they can act upon the private incentives of the participating scientists, thereby building the metadata and search-and-discovery mechanisms that suit the specific participants in the ongoing project. They also need to be aware, however, that as new participants enter the repository project, these entrants may well require a renewed examination of ontologies and taxonomies in order to ensure that the metadata continues to serve all reusers of scientific data. They will have to ensure that the individual access requirements of new participants are accommodated by their information architecture as well. Thus, future repository designers will need to consider both a holistic and an individualistic treatment of search, discovery, and access components so that private interests are served while the public needs for open data are simultaneously met.
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			48. I. M. Faniel and T. E. Jacobsen, “Reusing Scientific Data: How Earthquake Engineering Researchers Assess the Reusability of Colleagues’ Data,” Computer Supported Cooperative Work 3, nos. 3/4 (2010): 355–375.
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			Creating a Secure System

			Theory: Creating a Secure System

			Lois Evans

		

		
			Digital repositories provide many of the services traditionally associated with physical holdings but take place in a digital environment supported by layers of information technology. In considering digital repository infrastructure and IT security, it is helpful to look back to conventional brick-and-mortar approaches to facility management and security and how related concerns were addressed. In the classic article “Archival and Library Security,” Trinkaus-Randall used the idea of “responsible custody” to gather together “all concerns” that “contribute to the availability of the holdings for research” in archives and libraries. Taking a cradle-to-grave approach, he included “theft and mutilation of materials; environmental conditions; disaster preparedness and recovery; care and handling; storage; education and training; conservation; copying, microfilming and scanning; proper day-to-day photocopying; and preservation surveys” as security responsibilities.1 Today, the “responsible custody” approach remains workable—with the exception of microfilming and photocopying, these obligations are relevant to digital repositories. Of course, digital repositories have their own challenges around “technological changes, and the migration of digital content from one set of technologies to the next.”2 Given that digital repositories come in many sizes and forms and serve a wide range of designated communities, this chapter provides an overview of digital repository infrastructure and security based on a review of security concepts and strategies, relevant models, and requirements.

			Evolution of Concepts and Strategies

			We begin by reflecting on the “trust” aspect of “trusted digital repositories” in the context of infrastructure and security. Trust is defined as the “confidence of one party in another, based on alignment of value systems with respect to specific actions or benefits, and involving a relationship of voluntary vulnerability, dependence and reliance, based on risk assessment.”3 For digital repositories, the parties involved in the trust relationship include the stakeholders, the designated community (i.e., contributors, users), and the institutional participants responsible for its products and services (i.e., management, employees). Trust is “operationalized” when the participants meet the requirements of a stated mandate that overtly or by implication includes developing and maintaining an appropriate infrastructure and providing security for the digital repository and its objects.

			In general, the institution responsible for a digital repository is expected to be “trusted, reliable, sustainable,” and “capable of handling the range of materials held,” and to “provide reliable, long-term access to managed digital resources to its designated community, now and in the future.”4 Due to their role in providing similar services for records, books, and other materials over the millennia, archives and libraries are considered trusted custodians. Archivists in particular are familiar with validating the trustworthiness of a record as a digital object, and the necessity of maintaining this trustworthiness over time. A digital object is trustworthy if it is authentic, reliable, and accurate.5 These elements are conferred by the creator of a record, and when an institution accepts a record, they accept the responsibility for trustworthiness as well as the responsibility for long-term preservation. Within the context of a digital repository, trustworthiness is largely supported by expert staff through formalized, documented procedures that leverage the appropriate technological infrastructure, including hardware (i.e., storage), software (i.e., operating systems, applications), and security.

			While archivists and librarians are concerned with trust and preservation, information security officers are concerned about protection. Information security has its roots in defense, with a history that dates back thousands of years, as evident in various types of information warfare (e.g., cryptography, intelligence). Information security brings to the fore approaches based on perimeter defense, defense-in-depth, and modes of attack,6 which are not typically considered by librarians and archivists. In applying information security in the digital environment, security officers initially focused on the principles of confidentiality, integrity, and availability (CIA): “confidentiality” is about ensuring that information is not disclosed to unauthorized entities; “integrity” is about protecting information against unauthorized modification or destruction; and “availability” is about providing timely, reliable access to services. As information security expanded to respond to wider organizational concerns, the conceptualization of security expanded to include possession, accountability, authentication, identification, privacy, non-repudiation, auditability, and utility.7 This brief discussion underlines the importance of collaboration between repository managers and information technologists: while content managers are responsible for developing workflows that preserve the authenticity, reliability, and accuracy of digital records over time, information security officers are responsible for protecting the system in which the digital objects reside.

			Models, Requirements, and Standards

			In defining infrastructure and security for digital repositories, the starting points remain the familiar reference models of OAIS, MoReq2, and TRAC, which provide an abstract framework based on clearly defined concepts. Standards, including ISO 14721, ISO 16363, ISO 16919, and ISO 27001, establish criteria, methods, and best practices. Since digital repositories exist in a wide array of complex technical environments, and since institutional requirements and specifications are largely developed on a by-repository basis, these models and standards remain an important basis for design, maintenance, use, and protection of trusted digital repositories.

			OAIS Model and ISO 14721

			As we know, the Reference Model for an Open Archival Information System (OAIS) was published by the Consultative Committee for Space Data Systems (CCSDS) in 2002. The OAIS model diagrams the six essential “functional entities” of digital repositories (ingest, archival storage, data management, administration, preservation planning, and access), while a seventh entity, “common services,” is considered “so pervasive that it is not shown.”8 Using the “common services” approach, infrastructure and security are broken down into operating, network, and security systems.9 Two source documents are referenced: the Institute of Electrical and Electronic Engineers’ (IEEE) Guide to the POSIX Open System Environment Version 5 (1995) and the Department of Defense’s Technical Architecture Framework for Information Management Volume 2 (1994); these references are best described as “IT-friendly” and, although written some time ago, provide further relevant information about the three systems. In terms of the OAIS model, the operating system consists of the “core services” needed to “operate and administer the application platform,” including kernel operations, commands and utilities, system management, file management, application interface, processing and performance management, and security services related to access control.10 The network system focuses on data transmission between distributed applications, data access, communication management and protocols, and network security between senders and receivers with emphasis on access, authentication, integrity, and non-repudiation.11 Finally, the security system looks to protect sensitive information through identification and authentication of users, access control, data integrity, data confidentiality, and non-repudiation.12 In this way, the OAIS model provides a useful framework for infrastructure and security that can be applied in various technical environments. As well, since the OAIS model was widely embraced and then adopted as ISO 14721 in 2003 (and updated in 2012), we can consider it a stable model for considering infrastructure and security in diverse technological environments.

			MoReq

			While the OAIS model focuses on digital preservation, the Model Requirements for the Management of Electronic Records (MoReq) is designed for electronic records management systems (ERMS). The “model requirements” were developed by the DLM Forum Foundation and published by the European Commission in 2001, updated in 2008 as MoReq2, and two years later as MoReq2010. At just over two hundred pages, MoReq2 is a high-level model, while the longer and more detailed MoReq2010 is more of a requirements document. As a model, MoReq2 is helpful in defining aspects of security that are important in an ERMS, including access control, audit trails, backup and recovery, and vital records;13 although MoReq2 reflects a records management viewpoint, this content can be leveraged by content managers supporting digital repositories. For example, in terms of access control, MoReq2 underlines the importance of implementing a security policy to specify and implement controls around centrally managing access, defining administrator and user roles, identifying and authenticating administrators and users, restricting access to specific records and functions, and filtering search to ensure that no information is provided for prohibited objects.14 Related to access control are audit trails, which record the actions taken by administrators, users, or the system with relation to the records. The audit trails “show whether business rules are followed and assures unauthorized activity can be identified and traced,” which in turn supports accountability and legal admissibility.15 Audit trails can also support data recovery in the case of system failure, accident, or security breach. MoReq2 advises that backups should be automated at a scheduled frequency and scope on known storage media or systems in on- and off-site locations.16 Of course, vital records or the “mission-critical records” that are “required to cope with emergency/disaster conditions or to protect long-term financial and legal interests” are also important in restoring to an existing or clean environment.17 Interestingly, MoReq2 states that these activities are “needed to protect the characteristics of records” and references ISO 15489 (the standard for records management), which lists these as authenticity, reliability, integrity, and usability.18

			TRAC

			With the adoption of the OAIS model as ISO 14721, the digital preservation community had a clearly defined set of model requirements to work to but no way of determining or providing assurance that a particular repository met the requirements. In many ways a complementary document to OAIS, the Trusted Digital Repositories: Attributes and Responsibilities (TRAC) report was also published in 2002. While the OAIS model focuses on the “organization of people and systems,”19 the TRAC report seeks to develop “collective agreement” on the “definition of ‘trusted archives’”20 as the basis for developing a certification program for digital archives as “a basis for trustworthiness.”21 Authored by the Research Libraries Group (RLG) and the Online Computer Library Centre (OCLC), the TRAC report identifies seven attributes that emphasize organizational as well as technical aspects of preservation. These attributes include OAIS compliance, administrative responsibility, organizational viability, financial sustainability, technological and procedural suitability, system security, and procedural accountability. Each attribute is described in broad strokes. Infrastructure components important to digital repositories include appropriate hardware and software for inventory management functions, policies and plans for replacing technology, compliance with relevant standards and best practices, and regular external audits. Security components include policies and practices for copying files, data redundancy, authentication, firewalls, and backups; disaster preparedness, response, and recovery; data integrity detection and restoration; and incident notification.

			With the TRAC report, the digital preservation community’s discussions shifted from focusing on requirements for preservation to determining how to provide assurances that requirements were met, in other words, what made a digital repository “trusted” or “OAIS compliant.” Increasingly, the community acknowledged that organizations could not self-identify as “trusted”; rather, external certification would be required to create an overall climate of trust.22 In response, a number of bodies turned their attention to developing tools to prove trustworthiness through the combined approaches of self-audit and certification.

			TRAC2

			In America, the challenge of digital repository certification was taken up by the Research Libraries Group (RLG) and the National Archives and Records Administration (NARA), which formed a joint Digital Repository Certification Task Force in 2007. The task force published the Criteria for Measuring Trustworthiness of Digital Repositories & Archives: An Audit and Certification Checklist (TRAC2) in 2007. In this report, the RLG-NARA group credits a number of complementary, significant projects by the Digital Curation Centre (DCC), the Center for Research Libraries (CRL), and the Network of Expertise in Long-Term Storage of Digital Resources (NESTOR). While TRAC2 intends to “facilitate the certification of digital repositories,” the authors note other potential uses, including repository planning and development, internal assessment, and analysis of other digital services.23

			TRAC2 uses a checklist structure organized around three sections: organizational infrastructure; digital object management; and technologies, technical infrastructure, and security. Each section includes subsections with numbered lists of well-defined criteria and suggestions about the type of evidence a repository can use to demonstrate that it meets the criteria for trustworthiness; the third section focuses on system infrastructure, appropriate technologies, and security. For system infrastructure, the criteria include a well-supported operating system and core infrastructure; adequate hardware and software support for repository services and backup; storage management and copy synchronization; bit corruption/loss detection, reporting, and repair; storage refreshing and migration; documentation of changes to critical processes; and a testing environment for software updates. For appropriate technologies, the attention is on hardware and software, and on procedures for monitoring and correcting obsolescence. For security, the identified criteria include systematic analysis of data, systems, personnel, physical plant, and security; implementation of adequate security controls; roles, responsibilities, and authorizations for repository staff; and a written disaster preparedness and recovery plan.24

			DRAMBORA

			In the UK, the Digital Curation Centre (DCC) developed a set of criteria for digital repositories and collaborated with a number of repositories that completed self-audit assessments to these criteria. Working with these data, DCC and DigitalPreservationEurope (DPE) then developed the Digital Repository Audit Method Based on Risk Assessment (DRAMBORA), which was released in 2007. The DRAMBORA project leverages the risk assessment approach popular in information security and provides a software tool to operationalize a six-step institutional self-assessment based on identifying the organizational context, documenting the policy and regulatory framework, identifying assets and activities, risk identification, risk assessment and managing risks. The accompanying DRAMBORA Audit Template suggests general categories of risk relating to the physical environment, procedures, operations and services, and hardware, software, communications equipment, and facilities.

			ISO 16363

			Following field use and general acceptance of TRAC2 and the success of a number of DRAMBORA pilot projects, the Consultative Committee for Space Data Systems (CCSDS) published the Audit and Certification of Trustworthy Digital Repositories as a “Magenta Book” (i.e., recommended practice) in 2011. The CCSDS audit report reflects TRAC2’s overall structure and content; there are two sections introducing logistics and concepts, and three sections listing the criteria for organizational infrastructure, digital object management, and infrastructure and security management. In essence, the infrastructure and security section focuses on infrastructure risks associated with technological obsolescence, backup, and digital copies; analyzing security risks and implementing controls; and disaster preparedness and recovery. As with the OAIS model, the CCSDS version was quickly adopted as ISO 16363, the standard for audit and certification of trustworthy digital repositories, in 2012.

			ISO 16919

			Following the adoption of ISO 16363, the community turned to the question of how to validate external auditors. As early as 2009, the Center for Research Libraries (CRL) had provided external audit services based on TRAC2; as a result, they worked with CCSDS to produce a recommended practice entitled Requirements for Bodies Providing Audit and Certification of Candidate Trustworthy Digital Repositories. The subsequent CCSDS “Red Book” reflects clauses from ISO 17021, the requirements standard for bodies providing audit and certification of management systems, and ISO 19011, the guidelines for auditing management systems. The Red Book stresses the importance of “impartiality, competence, responsibility, openness, confidentiality, and responsiveness”25 and outlines the legal and contractual, liability and financing, personnel, documentation, publication, and other requirements for organizations that certify trusted digital repositories. The document was adopted as ISO 16919 in 2014; subsequently, CRL and CCSDS co-developed the Primary TDR Authorisation Board (PTAB)to oversee the certification process and train auditors and other participants.

			ISO 27001

			Around the time the digital preservation community developed standards for trusted digital repositories, the information security community was at work on standards for information security management systems (ISMS). From the late 1980s through the 1990s, the UK’s Central Computer Telecommunications Agency developed the Information Technology Infrastructure Library (ITIL), worked to standardize information technology practices across government. This initiative was followed by the UK’s Department of Trade and Industry’s national code of practice for information security management, BS 7799, which was adopted as ISO/IEC 17799 in 2000. Based on input from the international information security community, ISO/IED 17799 was reworked and adopted as the ISO 27000 series in 2007. The ISO 27000 series provides a framework for creating an ISMS, incorporating components of ISO 9000, the standard for quality assurance, and ISO 31000, the standard for risk management.

			From a content manager’s perspective, the ISO 27001 requirements standard is perhaps the easiest to engage and use as an information security primer or checklist. The main text of ISO 27001 covers somewhat familiar ground, focusing on organizational requirements, including context; leadership (commitment, policy, roles, and responsibilities); planning (risk assessment); support (resources, competence, awareness, communication, and documentation); operation; performance evaluation (monitoring, internal audit, and management review); and improvement (corrective action and continual improvement). However, the standard also features an annex which lists the key fourteen security objectives and associated controls in detail. These fourteen objectives map to the ISO 27002 code of practice, which provides extensive and granular information about each control. Referencing ISO 27001, the content manager can quickly understand the framework of security management. Two of the fourteen controls relate to the familiar topics of asset management and access control, while the others encompass the brick-and-mortar-to-digital controls for physical and environmental security, business continuity, incident management, and supplier relationships. The remaining controls reflect aspects of the wider information security mandate: security policies, organization of information security, human resources security, operations security, systems acquisition, development and maintenance, communications security, cryptography, and compliance. An understanding of ISO 27001 is helpful in understanding information security requirements, identifying key areas of risk, and communicating with security officers and other information technologists such as network and application analysts.

			ISO 27005

			Beyond ISO 27001, the ISO 27005 standard is very useful in developing a risk assessment for digital repository security. As noted, DRAMBORA led the way toward a risk-based approach to infrastructure development and system security, and both TRAC2 and ISO 14721 indicate that risk assessment is required. As a result, ISO 27005 provides guidance to content managers who do not have training in risk management and/or do not have access to risk management professionals in their organization with whom they can consult. Content managers at digital repositories likely need to engage more extensively with the risk management process at a much deeper level. A risk management exercise is typically not a one- or two-hour activity but requires several days or even weeks. The ISO 27005 standard provides a useful introduction and reference for this activity.

			Articles of Interest

			There are a few journal articles that detail possible threats to digital repositories. Earlier articles focus on storage infrastructure and concerns around data backups, adequate redundancy, and media degradation and failure,26 or hardware and network service failure, obsolescence, operator error, external and internal attacks, and systemic problems such as organizational or economic failure.27 More recent articles emphasize access control issues such as unauthorized users copying restricted or licensed content28 and attempts by attackers to gain unauthorized privileges by packet sniffing, session stealing, and social engineering.29 As more digital repositories conduct self-audits or pursue certification, there is a growing understanding of the proactive steps that can be taken to make repositories more resistant to these other common infrastructure and security challenges.

			Closing Remarks

			By providing information about how models, standards, and requirements for infrastructure and security have evolved, this chapter attempts to provide an overview and introduction to the particular concerns of trusted digital repositories. At this point in time, there are a wide array of technologies in place at digital repositories and no one way of protecting digital objects. Trinkaus-Randall’s cautions regarding reliable custody remain relevant: “No two repositories have the same needs—security or otherwise . . . the responsible party must take into account the unique nature and mission of that repository . . . whether within a larger institution or in a stand-alone situation, the curator must think as broadly as possible in considering threats to the repository and its contents.”30

			Building a secure system is a team effort, involving content managers, institutional managers, users, and other stakeholders. Increasingly, this team needs to expand to include security officers and a wider group of information technologists: enterprise architects, network and application analysts, programmers, and help desk. Although the models, standards, and requirements are thorough and encompassing, the increased need for security based on in-depth risk assessment suggests that we should also be looking toward these information technologists for direction and advice. As well, institutions can greatly benefit by working with other institutions facing similar challenges. An excellent resource for finding other repositories is the Directory of Open Access Repositories (OpenDOAR), which lists over 2,600 digital repositories worldwide.

			Implementation: Creating a Secure System: A Discussion

			Lois Evans

			What makes a digital repository trustworthy? A trusted digital repository is created and supported by a trusted custodian who is capable of providing “long-term access to managed digital resources to its designated community, now and in the future.”31 Libraries and archives have an advantage in presenting themselves as trusted custodians based on their role in providing similar services for physical materials over the centuries of their institutional existence. Libraries and archives are institutions endowed with public trust; from the day of opening, a library or archives will be considered trustworthy unless there is a reason for the public to believe otherwise. In creating digital repositories, libraries and archives move into the digital realm, offering a new set of services to their designated communities, which, through the Internet, often includes the world at large. Given the wide array of services already supported by these institutions, the resources available for creating and maintaining digital repositories can be a challenge; however, over time, staff build capacities that enable ongoing repository development and growth.

			For this discussion, interviews were conducted with staff at three repositories: the Ontario Council of University Libraries (OCUL); the University of British Columbia Library (UBC); and Deakin University (DEAKIN). The interviews took place in person, over the phone, or via e-mail and were combined in a discussion format that was then reviewed and finalized by the participants. The participants included Kate Davis (KD), then acting director, OCUL; Steve Marks (SM), former digital preservation librarian, Scholars Portal, OCUL, now digital preservation librarian, University of Toronto Libraries; Amaz Taufique (AT), assistant director of systems and technical operations, Scholars Portal, University of Toronto Library IT; Bronwen Sprout (BS), digital programs and services head, UBC; Tara Stephens-Kyte (TS), digital repository librarian, cIRcle, UBC; Mimi Lam (ML), digital projects librarian, Digitization Centre, UBC; and Bernadette Houghton (BH), digitization and preservation librarian, Deakin Research Online (DRO) repository, Deakin University. The interviews focused on the topics of infrastructure, security, and audit and certification. The knowledge and experience shared by these participants is greatly appreciated.

			Background

			Tell us about your digital repositories.

			KD (OCUL): Scholars Portal was created in 2002 as a repository for digital content licensed, purchased, and otherwise acquired by the twenty-one Canadian libraries represented by the OCUL consortium. Scholars Portal was initially created as a local hosting solution for licensed content and has since evolved to include digital preservation, archiving, and repository services.

			BH (DEAKIN): We started setting up DRO in 2007. At the time, the Australian government was developing the Research Quality Framework (RQF) to evaluate the quality of research of Australian universities. University funding was going to be partly dependent on the outcome of the project, and Australian universities who didn’t already have a repository had to set one up. As it happened, the RQF was canceled and replaced by the Excellence in Research Australia (ERA) initiative. Throughout that upheaval, we carried on with establishing DRO.

			BS (UBC): UBC Library has several repositories: cIRcle, our institutional repository; AtoM, for finding aids and digitized archival material; CONTENTdm, for a wide range of digitized content; and Dataverse, for research data. We bring this openly accessible content together and make it available to users through a portal called Open Collections.

			What is the scope of the repositories? How many objects?

			SM (OCUL): Scholars Portal holds over forty-two million articles. About twenty-five to thirty million are held in the TDR with a guarantee that they will be preserved. Of course, many of the articles include multiple files, so the number of objects is much larger. Content in the TDR is exclusively content from scholarly journals.

			Where possible, local use provisions exist, meaning that content creators provide a digital copy of the material, rather than just a link to the site. Having a digital copy is essential to ensuring that preservation and access are subject to Scholars Portal long-term control and not subject to changing whims.

			BH (DEAKIN): DRO currently has around fifty-eight thousand records, with sixty-one thousand objects attached. There are fourteen thousand records that contain open access (OA) objects. Our objective is to keep improving the percentage of OA records. We did originally have a goal of 10 percent OA, but we’ve long exceeded that and haven’t set a new goal. We’re just continually trying to improve our OA coverage.

			BS (UBC): Open Collections contains more than one hundred thousand objects consisting of more than seven million pages/image files, which are drawn about equally from cIRcle and from CONTENTdm. Content from AtoM and Dataverse will be added soon.

			Who is included in the designated community? What can you tell us about use statistics?

			SM (OCUL): Scholars Portal contains licensed content that all members pay for and share.

			AT (OCUL): The full-time equivalent estimate is over 450,000 users across our twenty-one members. The FTE is an important statistic as the publishers use this to determine billing.

			BH (DEAKIN): Our primary community is our researchers, staff, and higher-degree research students. As we’re an OA repository and also include special collection material aimed at the public, it’s fair to say the world at large is also part of our designated community.

			Users? That’s a hard one. DRO has seven thousand registered users, but obviously a lot more unregistered users. Google Analytics says we had twenty-five thousand users in the last thirty days, but there will be some bots in those figures. A quick analysis of our usage stats over the last nine hours showed 315 unique IPs from Google, Bing, and Baidu.

			TS (UBC): Faculty, students, visiting scholars, and community partners, as well as anyone who wants to access materials.

			BS (UBC): Our primary community is UBC faculty, staff, and students, but as the material in Open Collections is open access, our designated community is also “the world at large.” One of our goals in developing our Open Collections portal is to obtain better analytics (i.e., through better bot blocking) and increased search engine optimization, so we prefer not to include statistics at this time.

			Infrastructure

			Describe the organizational environment and human resources.

			KD (OCUL): Scholars Portal is a unit within the University of Toronto Library [UTL] and provides technical services to OCUL. OCUL provides the strategic direction for Scholars Portal, and Scholars Portal staff work closely with UTL’s ITS department.

			AT (OCUL): UTL IT has worked with us for a very long time, dating back to the time when Scholars Portal consisted of journals and interlibrary loan. We used the same servers, SANs, and blades and planned technology advancements together, looking for shared technologies where possible or supporting two technologies as needed.

			As Scholars Portal grew, the systems and technical team had to look more at the requirements provided by vendors for software being licensed to run in-house, but we continued to work closely with UTL IT. We still share the same server room, infrastructure, networking, and storage array and are in constant communication.

			BH (DEAKIN): Our university IT department looks after the hardware and the back-end software infrastructure that supports DRO. The library maintains and upgrades the DRO software. We have two full-time IT people in the library. Looking after DRO is just one part of their job; this past year they’ve probably spent around 50 percent of their time on DRO. That sounds a lot, but we’ve been preparing for a major upgrade.

			TS (UBC): Our relationship with UBC IT is evolving. At one time, UBC Library had their own IT services, but now services are provided by UBC Central Information Technology [UBC IT]. The repository servers are physically located on university premises and are supported by an on-site UBC IT staff person.

			In addition to our library IT support, we have a support contract with a third-party vendor for DSpace maintenance and a second support contract with another vendor for Archivematica maintenance.

			On the library side, there is my 1.0 FTE as digital repository librarian, 1.0 FTE library assistant, 0.2 FTE of a cataloging librarian’s time, and 0.5 FTE of a cataloger’s time. We are hiring another repository librarian in the near future.

			Describe the technical environment.

			BH (DEAKIN): Deakin chose the Fez/Fedora software when it was being developed by the University of Queensland. It was a new software based on ePrints, created by an enthusiastic and dynamic team, and we saw it as being at the forefront of repository technology. We were also excited at the possibility of participating in the development of the software.

			DRO runs in a Red Hat Enterprise Linux environment, supplemented with Solr and handle.net resolution servers. Supporting software includes Apache, Tomcat, and MariaDB. The physical servers are deployed and maintained by our IT people, and the library IT staff has remote access.

			There are separate instances of DRO on DEV, UAT, and PROD servers. Our library IT guys also run DRO on virtual machines on their local PCs. This setup gives us a lot more flexibility in terms of testing software updates.

			ML (UBC): Currently, the repository is defined as our three repositories that house locally produced digital content and born-digital content (DSpace, CONTENTdm, and AtoM) in conjunction with our digital preservation system, Archivematica. The main purpose is to preserve this digital content and also provide access to our users via the repositories. We recently implemented Dataverse to manage research data and have brought the repositories together in a platform we call Open Collections.

			What comes to mind in terms of repository infrastructure challenges?

			AT (OCUL): Performance. With so many users, we have peak times based on the university calendar. Given the two-term system, our busiest month is March, followed by November and October. During this time, we add more resources to the cluster serving out content, and then move it out in the other months. This is easy to do with virtual machines. At the same time, the use is constantly increasing. So we need to account for that as well.

			In terms of backup, we have multiple copies: the system is mirrored on-site; and there is a backup with configuration and data on tape off-site.

			BH (DEAKIN): Reliability. Researchers have an expectation that their works will be safe in a repository. The very name “repository” implies that data will be stored safely and for the long term. We expect web pages to be transient, to change over time, and to maybe even disappear altogether one day. But repositories are expected to be much more reliable than that. We expect files to remain viewable or playable. We expect URLs to records or files to remain the same and to always work. We expect high but very granular levels of security, not just in terms of who can access what, but what changes have been made to records, who by and when. Basically, repositories have some very specific software requirements. These are just a few.

			TS (UBC): Workflow. We work with authors rather than publishers, and in many cases, single submissions. We used to have authors directly deposit their files, but we’ve moved to a model where authors largely submit as an e-mail attachment and library staff then uploads, as this gives us better control over the metadata. We also have a process for depositors to submit proposals for new collections.

			ML (UBC): Support. UBC IT has limited time and ability to support the repository systems, which have complex requirements. We work with third-party vendors to support DSpace and the preservation system, and interfacing with IT can be a challenge during upgrades and other projects.

			Right now, our main focus is ensuring access. Most of our day-to-day tickets are for error messages and bounce backs, which may require restarting a server or resetting access. With assistance from our vendor, we complete Archivematica upgrades one to two times a year, and these involve IT and repository testing. This is more challenging. We’re hoping that over time, we’ll get better access to the appropriate expertise.

			What advice or suggestions would you give to other repositories regarding technical infrastructure?

			SM (OCUL): Begin with the infrastructure you have and what you know about it. Creating a TDR is not necessarily about conforming to a platonic ideal of a digital archive; it’s more about meeting the needs of the designated community. Meeting these needs is at the core of what we do, so getting their requirements and fulfilling them and being clear about how this is achieved is important. If the repository is already in existence, look at what you’ve already done; is it fulfilling user needs?

			AT (OCUL): My observation is that Scholars Portal benefited from continuity in key positions. People on our team had over ten years’ experience, and without them, the certification might have taken much longer. This was particularly true in terms of developing the required documentation—they remembered infrastructure details that would have taken a lot of time to discover or might otherwise have been lost. There was always someone who knew the answer.

			BH (DEAKIN): First, keep your repository just a repository if at all possible. When we started with DRO, we saw it as primarily a repository. But as time went on, we started building additional functionality into the software to facilitate our workflows for meeting ERA requirements. This resulted in increased maintenance overheads. For example, every time a school or faculty changed its name or ERA requirements shifted, we’d have to update all the affected records in DRO. We’ve been backtracking on this strategy in the last couple of years, helped by the availability of other software, which specifically targets ERA requirements. But we still have some remnants of those early workflows in DRO, which continues to cause us extra work and frustration.

			Second, don’t customize open-source software unless you’re prepared to commit the resources to maintain it long term. The Fez/Fedora software is open source, and when we first installed it, we were happy to customize it to suit our requirements; there is an expectation that if you use open-source software, you’ll contribute to its development and customize it to your requirements. Over the years, this has resulted in DRO becoming more and more difficult to upgrade. We have now reached a point where we’re considering backtracking on most of our customizations so we can upgrade more easily.

			TS (UBC): New projects can take a long time to complete due to budget and time constraints. In-house programming resources are important in terms of being nimble and expanding services.

			ML (UBC): We integrated our three repositories to an open-collections model with a portal-as-service that allows users to search across all content. We still have three repositories and databases in the backend, given the variety of technology and workflows. We do have aligned services for digital preservation. So my advice would be to look at how different services can be integrated.

			BS (UBC): We are excited to improve user access and introduce research services with the launch of Open Collections. Our new platform will finally do justice to the content we are managing and preserving.

			Security

			Do the digital repositories have unique security requirements?

			AT (OCUL): In terms of security, what UTL was already doing was enough. Physical security and server security were acceptable.

			SM (OCUL): We were well within compliance. To clarify what security applies to in our context, we should mention that we don’t hold any financial or personal information in Scholars Portal.

			AT (OCUL): What’s more important to us is preventing nonsubscribers from accessing content. If we do add features associated with us storing e-mails or other personal information, we will consider encryption.

			We did talk about encrypting our off-site backups, but due to our complex technical environment, there is little risk that people could recreate our environment. They’d need a lot more information.

			BH (DEAKIN): One of the main reasons we chose Fez/Fedora back in 2007 was because of its security features. Back then, we didn’t have a great deal of expertise in digital preservation—few people did then—but we did realize its importance, and Fedora had a good reputation in that respect.

			We had specific requirements in terms of access controls, as most of the items we intended to add to DRO were subject to copyright constraints and permission restrictions. So we needed software that supported LDAP, and which could control access at the user and group level. Fez already did this. From memory, I don’t think we needed to make any code changes related to security before we implemented DRO. We did have to make various security-related code and configuration changes over the years to fix security issues that came to our attention or to meet some change in ERA requirements.

			TS (UBC): UBC IT covered off any issues around physical or technical security. I can’t think of very many specific requirements. The only personal information we collect are e-mails and passwords. Our security requirements were covered by what UBC IT was already doing.

			BS (UBC): We don’t collect or hold personal information in our repository. There are no additional or new security concerns related to TDR requirements.

			What type of security incidents have occurred or are of croncern?

			SM (OCUL): Our biggest risk is release of licensed material to people that don’t have subscription rights, as this would mean we would be in violation of our contracts and would be liable for this.

			AT (OCUL): Our biggest security risk is user names that are stolen or borrowed in an effort to harvest content. This has happened many times but is caught very quickly. Our system informs us of any irregular activities (e.g., wrong proxy server or nonacceptable IP addresses) or if normal behavior is not followed (e.g., too many transactions per second). Following an alert, we investigate the situation, and if it is deemed as inappropriate access, we cut off the user and forward the information to our members for their own inquiry.

			We also rely on the overall security services provided by University of Toronto Central ITS. They have many systems in place that review traffic, provide intrusion detection, and other security measures.

			Of course we face the same human resource risks as all IT—operator error, disgruntled employees, and so on, and take measures.

			BH (DEAKIN): We’ve had a few bot invasions over the years that have caused performance problems or even caused DRO to crash. Most of these bots have been the standard Google or Bing crawlers, but we’ve also had some unknown Russian crawlers making merry. We’ve implemented various fixes to address these issues, such as using direct links in our sitemaps and setting up an automatic restart script to reboot the whole system if performance slows to a specific level. We do still get invaded by bots from time to time, but so far our fight-back strategies are working reasonably well.

			We’ve also had the occasional issue with files being made public that should not have been. Mostly that’s been due to human error. Like every other repository, we’ve had security glitches from time to time. There have been some instances where we’ve discovered by chance that some functionality in DRO was not working as it should; either it had never been activated in the first place, or the functionality broke during an upgrade and we didn’t pick it up at the time.

			TS (UBC): We have embargoed content (e.g., theses containing patented research) that we must restrict access to until release. In some cases, authors also have to meet publisher requirements to prohibit access for periods of time.

			Our site is constantly subject to massive loads by spiders, bots, and ghost IPs, and this is where we rely on our third-party vendor to program spider traps and keep lists of blocked bots and IPs up to date.

			Beyond this, the programmer analyst is responsible for inputting issues he comes across into the UBC IT ticketing system. This means there is a record of any incidents and solutions.

			ML (UBC): As far as we know, there haven’t been any major security incidents, although we have had issues with administrators and other users losing access after upgrades.

			What advice would you give to other repositories regarding security?

			AT (OCUL): Prevention is the highest priority. We used to be more reactive, but that was a long time ago now. We provide security in terms of services and servers. We have firewalls on each machine and constantly monitor logs.

			In being proactive with security, the more you can automate the better. We believe in automated monitoring, as it is much more thorough and less error prone than human monitoring.

			BH (DEAKIN): The most important thing I’d suggest would be to regularly check that the repository’s security functionality is behaving as it is supposed to. Just because software is supposed to have certain security/preservation features, that doesn’t mean those features have actually been implemented, have been properly configured, or are working as they should. Administrative workflows should be checked too. Security checks should be done on a proactive basis, not just when a problem comes to light.

			ML (UBC): It is immensely useful to have an open and transparent relationship with your programmers and developers who support the various applications you need for your repository.

			Audit and Certification

			Tell us why you decided to conduct an audit.

			SM (OCUL): By 2009, Scholars Portal was holding a great detail of content for their paying members and had become a de facto repository with an amazing track record but without conducting any dedicated work toward being a TDR. Scholars Portal had been operating on funds provided by the twenty-one members for over five years, and this appeared to be a good time to make sure that there was a lasting legacy for the collection and a valid reason for it to continue growing as a digital repository. Over the next period, OCUL’s Board of Directors decided to pursue verification that their investment in the portal met industry requirements.

			From the beginning, the objective was clear. OCUL would work with the Center for Research Libraries [CRL] to achieve TDR certification, based on TRAC2 and ISO 16363.

			BH (DEAKIN): The DRO workload was pretty full on in those first few years, so while we undertook a few small projects on preservation-related aspects of DRO, we didn’t have time to do a comprehensive review. A window of opportunity opened up in 2013, which we took advantage of to look into certification. Our investigations revealed that most certification audits take around a year to complete, so we guessed they wouldn’t be cheap. We chose to do a self-audit instead.

			My article describing Deakin’s ISO 16363 self-audit was published in D-Lib Magazine’s March/April 2015 issue.

			TS (UBC): Our repository is located at a large research university and has a high-profile, number-one-ranked repository. Other repositories look to us, and we want to provide leadership. Also, as a member of the DSpace Steering Group, the university librarian supported the certification effort.

			The audit and certification process will help us lock down documentation for policies and procedures. One example is disaster recovery.

			ML (UBC): UBC Library is interested in identifying areas where we can improve to adhere to industry standards and best practices.

			With support from a third-party vendor, we completed a self-audit as a first-step exercise toward external certification. Since completing the self-audit, we have realized that we do have a lot to work on, but we are well on our way to being ready for an external certification.

			Can you tell us about the scope of resources required?

			SM (OCUL): A digital preservation policy librarian position was created to lead the project by about 2010, and I was hired that September. Having a primary resource dedicated to the project ensured a holistic view that encompassed policy, technology, operations, and risk management. I began looking at foundational documents and found that the portal as it existed met many requirements. As a result, the project became more of a gap analysis and documentation exercise than a design-and-build.

			Preparing for the audit took about eighteen months of dedicated effort. The audit took about a year, including the time to engage Center for Research Libraries [CRL] services, review documentation, respond to questions, and provide clarification—it was an iterative process. The CRL certification was awarded in February 2013.

			AT (OCUL): Once we looked at the requirements, we realized that bridging the gap wasn’t going to be a tall task. For example, from the beginning, we’d planned the repository with disaster recovery in mind. So we were off to a solid start. We already had a working repository with the right people working together as a good team.

			SM (OCUL): As it turned out, the biggest hurdle was ensuring that the appropriate licenses were in place and following up where they weren’t. Technology was in some ways the easy part.

			BH (DEAKIN): Our self-audit took about six months, with an estimate of 0.25 FTE staff over that time. Most of the time was spent chasing up and reviewing documentation. It saves a lot of time if the person doing the assessment is already familiar with any policies and procedures that may impact the repository.

			TS (UBC): UBC Library assigned a project manager to the audit, and they provided a mini-report for review by the associate university librarian as a basis for short- and long-term resource planning.

			ML (UBC): With support from our vendor, we completed a self-audit between December 2013 and December 2014 using the CCSDS checklist and the Drupal TRAC Review software developed by MIT Libraries. Essentially, we converted the ISO 16363 line items into natural-language questions, sent these to the appropriate stakeholder, and then loaded the replies in the tool for scoring. Our next step is to prepare for a certification audit.

			What was achieved through the audit?

			SM (OCUL): Working on the certification project was less a case of setting up a new service than documenting and fixing an existing service. We planned our work around our existing parameters and the resources we had to work with.

			A key point was always figuring out how to minimize impacts, as our system is so extensive. Something as seemingly simple as metadata checking can take a lot of time and resources and affect performance. So we moved slowly and considered the outcomes.

			AT (OCUL): Going through the certification process was good in terms of training us on documentation. In the past, much of our knowledge was in the minds of our staff, but this changed through certification, and we are very conscious of maintaining documentation.

			BH (DEAKIN): The main outcome from the ISO audit was that we were able to identify areas of improvement and set up a strategy to address them. Some of the issues we were already aware of but had put aside as a low priority; the audit made us aware that some of these should be prioritized more highly. Other issues identified by the audit, we had no idea they were even a risk. Plus there were a couple of things broken with DRO that we didn’t know were broken. So it was very helpful to have all these brought to our attention.

			ML (UBC): Our strength was digital object management, which we attribute to using Archivematica for our digital management services. We were significantly weaker in the areas of organizational infrastructure and infrastructure/security risk management. In general, when documentation existed, we scored well, but we also had a lot of zeros in these sections. The audit pointed to our need for greater involvement with UBC IT.

			According to CRL audit reports, certification is an ongoing process. Are there items still on the drawing board?

			AT (OCUL): Yes. Due to the size of our collection, we think about mirroring on a live site but aren’t able to see a clear way to do this from a budget perspective. We have a solid recovery plan but no live off-site backup; it’s too expensive.

			BH (DEAKIN): We set up a preservation strategic plan to address all the issues identified by the self-audit and are continuing to work our way through them. Some of the issues are of an ongoing nature, such as checking out new file formats as they come to our attention, or setting up new integrity checks as the need arises. Other issues are of a more one-off nature, such as establishment of a formal preservation policy for our various systems. We plan to do another self-audit in the next two years.

			ML (UBC): The scope of work that needs to be done next is outlined in the UBC Library TRAC Self-Audit report. Basically, before we engage with the external certification process, we were looking to form a Digital Preservation Working Group, firm up roles and responsibilities, review existing policies, and gain a greater understanding of technical infrastructure and security risk management.

			With the Digital Preservation Working Group now established, we’ll be able to engage with our internal service design process and develop a business case for the certification project.

			Any other advice or comments for those considering a celf-audit or certification?

			SM (OCUL): Like Scholars Portal, other libraries may find they have a clear mandate in that people expect them to collect and preserve content, and they are acting accordingly. It may be a surprise to them to realize that certification may be within reach.

			AT (OCUL): For us, supporting the TDR certification effort included a lot of small things rather than one big thing. We were already doing a lot of good things: taking care in planning infrastructure changes, documenting changes, and moving backups off-site. Following best practices, taking pride in ownership, and making sure services were there when we needed them meant that without knowing it we were taking steps toward certification.

			BH (DEAKIN): An audit against ISO 16363 may not be feasible for all repositories, especially the smaller ones. If this is the case, there are other tools out there that are simpler and don’t require as many resources. The National Digital Stewardship Alliance’s Levels of Digital Preservation is an example.

			A self-audit should be undertaken, if at all possible, before certification is sought. This gives the auditee an opportunity to fix any weak areas before the certification. It helps avoid the embarrassment involved with having certification knocked back, or achieving only a low level of certification. It also helps prevent the waste of resources involved in throwing money at a poor certification.

			Certification of trustworthy repositories against ISO 16363 is still in its infancy. Whether it will take off and become a common practice still remains to be seen; so far, it has been very slow at taking off. My view is that certification is more likely to become standard practice among open repositories rather than institutional repositories where contributing research output is a requirement rather than an option.

			ML (UBC): We’ve now formed a new Digital Preservation Working Group that reports to the UBC Library Collections Standing Committee. This group will bring together the digital preservation content providers with a UBC IT representative. In hindsight, an earlier launch of this group would have been a good strategy.

			SM (OCUL): Good practice is good practice—whether you are running a certified TDR or not.

			Closing Comments

			The three institutions’ repositories range in size, are in various states of development, and have different histories in terms of their genesis and development. As the participants demonstrate, having an in-depth understanding of technical infrastructure is essential in meeting the day-to-day challenges associated with keeping repositories both available and safe. Developing and maintaining a close and supportive relationship with information technology providers is also essential.The Internet represents the main access route to these digital repositories, and Internet security is key to protecting content from unapproved harvesting through gaps in access control or security breaches. Being able to differentiate between authenticated users and bots is also important in terms of capturing true usage measurements that are invaluable for system provisioning, performance loading, and other aspects of infrastructure and security support. Finally, all three institutions have completed a self-audit or certification, and, based on the participants’ comments and their state of knowledge, both are valuable and worthwhile undertakings.

			Implementation: VISR: The Virtual Institute for Social Research

			Stan Ahalt, Jay Aikat, Dan Bedard, Margaret Burchinal, Thomas Carsey, Thu-Mai Christian, Jonathan Crabtree, Nancy Dole, Howard Lander, Latanya Sweeney, and Mary Whitton

			Context

			The unprecedented level of detail captured through channels such as retail transaction logs, social media, and smartphone geo-locations allows scientists to study human behavior in ways previously unimagined. The availability of these data sources presents scientists with tremendous opportunities, but it also poses new data management challenges vis-à-vis access, security, and privacy. To address these challenges and to empower social scientists to take full advantage of the scientific potential of these new data streams, the Odum Institute32 and the Renaissance Computing Institute (RENCI)33 at the University of North Carolina at Chapel Hill (UNC) are developing the Virtual Institute for Social Research (VISR), an information technology platform for working with social research data throughout the entire research data life cycle.34

			While the size of modern collections of personal data has rightly received significant attention, the ability to provide secure access to sensitive personal data is an even more critical challenge for enabling social research. Scholars working in this environment need to share research data and need to meet increasingly stringent standards designed to protect private sensitive data. Password-protected laptops and encrypted flash drives are not sufficient: they are difficult to share with remote researchers, they don’t secure against data leakage, they don’t provide a controlled means to prepare data sets for publication, and they don’t meet data-sharing requirements. VISR’s design presents an integrated infrastructure and software platform based on a research data life cycle35 that accounts for sensitive data. This concept will enable collaborative research and data publication while preserving the privacy of research participants.

			A life-cycle approach ensures that important decisions about data sensitivity made at the early stages of a project are maintained over the lifetime of the data. In this section, we describe the core features of VISR. VISR will knit together key technologies: iRODS (“iRODS Overview,” 2015),36 DataTags,37 the Secure Research Workspace (Schmitt et al., 2013), the CyVerse Discovery Environment,38 and Dataverse.39 Pending implementation funding, VISR is slated to support the analysis of sensitive research data for several research centers at UNC. The Carolina Population Center (CPC) at UNC is positioned to take advantage of a technology system like VISR.

			The Carolina Population Center

			The Carolina Population Center (CPC)40 is one of the nation’s premier population research centers. CPC conducts over $50 million in research funded by federal agencies and foundations every year. Over sixty CPC faculty fellows and more than two hundred postdocs, students, and staff are involved in interdisciplinary research that spans social, behavioral, biological, and environmental influences on population processes. CPC’s major projects typically include a multilevel approach and multidisciplinary collaboration, longitudinal data collection, and evaluations of social processes in complex settings in the United States and internationally. CPC is a recognized leader in collecting and analyzing sensitive data, and every major project includes a team of researchers that extends across the country and/or the world.

			CPC has been working with the Odum Institute to develop their CPC Data Portal41 to meet the goal of improving efficiency, quality, and turnaround time in responding to requests from outside researchers for CPC data. The CPC Data Portal uses Dataverse42 to store and release nonsensitive data to users. Some data sets require approval of an application prior to data release. To date, more than one thousand data files, metadata files, and links to documentation have been deposited in CPC’s Dataverse. This provides an infrastructure for CPC to manage dissemination of nonsensitive data at the later stages of the research data life cycle. However, CPC would benefit from the development of a secure system that could house and share sensitive research data. CPC is not alone in this need. The goal of VISR is to provide a secure robust software system that could be easily adapted to a broad range of potential needs among researchers seeking to collect, manage, analyze, and (potentially) share sensitive research data.

			Strategy

			To create the appropriate balance of security and usability while working with distributed social research data sets, VISR combines the capabilities of five software products: iRODS, DataTags, the Secure Research Workspace, the CyVerse Discovery Environment, and Dataverse.

			iRODS

			iRODS is middleware that connects user applications to a grid of data storage devices and a metadata catalog that contains data about the files, users, and file systems under management. The iRODS storage virtualization layer provides a single namespace for accessing data scattered across multiple different file systems. The virtualization layer abstracts file replication, so when a user sees a single data object, it may represent multiple replicas of a single file. The iRODS metadata catalog organizes system- and user-generated metadata into a relational database so it may be efficiently searched. The virtualization layer and metadata catalog allow files selected in a search query to be presented dynamically, as if they were arranged into a subdirectory.

			iRODS also provides a rule engine that uses rules to connect triggers, or “policy enforcement points,” to actions, small programs called microservices. Policy enforcement points (PEPs) exist at the entry and exit point of every major iRODS function, for example, user logins and account creation, reads and writes to a file system, and writes to and queries of the metadata catalog. The ability to create rules and chain them together means iRODS can be used to control who can access a data set and whether it can be copied to another machine; to encrypt, checksum, and extract metadata from data upon upload; and to audit every access to and movement of a data set. If policies for access and discovery are articulated in machine-readable format, iRODS can enforce those policies and ensure the appropriate levels of security while allowing institutions to share sensitive data.43

			For repositories to become “trustworthy,” they must have a defined set of archive and preservation policies that are managed and enforced. Repositories sometimes struggle with the automation of policy enforcement due to the complex nature of many storage options. iRODS offers a tool that has the proven ability to enforce many of the trustworthy requirements in emerging repository standards like ISO 1636344 and the Data Seal of Approval (DSA).45 These audit standards are based on the Open Archival Information System (OAIS),46 which has many components that can be automatically enforced using iRODS policies.

			A unique capability of iRODS is storage of actionable rules and microservices in the same repository as the data to be maintained. As a result, as long as the data set is stored in an iRODS data grid, the policies and any restrictions included in those rules can be attached to the data permanently. These policies and restrictions will remain associated with the data at all subsequent steps through the VISR software platform. Instead of relying on every member of a research team to know and understand the security policies associated with a data set, iRODS rules can be written that force team members to comply with data security policies by restricting what each team member can and cannot do with the data.

			DataTags

			DataTags uses an automated interview about the content of a subject data set to determine regulatory requirements for handling the data and encodes those requirements into a “tag.” DataTags operates on the premise that the overwhelming complexity of reviewing data privacy rules, practices, and regulations and laws reduces because actual data-handling requirements associated with all possible policies collapse to a few data storage, transmission, and sharing parameters and a configurable data-use agreement (DUA).47 The tag is metadata about a data set that describes conditions for storing, transporting, and sharing the data set. The tag optionally includes a custom DUA, containing terms that may limit the use, access time, subsequent sharing, or attempts to reidentify the data, and which may specify citation requirements for publication. The first time a researcher requests access to a data set that has a DUA, the researcher must accept the data set’s DUA as part of the initial access process.

			In VISR’s design, DataTags are applied to the data set in the iRODS metadata catalog, where they become actionable parameters of iRODS rules. iRODS rules interpret each tag and apply the required storage, handling, and sharing policies. The rules can be mathematically proven to implement the required policies, and an audit log tracks each activity that takes place on the system.

			Secure Research Workspace

			The Secure Research Workspace (SRW)48 is a virtualized server environment providing a safe platform for researchers to handle sensitive data. SRW employs a cluster of virtual machines (VMs): standard desktop-style VMs for user-facing tasks, a private active directory (AD) server for describing permissible user actions, and a server to host data leakage prevention (DLP) software. Secure data, as identified by tags in iRODS, are containerized in a single VM, protected from inadvertent or deliberate leakage, and work products resulting from them are tagged based on the sensitivity level of their inputs.

			The virtual workspace is customized to meet the security needs associated with the data set in question. Importantly, iRODS can continuously evaluate not only whether a user trying to access a data set should have access to it, but also whether the computational environment itself is appropriately secure even for authorized users.49 When an originating request for sensitive data comes from within a registered protected environment, the request is permitted. However, if the local environment does not meet minimum requirements designated by the DataTag, the user’s request is denied, security of the data is maintained, and the user is informed if an appropriate secure environment is available and/or what actions are required to gain access to the secure data set.

			The virtual workspace is also pre-provisioned with analysis tools that are applied to the data, such as the R statistical programming environment and associated tool kits. The SRW permits researchers in distributed locations to securely access and process the data. It is also elastic: the IT platform hosting analysis tools can be scaled up on demand to meet the computational requirements of the required analysis. As a result, researchers not only have increased collaboration capability, but they have access to computational resources that may not be available at their home institution.

			The CyVerse Discovery Environment

			The CyVerse Discovery Environment50 provides a web-based interface to data stored in iRODS collections, to data processing workflows, to data publication platforms, and to analytical tools. CyVerse51 is creating a “white label” version of its Discovery Environment that will be the basis for the VISR Discovery Environment.

			The Discovery Environment will provide a graphical interface to command-line processing and analytical tools that can be applied to stored data sets. The Discovery Environment will also provide the ability to share data sets, either with other VISR users or through publication services. When sharing data sets, the Discovery Environment will coordinate the DataTags process to update the security level of the data set’s DataTag. The Discovery Environment, backed by the iRODS rule engine, will ensure that data can only be shared at the level allowed by the attached security-level tag. Throughout the life cycle of a data set, the history of security-level tag operations—each level that was applied, when it was applied, and who applied it—will be stored for later auditing.

			Dataverse

			The final piece of the data life-cycle model revolves around publication. Research is not complete until the results are published. The scope of publication has expanded beyond a journal article or a book chapter. It now includes the research data, metadata, and any analysis code necessary to understand and validate the research.52 New standards for research transparency and open access pose challenges when also trying to protect sensitive research from inappropriate release or use.

			VISR will leverage the Dataverse software platform53 to provide appropriate publication tools for researchers using sensitive data. Dataverse is an open-source software platform designed to catalog and manage research data. The newest version includes API functionality and tools to integrate with publication platforms such as the Open Journal System as well as workflow management systems like the Open Science Framework (OSF).54

			Dataverse is designed to promote the discovery and sharing of research data, metadata, and related digital products from the research process. In particular, Dataverse can be used to harvest metadata from a wide range of data repository and storage systems, even if the data themselves must remain secure. This greatly promotes data discovery and facilitates compliance with open-access and research transparency requirements.

			Importantly, Dataverse distinguishes between the publication of data and metadata. This is critical when sensitive data are involved, as metadata can be collected and shared even if the data themselves must be kept secure.

			Dataverse and the DataTags systems can subset data sets. If component subsets can be generated that meet less restrictive rules for data security, these less constrained data sets can be published and made publicly available in Dataverse. Dataverse can provide an appropriate citation to the original source data as well as full citation information, including a digital object identifier (DOI)55 for the data subset that researchers can use. The relevant data citation(s) can then be included in published articles with appropriate links back to these source materials.

			Concept of Operations

			Figure 8.1 outlines VISR in the context of the research data curation life cycle. Clockwise from the top:        
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			Planning. Before collecting data, published data sets and VISR-based planning tools will be used to design a secure environment that meets the security and preservation requirements of the research study to be conducted. The researcher will be required to answer the DataTag questionnaire. The resulting DataTag will be applied as metadata to a new iRODS collection (analogous to a file system subdirectory) that is created to contain the data set.

			Collection. As data are captured, the data set will be loaded into a Secure Research Workspace container. VISR will ensure that the appropriate DataTag and consequent policies are applied to all subsets of the incoming data. iRODS rules will parse the DataTag and apply the required security and privacy policies to the data.

			Analysis. The Discovery Environment will present an integrated, easy-to-use interface to the Secure Research Workspace container provisioned with the data set and analytical tools of interest. The applied DataTag will be used to indicate the sensitivity of the data set as it is processed. Researchers will use Dataverse to identify additional analysis tool sets, complementary data sets, and collaborators. iRODS will coordinate data movement and enforce security policies.

			Archive. After processing the data, the user may decide to publish or archive the data. At this time, the user will be required to complete the DataTag questionnaire once more in order to update the DataTag according to the work performed on the data set or its subset. Throughout the life cycle of a data set, the history of security-level tag operations—each level that was applied, when it was applied, and who applied it—will be stored for later auditing. iRODS will implement the preservation and security policies determined by the researcher. A data set may not leave the Secure Research Workspace unless the sensitivity level permits it to be released.

			Sharing and Publication. When sharing or publishing sensitive data sets, the Secure Research Workspace and the Discovery Environment, backed by the iRODS rule engine, will ensure that data can only be shared at the level allowed by the attached security-level tag. If public release is permitted, VISR will allow the data set to be removed from the Secure Research Workspace and published directly. For higher-sensitivity data, the workspace that encloses the data set can be published, with access controlled according to the researcher’s data management plan. iRODS rules will automate the publishing process, attaching a persistent identifier (e.g., a DOI), moving the data to a publicly accessible location if permitted, and ensuring that appropriate policy is maintained in perpetuity.

			iRODS Rules

			A critical component of VISR’s design is the library of iRODS rules and microservices that automatically enforce the access control protocols prescribed by DataTags. The rules will evaluate not only whether the user in question should have access to a given data set, but also whether the computational environment itself is appropriately secure, even for authorized users. When an originating request for sensitive data comes from an authorized user within a registered protected environment, the request will be permitted, but if the local environment or the user’s credentials do not meet minimum requirements designated by the DataTag, the request will be denied in order to keep the data safe. When a request is denied due to security limitations of the processing environment, the user will be guided to an appropriate secure environment to retrieve the data.

			An Integrated Software Solution

			DataTags, iRODS, the Secure Research Workspace, the CyVerse Discovery Environment, and Dataverse each provide important functionality at different points in the research data life cycle, but none provide comprehensive support for researchers working with sensitive data throughout the entire life cycle of research data. VISR builds on the successes of each tool with additional software to knit them together into a single integrated software solution for working with sensitive data. Each of the existing tools is open source and has design and API features that facilitate integration. The core resulting system will also be open source, meaning that once developed, other research teams will be able to adapt it to meet their specific needs. The platform proposed here will also permit federation with other data projects, allowing for greater discoverability and access to them as well.

			Follow-On Work

			There are several avenues that we are pursuing for further research.

			Additional iRODS Rules

			We plan to develop a library of iRODS rules and microservices for automatically assigning tags to data derivatives that originate from tagged data. In general, inferring the sensitivity of derived results is an open computer science question. Derived data files may carry the same high-level DataTag as one of the originating data files, but this may be overcautious at times and thereby impose unnecessary handling expense and sharing limitations. For example, summary statistics or nonsensitive fields copied from a sensitive data file can yield a less sensitive result. We will explore an algebra based on field assignments the researcher makes in a DataTags redaction script as a basis for determining the appropriate tag for a data derivative.

			DataTags

			A long-term goal will be to develop, integrate, and test an automated version of DataTags that infers data field risks for use within the algebra for assigning tags to data derivatives. The idea is to look at values in the data, tagged risks associated with fields, and specialized data sensitivity algebra to determine risks of releasing a data derivative. If successful, this approach would offer benefits back to DataTags for improved automated assessment, and more generally to society as a means of privacy risk assessment.

			One question we will address is whether metadata should bear a DataTag. If so, should there be secure levels of metadata? The metadata for social science research projects often contains sensitive information, so we will have to explore answers to these questions.

			When the ability to perform advanced analysis is desirable, a mechanism can be created to publish a gateway to the SRW instance and permit a researcher to perform analysis on sensitive data in the system, but limit what the user can see only to aggregate results from that analysis. This would prevent data leakage from the system while still granting broader access to the user community. If the publication in question involves sensitive data, the process can be adapted to provide access to metadata and code, as well as some form of the data, for verification purposes. However, the actual sensitive data can be left in the SRW. Potential users can be pointed to policies and procedures necessary to potentially gain access to the data. This might include approval by the original research team and/or certification by the appropriate funding agency and/or source of the data in question. Those policies can be established when the data are originally put into the system and enforced through iRODS rules as prescribed by tags.

			Another option might be for VISR to generate a synthetic version of the sensitive data set in question that could be analyzed by other researchers. This could potentially be augmented by performing the same analysis on the actual secure data but only reporting back to the user a measure of how similar the results from that analysis are to those obtained using the synthetic data.

			Lessons Learned and Practical Advice

			The development of VISR will be guided by lessons learned from software and research development activities at RENCI and the Odum Institute. Several elements of this process are borrowed from the agile software development methodology,56 while other tenets arise from the need to address funding agencies’ sensible focus on long-term sustainability of research products.

			Build to a Use Case

			Success in developing software solutions depends on making sure the needs of intended users are met. VISR will serve social science researchers who work with sensitive research data, often in teams that reach across departments, universities, and countries. The project will be guided by the Odum Institute at UNC57 and the Institute for Quantitative Social Science at Harvard,58 as well as several other research partner-stakeholders. They have a vested interest in seeing the project succeed.

			Iterative Software Development

			Because it is normal for requirements to change as both the development team’s understanding of the use cases increases and the end users’ understanding of the software and its capabilities changes, we will meet frequently with the stakeholders and have frequent interim releases of software throughout the project. Implementation will proceed in phases, with each phase intended to achieve a limited set of goals. Throughout the process, we will gather feedback from our end users and evaluate VISR on two major criteria: functionality and usability.

			Functionality

			VISR will be developed within a continuous integration and testing framework. Software will be checked into a code repository. The software will be designed for testability, and functional tests will be developed alongside the code to evaluate whether VISR permits the secure processing and sharing of data. An automated build system will compile the software, deploy the compiled software to virtual machines, stand up a data repository, and run the set of functional tests on the software.

			Automated testing provides the additional benefit of deployment scripts that can be used by system administrators to easily deploy each new version of VISR without extensive reconfiguration. Later in the design process, packaging VISR in this flexible, repeatable manner will ease adoption by a broader user community.

			In addition to automated testing, several hands-on functional evaluations will be completed on interim releases of the software. These evaluations will include security and reliability audits to determine how well VISR stands up to threats such as malicious hacking and failure of the underlying infrastructure (e.g., drive failures).

			Usability

			Usability testing will be conducted hand in hand with functionality testing. Hands-on usability evaluations, by groups of end users, will be used to identify usage pain points, with the goal of minimizing variation between using VISR and using existing data-processing environments. Thereby, we intend to ensure a smooth transition to VISR that requires minimal training and that further limits the likelihood of unintentional disclosure due to improper use of the system.

			A Modular Architecture That Uses Existing Software

			VISR will build on several preexisting software products. Even the glue code that connects these components will be modular, and we will use existing open-source software, when available, to interface between VISR components. Modularity permits multiple software development groups to work on pieces of the software at the same time, without the risk of breaking each other’s code. Using existing open-source software will allow us to take advantage of the development and testing contributions of a broader developer-user community, effectively expanding our software development team for the nominal cost of getting up to speed on new software. Interacting with other open-source communities has the added benefit of attracting new users and developers for our own community.

			Have a Sustainability Plan

			Open-source software development presents a natural segue into a discussion about sustainability. While the initial development of VISR hopes to be funded on a specific research grant, there must be a long-term plan that provides for the production use and continued adaptation of the software. Only thus can the software stay relevant to its target community. RENCI and the Odum Institute have gained a significant amount of experience with the consortium model for research sustainability. Through a consortium, stakeholders pay a fee to have a voice in the continued development of the fruits of a research project. In return, the consortium provides a neutral territory for end users, and potentially vendors, to learn from one another. While not the only mechanism, the consortium model may set a lower barrier to sustainability than other models, such as metered licensing or direct incorporation into a hardware product.

			Conclusion

			If successful, VISR will become an integrated platform that enables researchers to overcome the access, security, and privacy challenges of working with social research data. By combining the strengths of iRODS, DataTags, the Secure Research Workspace, the CyVerse Discovery Environment, and Dataverse, the Odum Institute and RENCI will make VISR a critical technology for creating trustworthy repositories for gaining a deeper understanding of populations and the complex relationships between people and their environment.
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			Creating a Preservation Strategy

			Theory: Creating a Preservation Strategy

			Lori J. Ashley

		

		
			Over the past two decades, records and information management professionals have witnessed a significant uptick in interest by a variety of stakeholders in record-keeping requirements and privacy/security liabilities. They have collaborated with business users and technologists to integrate retention and defensible disposition into diverse information architectures and infrastructures. E-discovery has sparked greater engagement with legal and compliance professionals, fostering new methods such as big-data analytics and predictive coding, which have helped highlight risks and challenges associated with vast quantities of widely distributed electronically stored information (ESI). Enterprise content management systems and collaboration platforms have proliferated with varying degrees of native record-keeping capabilities to address life-cycle management concerns. Mighty struggles remain, however, for the life-cycle management of electronic records given the exponential increase in volumes and complexity of digital content as well as the ever-changing technical landscape.

			Long-term and permanent electronic records face genuine threats because of their dependence on these dynamic technical environments. For this reason building and sustaining trustworthy records systems requires a preservation strategy. A preservation strategy is a stated approach to protecting the authenticity, integrity, and usability of digital assets over long periods of time that takes into account the three primary technological risks: hardware obsolescence, file format obsolescence, and degradation of storage media. Its purpose is to identify and describe general approaches to preservation as well as collection-specific measures and repository-specific methods. Depending on whether the originating (records producing) organization is able to provide a sufficient preservation environment or it is outsourced to a third party, the strategy may be internal, external, or a combination of the two. In all cases the capabilities of the repository should align to the mission, vision, and obligations of the organization responsible for continued retention of and access to the records.

			Preservation practices will change over time depending on technology and the needs of those who have the right to access and use the records, requiring the strategy and corresponding capabilities to be monitored and regularly reassessed. This reality is reflected in the name of the well-respected workshop developed by Cornell Library for practitioners entitled “Digital Preservation Management: Short-Term Strategies for Long-Term Problems.”

			Functional Requirements of a Standards-Conforming Digital Preservation System

			Functional requirements for a system capable of preserving and ensuring access to long-term digital assets are set forth in ISO 14721:2012, Reference Model for an Open Archival Information System (OAIS). The specifications have been broadly adopted by the international community of practitioners tasked with ensuring the continuity, usability, and access to digital assets that must be retained permanently or for the indefinite future. These assets range from historical documents and multimedia artifacts to scientific research data. Preservation methods used by the “archive”1 must take into account whether the assets to be preserved are static (published), in active use (e.g., a transactional database), or raw data (laboratory or instrument).

			The standard includes a model for core OAIS functions and interfaces and incorporates the concept of information packages as logical containers for the electronic information (content information and associated metadata) that a repository preserves. Submission information packages (SIPs), archival information packages (AIPs), and dissemination information packages (DIPs) are used to distinguish between digital objects that a trusted repository receives from a records producer and the actual digital objects that it preserves and subsequently makes available to its designated community of users. Context, provenance, reference, and fixity information are captured as preservation description information (PDI) and linked to AIPs. Representation information ensures that the data object can be rendered into a useful information object in the future.

			In the same year (2012) as the OAIS standard update, a companion standard, ISO 16363, Audit and Certification of Trustworthy Digital Repositories, was approved. This resource describes a wide range of organizational, digital object management, operational criteria and evidence needed to demonstrate an OAIS’s preservation capabilities and sustainability. The launch of a certification infrastructure to audit repositories was recently announced by the ANSI-ASQ National Accreditation Board (ANAB),2 and while it will take time to become established, ISO 16363:2012 offers guidance for any organization charged with long-term preservation concerning the interdependencies as well as the depth and breadth of policies, procedures, and operations required to ensure trustworthiness of repositories and their respective collections.

			Once an OAIS takes ownership of digital content from producers or donors for preservation, it accepts responsibility to ensure that the assets remain viable and understandable to the community that has the right to access them. The technical environment must be continuously monitored and maintained, and preservation actions taken on objects and collections over time. Users must be able to have sufficient information to search the repository contents and determine which assets are of interest. The OAIS accesses AIPs and makes content available to users in DIPs.

			Commercial digital preservation systems that conform to the ISO 14721 standard are now available in the marketplace and have recently captured the attention of leading technology analyst and advisory firms such as Gartner and Forrester Research. This recognition offers the possibility that information governance (IG)3 and information technology (IT) leaders and practitioners will increasingly recognize the criticality of digital preservation environments within their technology infrastructure.

			Many organizations grappling with the requirements of long-term digital preservation, however, especially small institutions with limited funding and technical resources, rely on a variety of community-based and/or open-source tools and services to piece together their preservation systems. Regardless of the size, scale, or efficacy of repository operations, however, there are a limited number of common preservation strategies available.

			Common Preservation Strategies

			The mission of an OAIS is to provide access to digital information for its designated community.4 Because it is not feasible to be all things to all users, organizations must make hard choices regarding the scope and scale of their digital preservation systems and provide clear, documented decisions about what will be ingested, whom it will serve, and how the archive will accomplish its mandate. Having established the scope of its responsibilities and the type(s) of information assets it will preserve, each repository must adopt strategies to adequately control its collections and address threats to digitally encoded information. Each digital preservation strategy has strengths and weaknesses that must be taken into account. This reality underscores the critical nature of documentation and transparency in repository operations so that stakeholders and those responsible for long-term preservation can properly assess and counter threats to digital assets of long-term value.

			Refresh

			Media obsolescence and failure is well documented, and thus preserving the bitstreams of digital content by periodically copying them to new storage media is a common practice within operational computing environments as well as digital preservation systems. While this method effectively preserves the bit stream, it does not address file format obsolescence or potential threats associated with accidental or malicious human intervention.

			Replication

			Replication is the practice of copying digital content and storing it separately from the original in order to protect it against intentional or accidental corruption. At least two copies of digital assets are stored in geographically dispersed locations. While this method protects against human intervention and technology failure, it does not specifically deal with matters of integrity or file format migration.

			Bitstream Preservation

			A digital object is made up of a sequence of 1s and 0s. Preserving this sequence exactly as it exists without concern for the meaning or structure of the content is referred to as bitstream preservation. Digital preservation repositories typically preserve the original bitstreams at ingest after establishing the characteristics of the objects and their unique identity (“digital fingerprint”) via cryptographic techniques. Bitstream preservation alone is insufficient, however, and so a preservation strategy is routinely associated with preferred/supported file formats, migration workflows, and periodic integrity checking.

			Technical Format Sustainability

			As noted elsewhere, technology obsolescence, especially with regard to proprietary file formats, is a major impediment to a long-term digital preservation program. To address this issue, the Library of Congress and several other institutions have established technical registries that identify and describe file formats. Long-term digital preservation programs may consult these resources to support analysis of digital content use as well as strategic planning with regard to file formats that are acceptable for transfer of digital content and file formats that meet criteria for archival preservation.

			Emulation

			An alternative to file format migration is emulation, which focuses on replicating the original software and hardware in which digital content was created, stored, and used. This replication consists of emulating the original hardware and operating systems on current information technology platforms to execute all of the functionalities associated with a specific software application. The variety and complexity of technical solutions as well as their relatively short cycles creates challenges for any organization considering emulation. And while trends in machine virtualization have reduced some barriers, emulation remains a highly selective strategy for addressing some preservation requirements.

			Format Normalization

			One of the most common preservation approaches is normalization, or the migration of content from one format to a more sustainable format. Many archives establish preferred or supported open-standard technology neutral file format standards and use normalization to those formats as a routine preservation strategy at ingest. Migration functionality has become routinely available within many software product families when new versions or updates are released. Vendors typically support backward compatibility for only a few versions and for a limited period of time. Many databases and business systems are equipped with functionality to output “snapshots” of content (e.g., PDF, PDF/A, TIFF, JPG, etc.), and this feature is commonly used by organizations to create and capture a static electronic record from transactional systems.

			Shared Responsibility and Accountability

			Ensuring the availability, reliability, usability, and authenticity of electronic records over time is a shared responsibility whether the records are transferred to a special-purpose repository or remain in the hands of the producer for extended periods. This applies to born-digital content as well as physical records converted to digital format. Given the “inherent instability and transient nature of digital content,”5 however, preservation actions and interventions for electronic records will necessarily have to occur earlier and more frequently than is the case with physical collections. In other words, passive preservation and “just-in-time” migration will be insufficient to address the fragility and scale of digital content worthy of long-term preservation. Ideally, transfer and active preservation requirements will be incorporated into appraisal methods and records retention schedules as well as integrated into process workflows and technical documentation. The complexity and volume of digital content to be preserved suggests that workflows supporting transfer and ingest will have to become largely automated to keep pace.

			Successful digital preservation will depend heavily on a succession of trustworthy actions. Over the lifetime of long-term and permanent digital objects, these actions will be taken by a series of custodians that are likely to include a combination of internal, outsourced, and/or community-based entities. Over time tools and techniques will also change, requiring vigilance to threats and active management of its holdings by the repository/preservation system operator.

			In the public sector, permanent archival records have traditionally been transferred at the end of their active use/reference period by the creating/owing agency to a specialized repository (archives) that had the facilities and equipment, skilled staff, and a mandate to preserve records and provide access over time. For many types of electronic records, this approach will come too late to ensure the usability of the records. Developers of the ISO 16363 standard6 who conducted a series of test repository audits in 2011 expressed their view that official government repositories have not realized the full potential of using their records management authority to inventory and schedule agency records and determine which should come under (trusted digital) repository control.7 This is likely echoed in the private and nongovernmental sectors.

			A preservation strategy should be separate from, but aligned to, the broader organizational strategic plan. This is critical to ensure that digital preservation requirements are systematically integrated into broader information governance and funding processes. In the event that the digital repository is operated by a third party or consortium, the preservation strategy should function like a service level agreement, providing specific measurable outcomes and assurances that are binding and certifiable.

			Summary

			Numerous national archives and libraries as well as some of the leading private and government-backed research institutions have successfully established ISO 14721 conforming digital preservation repositories and are actively preserving petabytes of digital content. The capabilities of cultural heritage and philanthropic foundations to ingest, preserve, and provide access to digital resources vary widely, with the most notable progress among organizations with the deepest pockets. Small academic and memory institutions, especially those with little or no dedicated technical support, remain at a disadvantage. There appears to be a low level of awareness in the private sector, outside corporate archives, of the underlying issues associated with threats to the longevity of digital content, with a few notable exceptions in the pharmaceutical industry.

			Through their State Electronic Records Initiative (SERI) launched in 2011, members of the Council of State Archivists (CoSA) has been working diligently to improve the management, preservation, and access to state government electronic records nationwide,8 including the recent establishment of a resource portal.9 Some state archives have experienced limited success over the past two biennial cycles in securing new funding for staff and other resources, and more than a dozen institutions have licensed commercial digital preservation systems10 over the past five years. They have yet to open the accession floodgates to agencies, however, and program documentation and automated workflows remain immature.

			Over the last decade the digital preservation marketplace has evolved and expanded significantly with the introduction and/or enhanced functionalities of a wide range of open-source and commercial tools and services. The cohort of practitioners certified11 and/or with practical experience managing digital collections is growing, and there is a wide range of academic and cross-domain consortia working on the next generation of file format standards, guidelines, and conformance tools.

			While there are many encouraging signs that digital preservation capabilities for long-term operational and permanent archival records are advancing, society’s increasing reliance on computerized systems suggests that the threat of a “digital dark age” remains real.12 Significant work to integrate viable preservation strategies into risk management, budgeting, planning, and operations as well as enterprise information architecture models remains that can ensure accessible, usable, and trustworthy digital records for as far into the future as may be required by organizational missions, mandates, and needs.

			Implementation: Building a Preservation Strategy around Archivematica

			Bronwen Sprout and Sarah Romkey

			Context

			In its 2010–2015 strategic plan, the University of British Columbia (UBC) Library defined a strategic focus of managing collections in a digital context and a goal of “implement[ing] a comprehensive digitization program to provide unlimited online access to materials of research and teaching value.”13 In relation to this commitment, the library established a Digital Initiatives unit in 2011.

			The library’s Digitization Centre was established in 2011 as part of this new unit. The Digitization Centre manages more than five hundred thousand items in its locally produced collections and has collaborated to produce these collections with many library units, with the wider UBC community, and with community partners from British Columbia and beyond. Many of the collections are the result of external funding, raised in collaboration with the library’s Development Office. Prior to the establishment of the Digital Initiatives unit and the Digitization Centre, digitization activities in the library were decentralized. Digitized content was stored on network-accessible drives and backed up regularly, but no preservation system was in place. Stewardship of much of this previously created digitized content was taken on by the newly established Digitization Centre.

			cIRcle, UBC’s DSpace-based institutional repository, is also part of the library’s Digital Initiatives unit; its launch in 2007 means that the content managed in DSpace also pre-dates the creation of the new library unit. cIRcle is an open-access digital repository for published and unpublished material created by the UBC community and its partners. Its aim is to showcase and preserve UBC’s unique intellectual output by making content freely available to anyone, anywhere via the Web. As defined in its strategic plan, UBC is committed to “developing a system for making UBC research accessible in digital repositories, especially open access repositories,”14 and cIRcle is part of this strategy. cIRcle contains more than fifty thousand items, including find articles, conference and workshop papers, theses and dissertations, technical reports and working papers, books, data sets, learning objects, and multimedia and audiovisual materials including podcasts, webcasts, and more. The entire database has been backed up regularly since its inception, but as with the digital collections, a preservation system was not in place.

			Shortly after the creation of the Digital Initiatives unit, in recognition of the need to preserve the digital content that had already been created, and of plans to greatly increase the production of locally digitized content, UBC Library began work on creating a digital preservation strategy in collaboration with Artefactual Systems, the lead developers of the Archivematica digital preservation software and AtoM (Access to Memory) archival description software. Although the focus of the project was initially on content that was being produced and managed in Digital Initiatives, the project scope was broadened early on to include born-digital archival materials held in the library’s Rare Books and Special Collections and University Archives.

			The library’s collaboration with Artefactual Systems began in 2011 for what was originally scoped as a year-long project to assist in the development of a long-term preservation strategy for the library’s digital collections. The focus for the year was on a detailed analysis of UBC Library’s digital preservation capacity, drafting of an implementation plan, and overall system architecture for digital preservation at the library. The project included installation and testing of a local Archivematica instance and the development of copying workflows and procedures.

			Also planned for this year was a series of preservation pilot projects using Archivematica. Artefactual’s initial task in establishing the library’s strategy was to carry out a gap analysis of the library’s digital preservation activities (which were primarily identified using the OAIS reference model). Artefactual considered the digital material the library was creating or managing locally and identified material that was not being adequately preserved. Those areas with gaps were then selected for pilot projects: born-digital records held by Rare Books and Special Collections (RBSC) and University Archives, faculty and student materials in cIRcle, and locally digitized collections managed in CONTENTdm. A project team from the library worked with Artefactual throughout the development of the strategy and work on the pilot projects. The pilot projects allowed the project team to identify feature gaps in Archivematica and AtoM and to refine requirements for the library’s digital preservation program.

			The RBSC pilot consisted of ingesting digital objects into Archivematica and having Archivematica generate access copies for upload into AtoM (the web-based access component for RBSC’s digital collections). Artefactual Systems is also the lead developer for AtoM and has integrated it with Archivematica as its default web-based access system. The University Archives pilot project followed this model as well.

			For the cIRcle pilot project, it was determined that DSpace would act as a deposit and access tool, but full preservation management would take place in Archivematica. In this scenario, Archivematica would act strictly as the preservation component, accepting submissions from DSpace and preserving them without creating access versions. Submission to Archivematica would take place when the submission was made to DSpace, without affecting the user interface or experience. The pilot for the digitized material held in CONTENTdm consisted of ingesting master digitized objects into Archivematica and having Archivematica generate access copies for upload into CONTENTdm.

			Following the pilot projects and development of a digital preservation strategy, a plan was developed that featured Archivematica providing preservation functionality for the library’s digitized and born-digital material, managing functions and activities such as checksums, virus checking, preservation of metadata, and file format normalization. The plan assumed that Archivematica would interface with the library’s existing systems (DSpace, CONTENTdm, AtoM) and that existing library staff resources would integrate digital preservation activities into workflows. Although Archivematica was identified as a key component, the preservation strategy did not solely focus on this software but also included software requirements, existing and new system components, and staffing and business processes.

			The library’s collaboration with Artefactual continued, and in 2012 Artefactual began to develop the planned Archivematica integrations with DSpace and CONTENTdm. The library continued testing Archivematica and began developing procedures for born-digital material and finalizing digital object acquisition processes, including external media processing tools and procedures. The library also began documenting its different Archivematica workflows and related procedures. In early 2014 with the release of Archivematica 1.0 and the establishment of redundant archival storage managed by UBC’s IT department, the CONTENTdm–Archivematica and AtoM–Archivematica workflows moved into production while work on the DSpace–Archivematica integration continued.

			Strategies

			Archivematica, the free and open-source digital preservation platform, represents the central digital preservation service at UBC Library. Archivematica itself is a suite or a bundle of open-source tools for various digital preservation actions, such as file identification, virus scanning, file characterization, and checksumming. In accordance to the OAIS reference model, Archivematica creates highly robust and self-describing archival information packages (AIPs) consisting of the original objects, any normalized preservation copies, logs, metadata, and submission documentation. Archivematica records all preservation actions taken within the system as PREMIS events in a METS XML file. By using a single point of contact for all (nonlicensed) digital objects in the library’s care, the resulting preservation packages will be of an expected format for the long term. As described below, Archivematica is used in the library for processing digital content from a variety of different systems and repositories.

			However, a single point of contact in the software does not preclude the library from scaling digital preservation practices by running multiple instances of Archivematica in parallel. Referred to as “pipelines,” each installation of Archivematica is optimized for efficiency by adding preconfiguration settings. For example, the library’s Digitization Centre uses very consistent practices for digitizing material and therefore uses preconfigured Archivematica pipelines to create AIPs and dissemination information packages (DIPs) for this material with little human interaction after the initial transfer into the system. Each package has the same rules for identification, characterization, normalization, and so forth applied to it automatically by the Archivematica pipeline.

			Once completed, the Archivematica AIPs are stored in dedicated spaces inside the university’s EduCloud server service, which has geo-remote backup between the Vancouver and Kelowna campuses. The Archivematica pipelines are preconfigured to store the AIPs in dedicated spaces as determined by the library’s Digital Initiatives unit.

			The library has adopted the practice of devoting the resources of Archivematica pipelines to either the various points of access or deposit, or to a defined workflow. A description of the current pipeline usage is shown in figure 9.1.      
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					Figure 9.1.  Diagram showing general configuration of Archivematica pipelines as they relate to both storage and access systems. The environment is designed to be flexible so that new pipelines can be added or removed as needed.

				

			

			One pipeline is dedicated to processing digitized content intended for upload to CONTENTdm. Digital objects are prepared in the Digitization Centre, and item-level metadata is created in CSV format. Archivematica receives transfers of material with related metadata CSV files. When the operator chooses the “upload to CONTENTdm” option in the user interface, Archivematica creates a tab-delimited file suitable for upload through the CONTENTdm project client along with the access copies. In UBC’s workflow, the access copies are created and stored locally, but other institutions may choose to employ Archivematica’s normalization procedures for this workflow.

			Another pipeline is dedicated to processing digitized content intended for upload to AtoM, an open-source archival description and access software used to describe archival materials in the Rare Books and Special Collections and Okanagan Special Collections branches of the library. Digitized collections displayed in AtoM are generally those that do not have item-level metadata, instead relying on AtoM’s hierarchical management of information objects so that series or collection-level metadata can be easily associated with digital objects. Having a separate pipeline from the CONTENTdm pipeline simply provides more opportunity for automation, as each pipeline can be configured to automatically create a dissemination package appropriate for each system.

			A third pipeline is dedicated to receiving content deposited into the university’s DSpace institutional repository, cIRcle. Like many DSpace repositories, cIRcle operates as a self-deposit system for faculty and student output, including electronic thesis and dissertations. UBC Library employs Archivematica automation tools (see below) to “watch” the DSpace repository for new content, and creates new transfers into the pipeline automatically on a regular basis.

			Finally, there is a pipeline dedicated to processing born-digital material that originates from donors external to the university. Generally, born-digital material is intended for upload and description in AtoM for access purposes. However, creating a dedicated pipeline for born-digital material allows the archivists to make configuration decisions appropriate for born-digital material, such as the creation of a transfer structure report that records the original order of the material. Born-digital processing often warrants less automation in workflow; for example, the archivist may choose to review the output of file format identification with additional care that is not necessary when dealing with digitized material that the Digitization Centre has control over creating.

			As described above, digital objects can flow either to or from an Archivematica pipeline depending on the nature of the system it is integrating with. UBC Library was involved with the design of these workflows with Artefactual Systems, the lead developers of Archivematica. The integrations are general enough to be used by any implementer of Archivematica.

			In addition to these system-specific pipelines, special “project-based” pipelines are created as needed. There is currently one pipeline dedicated to ingesting videos created by the Banff International Research Station from a watched directory directly to Archivematica, using automation tools to make the process completely automated. Archivematica’s automation tools15 interact with Archivematica’s API, providing a reference model for how other systems could interact with Archivematica as well. They are deployed as a set of Python scripts that can be run on an Archivematica pipeline and are customized to suit local needs. In this case, the script is written to watch a directory where the videos are deposited and make periodic transfers of new content. The processing configuration is preset in the pipeline so that there is no need for an operator to intervene unless there is an error. Automation tools are also used at UBC for the automated ingest of material deposited to the DSpace repository (see below) and to automate workflows for digitized material being prepared for CONTENTdm.

			Challenges Encountered

			One of the most challenging workflows to develop has been around the acquisition and management of born-digital material. While Archivematica provides a foundation for preserving material once it has been accessioned, the pre-accession process has proved to be a major challenge for the library. To attempt to mitigate some of the challenges and risks associated with born-digital acquisition, the Rare Books and Special Collections division devised a donor survey, adapted from the Born Digital Collections: An Inter-Institutional Model for Stewardship (AIMS)16 Survey for Personal Digital Archives and the Paradigm17 records survey published by the Bodleian Library. A continuing challenge for the team is devising a donor agreement that suits the unique aspects of acquiring born-digital material and the needs of all relevant parties in the university (development, legal, and the Rare Books and Special Collections division).

			Workflows for born-digital material that was already in the custody of Rare Books and Special Collections, which had been acquired throughout the years with primarily analog acquisitions, proved to be almost as challenging. After the process of inventorying this material was complete, the technology often failed: floppy disks couldn’t be read, so their contents remained trapped and unidentifiable, and the library lacked the hardware to read a few more obscure carriers like Zip disks. The library has begun to consider outsourcing the process of getting content from older media such as these.

			Other challenges with the Archivematica project related to the development of integrations with systems other than AtoM, namely DSpace and CONTENTdm. The retrospective migration of DSpace content into Archivematica seemed fairly straightforward, but ongoing ingest to Archivematica presented more of a challenge. There did not appear to be an obvious way to export from DSpace to include only content from a specified period of accession, meaning that after the legacy content was addressed, incremental or “triggered” ingests from DSpace to Archivematica still needed a method of identification and ingest. Further, when DSpace legacy material was initially considered, the implications of a mass export had not been considered; it became apparent that what was needed was a method to easily export and parse DSpace content into meaningful collections that were not too large. Through their partnership with DuraSpace (to provide an Archivematica front end to DuraCloud hosting) Artefactual learned of the existence of the DSpace Add-On Replication Task Suite, “which provides a set of curation system tasks to assist in performing replication (backup/restore/audit) of DSpace contents to other locations.”18 This provided the solution to ingesting both the legacy material and the incremental additions in Archivematica. UBC Library enabled the Replication Task Suite Add-On, and Artefactual developed an automated ingest workflow for DSpace.

			For CONTENTdm, the initial workflow plan was for all digitized material to be ingested in Archivematica before being published in CONTENTdm. Development of this feature, however, was difficult and time consuming. An early iteration of this workflow attempted to upload content directly from the Archivematica pipeline to the CONTENTdm collection by means of a watched directory on the CONTENTdm server. This, however, was not the intended use of the watched directory, and the process proved to be unstable. Further, the sheer size and number of the images presented a scaling challenge for the library’s IT environment. Fortunately, as time and development progressed, a direct upload to CONTENTdm was deemed unnecessary because there was no need to normalize the master images, which were all high-quality TIFFs. A new workflow for use with CONTENTdm was introduced in Archivematica version 1.4, following advice given by the librarians at UBC. Rather than connecting to the CONTENTdm server, Archivematica creates a tab-delimited metadata file appropriate for use with the CONTENTdm project client. The tab-delimited file includes an explicit link to the preservation master and the location of the master through a unique universal identifier (UUID) and works for either simple or compound object workflows. For new collections, this means uploading access files to CONTENTdm along with the metadata in the tab-delimited file that Archivematica creates. For legacy collections, the tab-delimited file created by Archivematica is used to populate the two identifier fields in CONTENTdm via OCLC’s Catcher web service, thus connecting the master files with the access files already existing in CONTENTdm.19

			Results and Outcomes

			While testing and implementation of Archivematica was underway, the library began to develop preservation policies and to consider what would be required to undertake a TRAC self-audit to identify gaps and continue to refine and improve its digital preservation strategy. The library’s considerations of whether to undertake a self-audit were informed by a recognized need for development of additional digital preservation documentation, particularly to guide its approach to retrospective preservation work and to better understand its archival storage. The library was provided the opportunity to locally install and test a web-based TRAC tool20 (which is also hosted by Artefactual for community use) and determined to move ahead with the self-audit. This tool, originally developed at MIT Libraries, allows an organization to document its evidence for meeting the requirements of the CCSDS Audit and Certification of Trustworthy Digital Repositories checklist that was approved as ISO 16363 and is based on Trustworthy Repositories Audit and Certification (TRAC): Criteria and Checklist that was released in January 2007. The library’s self-audit was conducted between December 2013 and December 2014.21

			To determine who to approach for which evidence required for the audit, stakeholder groups were defined and assigned corresponding responsibilities. As in many organizations, at UBC Library responsibilities for TRAC compliance are distributed throughout the organization, with specific units and committees having certain responsibilities for each requirement. Evidence or documentation was gathered from the various groups for the audit, and UBC Library was assessed by Artefactual on the three criteria specified in TRAC and assigned a compliance rating for each. The library was determined to be at least halfway compliant in two of the three sections (“Organizational Infrastructure” and “Digital Object Management”) and “slightly compliant” in the third (“Infrastructure and Security Risk Management”).

			The library ranked highest in Digital Object Management, which is largely attributable to deploying Archivematica as its digital preservation software. Archivematica’s built-in functionality provides compliance for many aspects of ingest, creation of AIPs, preservation planning, AIP preservation, and information management, as specified in section 4 of the TRAC checklist.

			Two areas were identified for significant improvement: financial sustainability and technical infrastructure and risk management, largely due to the fact that the audit participants lacked access to information for providing evidence. Additionally, a number of draft policies were created prior to the self-audit that had not been approved. In order to receive a higher rating, these policies need to undergo review; revision and a regular evaluation schedule will need to be implemented. Further, the policies need to clarify the specific material/content to which certification status will be applied (i.e., locally produced digital assets only), which was unclear at the time of audit.

			To have achieved a passing score in two out of three sections is notable, particularly considering that there are no librarians or staff dedicated to digital preservation tasks, but there is certainly room for improvement. Following completion of the initial self-audit, librarians in the Digital Initiatives unit began engaging with the necessary representatives from the finance, HR, and IT departments in order to gather missing documentation and/or policies. The library also struck a Digital Preservation Working Group to oversee and provide expertise on the policies and documentation that support its digital preservation strategy. This working group is committed to reviewing existing policies, documentation, and infrastructure; drafting new policies as necessary; recommending the development of new policies, documentation, and infrastructure; and reporting on its work/recommendations to the library’s Collections and Information Resources Standing Committee. These continuing efforts are intended to establish the infrastructure and governance that could become the foundation for a potential external audit and certification. Additional benefits associated with the formation of a Digital Preservation Working Group include building engagement and increasing the understanding of digital preservation issues across the library as well as developing knowledge and expertise of Archivematica outside of the Digital Initiatives unit.

			Evaluation and Analysis

			Early on in its work with Artefactual, the library had intended to undertake a research data pilot project using Archivematica to ingest and preserve one or more data sets from cIRcle. However, the other content areas required more focus, and a research data project did not prove feasible. In the interim the library has increased its focus on providing support for research data management and has begun using Dataverse to store and manage researchers’ data sets. The library is also collaborating with Canadian institutions that have commissioned Artefactual to develop a Dataverse integration with Archivematica. When this integration is implemented, the library will add research data managed in Dataverse to its preserved content and systems. Electronic records management has also become an area of greater focus for the library since 2011, and the Digital Preservation Working Group is considering how university electronic records will be preserved in Archivematica. The library’s previous experience with Archivematica and its development of digital preservation policies will be informative for these emerging areas of focus.

			Along with new areas of focus for content it is preserving, the library continues to consider how the tools and services available locally fit into other preservation services the library participates in or subscribes to, including private LOCKSS networks (PLNs) and web archiving. The library participates in several PLNs in which objects ingested into Archivematica could be uploaded to a PLN for distributed, geo-remote storage. It is anticipated that these efforts will be aided by the LOCKSS-O-Matic web application, which will help “automate the ingestion of content into a Private LOCKSS Network (PLN). . . . LOCKSS-O-Matic implements the SWORD protocol to communicate with content providers. The first two content providers will be Archivematica and Open Journal Systems.”22 The library is also using the Internet Archive’s Archive-It, a subscription-based web archiving service, and is considering options for preserving the WARC files in Archivematica and/or in a PLN. However, the Digital Preservation Working Group must first determine which collections merit which type of storage and preservation treatment and develop policies in support of this. In order to prioritize material to be preserved, and recognizing that staffing and other constraints mean that probably not all digital assets will be preserved, a tiered preservation model that “is built on an assessment which considers three factors: resource type, archival responsibility, and level of projected preservability” may be desirable.23

			Practical Advice and Lessons Learned

			Though planning for digital preservation is unquestionably important, it can feel overwhelming. The library’s planning advanced substantially after Archivematica had been implemented and librarians had gained a better understanding of how Archivematica worked and what the issues were. As comfort levels and experience with Archivematica developed, initial planning was iterated and improved. Similarly, creating and maintaining thorough documentation (the library employs many student workers, some of whom have assisted with testing Archivematica) has been an iterative process, and documentation continues to be updated over time. The library’s planning also improved through the focus provided by carrying out the initial TRAC self-audit and the subsequent formation of a Digital Preservation Working Group.

			In general, the library has found that workflows for which it has the most control over the creation of material have been the easiest to implement digital preservation practices for. Integration challenges with CONTENTdm notwithstanding, the library had more success more quickly preserving digitized content in comparison with born-digital materials. By tackling these workflows, the library learned valuable lessons that can be applied to more complex workflows. It has also provided evidence of digital preservation expertise to demonstrate to donors and other partners that the library can be trusted to preserve digital material.

			Before embarking on digital preservation activities, the library already had a number of access and deposit systems in place, including CONTENTdm and DSpace (AtoM was implemented simultaneously with Archivematica). The library felt that the best course of action was to choose a digital preservation system that was flexible enough to integrate with multiple systems rather than undergo a legacy migration process.

			Involving library and campus IT staff early and often has been crucial to the library’s successful implementation of Archivematica. IT staff have been involved in project planning discussions with Artefactual Systems and share a common understanding of project goals. Although the library has a maintenance agreement with Artefactual, continued involvement of IT staff in Archivematica installations, updates, and ongoing configuration has been incredibly helpful. It was through early discussions with IT staff that the library became an early campus adopter of the EduCloud server service and was therefore able to take advantage of geo-remote backup service early in digital preservation implementation.

			By adopting open-source software, and by engaging with the community of software developers and users, the library has been able to shape the functionality of the tools it uses. The benefits flow in both directions: UBC Library has sponsored a number of features that all Archivematica users can now take advantage of, and the library in turn benefits from the network effect of many other Archivematica users contributing to the software code as well. When using open-source software, an institution does not need to accept its functionality at face value. Instead, it can engage with the community of software developers and users and help define the tool’s road map.
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			Notes

			 1. The ISO 14721:2012 standard defines OAIS as an archive, which may be part of a larger organization, of people and systems that has accepted the responsibility to preserve information and make it available for a designated community. It meets a set of responsibilities described in ISO 14721 that distinguishes it from other uses of the term archive.

			 2. “ANAB Heads Up,” ANSI-ASQ National Accreditation Board, accessed October 31, 2015, http://anab.org/media/53684/hu319.pdf.

			 3. Information governance, or IG, is the set of multidisciplinary structures, policies, procedures, processes, and controls implemented to manage information at an enterprise level, supporting an organization’s immediate and future regulatory, legal, risk, environmental, and operational requirements. From Wikipedia, accessed October 14, 2015.

			 4. A designated community is an identified set of potential consumers (users) who should be able to understand a particular set of information. The designated community may change over time.

			 5. “British Library Digital Preservation Strategy,” British Library, accessed October 31, 2015, http://www.bl.uk/aboutus/stratpolprog/collectioncare/digitalpreservation/strategy/BL_DigitalPreservationStrategy_2013-16-external.pdf.

			 6. ISO 16363:2012, Audit and Certification of Trustworthy Digital Repositories, available free from http://public.ccsds.org/publications/archive/652x0m1.pdf.

			 7. Steve Marks, Becoming a Trusted Digital Repository (Chicago: Society of American Archivists, 2015), xx.

			 8. “State Electronic Records Initiative Phase 1—Report from the Council of State Archivists’ State Electronic Records Initiative (SERI) Committee,” Council of State Archivists, accessed October 31, 2015, http://www.statearchivists.org/seri/SERI%20Phase%20One%20Report%20-%20final%20review%20draft%20-%202012-06.pdf.

			 9. “PERTTS PORTAL Program for Electronic Records Training, Tools, and Standards,” Council of State Archivists, accessed October 31, 2015, http://rc.statearchivists.org/PERTTS/Default.aspx.

			10. “CoSA-Preservica Announce Practical Digital Preservation,” CoSA News Brief, October 2015.

			11. Learn about the Society of American Archivist (SAA) certification program for digital archivists at http://www2.archivists.org/prof-education/das.

			12. Vint Cerf, a father of the Internet, expressed his fear of a “digital dark age” in a BBC interview that aired in February 2015, available at http://www.bbc.com/news/science-environment-31450389.

			13. University of British Columbia Library, “UBC Library Strategic Plan 2010-2015,” accessed November 13, 2015, http://about.library.ubc.ca/strategic-plan.

			14. University of British Columbia, “Place and Promise: The UBC Plan,” accessed November 13, 2015, http://strategicplan.ubc.ca.

			15. “Automation Tools,” accessed November 25, 2015, https://github.com/artefactual/automation-tools.

			16. University of Virginia Library Digital Production Group, “Born Digital Collections: An Inter-Institutional Model for Stewardship, Project Team and Overview,” accessed November 27, 2015, http://dcs.library.virginia.edu/aims/project-team-and-overview.

			17. Bodleian Library, “Paradigm Project,” accessed November 27, 2015, http://www.bodleian.ox.ac.uk/beam/about/projects/paradigm-project.

			18. DuraSpace, “Replication Task Suite,” accessed November 17, 2015, https://wiki.duraspace.org/display/DSPACE/ReplicationTaskSuite.

			19. Catcher “supports batch requests to add metadata-only records to a CONTENTdm collection, edit existing metadata fields in a record, or delete a record. When processed through Catcher, the existing reference URL for an item will remain unchanged.” OCLC, “Getting Started with CONTENTdm Catcher,” accessed November 27, 2015, cdm17012.contentdm.oclc.org/cdm/ref/collection/p17012coll1/id/21.

			20. “TRAC Review Tool,” accessed December 8, 2015, https://www.archivematica.org/en/docs/archivematica-1.4/user-manual/getting-started/trac.

			21. It should be noted that this self-audit only took into account UBC Library’s ability to digitally preserve and manage locally produced digital content and born-digital objects, specifically digital content stored/managed in CONTENTdm, DSpace, and AtoM.

			22. “LOCKSS-O-Matic,” accessed November 19, 2015, https://github.com/mjordan/lockss-o-matic.

			23. Umar Qasim, Sharon Farnel, and John Huck, “TAP: A Tiered Preservation Model for Digital Resources,” accessed November 27, 2015, http://purl.pt/24107/1/iPres2013_PDF/TAP%20A%20Tiered%20Preservation%20Model%20for%20Digital%20Resources.pdf.
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			Trustworthy Systems: Current Status and Future Directions

			Current Status of Trustworthy Systems

			Nancy McGovern

		

		
			The digital preservation community has made notable advances toward understanding and engaging in good practice since the release of the Preserving Digital Information report was released twenty years ago in 1996. The authors assessed the state of practice to define the scope and challenges of digital preservation for the community to address. The report represents a seminal moment and an identifiable starting point for measuring progress. Two decades later, the need to respond to the rapid pace of technological change remains an inherent challenge for the long-term preservation of digital content that informs the ongoing struggle to establish and maintain effective and durable digital preservation programs.

			In the archival community, the management of archival records in digital form began in the 1960s at national archives in a number of countries.1 There have also been data archives programs that have preserved digital content since the 1960s, a portion of which are records and all of which are part of the record of science and practice.2 Unlike the library community where digitization of physical collections was embraced from the late 1980s on, the archival community has only more recently, for a variety of reasons, moved to digitize its physical collections at a greater scale.3 To consider the progress so far in the archival community in managing digital records, both born digital and digitized, across generations of technology, this chapter uses known digital preservation standards and models as a frame for assessment.4

			Emerging Standards and Practice

			The 1996 report made explicit the requirement that organizations responsible for preserving digital content would have to transparently demonstrate good practice to enable the creators and users of digital content to rely on them. Since 1996, a foundation of digital preservation standards has emerged that has provided some metrics for measuring progress. Beginning in 1995, an international group of practitioners and researchers formed working groups to address the challenges of preserving digital content that resulted in the Open Archival Information System (OAIS) reference model, which was adopted as ISO 14721 in 2003. OAIS has informed much of the research and development on digital preservation since before the standard was even approved. With the 2012 revision and the projected 2017 revision underway, OAIS is positioned to continue to guide good practice. Adoption of OAIS was quicker in the library and other communities than within the archival community, possibly because there were existing digital archives practices in place with a track record extending over decades, and other communities were typically adopting rather than reforming existing practice to adopt OAIS.

			To provide a pathway for organizations to respond to the then emerging OAIS standard, the Trusted Digital Repositories: Attributes and Responsibilities document was released in 2002, the result of a community effort that was sponsored by the Research Libraries Group (RLG). Since then, organizations that have accepted responsibility for preserving digital content have been referred to as repositories, and more and more repositories acknowledge the need to be recognized as a trusted digital repository (TDR). OAIS and TDR form the foundation for good practice in digital preservation, standards, and guidance that has made progress possible. The OAIS document specifies additional standards that are necessary to fully engage in digital preservation, and since 2003, a number of these standards have been added to the growing family of OAIS standards. The set of standards needed for digital preservation has been identified on a development road map that has been included in OAIS since the first version. One of these standards formalizes and specifies the interaction between the producer of digital content and the archives in transferring responsibility for preserving the content (PAIMAS), a crucial portion of the life cycle for managing digital records in accordance with record-keeping standards.5 There is another community-based standard for preservation metadata, PREMIS, that is increasingly viewed as a norm for good practice.6 The 2011 version of PREMIS added in the capability of managing rights that are associated with digital content in a manner that addresses the requirements of digital records more effectively, and version 3 was released in 2015. Finally, there is the Audit and Certification of Trustworthy Digital Repositories (ISO 16363:2012) that is based on TRAC.7 These examples demonstrate that the community is working on standards and practice in an effort to keep pace with evolving requirements, increasing capacity, and emerging technologies.

			Measuring Progress

			The community model adopted for this assessment is the Digital Preservation Management (DPM) model.8 The DPM model defines a comprehensive framework for developing a sustainable digital preservation program. The DPM three-legged stool defines the three core components that need to be in place and in balance to develop and maintain a comprehensive digital preservation program. By deconstructing the components of digital preservation into manageable chunks, repositories are able to construct programs that are suited to their needs. There has been a tendency in discussing digital preservation to presume that infrastructure refers only to the software and equipment that may be needed. But digital preservation is not a technology-only problem, so the legs of the stool identify the three essential components of the infrastructure a repository needs to develop and balance in order to build and implement an effective digital preservation program. The organizational leg includes policy development, decision making, skills development, preservation planning, and other organizational activities that define and guide the program. The technological infrastructure includes the software, hardware, automated workflows, skills, and other technology-related components needed to instantiate and sustain a digital preservation program. The resources leg includes the funding, human resources, technology, and other resources needed to grow and sustain the program. The three legs, as depicted in figure 10.1, define “what” (organizational leg) the scope of the repository’s digital preservation program needs to be and “how” (technological leg) the technology will enable the repository to achieve the program’s objectives, making it possible to determine “how much” (resources leg) it will cost to sustain the digital preservation program that will be needed to meet the repository’s requirements.      

			
				
					[image: ]
				

			

			
				
					Figure 10.1.  Digital Preservation Management (DPM) Three-Legged Stool

				

			

			The DPM maturity model identifies five stages that repositories advance through in developing each of the three legs of the stool to build a sustainable digital preservation program:

			
					Acknowledge: accept that digital preservation is a local concern that the repository intends to take responsibility for and work to address.

					Act: initiate one or more digital preservation projects to address a specific need or requirement. The repository moves toward stage 3 when it realizes that a project-only approach is exhausting and that projects by definition end and so cannot sustain a program.

					Consolidate: segue from projects to programs and begin to use projects strategically to develop and maintain a basic, comprehensive digital preservation program that conforms to standards and enables the repository to demonstrate good practice.

					Institutionalize: coordinate activities across the institution to rationalize the component parts of the program and enable the program to scale up and sustain itself.

					Externalize: embrace inter-institutional collaboration. At least one repository needs to be at stage 4 for stage 5 collaboration to be possible; prior to stage 4, interactions between repositories are characterized as coordination, lacking the interdependency that true collaboration requires.

			

			The launch of the DPM workshop series in 2003 almost coincided with the release of JHOVE, an open-source file format identification and validation application that could be considered the first digital preservation tool.9 The standards that guide good practice were just emerging and organizations that had begun to work on digital preservation were at early stages of development, so the technology leg sessions in the first workshops, by necessity, had to focus on managing file formats and storage media. Now, more than a decade later, the focus of technology leg sessions has been on developing and using standards-compliant workflows and on the selection of tools and software for repository management. As repositories move through the five stages, it becomes evident to them that the real challenges of digital preservation are the human ones—developing the ability to make informed technology investments, hiring and retaining staff with appropriate expertise, and developing policies and the capacity to create rules to address a growing range of digital content types and requirements. In a dozen years, the technology that is available to digital preservation programs has advanced relatively quickly. The five stages apply to the development of the technologies in use and of the skills needed to implement and use these technologies, as well as to overall community development, a topic the conclusion of this chapter will revisit.

			It is common in an emerging domain such as digital preservation for the terminology used within the community to also be evolving and emerging as technological change requires adaptive change in relevant standards and practice. In practice, the term repository may refer to an organization that is responsible for preserving digital content or to software that an organization implements to engage in digital preservation. This chapter uses the organizational definition of repository, involving all three legs of the stool, and adapts the attributes of a TDR frame to consider the progress of organizations in developing the wherewithal to build and sustain digital preservation programs. Similarly, the term system can be defined in a number of ways from a computer program to “a set of principles or procedures according to which something is done; an organized scheme or method.”10 This chapter uses the term repository to refer to an organization, inclusive of its software and hardware, which has committed to preserving specified digital content. The assessment will refer to evidence of progress in developing the three legs of a digital preservation program.

			With this community context as background, the remainder of this chapter uses the seven attributes of a trusted digital repository (TDR) as a frame to discuss and refer to indicators of digital preservation progress generally and within the archival community:

			
					OAIS Compliance: developing a repository in accordance with the standard

					Administrative Responsibility: an explicit, high-level commitment to digital preservation

					Organizational Viability: demonstrating the wherewithal to engage in good practice

					Financial Sustainability: designating funding to sustaining a digital preservation program

					Technological and Procedural Suitability: investing in a well-formed repository

					Systems Security: protecting preserved content every day and in emergencies

					Procedural accountability: documenting good practice with evidence

			

			The majority of the examples provided are from the United States, though international examples are included whenever possible. The conclusion of the chapter consolidates the results of the review and provides some general observations about digital preservation progress within the archival community.

			TDR Attributes as a Frame for Progress

			This section reviews each of the seven attributes of a trusted digital repository (TDR) with examples from the archival community highlighted.

			OAIS Compliance

			A TDR must commit to aligning in some way with OAIS, whether designing its technology leg specifically in accordance with the standard or mapping to it in a more conceptual way. From the early days of its development, OAIS has had its advocates and detractors, though to date there is no other model for digital preservation that is as comprehensive, extensible, applicable, or widely used. Other models that specialize in some way, such as records management requirements, can be mapped as a layer to OAIS, for example. If an alternative model emerges, the community will vet it in the same way it has OAIS and its emerging family of standards.

			The development of Archivematica, a digital preservation workflow environment that explicitly deconstructs OAIS, is significant in considering the progress of the archival community because it was specifically developed to address the preservation of archival records in digital form, because its development was initiated by an archivist and archivists have been actively involved in its development from the start, and because all of the information about its development has been shared from the start with the community, making it an important tool for training and raising awareness.

			As noted previously, there are some indicators that the archival community may have taken longer than some other communities to embrace OAIS. PAIMAS is a good example. The intent to develop a standard like PAIMAS was called out on the standards road map in the OAIS document, and the ISO adopted PAIMAS in 2005. In an article published in the American Archivist in 2008 well after the adoption of PAIMAS by ISO, an author noted that “the Open Archival Information System (OAIS) reference model is deficient because it ignores the need for pre-ingest archival activity.”11 A review of PAIMAS demonstrates that it formalizes the essential interaction between the creator or producer of content and the archives in a way that easily maps to records scheduling, appraisal, accessioning, and processing as well as any other pre-ingest use case, but the archival community developed a perception that OAIS did not address just these essential parts of archival management. There is now a specification called PAIS to help implement PAIMAS. If the archival community had been quicker to accept OAIS and its related standards and developments, more progress might have occurred sooner, with the possibility of leveraging relevant developments underway in other communities that might have more resources.

			Administrative Responsibility

			An explicit, high-level commitment by a repository to engage in digital preservation is a showstopper in the pursuit of TDR status. Absent that type of commitment, it is not possible to establish a well-formed and sustainable digital preservation program. The best indicators that a candidate TDR has addressed this attribute are a mission statement that explicitly identifies the necessity of the long-term management of content and a high-level policy document that captures the scope, purpose, objectives, and approach to digital preservation as a frame for its commitment. Periodically over the past twenty years of emerging good practice, there have been community discussions about the need for and examples of policy documents for digital preservation.12 Initially, there seemed to be more examples of policy documents from other communities, but there are more and more examples of digital preservation policies in the archival community.13

			One confusion in the digital preservation community has been that the term policy can refer to a number of different things, from high-level or lower-level organizational statements that are the responsibility of the organizational leg to develop, to individual policy statements that should be crafted collaboratively by the organizational and technological legs depending on how the need for the policy statement emerges, to encoded statements that are actionable by computers enabling automation of workflows and other preservation-oriented activities.14

			Referring to each of the levels as policy leads to misunderstanding and challenges collaborative efforts between the organizational and technology legs. For example, when the technology leg asks to see policies, the reference is typically to the bottom two layers, and the organizational leg will typically respond with an example from the top two layers because the term policy is used in such different ways. The SafeArchive project represents one example of a project that was developed to handle archival content and understood the layers of the policy continuum as represented in figure 10.2. As the digital preservation community matures, discussions of the roles and outcomes of decision making are becoming more productive.15        
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					Figure 10.2.  Levels and Interactions of the Policy Continuum

				

			

			Organizational Viability

			The organizational viability attribute refers to the demonstrated wherewithal of a repository to preserve digital content, and for this review, specifically digital records. The organizational wherewithal to establish and sustain a digital preservation program includes the people and skills, the legal status, the resources (which are referenced here and specifically called out in the resources leg), and the ongoing intention by the repository to engage in local and community-oriented efforts to ensure the long-term preservation of specified digital content. The increase in development of digital archives that have a preservation mandate, the number of programs that have been in place for multiple years, the increase in job postings for digital archivists, and the number of archivists presenting at and participating in digital preservation conferences are all indicators that the archival community is making progress in addressing the organizational viability attribute of a TDR.16 A significant portion of the development and promulgation of digital forensics practices in digital preservation has been led or informed by archivists with digital archives and digital preservation expertise.17

			The challenge of preservation metadata management is a component of digital preservation that can be particularly daunting for archives. Archival practice relies upon complex metadata to achieve good practice in managing records in any form. Archivists sit at the intersection of evolving approaches to discovery and use for digital content that can increasingly include archival records, emerging techniques for integrating and curating the growing mass of metadata required for all aspects of good practice, and ongoing requirements that the chain of custody of records is documented and preserved, often relying upon metadata to do so. The technologies discussed below for technological and procedural suitability are increasingly able to address archival requirements and potentially along with nonarchival content. Many of these tools are able to meet both digital preservation metadata requirements, including PREMIS metadata generation and management, and archival metadata requirements. There are very hopeful signs, and the digital community as a whole has a ways to go before truly comprehensive and integrated discovery and use of all content while still addressing specific needs like archival requirements are widely available.

			Financial Sustainability

			The financial sustainability attribute requires that a repository demonstrate sound fiduciary management practices and make a compelling case for the ways in which the repository is and will continue to designate funding to sustain their digital preservation program. Making a compelling case does not require that the repository identify specific budget lines, but it does require demonstrating a deep understanding of the nature of long-term preservation costs and delineating a convincing approach and commitment to affording those costs given the reality and challenge that most organizational budgets are approved annually. Unlike the organizational leg that has the TDR document as its good practice frame and the technological leg that has OAIS as its reference model for good practice, the resources leg does not yet have a community document to frame it. There has been quite a lot of community-based work to better understand good practice for managing the resources leg. Most notably this includes the outcomes of the multiple phases of development of the LIFE project in the UK that proposed to help repositories quantify their digital preservation costs; the work of the Collaboration to Clarify the Costs of Curation (4C), a project funded by the European Union that resulted in a community-based tool called the Curation Cost Exchange to help the community understand, document, compare, and share digital preservation cost information; and the work of the Blue Ribbon Task Force on Sustainable Preservation and Access (BRTF-SPA), which produced its final report in 2010.18 It is interesting to note that the BRTF-SPA case studies do not include an archives case study. In response to questions about the lack of a case study for archives, the task force explained their rationale that the mandate archives have requiring them to preserve records should mean that there is no need for a case study to investigate and justify the digital preservation cost model for archives. The discussion that followed when the topic came up explained that archives cannot rely upon their mandate to ensure designated funding for digital preservation and, like other repositories, need to provide a compelling case. Now that there is a deepening understanding of the what (organizational leg issues) and the how (technological leg issues), the digital preservation community is having more productive discussions of cost (how much) issues, addressing the resources leg in a more informed and productive manner. There are more and more cost model examples from archives, a sign of progress.

			Technological and Procedural Suitability

			The discussion above of the OAIS-compliance attribute in part addresses the technological and procedural accountability attribute. The OAIS reference model describes what the technology leg needs to be able to do, though appropriate to the purpose and definition of a reference model, not how the repository chooses to address OAIS. The detailed OAIS model illustrates the many ways in which repositories are expected to specify and document their digital preservation actions in real time and over time, preserving the record of good practice. The approach by the emerging set of digital preservation tools, including ArchivesSpace, BitCurator, Archivematica, Preservica, and others, assists repositories in meeting their requirements and objectives by capturing and helping to manage the cumulative set of preservation metadata that is required for good practice in digital preservation. Within the last two years, these and other tools have reached version 1.0, an indication that the technologies are shifting from project (stage 2) to production (stage 3). Providers and partners in digital preservation tools and services are increasingly collaborating to provide integration pathways for building a strong technology leg. Prior to the emergence of these tools, archivists were reasonably concerned that developments and practice within the broader digital preservation community could not address the requirement of preserving and managing digital records. Now that options that are appropriate for digital records are available, more and more archivists are involved in ensuring that archival use cases can be met, and an increasing number of archives are implementing or subscribing to these tools and services. The partnerships between the Bentley Library at the University of Michigan and Archivematica and between Yale and Preservica are excellent examples of digital preservation progress in the archival community.

			Systems Security

			The systems security attribute is important for any repository in becoming a TDR, addressing both everyday operational and emergency response security concerns. Archives, like any repository that may be responsible for preserving confidential information, must demonstrate the ability to address relevant laws, regulations, contractual agreements, donor requirements, and other requirements that may require additional security protocols and practices. Service providers like Arkivum and DuraCloud are partnering with archives to develop and implement preservation storage solutions that are able to address archival requirements, including the long-term preservation of confidential digital records. The system security use cases for archives will continue to be defined and addressed as requirements and enabling technologies evolve. The ability of archivists to engage so productively in these ongoing discussions is a sign of progress for both the archival community and the digital community.

			Procedural Accountability

			The procedural accountability attribute recognizes the need for repositories to provide evidence that a repository is aligning with standards and practice. Over time, the documentation required to demonstrate good practice by the repository must be preserved as evidence that a repository is engaged in good practice, completing periodic self-assessments and audits, and produced as needed for auditors, peers, and stakeholders. Once understood as good practice record keeping, the requirement is one that is easily understood by archivists.

			There have been repository test audits since 2006 to vet the Trustworthy Repository Audit and Certification (TRAC) requirements before their public release in early 2007.19 With the release of the TRAC requirements, David Giaretta, one of the TRAC authors and a primary developer of OAIS, convened a CCSDS birds-of-a-feather group to produce an ISO standard using TRAC as the base.20 Another round of test audits preceded the approval of the final version of the requirements as ISO 16363 in 2012. Since the 1996 Preserving Digital Information report stressed the need for certification to demonstrate good practice, and especially with the availability of the TRAC and then ISO 16363 metrics, there has been a growing community expectation that repositories will engage in self-assessment, audit, and possibly certification using a “show me” rather than “trust me” approach. Archivists have been involved with the development of all the major digital preservation standards, including Bruce Ambacher, who co-chaired the RLG/NARA task force that produced TRAC.21 There has been an increase in the number of archives among repositories that are recognizing the need to demonstrate procedural accountability for their digital archives programs.22

			Conclusion

			In any community, digital preservation programs emerge in greater numbers when there is an increasing reliance on digital content, when there are losses of digital content or near misses, when the amount of born-digital content to be preserved increases, when growing digital collections push repositories to view digital content as assets or investments, when the available digital preservation expertise to do what needs to be done expands, when the requisite resources to preserve digital content are allocated or reallocated by a repository, and when common standards and sufficient technical capacity enable repositories to begin to achieve outcomes. All of these factors are increasingly true for archives to a greater or lesser extent across the breadth of the archival community. In the first decade after the release of the 1996 Preserving Digital Information report, it seemed that other communities were making more digital preservation progress than the archival community. For the past five years, if not the whole of the past decade, progress within the archival community has been speeding up, and the archival community’s portion of the digital preservation community is growing. If that is not already true—and an intensive study would be needed to prove it—a sign of progress is that it can now become true. If the overall stage of development of the digital preservation community is climbing toward the basic programs achieved at stage 3, the archival community is demonstrating the potential and determination to move beyond the project focus of stage 2. At stage 3, projects are used strategically by programs to achieve outcomes, and the archival community is already engaged in doing that more often as digital preservation programs emerge.

			Beyond the progress in digital records management noted throughout this chapter, the Radcliffe meetings on technology and archival processing that began in 2010 are one indicator that the management of both physical and digital collections in archives are aligning in ways that are necessary and can now enable discussions about priorities and strategies that will hopefully reunite the archival community in ways that have not been possible since the early electronic records programs were launched in the 1960s, when physical and digital archival practice diverged, as convergence would be so much more productive.

			In the past several years, there has been an increase in the number of digital preservation projects and conference sessions that are lobbying for a move from theory to action.23 Phrasing their perceived need for action in this way causes confusion within an applied field like digital preservation that has been developing and evolving good practice for decades, because theory can be understood in a number of ways, not all of which correctly reflect the status of practice aligned with standards within the community. Though theory can refer to a set of principles that inform practice, a common definition of theory is “an idea that is suggested or presented as possibly true but that is not known or proven to be true.”24 Therefore, calling for a shift from theory to action could suggest that good practice is not yet known or has not been proven, or it could suggest that institutions have not already been engaged in action, neither of which is a correct characterization of the current state of affairs. From a DPM model perspective, these references are not a call to begin to act, but rather a community indicator of a critical mass of institutions at last experiencing a natural progression beyond awareness that there is a problem to address (stage 1) to establishing a project (stage 2) as a way of beginning to address the problem and consolidating efforts to establish basic digital preservation programs (stage 3). Recognizing the need to move from projects to programs or to shift from worrying about digital preservation to doing something about it would more correctly represent the current state of community practice and would not appear to negate the progress to date by repositories that have already been actively engaged in digital preservation.

			We have a growing number of examples to demonstrate that the cumulative set of digital preservation standards and guidance can be used by repositories, including archives, as an effective frame for the ongoing preservation of digital content across generations of technology. A track record by a digital preservation program for demonstrating good practice for longer than five years can increasingly be used as an informal measure of the success of the repository. The building blocks are in place, and a growing number of organizations are ready to preserve digital records in accordance with archival requirements.

			What Will Trustworthy Systems Look Like in the Future?

			Luciana Duranti

			William Lehr writes that today the Internet is the “essential infrastructure” that subsumes the societal-economic role of “the network originally supporting universal access to telephony,” while the “Internet cloud” enables “an expanded set of in-network services such as access to computing resources, online storage, and other higher-level services, in addition to data transport services.”25 Accordingly, Blanchette states that the cloud has become a “certain kind of meta-infrastructure” capable of unprecedented sustainable growth,26 where infrastructure is “defined as the elements of the computing ecosystem that provide services to applications, in contrast to the applications that provide services to users.”27 This is why countries are beginning to look at the cloud as a critical infrastructure, that is, one that is vital to the functioning of their economy and society. It is therefore quite logical to expect that, in the future, record-keeping and preservation systems will be more often than not in the cloud. Whether these will be “trustworthy,” or even “systems,” rather than variously constituted amalgams of boilerplate contract-regulated services, will depend on the ability of records professionals28 to develop standards for an international framework for data and records in the cloud, and on their impact on government policy and public opinion.

			The Cloud

			There is not a commonly agreed-upon definition of cloud computing; only a recognition that it is a model of services requiring a connecting network and delivered ubiquitously to multiple users, regardless of the location of the user and the provider’s facilities, provisioned on demand and paid proportionally to usage. However, this model can be modified as needed, for example by offering the service only to a specific user, in one single location, off-net, by reservation, or for a flat rate. In fact, Weinman believes that a hybrid approach is the best approach to the use of cloud services.29 Also the US National Institute of Standards and Technology (NIST) considers cloud computing an “evolving paradigm” that allows for different ways of combining the old and new technologies.30

			There are many reasons why records professionals have been reluctant to move record-keeping and preservation to a cloud environment. These reasons relate to reliability and transparency of service, security, privacy, control, and jurisdiction.31 Much has been written about such concerns, as well as the benefits of the cloud, mostly linked to access, collaboration, and economic advantage.32 So far, the latter have not proven to be sufficient incentives for the general adoption of cloud services, but policies, contractual agreements, security standards, and controlling procedures are developing that should support a move into the cloud.

			Policies

			Many have been calling for an international, cohesive framework of government policies and strategies addressing jurisdiction, security, privacy, and risk sharing with regard to the cloud environment. Among them, the European Commission has been the most active. At its 2015 cloud security conference, it was agreed that there is a need for both flexible policy approaches allowing for technological advancement and a stronger relationship between the public sector and private industry, establishing security in terms of networks, data location requirements, foreign jurisdiction, and access.33 In terms of privacy, though Europe is developing a unified policy approach, it will be difficult to harmonize it with the United States, because in Europe privacy is considered a fundamental right and an aspect of dignity, while in the United States it is an aspect of liberty and an alienable commodity that can be renounced in order to have customized service.34

			Virginia Greiman has conducted a comparative analysis of national strategies for cloud security in Australia, the European Union, Japan, Singapore, Spain, the United Kingdom, and the United States and has developed several recommendations for the development of a unified cloud strategy resulting in consistent national policies. The first recommendation, interestingly enough for records professionals who continue to struggle with their own domain terminology, is to develop common definitions for the terms that are most commonly used, such as cyber-resilience, which generally refers to the capacity to continue operations during attacks, incidents, or technical problems. These definitions should be accompanied by taxonomies and ontologies that will support the development of a common language across clouds, countries, and continents. The second recommendation is the development of a uniform list of threats and threat actors. The third is the establishment of a partnership among countries that share the same values, such as freedom of expression, free access to information, and privacy protection. The fourth is a unified identification of cloud actors (e.g., owners, service providers, brokers, service transporters, customers, auditors, and other independent oversight authorities) across jurisdictions and their responsibilities and liabilities. The fourth recommendation is the creation of a risk framework, developing norms and principles necessary to establish and maintain civil order in the cloud environment, starting with international standards. The fifth and last recommendation is effective oversight of cloud security based on transparency.35

			While Greiman’s recommendations are valuable and a target to aim for, the creation of cohesive national policies and an international regulatory framework supported by standards can be helped by ensuring that cloud actors enter into consistent and thorough contractual agreements, that is, by action from the ground up.

			Contractual Agreements

			A study carried out by the InterPARES Trust Project36 has compared existing cloud service contracts with record-keeping and preservation requirements to determine whether the latter are met by boilerplate contracts. Not surprisingly, the researchers found that there is no standardized terminology for referring to users’ content across cloud service contracts and decided to adopt the term data as the smallest unit of information to encompass any type of content. On the basis of a literature review, they also found that cloud service contracts consist of several legal documents: a general document outlining the services (e.g., the terms of service), a document for specific services (e.g., the service level agreement), and a variety of documents covering areas such as privacy and acceptable use. The records management and archival requirements were identified on the basis of the relevant ISO and ARMA standards, as well as European standards. Additionally, the researchers examined the 2014 European Commission’s Cloud Service Level Agreement Standardization Guidelines and several government policies. The identified requirements related to control on access; privacy protection; continuing and demonstrable reliability, accuracy, and authenticity of content; and transparency of account management, server location, data destruction, and data recovery.37

			On the basis of the above, contracts were examined in relation to key matters: “data ownership; availability, retrieval, and use; data retention and disposition; data storage and preservation; security; data location and data transfer; and end of service—contract termination.”38

			Data Ownership

			As it regards data ownership, the identified issue was that, when a user39 entrusts its data to a provider and uses the latter’s platform and application to generate additional data, the provider will create data related to these actions for data processing, management, and so forth. While the content generated and/or stored in the cloud by the user is owned by such user, the metadata created by the provider are not, and, as the user needs them to demonstrate the integrity of the data, it is essential that contractual agreements determine whether and how the user has the right to access and use the provider’s metadata.

			Availability, Retrieval, and Use

			Concerning availability and access, any agreement should distinguish between the two, as they are legally distinct concepts, because, while availability is a fact, access is a right, but the latter cannot be satisfied without the former. Legislation in North America and Europe guarantees the right to information held by public bodies and sometimes also by private organizations, and this information must be provided within a specific period of time. When the data are stored in a cloud environment, “availability of the stored data implies also the availability of the infrastructure, hardware and software, which facilitates the retrieval and readability of the data,” because technical difficulties might slow the process, and the owner of the data, being liable for providing access to them, may be sanctioned.40 Thus, contractual agreements must specify the degree of reliability of the provider.

			Where “availability” is “the amount of time that a system is expected to be in service,” which can be expressed either statistically or as a percentage, “reliability” is the characteristic of behaving consistently with expectations.41 Thus, a contract must consider not only availability but also “consistency and accuracy of access.” This means that copies of the data must be distributed across several data centers, ensuring redundancy, but also that such copies must remain consistent while users access the same data at the same time. This is not currently possible as “providers do not have explicit agreements with each other that help ensure the reliability of the overall Internet.” The latter will “require collaboration among multiple regulatory authorities . . . , as well as key stakeholders,” including service providers, users, “security/public safety communities and international trade and standardization communities.”42 In the meanwhile, potential users should inquire whether a provider has architecture and business processes that give some assurance of reliability, and credible response strategies if a problem occurs, and whether it is audited by some authority.

			Data Retention and Disposition

			The matter of data retention and disposition is a complex one because, regardless of what is included in a contractual agreement, compliance is difficult to verify. The reason is that disposal may require transfer from a system to another for retention, which might involve loss of authenticity (i.e., identity and integrity), or destruction, which might involve a breach of confidentiality or privacy, persistence of some of the copies and related metadata, and persistence of the metadata generated by the provider about the user’s data. Boilerplate contracts usually do not contain clauses related to systematic retention and disposition. At the most, they ensure that users’ deleted data will become permanently inaccessible within six months, a statement that does not satisfy record-keeping requirements. Thus, any contractual agreement must have specific terms of service addressing such matters.

			Data Storage and Preservation

			Data storage and preservation impact the quality of the data and their ability to serve as sources in general and as legal evidence in particular, especially in legal jurisdictions where the authenticity of the data is an inference made from the integrity of the system where the data reside. Contractual agreements do not generally specify how data are maintained across changing technologies and data formats, and they generally say that users are responsible for backing up their data. All preservation procedures, including proper storage, care, custody, and data control, are referred to by providers as “backup procedures.”43

			Security

			Security, from a record-keeping and preservation perspective, has to do with the protection of the data from unauthorized access, use, alteration, or destruction. The provider should be able to produce audit trails and access logs and capture, maintain, and make available metadata associated with access, retrieval, use, and management of the data, in addition to those linked to the data themselves. However, boilerplate contracts link security measures with the types of services offered and the fees paid by the user, which may be an issue for users who choose the cloud for economic reasons. Although the fact that data have been transferred to a third-party provider does not change the accountability of the owner, in general the law considers it important that security be explicitly included in the contractual agreement in technical, physical, and management terms.44 Because of this requirement, the Cloud Security Alliance (CSA) is now providing guidance on security as a service, primarily aimed at large systems. It is logical that large systems overcome the “complexity and inconsistency” of multiple small systems as “scale provides economies in everything from monitoring for irregularities . . . to hiring and training of key personnel,” and “improves functionality—spam filtering, intrusion detection, and other activities based on big-data analytics.” However, one could argue that “vulnerability grows with the aggregation of content and activity” and that privacy concerns are higher with large providers.45

			Data Location and Data Transfer

			The security issue links directly to the matter of data location and cross-border data flow. This is a concern in terms of both data protection laws and foreign laws that allow investigation agencies to access data held by providers registered with or conducting regular business in their jurisdiction. The location of data might also be a criterion in determining the law that applies in case of litigation, though usually providers select a jurisdiction compatible with their own legal system.46 The fact that the cloud is fundamentally location independent has raised a debate about the desirability of limiting cross-border movement of data, but the international strategy is moving away from requiring that data stay in the jurisdiction of creation, thereby underscoring the importance of multilateral agreement among countries for collaboration in security. Blumenthal wonders whether countries should look at the public cloud as “critical infrastructure.” Her question is based on the assumptions that “the market for public cloud systems will continue to grow, . . . incentives problems . . . are likely to persist . . . , and . . . progress in security remains slow given enduring challenges in cybersecurity and introduction of new challenges associated with the cloud.”47 Certainly, considering that critical infrastructure is constituted of what is important to the functioning of a country, entrusting public records keeping and preservation to the public cloud would both support such determination on the part of governments and facilitate the choice of the public cloud for the records and archives of businesses and nonpublic organizations. However, critical infrastructures are dependent on other infrastructures, and some cloud services depend not only on electrical and communication infrastructures, but also on other cloud services. There is potential for “federated clouds to assist one another by sharing resources in the event of a crisis,” and “it is not surprising that a new line of disaster-recovery-as-a-service offerings has emerged,” writes Blumenthal.48 The fact is that the cloud is the platform of choice for mobile applications and the data generated using them, as well as those created in smart devices at home and at work, and records creators generate a growing percentage of data in the public cloud. So, it is only a matter of time before public cloud services will be regarded as critical and before we will have to rely on them for the keeping and preservation of the data generated on public cloud platforms.

			End of Service, Contract Termination

			The prospect of considering the public cloud a critical infrastructure would alleviate concerns related to end of service and contract termination. Currently it is possible that, if the cloud provider ceases to exist or terminates one or more of its services (termination or suspension of services may happen for breach, inactivity, or convenience), the data left behind will be deleted or inaccessible. While contracts for paid services address their duration, free services do not have an established duration and may close accounts unilaterally. Boilerplate contracts usually require the user to delete the software and the applications and may prevent the user from accessing the data left with the provider. Even when the data are given back to the user, it is not certain that they will be in a usable and interoperable format. If the contract is terminated by the user, the restitution of the data may be expensive, and the data may not be in accessible formats. Furthermore, the user may not have the right to access the metadata generated by the system for its record-keeping or legal purposes and may have no guarantee that the provider will destroy every copy of the data held in the data centers. Thus, termination of contract needs to be addressed in an explicit detailed way in the agreement between provider and user.

			From the study of contractual agreements and the matters they address or should address,49 it is clear that the aspect of keeping data in the cloud that is the most overlooked by providers is preservation. Preserving data in the cloud may be a black-box process, in which records professionals know what they put in for preservation, and they know what they want to access and retrieve—likely the same things that were put in—but often they do not know what technology is used by the providers to manage, store, and process their data. Public cloud providers may not even know where the data are, as they can and do subcontract some of their services to other providers, potentially maintaining servers or being registered as providers in different countries. Even when they know the technology used by the providers for preservation, the records professionals responsible for the data cannot expect that the same hardware and software will remain in service for as long as the data must be preserved or that the technologies replacing them will be compatible with the previous ones. Furthermore, it is unlikely that they will have substantial expertise in all or even most of the technologies required for or used in digital preservation now and in the future, because no one knows how information and communications technologies will evolve over sizable time frames. Being concerned with these issues, the InterPARES Trust researchers have concluded that both providers and users would benefit from the development of an international standard on Preservation as a Service for Trust (PaaST).

			Preservation as a Service for Trust (PaaST)

			The purpose of the study called Preservation as a Service for Trust (PaaST) is to determine what would be required to enable data to be reliably preserved in the cloud; that is, to make it possible to entrust data designated for long-term preservation to public cloud providers with the expectation of being able to retrieve data identical to those transferred in all essential respects, or data whose differences from those initially submitted are known with sufficient accuracy and precision to be able to judge whether they are suitable for any intended use.

			In order to enrich the formulation of the requirements for long-term preservation by increasing the technical expertise contributing to their development and to make them suitable for implementation and for articulation and acceptance as a standard, InterPARES Trust (ITrust) proposed the Object Management Group (OMG), an international, open membership, not-for-profit technology standards consortium, to use the PaaST requirements as the basis for an OMG standard for preservation software. OMG standards are driven by vendors, end users, academic institutions, and government agencies. Among those standards, two are especially relevant to the PaaST initiative: the Unified Modeling Language (UML) and the Records Management Services (RMS) specification, which defines a technologically agnostic approach for managing digital records that are maintained within business systems or other applications: a preservation standard would be complementary to the OMG RMS specification, though generalized to every type of data, and would be articulated in UML.

			OMG accepted the ITrust proposal and established a working group, under the aegis of the Government Information Sharing and Services Domain Task Force, to support the development of the preservation standard. The OMG working group and the ITrust researchers have overlapping membership and are proceeding in parallel. “The OMG specification is being elaborated as a Platform Independent Model, giving developers freedom to choose the approach and the technologies they use in developing implementations,” and is designed to maintain unbroken control over a creator’s current records when managed in a system that implements the OMG RMS standard. The PaaST project builds on earlier products developed in the course of the three preceding InterPARES projects and on the ISO Open Archival Information System (OAIS) standard.50 It “diverges from the OAIS standard in that OAIS is a reference model that defines the functions and information necessary for preservation but does not address how they might be implemented. Although PaaST is neutral with respect to the methods and technologies used for implementation, it is being developed to facilitate the production of implementing software. Accordingly, the scope of PaaST is narrower than that of the OAIS standard, specifically excluding functions whose fulfillment is not automated, such as soliciting and negotiating submission agreements in the OAIS Administrative Functional Entity and the production of recommendations and plans in the OAIS Preservation Planning Functional Entity.”51

			The PaaST project began with identifying the building blocks of preservation, as follows:

			
					knowledge of what is to be preserved and of its significant properties;

					knowledge of how data are encoded;

					knowledge of how the data have been stored;

					the ability to apply specific preservation requirements, especially those related to significant properties, in any changes to either the data, the hardware and/or software on which they depend, or both, in order to maintain authenticity;

					knowledge that any changes in storage, encoding, or the technologies used to process the data have neither corrupted the data nor impeded rendering the data appropriately;

					maintenance of complete and correct links among related data and between them and the contextual information about them; and

					knowledge of how to output authentic copies of the preserved data.

			

			These building blocks are the basis of the PaaST functional requirements, which define capabilities, metadata, and all other information necessary to preserve data and produce authentic copies of them. The requirements are intended to be applicable across a range of situations, “allowing both the allocation of different preservation tasks to different agents and the execution of these tasks, by one or more agents, using different methods and technologies. Thus, preservation requirements are being articulated as services, that is, sets of related capabilities that could be executed using different and potentially unrelated technologies, under separate and independent administrative or operational control.”52 As PaaST requirements do not assume or require that preservation activities or controls be implemented in an integrated system, the overall context of the preservation processes is called the preservation environment rather than the preservation system and is defined as the whole of the technological infrastructures and tools used in digital preservation. However, this does not exclude the possibility of having one integrated and comprehensive preservation system. Also, preservation responsibilities may be distributed in such a way that some activities are performed in-house, while others are executed by one or more cloud providers (e.g., one provider might offer storage and data management, and others specialized services, such as media migration or data conversion, on an as-needed basis).

			The preservation requirements are grouped as sets of related capabilities and are called services. Each service, and particular capabilities within a service, could be executed using different and potentially unrelated technologies under separate and independent operational control. The preservation services are as follows:

			
					submission, which ingests data into a preservation environment;

					characterization, which inspects the technical, archival, and representational properties of the data;

					authenticity, which captures and reports information about the identity and integrity of the data and the application of authentication methods;

					preservation storage, which controls storage of the data to maintain identity, prevent corruption, and satisfy other preservation requirements;

					preservation change, which governs technological changes, such as format migration or replacement of software, to ensure survival and usability; and

					access, which provides the ability to deliver copies of data.

			

			The services are not necessarily independent. For example, characterization would normally be called for by submission in order to decide whether to accept a data set submitted for preservation. Similarly, if required by an access client, authentication could be called for to enable assessment of copies delivered to the user.

			PaaST does not include services that are not specifically devoted to digital preservation, even though they may be closely related, or general services that a service provider could be expected to offer regardless of whether information objects were designated for long term preservation. General services would include telecommunications, data management, system logging, security, generic search facilities, storage subsystems, file transfer capabilities, etc. Preservation services will often make use of such general services, but the presumption of availability means that they do not have to be articulated within the PaaST requirements. A common example of a related service that is not included in PaaST is the holdings management system often used by institutions such as archives and libraries to manage the inventories of materials for which they are responsible.53

			The actors performing the services are named as four primary roles involved in digital preservation; the first three are concerned with supplying the service (preservation), and the fourth with accessing it: the initial holder is the party that, at least at the start of activities related to preservation, holds, owns, or controls the data that are candidates for preservation; the preservation director is the party that has responsibility for the preservation of data; the preservation service provider is the party that provides technological resources and services to carry out digital preservation; and the access client is a party that wishes to obtain, or does obtain, access to preserved data. There is a secondary role, the submitter, who is the party that actually sends data for preservation to the preservation service provider and is the default respondent for any questions or issues the service provider has with the submission.

			The functional requirements for each service are uniquely numbered. Preconditions must exist before the service can operate. A main flow details the sequential operations of the service, and alternate flows address the error- and exception-handling conditions that might arise. PaaST is supported by specific terms and conditions for the preservation of any particular set of data, which are grouped under two headings: a preservation agreement and a preservation service contract. The UML diagram is accompanied by use cases and other documentation. Operations and attributes follow a standardized naming convention that supports access and reusability across other operations and services.

			The goal of the ITrust project is to generate the theoretical and methodological frameworks necessary to develop local, national, and international policies, procedures, regulations, standards, and legislation able to ensure public trust in digital records. The research to date has yielded results that allow the envisioning of a preservation system capable of existing in one or multiple clouds as well as in a hybrid environment. This vision is reflected in the design of an ideal trustworthy preservation environment through the organization of requirements, capabilities, actors, actions, entities, and relationships in a UML model that has the potential to accommodate a large variety of contexts. The PaaST study is completing the development of a set of preservation services that ensure the continuing authenticity of any kind of information uploaded to the cloud.

			Conclusion

			What will trustworthy systems look like in the future? Likely, they will not look like systems in the technological sense of the term. Rather, they will look like a set of connected parts making up a complex whole, which will hopefully be governed by a common framework of principles, rules, and procedures. It will be hybrid, comprising services in the cloud and in-house, but whether it will be cohesive, integrated, interdependent and interoperable, resilient, available, and reliable will depend on future technological developments and economic advantages.

			The trustworthiness of record keeping and preservation in these systems will be directly linked to the reliability of service providers and the security of the cloud infrastructure and its operations. Whether such systems will themselves be considered effective record-keeping and preservation systems will depend on the capability of cloud providers to interconnect both vertically (with specialized service providers relying on larger providers) and horizontally, as a federation supporting not only availability through redundancy, but universal access and all kinds of exchanges. As to the authenticity of the material we will entrust to these systems, one can only hope that continuing international and interdisciplinary research will be able to ensure that it remains a central concern.
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			Glen McAninch is recently retired from the Kentucky Department for Libraries and Archives where he worked for twenty-eight years directing the electronic records unit that developed and managed the department’s trusted digital repository, as well as the records management activities described in the book. He has a master of arts degree in American history from the University of North Carolina at Chapel Hill and a master’s in library science from the University of Kentucky. He currently serves on the Society of American Archivists’ Digital Archives Special Subcommittee fostering electronic records education.

			Nancy McGovern is responsible for digital preservation at MIT Libraries. She directs the Digital Preservation Management (DPM) workshop series, offered fifty times since 2003. She has more than twenty-five years of experience with preserving digital content, including senior positions at ICPSR, Cornell University Library, the Open Society Archives, and the Center for Electronic Records of the US National Archives. She chairs the Digital Records Expert Group of the International Council on Archives (ICA). In 2015, she was elected vice president/president-elect of SAA. She completed her PhD on digital preservation at University College London in 2009.

			Giovanni Michetti is assistant professor of archival science at Sapienza University of Rome. His main research interests are records management, description models, and digital preservation. He has been involved in national and international projects on digital preservation, including ERPANET (Electronic Resource Preservation and Access Network) and CASPAR (Cultural, Artistic and Scientific Knowledge for Preservation, Access and Retrieval), both funded by EU. He is currently a research member of the InterPARES Trust project. He has authored the Italian version of the OAIS Reference Model. He works as a consultant on digital preservation for a leading Italian company in the e-health sector.

			David Minor works at the University of California, San Diego, where he is the director of the Research Data Curation Program in the UC San Diego Library. In this role he helps define and lead work needed for the contemporary and long-term management of digital resources. His position includes significant interaction with stakeholders on the UC San Diego campus, throughout the UC system, and in national initiatives. His program also includes management of Chronopolis, a national-scale digital preservation network that originated with funds from the Library of Congress’s NDIIPP program. Chronopolis is also a founding partner in the Digital Preservation Network (DPN), helping to set a new national digital preservation agenda.

			Erik A. Moore is the university archivist for the University of Minnesota Libraries, where he leads the archival program of the university’s official collecting repository. Moore is also co-director of the University Digital Conservancy, the University of Minnesota’s institutional repository of scholarly works, theses and dissertations, research data, and institutional digital records. He has advanced degrees in library and information sciences and historical studies.

			Daniel Noonan is the electronic records/digital resources archivist for The Ohio State University. He received his MLS from Rutgers University in 2001. Reporting to the university archivist, he assists in the implementation and maintenance of the university’s records management policy and program, including retention schedule development and providing consultation and training pertaining to electronic records management and preservation. He collaborates with the university’s Office of the CIO to develop and maintain an information architecture framework for enterprise content management, including the development of project management and audit tools that address the record-keeping aspects of electronic administrative systems.

			Lorraine L. Richards is an assistant professor at the College of Computing and Informatics at Drexel University, performing research in the areas of digital curation and digital preservation. She is particularly interested in the organizational factors that influence the success and sustainability of digital curation. She was co–principal investigator on the project she describes in this book. Dr. Richards teaches in the areas of digital curation, digital preservation, electronic records management, and archives. She is also an instructor in the Digital Curation Professional Institute: Curation Practices for the Digital Object Lifecycle, hosted at the University of North Carolina at Chapel Hill.

			Michael Ritter is a computer science graduate of the University of Maryland who has been working with Chronopolis for three years as a software developer. He started on continuing development for the ACE project and has since led work on automating the ingest and replication of digital content through Chronopolis.

			Sarah Romkey is a graduate of the dual Masters of Archival Studies/Masters of Library and Information Studies Program at the University of British Columbia (2008). Currently, she is the Archivematica program manager at Artefactual Systems, where she is responsible for testing, requirements gathering, documentation, and community management for the Archivematica project. She was formerly an archivist in the Rare Books and Special Collections division of the University of British Columbia Library, where she was an early implementer of both Archivematica and AtoM.

			 Sibyl Schaefer is the Chronopolis program manager and digital preservation analyst for the University of California, San Diego. She previously served as the head of digital programs for the Rockefeller Archive Center and as the metadata librarian for the University of Vermont’s Center for Digital Initiatives. She has over ten years of experience working with digital objects and the systems used to manage, describe, preserve, and access them. She has been recognized as an emerging leader by the American Library Association, she serves on the Digital Archives Specialist Committee for the Society of American Archivists, and she is co-chair of the National Digital Stewardship Alliance Infrastructure Working Group.

			Lisa Schmidt worked as an electronic records archivist at Michigan State University, where she managed the development of a preservation environment for institutional database records and other digital content of enduring value. She has also worked in the high-technology marketing and technical writing/communications fields. Lisa holds MS information studies, MBA, and BA history degrees from the University of Texas at Austin.

			Michael Smorul is currently the associate director of Cyberinfrastructure at SESYNC (the National Socio-Environmental Synthesis Center) where he designs and oversees all aspects of SESYNC’s cyberinfrastructure. Previously he was the lead programmer for the ADAPT (A Digital Approach to Preservation Technology) at the University of Maryland Institute for Advanced Computer Studies (UMIACS). In the ADAPT project he oversaw development of the Producer-Archive Workflow Network (PAWN) and the Audit Control Environment (ACE), and he contributed to the early development of the tools and infrastructure to support the Chronopolis distributed archive.

			Dina Sokolova has been a digital preservation librarian at the Columbia University Libraries Digital Program Division since March 2012. Her role incorporates development of digital preservation workflows, policies, and procedures as well as acquisition, assessment, metadata capturing and creation, and long-term management of born-digital and digitized materials from the library’s special and general collections, including the Ford Foundation International Fellowships Program Archive. Dina has been employed with Columbia University Libraries since 2001 in several preservation-related positions. She holds a BS/MS in microelectronic engineering and a master’s in library and information science from Long Island University.

			Bronwen Sprout is head, Digital Programs and Services at the University of British Columbia (UBC) Library, where she oversees the library’s digitization, digital repository, digital preservation, and scholarly communication activities. In her previous position as digital initiatives coordinator, Bronwen was the UBC Library lead for the Archivematica implementation and worked closely with Artefactual Systems to define and implement a persistent digital collections strategy to ensure the long-term accessibility and usability of the library’s digital materials. Bronwen continues to be interested and engaged in community-driven, open-source approaches to digital preservation.

			Kris Stenson is administrator for the Oregon Records Management Solution at the Oregon State Archives, where he works with state and local government agencies to proactively manage their electronic records securely and efficiently in a centralized ERM environment. He previously served as the electronic records archivist for the Illinois State Archives, where he trained government agencies in electronic records management, developed new rules and guidelines, and worked on the implementation of a digital preservation repository for the archives.

			Latanya Sweeney is a professor of government and technology in residence, director of the Data Privacy Lab, and editor in chief of technology science at Harvard University. Her professional focus is on creating and using technology to assess and solve societal, political, and governance problems, while teaching others to do the same, and her research interests include technology’s impact on humankind and data privacy. On the VISR project, Dr. Sweeney will help integrate DataTags and define security and privacy management policies.

			Mary Whitton is a research associate professor of computer science at the University of North Carolina at Chapel Hill and senior project manager at the Renaissance Computing Institute (RENCI). Ms. Whitton is the project manager of the DataNet Federation Consortium (DFC), an NSF project to implement a national data management infrastructure that transcends technology, social networks, space, and time through federation-based sustainability models. Ms. Whitton will manage the VISR project, coordinating collaboration and guiding developers to ensure VISR’s responsiveness to end-user requirements.
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www.tillamookcheese.com

12
October 5, 2007 BEGE'N o
Bill Campbell et 0® II
Department of Communny Dcvelopmmt * ‘%@"&"ST

201 Laurel Avenue
Tillamook, OR 97141

Re: TCCA cpposition to ZC-07-01,
Dear Mr. Campbell:

Thank you for the opportunity to comment on the zone change request submitted by Mike
Borough and Terry Boquist. Land use in Tillamook County is an important issue to both
TCCA énd our member dairy farmers. - The Tillamock County Creamery Association has
a policy of no.net loss of farmland. The TCCA board of directors reaffirmed this policy
at their August 29, 2007 board meeting.

The zone change request by Mike Borough and Terry Boquist is in conflict with TCCA’s
policy of no net loss of farmland. TCCA opposes this request as a matter of consistent
implementation of policy and for the following reasons:

1. The property in question is high value farmland.

2. The property has recently been used to graze cattle and provide forage for dairy

3. The property is adjacent to working dairy farms, which can lead to conflict
between farmers and 4 new neighbor,

4. Loss of farmland reduces the milk producing upauty of the community and
undermines the milk supply for eheese factory.

Please consider the Tillamook County Creamery Association’s opposition to ZC-07-01
when evaluating this request. If you have any questions call (503) 815-1338.

Sincercly,

Shawn Reiersgaard
Director of Environmental and Political Affairs

P.0.Box 313 - Tillamook, OR $7141 + (503) 8424481 + Fax (508) 842-8039
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£ Time Allotment for December 6
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ICPSR Collection Development Policy

Executive Summary

ICPSR maintains an extensive archive of data to support research and knowledge building in the social and
behavioral sciences. This policy sets forth a description of the characteristics of data that ICPSR has interest in
adding to the collection. ICPSR intentionally casts a broad net in order to add a wide range of data that would
be of interest to the diverse fields representing the social and behavioral sciences. However, at the same time
the organization applies additional appraisal criteria to determine the appropriate level of curatorial
investment that ICPSR will make to ensure long-term and effective use of the data.

By balancing our broad interests with a more focused investment in curation, ICPSR is positioned to select a wide
array of social and behavioral science data while spending member resources strategically to best anticipate the
future needs of the research community and the broad public.
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From: <deposit@icpsr.umich.edu>
Subject: Deposit Inventory - John Doe

This message is automatically generated in response to files you (or your group) uploaded to ICPSR through the online deposit form.
When ICPSR receives files through the data deposit form, we automatically generate a listing of the files received. This list also includes
a description of the format of the files uploaded as detected by our software. And for data deposited in SAS, SPSS. or Stata formats, we
provide a count of cases and variables in each data file.

Please review the following information carefully to be sure that it corresponds to what you intended to submit to ICPSR. Please contact
us with any discrepancies or questions that you have (deposit@icpsr.umich edu).

Thank you,
ICPSR Acquisitions Staff

Deposit Title: Test Data

Deposit Number: 12345

Link: http:/fwww.ic psr.umich edu/cgi-bin/ddf2?key=VES32myrizthefakeurl&page=suppl
Listing of Deposited Files

ingest.txt was scanned on 01-OCT-15.
We think it's: ASCII text, with CRLF line terminators
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Describe the Collection

This section collects basic details about the data collection. On the next page of the deposit form, you will be able to describe
this data collection in more detail.

Title of the Data Collection

Descriptive titles typically include the time period(s) and geographic location(s) that the data cover.

(

Principal Investigator(s)
Please list the Principal Investigators in order of importance to the study. If the Principal Investigator is an organization,
complete just the affiliation field.

Pl First Name Pl Last Name Pl Affiliation
[ J )

Description or Abstract

Please give the user a clear sense of what the study is about. The focus should be on questions such as the purpose of the
study, the major topics covered, and what questions the Pls attempted to answer when they conducted the study. Note
that you should avoid attempting to address issues of how the data might be used, who might be interested in the data, or
any evaluative comments about the worth or usefulness of the study.

Is this deposit a new edition, extract, update, or special version of an existing ICPSR data collection?
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